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8 PykoBoactBO nporpammucTta Ha gpauBep PC/SC ansa cuntbiBatenen UEM NFC Reader

1 O6bwasa nHcpopmauumsa

HacTtosiimee pykoBoCTBO TpeIHA3HAYEHO JJIs1 O3HAKOMJICHHS C (DYHKIMOHATIOM
npaiisepa PC/SC, ocymecTsistonmm ynpasienue cuurbiBaresiem RFID-kapr UEM, u
COJEPKHUT CBEEHNS, HEOOXOAMMBIE JITIsl pa3pabOTKU MPUKIIATHOTO MPOTPAMMHOTO
obecneueHus.

1.1  IlepeyeHb HOPMATHBHBIX JOKYMEHTOB

ISO 14443, yactu 1-4
ISO 15693, yactu 1-3
ISO 7816

ISO 18092

1.2  Cuomcok coxkpamieHuit

APDU — dopmar komanzs! npotokosa T=CL (ISO 7816-4)

ATQ — pe3ynbstar onieparmu REQA (ISO 14443-3)

ATS — otBeT Ha onepaimio SELECT (momyctumblie mapameTpsl npotokoia T=CL)
ATTRIB — komanna Beioopa kapthl Trma B (ISO 14443-3)

CLA — nepBsrii 6aiitr komaanst APDU

Dr — xapakTepucTiKa CKOPOCTHU MOTOKA JAHHBIX OT CUMTHIBATENS K KapTe
Ds — xapakTepucTuka CKOPOCTH MOTOKA JIAHHBIX OT KapThl K CUUTHIBATEIIIO
HLTA — xomanna nepeBojia kaptel Thna A B coctosinne HALT

HLTB — xomanna nepeBoia kapTsl Tviia B B coctostane HALT

INS — BTOpo#i 6aiit komannsl APDU

Lc — nnvHa niepegaBaeMbIX JaHHBIX B komanae APDU

Le — nnvHa ounaeMbIX 1aHHBIX B 0TBETE HA KoMaHny APDU

P1 — tpeTuii Gaiir (mapameTp) komannsl APDU

P2 — yetBepThIii Oaiit (mapameTp) komanas APDU

PICC — kapra ¢ 6eckonrakTHeiM uHTepdericom (RFID-kapta)

PPS — 3anpoc Ha yctaHoBKY nmapameTpoB npoTtokosia T=CL

PUPI — nceBnoyHukanbHbIi HOMep (MaeHTHpHUKATOP) KapThl THIa B
RATS — 3anpoc Ha nosryuenne ATS

REQA — 3anpoc Ha akTiBaimio kapt tvna A m3 coctosiiust IDLE

REQB — 3anpoc Ha akTuBaimro kapt tvna B 3 coctosinus IDLE

Rf — mnyuaemas cuurbiBarenemM paaruovacTora

SAK — pesynbrar (noareepxxaenue) onepaipu SELECT

T=CL — npotoxos ooMeHa nanasiMu ¢ RFID-kapramu (ISO 14443-4)
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UID — ynukanbHbIi HoMep (MaeHTH(PUKATOP) KapThl THIA A

WUPA — 3anpoc Ha aktuBaimto kapt tuna A u3 coctosaust HALT

WUPB — 3anpoc nHa aktuBammro kapt tura B u3 cocrosanss HALT

NFC (Near Field Communication) — TeXHOJOTHsI 0€CTIPOBOTHOM Mepe1avu JaHHBIX
T0 TIPUHIMITY MHITYKTHUBHOM CBSI3U

NDEF (NFC Data Exchange Format) — ¢poopmat qaHHbIX 17151 iepe1aqu o0 O0IeHUiA
o TexHosoruu NFC.

P2P (Peer To Peer) — 0OMeH maHHBIMU IO TIPUHIIMITY "TOYKA-TOYKA' MEXKITY NBYMS
YCTPOKCTBAMU

LLCP (Logical Link Control Protocol) — mpoTokoJ1 yruiaBieHust TOTHIeCKUMU
COEIMHEHUSIMU MY yCTpoiicTBamu, padoTaronumu no npotokoiry ISO18092 (NFC
P2P)

SNEP (Simple NDEF Exchange Protocol) — mpotokos oOMeHa cooO1eHusIMu
NFC B popmare NDEF

1.3 IIpeaynpexkaeHue

Brymanue! Hepen HavyaJloOM pa60TBI C KapTaMy, BHUMATCJIbHO U3YIHNTC
JOKYMCHTAIMIO Ha 3THU KapPTbhl: HCOCTOPOIKHOC HCIIOJIb30BAHUC KOMAH MOXKCT
IIOBJICYb BBIXOJ KapT U3 CTPO-.

1.4 HopaepxuBaeMbie TUNIBI KAPT
Hacrosmuii npaiiBep padoTtaeT co cuursiBatesiMu MukpoOM,
T0,/1/IEP’KUBAIOLIIMH O€CKOHTAKTHBIE KapThI:

ISO14443: Mifare (Classic(1k, 4k), Plus(X, S), UltraLight(C), DesFire(EV1),
SmartMX),

[SO14443: NFC Forum Tag Type 2 (NTAG 203,210, 213,216), Type 4,
ISO15693: ICode (1, SLI)
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PykoBoactBO nporpammucTta Ha gpauBep PC/SC ansa cuntbiBatenen UEM NFC Reader

B3avmogencreue cUMTbiBaTens ¢ yrnpassowmm
YCTPOUCTBOM

Jlns paboThl co cuurbiBaresiem no unrepgeiicy USB He00X01UMO yCTaHOBUTD
JIpaiiBep, BXOISIIINUA B KOMIUIEKT TIOCTaBKHU.

Uro6s1 yctanoButs UEM USB-npaiisep cuurbiBaresist 171 Bepcus Xx86 u x64
onepaimonHbIx cucteM Windows XP, Vista, 7, 8.0, 8.1, 10 He00X0IUMO BBITIOJTHATH
cJeayrolIee.

1. BcraBbTe KOMNakT-AuCK, noctasisgeMbiii ¢ UEM USB cuursiBarenem, B IpuBOI
CD-ROM, nu60 pacmakyire apXxuB C JapaiiBepoM, eciii Bbl ero ckadasm 1o
CCBUIKE C caifTa, 3aTeM BCTaBbTE CUUTHIBATENL B THe3/10 USB KomIbroTEpA.
ABTOMaTHYECKHU HAYHET PabOTaTh MacTep YCTAHOBKM HOBOTO 000pyaoBaHus. B
MPaBOM HIDKHEM YTITy KpaHa BaIllero KOMIBIOTEePa Mpy 0O HAPyKeHAH
CUUTHIBaTe A NOABUTCS coobO1enue "HaiineHo HoBoe o6opynoBanue'.

2. Ecnu B nranioroBoM okHe "MacTtep HOBOTO 000py/10BaHus" TOSBUTCS
npe1JI0KeHHE TIoAKTIYUThCA K y3iry Windows Update s noucka
nporpaMMHOTO oOecnieueHus, Beioepure "Het, He B 3TOT pa3" u HaxMuTe
"Tanee".

3. B nuanoroBoM okHe "Mactep HoBOro o6opynoBanus" Beioepure 'Y CTaHOBKA U3
yKa3aHHOTO MecTa', 3ateM Haxmure "[lanee".

4. Yb6enurech, 94TO BHIOpaHO "BBINOIHATE MOWCK HAMOOJIEE TIO X0 ISIIIETO
npaiiBepa B ykazaHHbIX MecTax'. CHumure daar "Tlonck Ha CMEHHBIX HOCHTETISIX ",
ycTtaHoBure (iar "BKIFOYUTE Cienyroliee MecTo TIoUcKa', 3aTeM HaAKMHUTE
"O630p".

5. B nuanorosom okue "O630p nanok" Haiqure 1 BeIOepuTe nanky Driver Ha
TIOCTABIIIEMOM CO CUMTBIBATEJIEM KOMIAKT-ucke (Hanpumep, E:\Driver), B Heli
HAWIUTE COOTBETCTBYIOLIMI Baiei onepaimoHHOM cucteMe npaiisep. Haxxmure
VOK"

6. B nuanoroBom okne "MacTep HoBoro o0opynoBanus" Haxmure "Jlanee".

7. B nuanoroBoM okHe "Y cTaHOBKa 000pyOBaHus " C TIPEJOCTEPEKEHAEM O
TECTUPOBaHUU POTpaMMHOTO obOecrieueHns HaxmuTe "Bee paBHO Tpo 10 KUTE ",

8. B nmamoroBom okne "MacTep HOBoTO 000pyaoBanust" Haxmute "T'0TOBO".

9. YtoObl yOeuThCsl B TOM, YTO ApaiBep YCTAHOBIIEH YCTIEIITHO, 10CTATOYHO
yBuaets UEM PCSC NFC Reader B lucnietuepe yctpoiicTs. st aTor0o
H)KMUTE TPaBOI1 KHOTIKOM MBIIIY HA MKOHKY "Moii kommbtoTep" Ha pabouem
CTOJie, B TIOSIBUBIIEMCS MeHIO BeIOepuTe "CBoiicTBa" 1 Ha BKIIAIKe
"O0opynoBanue" Haxmure "J{ucnieTdep yCTpoUCcTB". 3aTeM HAXMUTE 3HAYOK
"+"(rmroc) psAoM ¢ Tpymmoit Y cTpoiicTBa UTEHHs] cMapT-KapT', YTOObI PACKPBITH
€€ CITHCOK.
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PykoBoactBO nporpammucTta Ha gpauBep PC/SC ansa cuntbiBatenen UEM NFC Reader

PexxumMmbl paboTbl ApanBepa

HpI/I MO AKIIFOYCHNUN CYUTBIBATCIIA K KOMIIbIOTCPY z[paITIBep ABTOMATHUYCCKHU
onpeaACACT MMCIOINCCA B CUUTBIBATCJIC PA3bEMBI 1104 KOHTAKTHBIC KApPThI.

B pesynbrare nist cimyx6s1 PC/SC Windows 100aBIisitoTCsS HECKOJIBKO
"cunrbiBarenen’:

1. CuursiBaTeslb 6€CKOHTAKTHBIX KapT.
2. BupTyalibHblii CYUTHIBATEIIb HETIOCPEICTBEHHOTO YIPABJICHUS! YCTPONUCTBOM.
3. 0-4 cuurhIBaTE) I KOHTAKTHBIX KapT (SAM-moyei).

CunTbiBaTe/Ib 0€CKOHTAKTHBIX KAPT: OTpakaeT (YHKIMOHAT JJISI pabOTHI C
OECKOHTAaKTHHIMHU KapTaMH.

BuprtyajibHbIi CUHUTHIBATE/Ib HENMOCPEACTBEHHOT0 YIIPABJIEeHUS
YCTPO#CTBOM: (PM3HUUECKHI CUUTHIBATEIb B 3TOM CJIydae MpeICTaBIISIET B BUIE
MOCTOSTHHO TOIKJTFOUE€HHO M KapThl. KoMaHIbl HeNoCpeACTBEHHOTO 0OMEHA B 3TOM
ClIydae TiepeIatoTCsl Ha TIOAKITIOUEHHYIO K 3TOMY ''CUMTBIBATEIIO" BUPTYAIbHYIO KapTy
nocpeactsoM APDU Transparent Exchange - Transceive. PaboTa ¢ nanHbIM
(GYHKIMOHATIOM JTOJDKHA OCYILIECTBISITHCS Yepe3 MexaHmM ceccuil (Manage Session).

CyuThIBaTEIM KOHTAKTHBIX KapT: OTpaykaeT (PYHKIMOHAI JIJIsl pabOTHI C
KOHTAKTHBIMU KapTaMH.

JlpaiiBep MO>KET pabOTaTh B TPEX PEIKIMAX:
1. Pe:xuM MoCTOSIHHOTO OMpoca.

DTOT pekuUM 3aIyCKAETCS] ABTOMATUY €CKH MPU N0 IKITFOUEHUM CUUTHIBATENS K
KOMIIbIOTOPY. [Ip1 3TOM BBINOIHAETCS LIMKIIMY €CKUI OTIPOC JIpaiiBepoM CUMTHIBATEIIS
Ha MpeIMET NOSBJICHUS/ UICUE3HOBEHHS! O€CKOHTAKTHBIX M KOHTAKTHBIX KapT B €r0 TMOJIE.
JlanHbie cOOBITHSI MOTYT CONPOBOKAATHCSI HACTPAUBAEMOM IIBETO-3BYKOBOM
VH/IVKALACIL

2. PeskuM HenmocpeACTBEHHOI0 YIIPABJICHUS Yepe3 BUPTYAJIbHYI0 KapTy
(DIRECT READER).

B atoT pexxum apaiisep Bxoaur, korjaa ynpasssitoiee [1O mogkimovaetcs K
BuptyabHO U KapTe "DIRECT READER" u HaunHaeT npo3paunyto ceccuro (Manage
Session - Start Transparent Session).

[Tpu BXO/i€ B JaHHBIN PEXKUM, BCE JIPYTHE KapThl, KPOME BHPTYATLHOU KapThI
HETOCPEICTBEHHOTO YIPABJICHUSI CUUTHIBATEIIEM, IPUHYAUTEIIHHO BUPTYaTbHO
M3BIMAIOTCS U3 COOTBETCTBYIOIIMX cuMThIBareseii B crmcke yctpoicte PC/SC, a Bce
IMKJTMECKHE OTIPOCHI YCTOVMCTBA MPUOCTAaHABIMBAIOTCS. BX01 B pekuM paboThI Kak ¢
USB-ycTpoiicTBOM (CM. HIDKE) CTAHOBUTCSI HEBO3MOJKHBIM.

VYpaiieHue CUUTHIBATEJIEM B IAHHOM PEXUME OCyllecTBIsieTcss uepe3 APDU
Transparent Exchange - Transceive Data nocpeicTBOM BBITIOJIHEHHUS THIIOBBIX KOMAaH]I,
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orvcanHbIX B JokymeHte PgmGuide SAM.pdf

BbIxo1 13 JaHHOTO peskuMa OCYIIECTBIIETCS TIo1auei KOMaHIbl OKOHYaHHs
npo3pauHoii ceccun (Manage Session - End Transparent Session).

[Ipu BbIXO/I€ M3 pekuMa, padoTa BCEX OCTAIbHBIX CUUTHIBATENICH
BOCCTAHABJIMBACTCS ¥ OHM CHOBA MOTYT HAXOIUTh KapThl U paboTaTh ¢ HUMU. CHOBa
paspemIaeTcst BXoJ B pexuM padoTsl kak ¢ USB-ycTpoiicTBOM (CM. HIDKE).

3. Pe:xxnm padotsl kak ¢ USB-ycTpoiicTBOM.

B nannbIi1 pexum aparBep NepexXoquT, €CIIM OH OTKPBIBAETCS IIPU IOMOIIU
ctaHgapTHoro (yrkimonana 6ubmorteku Clscrfl SAM.dII

[Iepexo1 B TaHHBIM PEKUM BO3MOKEH TOJIBKO M3 PEKMMA ITOCTOSHHOTO OIPOCa.
[Tpu 3TOM BCE KapThl, BKIIIOYasi BUPTYAIbHYIO KapTy HEMOCPEACTBEHHOTO YIPAaBJICHUS
CUUTBIBATEJIEM, MIPHHYIUTEIHHO BUPTYaJIbHO M3bIMAIOTCS U3 COOTBETCTBYIOIINX
cuuThiBaTesieil B crmicke yctpoiictB PC/SC, a Bce 1mmKimyeckue onpochl yCTOMCTBA
MPUOCTAHABJIMBAOTCSL.

B 3TOM pesxime ynpaBiieHHe CUHUTHIBATENIEM OCYIIECTBISICTCS TIOCPEICTBOM
¢bynxmmii 6uomorteku Clserfl SAM.AII (em. PgmGuide  SAM.pdf)

[Tpu 3akpeiTin moaxmoueHus 6udbmoreku Clscrfl SAM.dII x npaiiBepy,
MO CJIETHHAM TIEPEXOIUT B PEIKHUM TOCTOSHHOT'O OTIPOCa C BOCCTAHOBJIEHUEM
[UKJIMYECKUX OMPOCOB KapT.
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4 Pabota c 6eCKOHTaKTHOMN KapToWu

Ynpasnenrue 0€CKOHTaKTHOM KapToit ocymiecTBisieTcss Habopom APDU komann
ctannapta PC/SC.

4.1 IHoakarwyeHne K 0eCKOHTAKTHOM KapTe

BuptyanbHast KapTa yrpaBjeHHs CUUThIBATEIEM OTOOPKAETCS B CIMCKE YCTPOUCTB
PC/SC non nazsanrem "UEM DIRECT READER".

[Tonkmouenre ocymecTBIseTCs CTaHnapTHOM PyHKIMet 6nomoTeku Smart Card
Library - SCardConnect.

4.2 OTkiII0YeHNEe 0T 0€CKOHTAKTHOM KapThI

OTKIIFOUEHHME OT KapThl YIIPABIICHUS CYUTHIBATEIIEM OCYIIECTBISICTCS CTAaHIAPTHON
byskimet oundmmoTtexku Smart Card Library - SCardDisconnect.

4.3 Crangaprabie koMmanasl APDU

JlaHHb1ii TH kKoMaHs B3AT w3 cniermdukarmm PC/SC.

4.3.1 Get Data

Urenne UID akTMBHOM KapThl.

Komanna;
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Class INS P1 P2 Lc Data Le
OxFF 0xCA 0x00 0x00 - - 0x00

P1 =0x00, P2 = 0x00 - nosryaenne UID Kaprsl

P1 =0x01, P2 = 0x00 u npyrue 3Ha4yeHus He MO IEP>KUBAIOTCS

OrtBeT:

Data SW1 SW2
UID 0x90 0x00

UID - yHukanbHbIi HAEHTUPHUKATOP KapThl, B KOTOPOM MOPSAI0K OaifT
COOTBETCTBYET MOPAKY, B KOTOPOM 3TH OANUTHI OBLIH MPUHSITHI CUUTHIBATETIEM OT

KapThl.

4.3.2 Load Keys

3arpy31<a KiIro4ya 10CTyIla B IaMATh CUNUTBIBATCIIA.
Z[aHHaH KOMaH/[a II03BOJIICT pa60TaTB C KIIFOYaMH CHUUTBIBATCIA U KapT:

- Mifare Classic;

- Mifare Ultralight C;
- Mifare Plus.
Komanpa:
Class INS P1 P2 Lc Data Le
OxFF 0x82 |Crpykrypa | Howmep JlmHa Kitou -
KJII0ua KJII0ua KIII04a
CrpykTypa KiIoua:
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bur| bur| bur| but | bur| bur| bur

bur

Onucanue

0 - KJIrOY KapThl;

1 - KJIFOY CYUTHIBATEIIS

0 - oTKpsITas nepeayva;

1 - 3ammnieHHas mepeaada

0 - 3arpy3urh KIItO4 B
SHEPro3aBUCUMYIO TIAMSTH (HE
TIOI/TePYKUBACTCS )

1 - 3arpy3urh K104 B
SHEPrOHE3aBUCUMYIO NIAMSITh

3ape3epBHUPOBAHO

Ecimu yctanoBien our 6, To B Ourax
0-3 pacnoJioxkeH HoMep KIroua
CUUTBIBATEJIS, KOTOPBIN ObLT
UCTIOJTh30BaH JIJIS ITU(POBAHKSL.
Ecym 6ur 6 He ycTaHOBIIEH, TO OUTHI
0-3 ur”HopupyroTcsi.

JoctynHo MakcumyM 16 kimroueit
CUUTBIBATEIIS.

Homep kir04a: 3aBUCUT OT CTPYKTYpHbI JaHHBIX HA KapTe WM B CUUTHIBATEJIE.

JlnuHa kiaw4da: He 6osee 16 Oaifr.

Kuarou: nepegaeTcst MaaammM 0aiToM BIIEpeT.

OTtBeT:

SW1 | SW2 | Omicanve

0x69 | 0x82 | [Ins AaHHOTO THUIA KapT
3alKcCh KIII0Ya He
TIO /I PYKUBACTCSI

0x69 | 0x86 | 3amch B 3HEPro3aBUCUMYIO
aMsITh HE TI0JJIEPKUBACTCS

0x69 | 0x89 | JnuHa kiroya Ooubie 16
0aiiT He MO AEPIKUBACTCSI
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4.3.3

Tun kaoua: 0x60 - Mifare Key A; 0x61 - Mifare Key B.

General Authenticate
AyTeHTnuduKarys KapThl 10 TIPEIBAPUTENHHO 3arPy’KEHHOMY KITIOUYy.
JlaHHas KOMaH1a MO3BOJISIET paboTaTh C KAPTAMU:
- Mifare Classic;
- Mifare Ultralight C;
- Mifare Plus.
Komanna:
Class INS P1 P2 Le Data Le
OxFF 0x86 0x00 0x00 5 [TapameTpsl -
IMapameTpsi :
Baiit 0 Baiit 1 Baiit 2 Baiit 3 Baiit 4
Bepcus Anpec: Anpec: T xmoua | Homep kimoua
0x01 CTapImii OalT | Miaammi OaiT
Bepcus: 6yaet ucnionp30BaHa B OyayIieM JJis TOro, YTOObI OTIIMIUTh Pa3IMIHbIC
BEPCHUHA KOMAH]IBL.
Ajpec: HOMep HaualbHOTO 0JI0Ka, MO0 Oaiira, ¢ KOTOPOTO ClieayeT NPOU3BECTH
ayTeHTU(UKAIHIO TOCTYTIA.

H0Mep KJIKYa: HOMEP NPEABAPUTCIILHO 3allMCaHHOT'O B IIaMATh CHHUTBIBATCIIA

KIIF049a JOCTYIIA K KapTe.

OTBeT:
SW1 | SW2 | Omicanre
0x69 | 0x83 | Jlyia naHHOTO THMA KapT

ayTeHTH(UKAIS He

O AACPKUBACTCA
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4.3.4 Read Binary

Yrenue JaHHbIX U3 KapThbl.

JlanHast KOMaH/1a MO3BOJIIET paboTaTh C KapTaMHU:

- Mifare Classic;

- Mifare Ultralight (C);
- Mifare Plus;
-ISO15693.
Komanna:
Class INS P1 P2 Lc Data Le
OxFF 0xB0 Anpec: Anpec: - - Kommects
. . 0
CT‘%pEHI/M Mﬂgﬂimm YUTAEMBIX
ar ar Gaifr
OTtBeT:

Data SW1 SW2
JlanHbie XX XX

SW1, SW2:

SW1 | SW2 | Ommucanve

0x69 | 0x81 | He npounTaHo HU OJHOTO
Gaifra

0x62 | 0x82 | OmnbKa Npy YTEHUX JAHHBIX

0x6A | 0x81 | Jlnst maHHOTO THIIA KapT
YTEHHUE HE MO IEPIKUBACTCS
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4.3.5 Update Binary
3anuch JTaHHBIX B KapTy.
JlaHHas KOMaHAa MO3BOJIIET PadOTaTh C KAPTaMU:
- Mifare Classic;
- Mifare Ultralight (C);
- Mifare Plus;
-ISO15693.
Komanpa:
Class INS P1 P2 Lec Data Le
OxFF 0xD6 Anpec: Anpec: Jmna JlanHb1e -
. . | JaHHBIX B
CTapUIi | MU | o
Oaifr Oaifr
OtBeT:
SW1 | SW2 | Omicanne
0x6A | 0x81 | [us naHHOTO THIA KapT
3aIvCh HEe TIOJICPIKIUBACTCS
0x6A | 0x81 | HeBepHOE KOJIMUECTBO
3aIMChIBAEMBIX OaiiT
0x69 | 0x81 | 3ammcano 0 Oaiir
0x62 | 0x82 | OmmbKa npu 3amcy JaHHBIX
4.3.6 Increment Decrement Value

VYBenmueHre wim yMeHbITIeHHe 0JI0Ka TaHHBIX ThMa "3HaueHue".

I[aHHaH KOMaH/1a II03BOJIICT pa60TaTL C KapTaMHu:

- Mifare Classic;

- Mifare Plus.
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Komanna;
Class INS P1 P2 Lc Data Le
OxFF 0xC2 0x00 0x03 Jmma | BER-TLV -
JTQHHBIX B
Oaitrax

BER-TLV : KogupoBanue koMaHz B CTpykTypax tuna '"Tvr-/{mHa-3Hauenue "

Twrmbr:
Tun Jdauna 3HaueHue
0xA0 XX Oneparp
YBEJIMY CHUSI
0xAl XX Oneparp
YMEHbIIICHHUSI
0x80 1.4 Howmep ucxoanoro
1 KOHEYHOTO 0JI0Ka
0x81 1.4 3HavyeHe

Ipumep: YMmenbuienue 3Hauenus 61oka 5 kaptel MIFARE® u ero 3ammch B 6510k
6

FF C2 00 03 OE
Al 0C// ymeHbIIeHHIE 3HAYEHUS
8001 05// 6n0oka 5 u
80 01 06 // 3armch B 610K 6
8104010000 00 // 3Hauenue = 1

IIpumep: YMmenbmenue 3Hadenus 610ka 5 kaptel MIFARE® (3Hauenune = 100) u
yBeJIMUECHUE 3HAUCHUs 0JI0Ka 6 (3HaueHUe = 2)

FFC2 0003 16
Al 09 // ymeHbIIeHHE 3HAUCHUS
8001 05// 6noka 5
81 04 64 00 00 00 // 3Hauenue = 100

A0 09 // yBenmieHue 3Ha4eHUS

© 2017 AkuyuoHepHoe obwecmeo “MukpodM”



PaboTta c 6eCKOHTaKTHOM KapToun

8001 06 // 6bnoka 6
8104 02 00 00 00 // 3Hauenue = 2

OT1BeT:

SW1 | SW2 | Ommcanue

0x6A | 0x81 | Jus naHHOTO THMA KapT
3aMMch He MO IePKUBACTCSI

0x6A | 0x81 | HeBepnas nymHa B
napameTpax

0x6A | 0x82 | HepomycTumblii agpec
0110Ka

0x69 | 0x81 | HeBepHblii THI KOMaH/bI

0x62 | 0x82 | OmmbKa rMpy BHITOIHEHAH
ornepalyy

4.3.7 Manage Session

VYnpaBieHue ceccusiMU paboThI C KapToit

Komanna:
Class INS P1 P2 Le Data
OxFF 0xC2 0x00 0x00 Jmma | BER-TLV
JTAHHBIX B
Oairax

BER-TLYV : KoaupoBanre 00b€KTOB JIaHHBIX B CTPYKTypax Tura "Tvn- /1 mHa-
3naueHue".

OOBbexThI 3anpoca:

Tun O0DbeKT 1aHHBIX

0x80 Bepcus
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Tun OO0BEeKT JaHHBIX
0x81 Hauate npo3padHyro CeCCHIO

0x82 3aBepIIUTh IPO3PAYHYIO CECCHIO
0x83 BrIKIIIOYHTE paronosie

0x84 Bxmouurs paguonoie

5F46 Tatimep

FF6D Yrenue napaMeTpoB

(He HmoAJIEP)KUBACTCS)

(He Mo JIEepIKUBAETCS )

FF6E Y cTaHOBKa napameTpoB

OOBEKTHI OTBETA:

Tun OO0BEeKT JaHHBIX
Co OO cTaTyc OIMMOKU
80 Bepcus
FF6D [TapameTpel CYUTBIBATEIIA
4.3.71 Start Transparent Session

3anyck Npo3pavHO CECCHM.

Hukmraeckuit orpoc KapT B 1oJie OyAeT OCTAHOBJICH, MOCIEHSS HalIeHHAs B TI0JIE

KapTa OCTaHCTCA B aKTHBHOM PECKHME.

Tun Anuna 3HaveHune

0x81 0x00 -

4.3.7.2 End Transparent Session

OcTaHoBKa PO3PAYHOM CECCHM.
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[ukmmgeckuii onpoc KapT B MOJIE CYUTHIBATEIST Oy/1€T BO30OHOBIIEH.

Tun Jdauna 3HaueHue

0x82 0x00 -

4.3.7.3 Version

CpaBHeHHE BepCHI MPWIOKEHUS U IpaiBepa (CUUTHIBATEIS ).

29

Tun Jdauna 3HavyeHne
(1 6aiiT)
0x80 0x03 Crapumii | Mnamnmmaii | COopka
HOMEP HOMED

4.3.7.4 Turn OFF the RF

Briximouenue PaguoIioIA CYUTBIBATCIIA.

Tun JAnuna 3HavyeHune

0x83 0x00 -

4.3.7.5 Timer

3aaepKKa BBINOTHEHNS OTIepallvii CYUTHIBATEIIEM.

Tun Jdauna 3HaueHue

5F46 0x04 Bpewms (ULONG)
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Bpemst: 3a1epxKa B MUKPOCEKYHIAX.

4.3.7.6 Turn ON the RF

Bxmouenue Paauonoisd CUUTBIBATCIIA.

Tun JAnauna 3HaueHue

0x84 0x00 -

4.3.7.7 Get Parameters

(He moaIepIKuBaeTCs)

UreHus napaMeTpoB oOMeHa.

4.3.7.8 Set Parameters

(HE moaIepKUBaeTC)

YcTaHOBKa MapaMeTpoB 0OMeHa.

4.3.8 Transparent Exchange

[Tpo3pauHslit 0OOMEH TaHHBIX C KapTOil.

Komanna:
Class INS P1 P2 Lc Data Le
OxFF 0xC2 0x00 0x01 Jdmma | BER-TLV |oTcyrcTBYE
JTAHHBIX B T, TMOO B
Oaifrax COOTBETCTB
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i ¢ ISO
7816-4

BER-TLYV : KogupoBanye 00bEKTOB JIaHHBIX B CTPYKTypax Tura '"Tur-J{mvHa-
3HaueHue":

OOBbexTHI 3anpoca:

Tun OO0BEeKT JaHHBIX

0x90 | ®nar oTnpaBKy U prEMa

(Transmission And Reception Flag)
(MrHOpHMpYeTCS)

0x91 | XapakTepucTuKu OUTOB TIepeIadn
(Transmission Bit Framing)

(He Mo IePIKMBALCTCS )

0x92 | XapaxTeprcTHKU OMTOB TIpreMa
(Reception Bit Framing)

(He Mo IePIKMBALCTCS )

0x93 | Ilepenaya nanaeix (Transmit Data)

(He Mo IeP)KUBACTCS)

0x94 | Ilpuem nannbix (Receive Data)

(He Mo 1T PIKMUBACTCST)

0x95 | Ilepenaua u mpueM JaHHBIX

(Transceive Data)

FF6D | Urenne mapameTpoB (Get Parameters)

(He Mo IJIePIKUBACTCS)

FF6E | YcranoBka nmapametpoB (Set Parameters)

(He Mo IIEPIKUBACTCST)

OOBEKTHI OTBETA:
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Tun OO0BEeKT JaHHBIX

CO0 | OOmmii cTaTyc OIIMOKH

92 KommuecTBo akTyabHBIX OWT B TIOCJIETHEM OaiiTe]
NIPUHSITBIX JTAHHBIX

96 | Craryc oTBETa

97 | OTBEeT OT KapThl

FF6D | ITapameTphl CUMTHIBATEIIS

4.3.8.1 Transmission And Reception Flag

(urHOpHpYyeTcs)

OnpenenseT mapameTpbl KaApHUpOBaHKs U paJroKaHasa Ul TEKyILEn
IpUeMoTiepe Aa4u.

4.3.8.2 Transmission Bit Framing

(HE moaIepKUBaeTC)

OmnpeieisieT KOJMYECTBO aKTyaIbHBIX OWT B TIOCJICHEM OaliTe Tepe1aBaeMbIX B
o0bekTax Transmit Data wim Transceive Data qaHHBIX.

Ecnu oTcyTcTBYET B 3anpoce, To Bce OUThI aKTyallbHbI.

4.3.8.3 Reception Bit Framing

(He moiep)KuBaeTCs)

MosxeT ObITh UCTIONBb30BaH Kak B koMmannaHoit C-APDU, Tak u B pe3yibTupyromei
R-APDU.

B xomanmgHoii C-APDU omnpeensieT KOJIM4eCTBO 0KUIAEMbIX aKTyalIbHBIX OUT
JIaHHBIX B TIOCJIC/THEM TIPUHSITOM OaiTe.

B pesynptupyromeiit C-APDU omnpenenseT KOJIMIECTBO aKTyaIbHBIX OUT JTaHHBIX B
TMOCJIETHEM TIPUHSATOM OaifTe.
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4.3.8.4 Transmit Data

(HE moaIepKUBaeTC)

CoepuT JaHHbIe, KOTOPBIE CJIEAYET NepeaTh OT CUUTHIBATEIS B KapTy.

Tun Jauna 3HaueHue

0x93 [Tepemennast, onpeesnsieTcs B [lepenaBaeMble naHHbIE
cootBercTBrM ¢ BER-TLV

4.3.8.5 Receive Data

(He moaepKUBaeTC)

HpI/]Hy,Z[I/lTeJ'ILHO MEPCBOAUT CHUTBIBATCJIb B PCIKMM IIpUCMaA JTaHHBIX.

Tun JAnuna 3HavyeHne
(1 6aiiT)
0x94 0x00 -

4.3.8.6 Transceive Data

Hcnonb3yeTcs Ui iepegayu JaHHbIX OT CUUTHIBATES K KapTe U MOCJICAYIOIIETO

npremMa OTBeTa.
Tun JAnuna 3HaueHune
0x95 [lepemenHas, onpeiesnsieTcs B [lepenaBacMble naHHBIC
cootBercTBHM ¢ BER-TLV

4.3.8.7 Response Status

(HE moaIepKUBaeTC)
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MosxeT npucyrcTBOBaTh B 0TBeTHOM R-APDU.

[Ipu oTCYTCTBUM OIIHOOK, ITOT OOBEKT MOXKET OTCYTCTBOBATH CPEIH MPUHITHIX

JTAHHBIX.
Tun | AaunHa 3Havenune
(1 6aiiT) Baiit 0 Baiit 1
bur 0| 0 - CRC BepHbIii (1w He Ecym 6ur 1 Gaiira 0
NpOBEPSLICS ) YCTaHOBIIEH B 1, TO
1 - CRC - He BepHbIi COACPAUTTIOS
KOJUTM3UH, MHAYE -
bur 1| 0 - ko/uM3Us OTCYTCTBYET 3ape3epBHUPOBAHO HA
. | Oynymee
1 - oOHapyxeHa ko3 (OaiT
1 conepxur no3uLHIO
0x96 0x02 KOJUTM3HH)

bur 2| 0 - ounOKM YeTHOCTH

OTCYTCTBYIOT

1 - ommOKa YeTHOCTH

0 - ommMOKM KaIpupOBaHKS

Eur 3| CTCYTCTBYIOT
1 - oOHapyxeHa omuOka
KaJIpUpOBaHysl (HarpuMep
HEBEPHBIN OANT HAYasa Kapa)

bur | 3ape3epBupoBaHO 1A
4..7 | 6yaymiero UCToJIb30BaHUs

4.3.8.8 Response Data

(He moaaepKkuBaeTCs)

OTBET OT KapThl BO3BpAIIACTCS B BHE 00BEKTA JaHHBIX ThMa 'Trm- /] mHa-

3Hayenve".

Tun

Anuna

3HaueHnue

0x97

MIEPEMEHHAs!, OTIPEIEIISIETCS B
cootBeTcTBUM ¢ BER-TLV

OTBCT OT KapThI
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4.4 CrneununanusupoBanibie kKoMaHabl APDU

JlanHb1i THII KOMaHA paciupsieT Habop komann ctanaapta PC/SC.
4.4.1 3BYKOBOM CUTrHarn

[Toraua 3ByKOBOTO CUrHana.

Komanna:

Class | INS P1 P2 Lc Data Le
OxFF | 0x70 | 0xC2 | 0Ox51 0x02 [0x05 | KommuecTtro| 0x00

KoaunuyecTBo: konmmaecTBo curaaioB (1 6aifr).
4.4.2 CBeToBasa uHAUKaLUA

Ilomaua cBeTOBOTO CUrHAJIA.

Komanna:

Class| INS | P1 | P2 | Lc Data Le

OxFF | 0x70|0xC2|0x51|0x04| 0x07 | Liget | KomuectBo | OcTarounsiii  |0x0

LBET 0

[BeT: 1BeT curnaia (1 Gaitr):

0x00 - He Murars;

0x01 - kpacHbIif;

0x02 - 3eneHbIN;

0x03 - 3es1eHBIIKpPaCHBIN.
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Koaun4yecTBo: konmaecTBO Muranuii (1 Oaifr).

OcTaTO4YHBII IBET: IBET, CBETAIINIA Mocjie Muranuii (1 6air):
0x00 - noracwurs;
0x01 - kpacHbIIL;
0x02 - 3eeHbIi;

0x03 - KpacHbI+3€IeHBIN.

4.4.3 UTteHne Bepcum cuutbiBaTensa

BreraureiBaeT U3 cuuthIBaTelst 6 OaiiT BEpCH.

Komanna:

Class INS P1 P2 Lc¢ Data Le
OxFF 0x70 0xC2 0x51 0x01 0x64 0x00

OtBeT:

Data SW1 SW2
Bepcust 0x90 0x00

Bepcust: 6 Gaiir nH)OpMaImK 0 BEpCHU CYUTHIBATEIIS.

4.4.4 YTeHne cepunHOro Homepa cuynTbiBaTens

BrruuteiBaeT u3 cunthiBarens 4 Oaita cepuitHOro Homepa.

Komanna:
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Class INS P1 P2 Lc Data Le
OxFF 0x70 0xC2 0x51 0x01 0x22 0x00
OTtBeT:
Data SW1 SW2
Howmep 0x90 0x00

Howmep: 4 Gaifra cepuitHoro HOMepa CUUTHIBATEIIS.

Ounctka saHeproHe3aBMCMMOMN NAMATU CUYMTbIBaTENSA

Ounmaet BCro (hien-namMsTh CYUTHIBATEIIS.

Komanna:
Class INS P1 P2 Le Data Le
OxFF 0x70 0xC2 0x51 0x01 0x70 0x00
OTBeT:
SW1 | SW2 | Omcanre
0x69 | 0x81 | IlycTol oTBET
0x62 | 0x82 | OmudKa npu 3aicy JaHHbIX

NMpoBepka 3anosIHEHHOCTU GNI0Ka AaHHbIX B

3HeprOHGSaBMCMMOﬁ namdaT™ CYUTbiBaTensd

HpOBGpSICT YKaSa}I}[bIﬁ 0JIOK NMaMSITH CUUTHIBATEJI HA BO3MOYKHOCTE 3aIlHCH.

T.x. 3anmcaHAbIi OJIOK NAMSITH CUUTHIBATEII HEJIb3S rnepe3anicarb 0e3 OUHNCTKHU
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BCEM IMaMATH, TO ICPEC A 3AIMCCM KCJIATCIIbHO BBIIIOJIHUTH IIPOBCPKY JOCTYIIHOCTHU

OJI0KA.
Komanna;
Class INS P1 P2 Lc Data Le
OxFF 0x70 0xC2 0x51 0x03 0x79 | Anpec -

Anpec: 2 Gaiira HOMepa 6JI0Ka MAMSTH CYUTHIBATEIIS, MIIAIIIAM BIIEPEI;

OTtBeT:

Craryc|SW1| SW2 | Omcanve

Craryc |0x90] 0x00| Ycnenso

- |0x69|0x81 | ITycToii oTBET

- |0x62| 0x82 | Ommubka npu 3armicu
JTAHHBIX

Craryc: 0x00 - 610k 3anonHeH, O0xFF - 6710k mycrT.

4.4.7 3anucb 65oKa AaHHbIX B 9HEpProHe3aBUCUMYIO NaMATb
cuuTbiBaTens

3amich JaHHBbIX BO (bHeIH-HaMSITB CUUTBIBATCJIA.

JlanHast KOMaH/Ia MO3BOJIAET 3anMcarh 16 OaiT TaHHBIX B OJIOK SHEPrOHE3aBUCUMOM

[AMSITA CUUTHIBATEIA.
Komanna:
Class INS P1 P2 Lc Data Le

OxFF 0x70 0xC2 0x51 0x13 0x79 | Anpec | [lannpie | -

Anpec: 2 Gaifra HOMepa 0JI0Ka MAMATH CUYUTHIBATES, MIAIIINM BIEPEI;

Jannple: 16 OaifT qaHHBIX, 3aMMCHIBAEMBIX B OJIOK, MJIQIIITUM BIIEPET.
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OTBeT:
SW1 | SW2 | Omicanne
0x69 | 0x81 | IlycToii oTBET
0x62 | 0x82 | OmmOKa npu 3amvcy JaHHBIX

4.4.8 UTeHne HacTpoeKk MHAUKaL MM LIUKITMYECKOro onpoca

BoeraureiBaeT U3 ApaiiBepa TEKyIIMe HACTPO KK MHIUKALMA [PY aBTOMATHIECKOM
MOMCKE KapT JIJIsl JAHHOTO CUUTHIBATEJIS.

Komanna:
Class | INS P1 P2 Lc Data Le
OxFF | 0x70 | 0xC2 | 0x51 0x02 0x00 | 0x01 0x00
Ortser:
Data SW|SW
12
becnpoBo becnpoBo Konrakthast |Konraktaas | SAM- SAM-  |0x9/|0x0:
Hast Hast yOpaHa | TOAKII0UEH| OTKIIIOYEHa| MOJYJb mMonyms | 0| O
BHeceHaB |[mnoysi (4| a (4 (4 |monKIIIOYEH|OTKIIIOYEH
noJie (4 Oaifra) Oaifra) Oaitra) (4 (4
Oaiira) Oaiira) Oaiira)

BeCHPOBOJIHaﬂ BHECCHA B IMOJI€. MHAMKAIIMA IIPY BHCCCHUN O€CKOHTAKTHOM KapThbL
B paayOIIOJIC CUUTBIBATCIIA,

BecnipoBoaHasi yOpaHa U3 m0JIsl: MHIMKAIWMS yIaTeHUN 0€CKOHTAKTHO M KapThl U3
PaIUOTIONs CUUTHIBATEIS;

KoHTakTHasi NOAKJII0YEHA: HMHIUWKAIYA TIPH 110 AKIIF0OYCHUA KOHTAKTHOM KapThbl K

CUMTBIBATCIIIO,

KoHTakTHas1 OTKJII0YEHA: MHIMKALMS MPY OTKIIFOYEHUH KOHTAaKTHOM KapThl OT
CUMTBIBATEJIS;

SAM-MoayJib NOAKJIIOYEH: UHIUKAIMA [PU M0 AKITF0oYeHI SAM-MO Tyt K
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CUUTHIBATENO (PabOTAIOT TOJIBKO HACTPOMKHU 3BYKOBOTO CHI'HANA);

SAM-Mo0ayJIb OTKJIO4YEH: UHINKAIMA [PU OTKIF0YeHI SAM-MO 1yt OT
cuurhIBareid (paboTaloT TOJIBKO HACTPOMKU 3BYKOBOTO CHTHANA).

Nuaukanus:

Baiit 0 Baiit 1 baiit 2 Baiit 3
KommaectBo | LiBeT KommuectBo | OcTarounbIit
3BYKOBBIX CBETOHO/Ia | MUATaHUA IIBET
CHUTHAJIOB CBETOJIMOJIa | CBETOAHOA

KoauuecTBO 3BYKOBBIX CUTHAJTO0B: KOJIMYECTBO 3BYKOBBIX CUT'HAJIOB,
1o JaBa€MbIX ITPY BO3HMKHOBCHUN COOTBETCTBYIOIICTO COOBITHA.

LIBeT cBeTOAMOAA: 1IBeT curHaia (1 Oaiir):
0x00 - He MuTaTh;
0x01 - kpacHbIif;
0x02 - 3eseHbI;
0x03 - 3es1eHBIIKpPaCHBIN.
KosnyecTBO MUTaHUi#i CBETOAMOAA: KOJIMUECTBO Muranuii (1 Oair).
OcTaTOYHBIH IBET CBETOMO/A: I[BET, CBETAIIUN Mocjie Muranui (1 Oaiir):
0x00 - noracurs;
0x01 - KpacHbIN;
0x02 - 3eneHbIi;

0x03 - KpacCHbII3€JICHBII.

4.4.9 OGHOBMEeHUe HaCTPOeK MHANKaALUUN LUKITUYEeCKOoro

onpoca

3ammchrIBacT B z[paﬁBep TCKYIINC HaCTpOI\/'IKI/I HMHIWKAIU [P aBTOMATHICCKOM
TMOUCKE KapT AJII JaHHOI'O CHUTBIBATCIIA.

Komanna;
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Class| INS | P1 | P2 | L¢ Data Le
OxFF | 0x70{0xC2 | 0x51 [0x1 A 0x00 | 0x02 | HacTpoiiku nHIMKaImn 0x0
0

HacTpoiiky HHAUKAUMN:

Baiitel 0..3 | baiiTte1 4..7 | BaiiTel 8..11 BaiiThI BaiiTel Baitbl
12..15 16..19 20..23
becnpoBonn/becnipoBoaH| KonraktHast | KoHrakTHas SAM- SAM-
asi BHECEHa B|asi yOpaHa 13 | IOJKIIFOYeHA (OTKIIIoueHa (4 MOJyIb MO1yJTb
nose (4 nosst (4 (4 Gaiira) Oaitra) MOJKIIIOUEH |OTKIIIOUEH (4
Oaiira) Oaifra) (4 Gaiira) Oaitra)

BecnpoBoaHasi BHeceHa B 10JI€e: WHIUKAIMS MPH BHECCHNN 0€CKOHTAKTHO M KapThI
B PaIMOIIOJIC CUUTHIBATEIIS;

BecnipoBoanasi yOpaHa U3 nmoJisl: MHIVKAIWS YIATCHHN 0€CKOHTAKTHO M KapThl U3
paIMoOTIONS CYUTHIBATEIIS

KoHTakTHasi MOAKJII0YeHA: MHIUKAIS TPH 10 JKITF0YSHIM KOHTAKTHO | KapThI K
CUUTHLIBATEIIIO;

KoHTakTHasi 0OTKJII0YEHA: MHIVKAIFS TPH OTKIIFOYCHAN KOHTAKTHOM KapThl OT
CUMNTHLIBATEIS,

SAM-Moay/1b OJAKJIIOYEeH: UHIVKAWS [pU MO AKITI0YeHn SAM-Moyis K
cuuThIBaTENMO (paboTaIOT TOJLKO HACTPOMWKH 3BYKOBOTO CHT'HAJIA);

SAM-Moay/ib OTKJIKOYEH: HHIVKAIMS [PY OTKIF0YeHU SAM-MO1yis OT
cuuThIBaTess (paboTarOT TOJHLKO HACTPOMKH 3BYKOBOTO CHTHAJIA).

Nuaukanus:

Baiit 0 Baiit 1 Baiit 2 Baiit 3
KommuectBo | LlBet KommuectBo | OcTarouHblit
3BYKOBBIX CBETOAMOJIA | MUTaHA IBET
CUrHAJIOB CBETOIMOJIa | CBETOJINO 1A

KoauuecTBO 3BYKOBBIX CHTHAJIO0B: KOJIMUCCTBO 3BYKOBBIX CUTHAJIIOB,
IoJJaBaCMbIX IIPH BOSHUKHOBCHNN COOTBCTCTBYIOIICTO COOBITHA.

IBeT cBeTOAMOAA: 11BeT curHaia (1 Oair):

0x00 - He Murars;
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0x01 - kpacHbIIf;

0x02 - 3eeHbIi;

0x03 - 3eJIeHBIITKPACHBII.
KoauvecTBO MUTaHHM CBETOAMOAA: KOJIMICCTBO Muranui (1 Oaiir).
OcTaTo4HbIi IBET CBETOAMO/AA: LIBET, CBETALIMI Nocie Mmuranui (1 Oaiir):

0x00 - oracurs;

0x01 - xpacHbIN;

0x02 - 3eseHbIH;

0x03 - KpacHbII+3€1eHBIN.

4.4.10 YteHue HACTpPOEK MHTEPBASIOB U 3aAepXKekK
LIMKITMYECKOro onpoca

BoraureiBacT 3 paiiBepa TEKyLIUE HACTPOVKN BPEMEHHBIX MHTEPBAIOB OIpOca
KapT U BHYTPEHHHX 3a/I€P>KEK NIPH aBTOMATUYECKOM MOUCKE KapT AJIsI JTaHHOTO
CUUTBIBATEIIS.

Komanna;

Class INS P1 P2 L¢ Data Le
OxFF 0x70 | 0xC2 0x51 0x02 0x00 | 0x03 0x00

Ot1BeT;

Data SW1 | SW2

Wurepans! onpoca (8 OnparrBaembie ctanaaptsl kapt (6 | 0x90 | 0x00
Oaifr) Oaifr)

HNurepBansi onpoca (USHORT, muiiiincekyHabl, MJaamuM 6aiiToM Briepen)

Baiitel (..1 Baitel 2..3 Baiite1 4..5 Baiite1 6..7

Wurepsan Nurepain HurepBan Nurepsan
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Baiite1 0..1 baiitsb1 2..3 baiite1 4..5 Baiite1 6..7
orpoca orpoca omnpoca SAM- OIIpOCa MPSIMOTO
OECKOHTAKTHOM | KOHTAKTHOM MOAYJISA YIIPABJICHA
KapThbl KapThbl CUUTBIBATEJIEM

OnpammBaemMble CTAaHAAPTHI KapT:

Baiit 0 Baiit 1 Baiit 2 Baiit 3 Baiit 4 Baiit 5

[Tepuon [Tay3a nocne| [lepruon [Tay3a nocne| Ilepron [Tay3a nocne
OTKJIFOYEHISI| BKIIFOUECHHS | OTKIIFOUEHMS| BKIIFOUEHUS | OTKJIFOUYEHUsI| BKITIOUEHHS
NOJIS IEpe]T | TOJIA NIEpet | HOJIsl IEpe], | MOJIs epe]| | MOJIs Nepe]l | MoJis epe
aKTVBaIEN | aKTUBAIWEN | aKTHMBAIWEN | aKkTWBAIMEl | akTWBalMEW | aKTUBaIEN
KapThbl KapThbl KapThbl KapThbl KapTbl KapThbl
ISO14443A| 1SO14443A|1SO14443B| ISO14443B| [SO15693 | ISO15693

Ileproa oTkIOYEeHMS MOJIS NepPe]l AKTUBALM el KapThl: BpeMs B
MWINCEKYHIAX, KOTOPOE TOJDKHO JAJIUTHCS OTKIOYEHUE PATUOTIONS CUUTHIBATEIIS
niepe/l aKkTUBALME! KapThl.

Ecmm = 0x00, To COOTBETCTBYIOIIMI CTAHAAPT KapT HE OTPALIMBACTCS B LIKIIE.

IMay3a mocJie BKJIIOYEHUsI MOJISI epe]l AKTHBaNMeil KapThl: BpeMs B
MUWIMCEKYHIaX, KOTOPOE JOJDKHO TMPOUTH TIOCIIE TIOBTOPHOTO BKITFOYCHUS
PaIMoTIONs CYMTBIBATEIIS TIEpe]l aKTUBAlMe i KapThl. J{aHHas may3a Hy»KHa JIJ1sl TOTO,
9TOOBI KapTa MOCJIe BKIFOYCHHUS PATHOTIONS CUUTHIBATENISI yCTIelia 3aIlyCTHThCS B
pabouwii peskuM Mpeskae YeM ¢ Hel HAUHEeTCS padoTa.

4.4.11 OOHOBNEHNe HaCTPOEK MHTepPBanoB U 3aaepXxKekK
LMKNTMYEeCKOro onpoca

OOHOBIISIET B ApaiiBepe TEKYIINEe HACTPONKN BPEMEHHBIX HHTEPBAJIOB OIPOCa KapT U
BHYTPEHHHX 33/I€PXKEK MPU aBTOMATHIECKOM MOUCKE KapT JIJIsl TAaHHOTO CUMTHIBATEIIS.

Komanna:

Class| INS | P1 | P2 | Lc¢ Data Le

OxFF | 0x70|0xC2 | 0x51|0x10] 0x00 | 0x04 | UurepBains! onpoca (8 6aiir) | [0x0
OmnpammBaeMbIe CTaHAAPTHI KapT (6 Oaiir) 0
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HNurepansi onpoca (USHORT, muiiiinceKyHabl, MiIaammM 0aliToM Briepen)

Baiitsbi 0..1 baiits1 2..3 Baiitb1 4..5 Bbaiitsbi 6..7
Hurepsan Nureppan Nurepain WNurepsan
orpoca orpoca omnpoca SAM- OIIpOCa MPSIMOTO
OECKOHTAKTHOM | KOHTAKTHOM MOIYJISA YIIPABJICHA
KapThbl KapThl CUUTBIBATEJIEM

OnpammBaeMble CTAHAAPTHI KAPT:

Baiit 0 Baiit 1 Baiit 2 Baiit 3 Baiit 4 Baiit 5
[Tepuon [Tay3a nocne| [lepruon [Tay3a nocne| Ilepruon [Tay3a nocne
OTKJTFOYEHISI| BKIIIOUEHHS | OTKIIIOUEHMS| BKIIIOUEHUS | OTKIFOUEHUSI| BKITIOUEHHS
TNOJISL Iepe]T | MOJIA Iepel | HoJIsl epe, | MOJIs Iepe]| | MOJis Nepe]l | MoJisd epes
aKTVBaIEN | aKTUBAIEN | aKTHMBAIWEN | aKkTWBAIMEl | akTWBalMEW | aKTUBaIEN
KapThbl KapThbl KapThbl KapThbl KapThbl KapThbl
ISO14443A| 1SO14443A|1SO14443B| ISO14443B| ISO15693 | ISO15693

Ileproa oTKIOYEeHNS MOJIS Nepe]l aKTUBALMel KapThl: BpeMs B
MWIUCEKYHIAX, KOTOPOE TOJDKHO JJIUTHCS OTKIOYEHUE PATHUOTIONS CUUTHIBATEIIS
nepe/l aKTUBALMEH KapThl.

Ecmm = 0x00, TO COOTBETCTBYIOLIMIA CTaHAAPT KapT HE ONPALIMBACTCS B LIKIIE.

ITay3a nmocJie BKJIIOUeHUs NOJIS Nlepe] AKTHBaLM el KapThl: BpeMs B
MUTUCEKYH/IaX, KOTOPOE JOJDKHO MPOMTH MOCIE IOBTOPHOTO BKIFOYEHUS
PaaMOTIONs CYMTBIBATEINS TIEpe]] akTHBaLMe i KapThl. J[aHHas may3a Hy»KHa JIs TOTO,
4yTOOBI KapTa MocJie BKIIIOYEHHUS PaJHOTIONs CUUTHIBATENSl yCIIeia 3allyCTHUThCS B
pabouuii pesxuM TpeskIe YeM ¢ Heil HauHeTCs padoTa.

4.4.12 OmnpaBka coobweHus NDEF no texHonoruun NFC P2P

Otnpasnsietr cooOmienne B popmare NDEF Ha Haxosimieecs B TaHABII MOMEHT
BpeMeHH B paguornoie cuursiBatesisi ycrporicteo NFC P2P (ISO18092).

[TpoTokossl LLCP, SNEP ucniosib3ytoTcst JpailBepoM aBTOMATHY €CKHU.

Komanna;
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Class| INS | P1 | P2 | Lc Data Le
OxFF | 0x70|{0xC2 [0x51| XX | 0x00 | 0x12 | Coobmienue B hopmare NDEF [0x0

Cooouenne B popmare NDEF: maccus Gaiir cooOmennss NFC Data Exchange
Format, miaammm Gaifrom Briepe .

OTtBeT:

SW1

SW2

Ormmcanvie

0x67

0x00

HesepHo 3anana aymna Le

0x63

0x00

OmmOKa npy BHITIOJTHEHAN

4.4.13 Tlpuem coobweHns NDEF no texHonorum NFC P2P

[Tpurmmaet cooOmenre B popmare NDEF oT Haxosiierocs B JaHHbI MOMEHT
BpeMEHHU B paguornioie cuurbiaresis ycrpoiictea NFC P2P (ISO18092).

[Iporokosiel LLCP, SNEP ucnonb3yrorcs apailBepoM aBTOMATHYECKH.

Komanna:
Class INS P1 P2 Lc Data Le
OxFF 0x70 | 0xC2 0x51 0x02 0x00 | 0x11 0x00
OTBeT:
Data SW1 | SW2 Onucanue
Coo01ienve B 0x90 | 0x00
dopmare NDEF
- 0x63 | 0x00 OmrOka npu
BBITIOJTHEHAN

Coo6menne B popmare NDEF: maccu 6aitr coodmennst NFC Data Exchange
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Format, miaammm Gaiirom Briepe.

ITpu npueme coob1enus TpedyeTcs NoOATBEPAKIECHUE COEIMHEHMUS Ha NIepeAatolen
CTOPOHE.

4.5 D yHKIMU HEMOCPEeICTBEHHOT0 00MEeHA JAHHBIMU ¢ KAPTOH

HenocpeacTBeHHBIN 0OMEH ¢ KapTO# BHIMOIHACTCS CIIETYIOIIMMU QYHKISIMU U
APDU xomannamu:

1. [ToaxmoveHre K 0€CKOHTaKTHOM KapTe.

2. Bxox B pexuM HEToCpeICTBEHHOI0 0OMEHa.

3. [Ipuemonepenayva.

4. BeIxo U3 pexxuMa HerocpeICTBEHHOTO 0OOMEeHa.

5. OTxmroueHue 0T 6€CKOHTAKTHOM KapThl.

4.5.1 NMoaknoyeHne K 6ECKOHTaKTHOM KapTte

beckoHrakTHast kapTra oToOpaxaeTcs B ciicke yctpoiicts PC/SC nox HazBaHnem
"UEM CARD READER".

[MoaxmodeHre OCyIecTBISETCS CTaHIapTHO M GyHKImMe Oudmrorexn Smart Card
Library - SCardConnect.

4.5.2 Bxopa B peXXum HenocpeacTBeHHOro oomeHa

BxoJ1 B pexxiM HemocpeICTBEHHOTO0 0OMEHA OCYIIECTBIISICTCS MPH IIOMOTIIH
craggaptHoi komaHasl PC/SC Open Transparent Session.
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4.5.3 NMpuemonepenaya npu HenocpeaCTBEHHOM OOMeHe

[Tpuemorniepegaua nmpu HETIOCPEICTBEHHOM 0OMEHE BBITIOJTHSIECTCSI TIPH TTOMOIITH
ctannaptaoit komannsl PC/SC Transparent Exchange.

4.5.4 Bbixoa U3 pexnma HenocpeaCcTBEHHOro ooMeHa

Bbixo1 13 pexxuMa HerocpeICTBEHHOTO 0OMEHa OCYIIIECTBIISICTCS MPH MOMOTIN
ctannaptHoit komauabl PC/SC Close Transparent Session.

4.5.5 OTKnoYeHUe oT 6€CKOHTAaKTHOM KapTbl

OTtkmodeHre 0T 0€CKOHTAKTHOM KapThl OCYIIECTBIIETCS CTAaHTAPTHOU (DyHKIE
oubmotexku Smart Card Library - SCardDisconnect.

4.6 Pabora ¢ kapramu [SO14443-4

B cnyuae, ecnu kapra noanepxuBaeT padboty ¢ komannamu APDU no npotokosy
T=CL (ISO14443 A/B-4), T0o paboTa ¢ He¥l OCYIIECTBISCTCS CTAHIAPTHBIMU
cpeactBamu onosmoteku Smart Card Library - ¢pynxrmeit SCardTransmit.
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5 Pabota c SAM-mogynamu

[Tpu o iKITIOY€HIM K KOMIIBIOTEPY CUMTHIBATENsI 1 3arpy3ke npaiisepa PC/SC,
JIOCTYIHBIE Ha CUYMUTBIBATEIIE Pa3beMbl U MOAKIIIOUEeHUsST SAM-Moyneit
OTIpEeACTIAIOTCS APaiBEPOM aBTOMATHYE€CKH H OTOOPAKAOTCS B CHCTEME KaK
OTJIeJIbHBIE cuMThIBaTEe I SAM-MO1yei.

[Ipu noaxmouenn SAM-Mo1yIis K pa3beMy, JpaiiBep aBTOMATUY €CKH OTIPEIENIIET
€ro HaTM4Ke ¥ 0TOOpaXkaeT Kak HOBYIO KapTy, OOHAPYKEHHYIO COOTBETCTBYIOIINM
CUHUTBIBATEIIEM.

B nanpheiiiem yrnpaBieHue MOIYJIEM OCYIIECTBIsIETCA mpu oMol APDU
(Application Protocol Data Units), peanuzoBannbix B SAM-Moyre.

5.1 Ilepenaua u npuem ynpasiaswmmx APDU na SAM-monyab

VYnpasnenne SAM-MonyneM BbINoJHAETCS cienyroummu GyHkipsiMu u APDU
KOMaH/IaMu:

1. TToaxkmouenne k SAM-moayIo.
2. Ilpuemonepenaya.

3. Otkmouenue ot SAM-Moayss.

5.1.1 MoaknoyveHne kK SAM-moaynio
SAM-Monynb otoopaxaercs B criucke yctpoictB PC/SC non HazBanueMm "UEM

SAM READER".

[Tonkmouenre ocymecTBIseTCs CTaHnapTHOM PyHKIMe 6o moTekn Smart Card
Library - SCardConnect.
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5.1.2 Omnpaska APDU komaHa Ha SAM-moaynb

Pa6ota c SAM-Monynem uepe3 APDU-komaHIbI OCYIIECTBISAETCS CTAHIAPTHHIMA
cpenctBamu OubnroTexu Smart Card Library - SCardTransmit.

51.3 OTtknoyeHue ot SAM-moaynsa

Otxmodenre 0T SAM-MOTyJIst OCYIIECTBIIETCS CTaHAAPTHON (DYHKIMEH
oubmotexku Smart Card Library - SCardDisconnect.

5.2 Crangaprasie koMmanabsl APDU

J1lannb1ii Trm koMans B3sT u3 criermdukarmm PC/SC.

5.2.1 Get Data

Urenue UID akTUBHOM KapThlL.

Komanna:
Class INS P1 P2 Lc Data Le
OxFF 0xCA 0x00 0x00 - - 0x00

P1 =0x00, P2 = 0x00 - mosryuenne UID SAM-Mmoyns

P1=0x01, P2 = 0x00 u npyrve 3Ha4eHUs1 HE MO JIECPKUBAKOTCS

OT1BeT:
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Data SW1 SW2
UID 0x90 0x00

UID - yHukanbHbIN HAEHTUPHUKATOP KapThl, B KOTOPOM MOPSAI0K OaiT
COOTBETCTBYET MOPSAKY, B KOTOPOM 3TH OAUTHI OBLIH MPUHSITHI CUUTHIBATETIEM OT

KapThl.

5.3 CunenuaausupoBanibie KoMaHAbI APDU

JlaHHBI THII KOMaHA paciupsieT Habop komann ctanmapra PC/SC.

5.3.1 3BYKOBOM CUTrHan

[Togaya 3ByKOBOTO CUrHaa.

Komanna:

Class | INS P1 P2 Lc Data Le
OxFF | 0x70 | 0xC2 | 0Ox51 0x02 |0x05 | KommaectBo| 0x00

Koaun4yecTBo: KoymmaecTBO curaanoB (1 Oaiir).

5.3.2 CBeTtoBasa uHAMKaLuUA

Ilomaua cBeTOBOTO CHUTrHAJIA.

Komanna:
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Class| INS | P1 | P2 | L¢ Data Le
OxFF | 0x70|0xC2 | 0x51|0x04| 0x07 | LipeT | KomuecTtBo | OcTarounsii |0x0
LBET 0

IBeT: 1BeT currana (1 Oaiir):
0x00 - ge murarn;
0x01 - kpacHbIIf;
0x02 - 3eeHbIi;
0x03 - 3eJIeHBIITKPACHBII.
KoaunuecTBo: konmmaecTBo Muranui (1 Oaifr).
OcTaTo4HbIH IBET: LIBET, CBETSIIMIA nocye Muranuii (1 6air):
0x00 - moracurs;
0x01 - xpacHbIN;
0x02 - 3eseHbIM;

0x03 - KpacHbII+3€IeHBIN.

5.3.3 UTeHne Bepcum cuutbiBaTensa

BreraureiBaeT u3 cuuthiBarelst 6 6ailT BEpCHL.

Komanna:

Class INS P1 P2 Lc¢ Data Le
OxFF 0x70 0xC2 0x51 0x01 0x64 0x00

OtBeT;

Data SW1 SW2
Bepcus 0x90 0x00

Bepcus: 6 Gaifr uadhopMalmm 0 Bepcui CUUTHIBATEIS.
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5.3.4 UTeHne cepunHOro Homepa cumTbiBaTens
BoruursiBaeT u3 cuurbiBarelisi 4 Oaifra cepuiiHOro Homepa.
Komanna:
Class INS P1 P2 Lc Data Le
OxFF 0x70 0xC2 0x51 0x01 0x22 0x00
OtgeT:
Data SW1 SW2
Howmep 0x90 0x00
Howmep: 4 Gaifra cepuitHOro HOMepa CUUTHIBATEIIS.
5.3.5 UTeHUe HacTpoeK UHAMKaALUUU LMKITMYEeCKOro onpoca

BoeraureiBaeT U3 ApaiiBepa TEKyIIME HACTPOMKH MHIUKALMA [PY aBTOMATHIECKOM
TOUCKE KAPT I JAHHOTO CUUTHIBATEIIA.

Komanna;
Class INS P1 P2 Le Data Le
OxFF 0x70 0xC2 0x51 0x02 0x00 | 0x01 0x00
OT1BeT:
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Data SWISW
1|2
becnpoBoabecnpoBo| Konraktaas |KonrakrtHast | SAM- SAM-  |0x9|0x0
Hast Hasl yOpaHa | IO AKITI0YEH| OTKIIFOYEHa| MOJYJb monymb | O | 0
BHeceHaB |[mmoisi (4| a (4 (4 |moaKIIOYEH|OTKIIOYEH
none (4 Oaitra) Oaitra) Oaitra) (4 (4
Oaifra) Oaifra) 0Oaifra)

BecnpoBoaHasi BHeceHa B 10JIe: WHIUKAIMS MPH BHECCHUN 0€CKOHTAKTHO M KapThI
B PAIHOTIONIC CUHUTHIBATE]IS;

BecnipoBoanasi yOpaHa U3 nmoJisl: MHIVKAIWS YITICHUN 0€CKOHTAKTHO M KapThl U3
PaaroTIOIIsl CYUTHIBATEIIS;

KoHTakTHAasi MOAKJII0YeHA: MHIUKAIS TIPH 10 KITF0YSHIM KOHTAKTHO M KapThI K
CUHTBLIBATEIIIO;

KoHTakTHAasi 0OTKJII0YEeHA: VHIVKAIS TIPH OTKIIFOYCHAN KOHTAKTHON KapThl OT
CUMTBIBATEIIS,;

SAM-Moay/1b NOAKJII0YeH: UHIUKAIWS [PH 10 AKTF0YeHA SAM-MOTyIist K
CUUTHIBATENO (PabOTAIOT TOJIHKO HACTPOMKU 3ByKOBOTO CUTHAIIA);

SAM-Moay/ib OTKJIIO4Y€H: UHIVKAIMA TIPH OTKIIFOYeHI SAM-MO Tyt OT
cuuThIBaTes (padoTaIOT TOJIHKO HACTPOMKY 3ByKOBOTO CUTHAJIA).

HNuaukanus:

Baiit 0 baiit 1 Baiit 2 baiit 3
KommuectBo | LIBet KommuectBo | OcTarouHbIit
3BYKOBBIX CBETOJMOa | MUTaHUA IIBET
CHUTHAJIOB CBETOJIMOJIa | CBETOIMOAA

KoauuvecTBo 3BYKOBBIX CUTHQJIOB: KOJINMYCCTBO 3BYKOBEIX CUT'HAJIOB,
Mo JJaBaCMbIX IIPA BOSHUKHOBCHNHN COOTBCTCTBYIOIICTO COOBITHS.

IBeT cBeTOAMOAA: IBET curHaia (1 Oaiir):
0x00 - ge murarn;
0x01 - kpacHbIif;
0x02 - 3eeHbIi;
0x03 - 3eIeHBITKPACHBII.

KosnvecTBO MUTaHU CBETOAMOAA: KOJIMICCTBO MUranuii (1 Oaiir).
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OcTaTOYHBIH IBET CBETOMO/IA: IIBET, CBETAIIUN Mocjie Muranui (1 Oaiir):
0x00 - noracurs;
0x01 - kpacHbIii;
0x02 - 3eeHBI;

0x03 - KpacHbI3€JICHBII.

5.3.6 Ounctka aHeproHe3aBMCMMOMN NAMATU CUYMTbIBaTENSA
Ounmaet BCro (hem-namMsiTh CYUTHIBATEIIS.
Komanna:
Class INS P1 P2 Lc¢ Data Le
OxFF | 0x70 | 0xC2 | 0x51 | 0x01 0x70 | 0x00
OtBeT:
SW1 | SW2 | Omcanvie
0x69 | 0x81 | IlycTol oTBET
0x62 | 0x82 | OmmbdKa npH 3arMcH JaHHbIX
5.3.7 NMpoBepka 3anosIHEHHOCTU GNI0Ka AaHHbIX B

3HeprOHGSaBMCMMOﬁ namdaT™ CHYUTbiBaTensd

HpOBGpSICT YKaSa}I}[bIﬁ 0JIOK MaMSITH CUUTHIBATEJI HA BO3MOYKHOCTD 3aIHCH.

T.K. 3anmcaHAbIi 0JIOK TIAMSTH CUMTHIBATEIISI HEJIb3S Tiepe3anmcarh 0€3 OUHCTKH
BCEH MaMSTH, TO TIEPE]T 3aIFCEM KeJIaTeJIbHO BBITIOJHUATH MPOBEPKY JT0CTYITHOCTH
OJI0KA.

Komanna:
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Class INS P1 P2 Lc¢ Data Le
OxFF 0x70 0xC2 0x51 0x03 0x79 | Anpec -

Anpec: 2 Gaifra HOMepa 0JI0Ka MaMATH CYUTHIBATES, MIAAIINM BIEPE;

OT1BeT:

Craryc|SW1| SW2 | Ommcanvie

Craryc [0x90]| 0x00 | YcnemHo

- 10x69|0x81 | IlycToit oTBET

- |0x62| 0x82 | Ommbka npu 3armicu
JIAHHBIX

Craryc: 0x00 - 610k 3anosnes, OxFF - 610k mycT.

5.3.8 3anuncb 6510Ka AaHHbIX B 9HEpProHesaBMCUMYIO NaMATb
cuynTbiBaTens

3amich JaHHBIX BO q)HCHI-HaMHTB CUUTBIBATCJIA.

JlaHHas KOMaH/a MO3BOJIAET 3anMcarb 16 0aiT TaHHBIX B OJIOK SHEPrOHE3aBUCUMOM

AMSTH CUUTHIBATEIIA.
Komanna;
Class INS P1 P2 Lc Data Le

O0xFF 0x70 0xC2 0x51 0x13 0x79 | Anpec | Jlanabie | -

Anpec: 2 6Gaifra HoMepa 0JI0Ka TaMATH CUUTHIBATES], MJIQ/IIIINM BIIEPEI;

Jannbie: 16 OaiT 1aHHBIX, 3aMUCHIBAEMBIX B OJIOK, MJIQ/IIIIAM BIEPEI.

OtBeT:

SWI1 | SW2 | Ommcanue

0x69 | 0x81 | IlycToii oTBET
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5.3.9

0x62 | 0x82

OmmoOKa IpH 3aMcH JaHHBIX

OGHOBIEeHMe HAaCTPOeK MHOAUKALMUN LUKITMHECKOro
onpoca

3ammchrIBacT B z[paﬁBep TCKYIINC HaCTpOI\/’IKI/I HMHWKAIMU [P aBTOMATHICCKOM

TNIOUCKEC KapT AJII JaHHOI'O CHUTBIBATCIIA.

Komanna;

Class| INS | P1 | P2 | Lc¢c Data Le

OxFF | 0x70{0xC2 | 0x51 [Ox1 A

0x00 | 0x02 | HacTpoiiku HHIMKAIN 0x0

0
HacTpoiiky HHANKAUMN:
BaiiTel 0..3 | baiiTe1 4..7 | baiiTel 8..11 Baiitel BaiiTb1 BaiitTel
12..15 16..19 20..23
becnpoBonn/becnipoBoaH| Konrakthast | KoHrakTHast SAM- SAM-
asi BHECEHa B|as yOpaHa 13| OAKIIIOUEHA |0TKIIIoueHa (4 MOayib MOJ1yJIb
noJie (4 noJis (4 (4 Gaitra) Oaifra) TMOJIKJTFOYEH [OTKIII0YEH (4
Oaiira) Oaiira) (4 Gaiira) Oaifra)

BeCHPOBOJJHaH BHECCHA B I10J1€¢: MHIVKAIMA IPKY BHCCCHUA OECKOHTAKTHOM KapTbl
B padrOIIOJIC CUUTBIBATCIIA,

BecnipoBoaHasi yOpaHa U3 Mo0JIsl: UHIVKAIWS yIaTeHHN 0€CKOHTAKTHOM KapThl U3
PaIroTIONIsl CYUTHIBATEIIS,

KoHTakTHast MOAKJII0YeHA: VHIUKAIWS TIPH T10TKJIFOYESHUM KOHTAKTHO M KapThl K
CUMTBIBATEIIIO;

KoHTakTHast 0TKJII0YEHA: UHUKALMS TIPU OTKJIFOY€HUM KOHTAKTHOM KapThl OT
CUMTBIBATEJIS;

SAM-MoayJ1b OAKJII0YE€H: UHIVKAIYS MPU MO AKITI0YeHI SAM-MOoys K
cuuThIBaTENMO (paboTaIOT TOJILKO HACTPONKH 3BYKOBOTO CHI'HAJIA);

SAM-Moay/1b OTKJIIOYEeH: UHIYKAIMS MPY OTKIF0YeH SAM-MO1yIist OT
cuuThIBaTe s (PadOTAIOT TOJIHKO HACTPOMKU 3BYyKOBOTO CUTHAIA).
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NHaukanus:

Baiit 0 Baiit 1 Baiit 2 baiit 3
KommuectBo | [IBet KommuectBo | OcTarouHblit
3BYKOBBIX CBETOAMOJIAa | MUTaHWA LIBET
CHI'HAJIOB CBETOJMOJIa | CBETOIHOIa

KoauvecTBo 3BYKOBBIX CUTHAJIOB: KOJINMYCCTBO 3BYKOBLIX CUT'HAJIOB,

N0 JaBaCMbIX IIPU BO3HUKHOBCHU COOTBCTCTBYIOIICTO COOBITHA.

LBeT cBeTOAMOAA: 1IBET curHaia (1 Oaifr):

0x00 - He MuTaTh;

0x01 - xpacHbIN;

0x02 - 3eseHbIM;

0x03 - 3eneHbIiTKpacHBI.

KosinuecTBO MUTaHUMii CBETOAMOAA: KOJIMIECTBO Muranui (1 Oaiir).

OcTaTo4yHBbIH BET CBETOMO/1A: I[BET, CBETALIUIA ocjie Muranui (1 6aiir):

0x00 - moracurs;

0x01 - xpacHbIN;

0x02 - 3eseHBI;

0x03 - KpacHbI+3€eJICHBI.

LMUKITNYEeCKOro onpoca

BoruureiBaeT u3 JipaiiBepa TeKyIIUe HACTPOMKHA BPEMEHHBIX MHTEPBAJIOB OMpOca
KapT ¥ BHYTPEHHUX 33€PKEK MPU aBTOMATHIECKOM MOUCKE KapT JIJIsl JAHHOTO

5.3.10 YTeHue HacCTpOEK MHTEpPBaNoB U 3aAepXxeK

59

CUUTBIBATEIA.
Komanna:
Class INS P1 P2 Lc Data Le
OxFF 0x70 | 0xC2 0x51 0x02 0x00]0x03 0x00
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OT1BeT:

Data

SW1

SW2

NurepBans! onpoca (8
Oaifr)

OmnparmBaeMble CTaHAAPTHI KapT (6

Gaiir)

0x90

0x00

HNurepBansi onpoca (USHORT, muiiiincekyHabl, MJaammuM 6aiiToM Briepen)

BaiiTsl 0..1 baiiTel 2.3 baiiTsi 4..5 BaiiTsl 6..7
Nurepsan Nurepain WurepBan Nurepsan
ompoca orpoca omnpoca SAM- OIpoca MpsIMOTO
OECKOHTAKTHOM | KOHTAKTHOM MOTyJIst YIPABJICHUS
KapTbl KapTbl CUHTHIBATEJIEM

OnpamuBaemMble CTAHAAPTHI KapT:

Baiit 0 Baiit 1 baiit 2 Baiit 3 baiit 4 baiit 5
[Tepuon ITay3a nocune| [lepron [Tay3a nocne| Ilepron [Tay3a nocne
OTKJIFOUYCHWSI| BKITFOYEHHS | OTKJIFOUSHHS| BKIIFOUCHUS | OTKJIFOUESHHS| BKITFOUCHUS
NOJIA TIEPE]] | MOJIs Iepe]l | MOJIs epe]| | MoJIsl mepel | TOJIs Iepe | MoJid NEPe T
aKTVBAIC | aKTUBAIWEN | aKTMBAIeM | aKTWBAIEll | akTWBaIEW | akTUBaIEH
KapThbl KapThbl KapThl KapThl KapThbl KapThbl
ISO14443A| 1ISO14443A| ISO14443B| ISO14443B| ISO15693 | ISO15693

Ilepuoa oTKIOYEHUA MOJIA Mepe/l aKTUBALMel KapThl: BpeMs B
MUWIUCEKYH/1aX, KOTOPOE JOJDKHO JIJIMTHCS OTKIIIOUEHHUE PAJHOTIONS CUUTHIBATEIS
riepe /1 aKTHBALEN KapThI.

Ecm = 0x00, To COOTBETCTBYIOIIHMI CTaHIAPT KapT HE OTIPALIIUBACTCS B IMKIIE.

Ilay3a nocJie BKJIKOYEHUS M0JIs1 lepe]l AKTUBaNUeil KapThl: BpEMs B
MWIHCEKYH/IaX, KOTOPOE JOJDKHO MPOITH MOCIIE MOBTOPHOTO BKIIOUESHUS
PaIMOTIONsI CUUTHIBATEIIS TIEpe/] aKTUBale KapThl. J[aHHas may3a Hy»Ha 1JIs TOTO,
YTOOBI KapTa MocJie BKIIOYEHHS paJIUOTIONs CUUTHIBATES yCIIella 3alyCTUTHCS B
paboumii peskuM MPEesKIAe YeM C HEM HAUHETCS paboTa.
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5.3.11

OGOHOBNEeHUe HACTPOEK UHTEPBAriOB U 3aaepXxekK
LIUKINIMYeCKoro onpoca

OOGHOBIIIET B IpaliBEpe TEKYIIHME HACTPOWKH BPEMEHHBIX HHTEPBAIOB OMPOCa KapT
BHYTPEHHUX 331€P/KEK MPU aBTOMATHIECKOM TIOUCKE KapT JJI JAHHOTO CUMTHIBATEIIS.

Komanna:
Class| INS | P1 | P2 | L¢ Data Le
OxFF | 0x70|0xC2 | 0x51|0x10] 0x00 | 0x04 | UurepBans! onpoca (8 6aiir) | [0x0
OnpainmBaemble cTaHaapThl Kapt (6 6air) | 0

HNurepansi onpoca (USHORT, muiiiinceKyHabl, MiIaammuM 0aiiToM Briepen)

Baiitbi 0..1 Baiits1 2..3 Baiitbi 4..5 Baiitsbi 6..7
WNurepBan WNureppan Wurepsan Nurepsan
omnpoca ompoca onpoca SAM- ompoca MnpsiMoro
OCCKOHTaKTHOW | KOHTAKTHOM MOAYJIst YIIPABJICHAS
KapThl KapThbl CUUTBIBATEJIEM

OnpammBaemMble CTAHAAPTHI KapT:

Baiit 0 Baiit 1 Baiit 2 Baiit 3 Baiit 4 Baiit 5
[Tepuon [Tay3a nocne| [lepruon [Tay3a nocne| Ilepron [Tay3a nocne
OTKJTFOYEHISI| BKIIFOUECHHS | OTKIIFOUEHMS| BKIIFOUEHUS | OTKJIFOUEHNsI| BKIIIOUEHHS
NOJIS IEpe]T | TOJIA NIEpel | HOJIsl IEpe], | MOJIs Iepe]| | MOJis Nepe]l | MoJIs epe
aKTVBaIEN | aKTUBAIWEN | aKTHMBAIMEN | aKkTWBAIMEH | akTWBalMEW | akTUBaIEN
KapThbl KapThbl KapThbl KapThbl KapThl KapThbl
ISO14443A| 1SO14443A|1SO14443B| ISO14443B| ISO15693 | ISO15693

Ileproa oTKIOYEeHNS MOJIS NepPe]l AKTUBALMEel KapThl: BpeMs B
MWINCEKYHIAX, KOTOPOE JTOJDKHO JAJIUTHCS OTKIOYEHUE PATUOTIONS CUUTHIBATEIIS
niepe/l aKkTUBaLME! KapThl.

Ecmm = 0x00, To COOTBETCTBYIOIIHMI CTAaHAAPT KapT HE OTPALIMBACTCS B LIWKIIE.

IMay3a nocJie BKJIIOYEHUsI MOJIs1 lepe]] aKTHBaNM el KapThl: BpeMs B
MWIACEKYH/IaX, KOTOPOE JOJDKHO MPOITH MOCIIE MOBTOPHOTO BKIIOYEHUS
PaIMOTIONSI CYUTHIBATEIIS Tlepe]] aKTUBaLMe KapThl. J{aHHast may3a HykKHa J1J1s TOTO,
4yTOOBI KapTa MocJie BKIIOYEHHUS PaJAHOTIONs CUUTHIBATENISI yCIIeia 3allyCTUThCS B
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paboumii peskuM TIpekIe YeM C Hell HauHeTCs padoTa.
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6 HenocpeacrBeHHOE ynipaBneHue cYynTbiBaTenem

B pesxrme HernocpeICTBEHHOTO YIPABJICHHS! CUUTHIBATEIIEM J10CTYIHBI
cTaHnaptHele komannsl APDU, no3Bossitoliue ynpaBisite yCTpOHCTBOM 0€3
TIIOJTHECEHMS KapThl B 0JI€. B TakOM cilydae cUMTBIBATEIIb IPEICTABISIETCS B CUCTEME
Kak "Kapra', a XOCT-KOMIIbIOTEP KaK 'CUMThIBaTENb "

['aBHBIM MPEUMYIIIECTBOM JIAHHOTO BUJA MOIKIIIOUEHUS K CUUTHIBATEIO SIBISACTCS
BO3MO>KHOCTb OTIIPABIISITh HA HETO MPH MOMOIIY MEXaHM3Ma CECCHI U MPO3PAauHOTO
oOmeHa crielmpuyecKue KOMaH/bl, ormicanHbie B fokymente PgmGuide  SAM.pdf.

J171s1 oCyIeCcTBICHUS HETIOCPEICTBEHHOTO 0OMEHA CO CUUTHIBATENIEM, TpeOyeTCs
BBINOJIHATE TIOCJIET0BATEILHOCTD JE€UCTBUM:

1. IloaxmoyeHne K BUPTYaIbHOM KapTe CUUTHIBATES, PEA0CTABIISIOILIEH
uHTep(dEiic HeTIOCPEICTBEHHOTO OOMEHa.

2. BxoJ B pesxuM HENOCPEICTBEHHOTO OOMEHa.
3. [Ipuemonepe naua.
4. Beixo U3 pekrMa HEeTioCpeICTBEHHOTO OOMEHa.

5. OTKiIIOYeHHE OT BUPTYaIbHOU KapThl CUUTHIBATEIA, PE0CTABISIOIEH
uHTep(dEiic HeTIOCPEICTBEHHOTO 0OOMEHa.

6.1 Hoako4YeHne K BUPTYAJIbHOM KapTe yIpaBjieHUsA
CYHUTBIBATEJIEM

BuptyanbHast kapTa yrpaBJieHHs CUUTHIBATEIEM OTOOPKAETCS B CIMCKE YCTPOUCTB
PC/SC non nazsanriem "UEM DIRECT READER".

[Tonkmouenre ocymecTBIseTCs CTaHnapTHOM PyHKIMe 6nomoTekn Smart Card
Library - SCardConnect.

6.2 OT1riII04YeHHe 0T BUPTYAJIbHOM KAPThI YIIPABJICHUS
CYHUTBIBATEJIEM

OTKIIFOUEHHUE OT KapThI YTIPABIICHUSI CYUTHIBATEIIEM OCYIIECTBISICTCS CTAHIAPTHON
byskimet oundmmoTtexku Smart Card Library - SCardDisconnect.
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6.3  Cranaaprabie komaHabl APDU

Jlannb1ii Turn koMmanz B3sT u3 cniermdukarmm PC/SC.

6.3.1 Get Data

Urenne UID akTUBHOM KapThL.

Komanna:
Class INS P1 P2 Le Data Le
OxFF 0xCA 0x00 0x00 - - 0x00

P1 =0x00, P2 = 0x00 - momyuenue UID Kaprtsl

P1=0x01, P2 = 0x00 u npyrue 3Ha4€Hs HE N0 JEPIKUBAIOTCS

OtBeT:

Data SW1 SW2
UID 0x90 0x00

UID - yHuKaibHbIN WIEHTUPHUKATOP KapThl, B KOTOPOM TIOPSI0K OaiT
COOTBETCTBYET MOPAIKY, B KOTOPOM 3TH OAUTHI OBLIH MPUHSTHI CUUTHIBATETIEM OT

KapThl.

6.3.2 Load Keys

3arpy3ka KiIo4a JOCTyNa K CYUTHIBATEIIO B AMSTh JpaiiBepa.

© 2017 AkyuoHepHoe obwecmeso “MukpodM”




66 PykoBoactBO nporpammucTta Ha gpauBep PC/SC ansa cuntbiBatenen UEM NFC Reader

JlaHHast KOMaHza MO3BOJIAET PadOTATh C KIIFOUAMHU CUUTHIBATES JJIs1 TTOCJIEIYIOLIE N
ayTeHTU()UKAIMM CUYUTBIBATENIS C LEJIbI0 aKTUBUPOBATHPEKHUM 3alLUIIIEHHOTO0 0OMeHa
JIaHHBIMH MEXY JIpaiiBEpOM U CUHUTHIBATEJIEM.

Cornacao noruke PC/SC, B nanHOM ciydae "kapToi" IBISIETCSI caM CUUTHIBATENh, a
"cynrpIBareneM" - KOMIBIOTEP.

Komanna:
Class INS P1 P2 Le Data Le
OxFF 0x82 |Crpykrypa | Howmep 0x10 Kirou -
KITF0O4a KITF0O4a
CrpykTypa KiIroua:
bur| bur| but| but | but| burt| but| bur Onucanue

0 0 - KJIrOY KapThl;

1 - ximou cumThBaTes (HE
O ACPIKUBACTCS])

0 0 - oTkpbITas niepeaaya;

1 - 3amuieHHas nepenaya (He
TI0JIJTePYKUBACTCST )

0 0 - 3arpy3urh K04 B
SHEPro3aBUCHUMYIO NAMSITh

1 - 3arpy3urs K04 B
SHEProHE3aBHCUMYIO TAMSTh (He
TI0,/1JIeP’KHBAETCS )

X 3ape3epBUPOBAHO

XXXX 3ape3epBUPOBAHO

Homep karoua: 0..255 - HoMep Kiltoua B IaMsITH JIpaiBepa.
Jnuna kiaw4a: 16 Oair.

Kuarou: nepegaeTcst Miaaammm 0aliToM BIIEpeT.

Ot1BeT:
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SW1

SW2

Ormmcanvie

0x69

0x86

3ammce B

SHEPrOHE3aBUCUMYIO
NaMsTh He TI0JISPIKUBACTCS

0x69

0x89

JliiHa kimo4a, OTIIMIHAsA OT

16 Oaiir, He

0 I A€ PYKUBAETCST

6.3.3

General Authenticate

AYTCHTI/I(l)I/lKaLH/IH CHUTBIBATCJLEI 10 IPEABAPUTCIIBHO 3aIPY’>KCHHOMY B IIAMATb

JipaiiBepa KIovy.

JlaHHast KOMaH/a MO3BOJISIET MPOBECTHU AyTEHTUDUKAIMIO CUUTHIBATENIS 1
aKTUBHPOBATH 3AlHIIICHHBIN peXKUM 0OMEHa.

Baxxno: ecim npu paboTe 3alMIeHHOTO peXKuMa npousones cooil, To s
BO3Bpara B OTKPBITHIM pEXKKUM CIieyeT BHINIOTHUTE KoMaHay General Authenticate ¢

napameTpoM "Tur oneparpn’ = 0x00.

Komanna:
Class INS P1 P2 Lc Data Le
OxFF 0x86 0x00 0x00 5 [TapameTpsl -
ITapameTpsI:
Baiit 0 Baiit 1 Bbaiit 2 Baiit 3 baiiT 4
Bepcus Pezeps Pezeps Turmonepaipm | Homep kimoua
0x01 0x00 0x00

Bepcust: Oyner ucrnonp3oBana B OyayIieM JJjisl TOTO, YTOOBI OTIIMYHTh Pa3INdHbIE

BCPCHM KOMAH/IbI.

Tun onepamumn: 0x01 - ayrenrndukaims 1 BKIIOUEHAE MTH(POBAHHOTO PEKUMA;
0x00 - cOpoc ayTeHTH(DUKAIMH ¥ O TKIFOYEHHE MHU(PPOBAHHOTO PeKUMa.

HomMep kir04a: HoMep NpeIBapUTENIbHO 3alUCAHHOTO B MAMSTh JpaiBepa KIroya
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ayTeHTH(UKAIMA CUUTHIBATEIIS.

OtBeT:

SW1 | SW2 | Ormmcanue

0x69 | 0x88 | Jlyig naHHOTO HOMEpA K04 a
ayTeHTU(hYKAIWS He TPOTILIa

6.3.4 Update Binary

3amuch 1aHHBIX BO (UICHI-IAMSTh CUUTHIBATEIS.

JlaHHast KOMaH/a MO3BOJIACT 3anmcarh 16 OaiT TaHHBIX B 0JIOK SHEPrOHE3aBUCUMOM
TIaMSITH CUUTHIBATE]IS.

[IpenBapuTesIbHO MIAMATH CIEAYET OUYUCTUTD, €CIIH OJIOK ObUI 3aHAT (KOMaHIa
"OuncTKa SHEProHe3aBUCUMOM IAMSATH CUUTHIBATENS ).

Komanna:
Class INS P1 P2 Le Data Le
OxFF 0xD6 Anpec: Anpec: 0x16 JanHble, -
. . MJTQ/IIIIM
crapumi | mulaquv | JimHa Gaitrom
Oaitr Oaiir JAHHBIX B |
Gaiirax pea
Orser:

SW1 | SW2 | Ommcanue

0x6A | 0x81 | us naHHOTO THIA KapT
3aMMch He MO IePKUBACTCSI

0x6A | 0x81 | HeBepHOE KOJIMUECTBO
3aIMCHIBACMBIX OalT

0x69 | 0x81 | 3ammcano 0 Oaiir

0x62 | 0x82 | OmmbKa npu 3amvcy JaHHBIX
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6.3.5 Manage Session
VYnpasnenue ceccusiMu pabOThI C KapToit
Komanna:
Class INS P1 P2 Lc Data
OxFF 0xC2 0x00 0x00 Jmma | BER-TLV
JIQHHBIX B
Oaifrax
BER-TLYV : KogupoBanie 00b€KTOB JJaHHBIX B CTPYKTypax Tura '"Tur-J{mvHa-
3naueHue".

OOBeKTHI 3ampoca:

Tun O0BLeKT TaHHBIX
0x80 Bepcus
0x81 Hauare npo3padnyro ceccuro
0x82 3aBepIIUTh NPO3PAYHYIO CECCHIO
0x83 BBIKITIOUHTE pagroTioie
0x84 Bxmouurs paguomnosie
5F46 Tarimep
FF6D Yrenue napamMeTpoB

(HEe Mo 1JIePKUBACTCS)
FF6E Y cTaHoBKa IapaMeTpoB

(He 0 J1JIePIKIBACTCS )

OOBEKTHI OTBETA:

Tun

OO0BEeKT JaHHDBIX

Co

OOmmii cTaryc OIMOKH
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Tun OO0BEeKT JaHHBIX
80 Bepcus
FF6D [TapaMeTpbl cCUUTHIBATEIISI

6.3.5.1 Start Transparent Session

3aryck Mpo3payHoil CECCHUM.

[Huknmuaeckuit orpoc KapT B 10Jie OyAeT OCTAHOBJICH, MOCIE HSS HalIeHHAs B TI0JIE
KapTa OCTAHETCS B aKTUBHOM PEXKUME.

Tun Jauna 3HaueHue

0x81 0x00 -

6.3.5.2 End Transparent Session

OcTaHoBKa IPO3pPaYHOM CECCHM.

Hukmmgeckuii onpoc KapT B MOJIE CYUTHIBATEINS Oy1€T BO30OHOBIIEH.

Tun Jauna 3HaueHue
0x82 0x00 -
6.3.5.3 Version

CpaBHeHre BepCHil PUWIIOKEHUS U IpaiBepa (CUMUThIBATES ).

Tun Jdauna 3HaueHue
(1 6aiiT)
0x80 0x03 Crapumii | Magumii | COopka
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7

Tun Jdauna 3HavyeHune

(1 6aiiT)

HOMED HOMED

6.3.5.4 Turn OFF the RF

Brikimrouenue PaguoIioIA CYUTBIBATCIIA.

Tun Jauna 3HaueHue

0x83 0x00 -

6.3.5.5 Timer

3az[ep>1<1<a BBITIIOJIHCHUA onepam/nﬁ CUUTHIBATCIICM.

3HaueHue

Bpewmst (ULONG)

Tun Jlauna

5F46 0x04

Bpemst: 3a1epkka B MUKPOCEKYH/1aX.

6.3.5.6 Turn ON the RF

Bxmouenue PaguoIIoId CUUTLIBATCIIA.

Tun

Jdauna

3HaueHune

0x84

0x00
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6.3.5.7 Get Parameters

(HE moaIepIKUBaCTC)

Urtenus mapaMeTpoB 0OMEHa.

6.3.5.8 Set Parameters

(He moaepKuBaeTCs)

YcTaHoBKa MapamMeTpoB 0OMeEHa.

6.3.6 Transparent Exchange

[Ipo3pauHplit 0OMEH TaHHBIX C KApTOM.

Komanna:
Class INS P1 P2 Lc¢ Data Le
OxFF 0xC2 0x00 0x01 Jmma | BER-TLV |oTcyrcTBYE
JIaHHBIX B T, THOO B
Oaifrax COOTBETCTB
i ¢ ISO
7816-4

BER-TLYV : KoaupoBanre 00beKTOB JIaHHBIX B CTPYKTypax Tura '"Tun- /1 mHa-

3uauenne"™

OOBexTHI 3ampoca:

Tun

OO0BEeKT JaHHBIX

0x90

®rnar oTnpaBKH U MpreMa
(Transmission And Reception Flag)

(MrHOpPUPYETCS)

0x91

XapaKTepnCTmm OuTOB nepeaaqyu
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Tun OO0BEeKT JaHHBIX

(Transmission Bit Framing)

(He Mo IEPIKUBACTCST)

0x92 | XapaxTteprcThKu OMTOB TIpreMa
(Reception Bit Framing)

(He o IEPIKUBACTCST)

0x93 | Ilepenaua ganneix (Transmit Data)

(He O IEPI)KUBACTCST)

0x94 | Ilpuem nannbix (Receive Data)

(HE mOIEPKUBAETCST)

0x95 | Ilepenaua u mpueM JaHHBIX

(Transceive Data)

FF6D | Urenne mapameTpoB (Get Parameters)

(He o IEPIKMBACTCST)

FF6E | YcranoBka mapameTpoB (Set Parameters)

(HE MO I PIKUBACTCS)

OOBEKTHI OTBETA:

Tun O0BLeKT TaHHBIX

CO | O0mmii cTaryc OMMOKH

92 | KonmaecTBO akTyalbHBIX OUT B MOCJIEIHEM Oaifte
TPUHSTBIX JAHHBIX

96 | Craryc otBETa

97 | OTBet OT KapThl

FF6D | ITapameTpbl cCUMTHIBATEIIS

6.3.6.1 Transmission And Reception Flag

(urHOopUpyeTCs)

OnpepensieT napaMeTpsl KaJpUpOBaHKS U paJlMOKaHasa [ TeKyIen
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MpUEMOTICPC Iav .

6.3.6.2 Transmission Bit Framing

(HE mo e pIKUBACTCS )

Omnpenenset KOIMIECTBO aKTyaIbHBIX OWT B MOCJIeHEM OaifTe rmepe 1aBacMbIX B
o0wexTax Transmit Data v Transceive Data qaHHBIX.

Ecnu oTcyTcTBYET B 3anpoce, To Bce OUTHI aKTyallbHbI.

6.3.6.3 Reception Bit Framing

(He moaepKUBaeTC)

MoskeT ObITh UCTIONBb30BaH Kak B koMmaHaHoit C-APDU, Tak u B pe3yibTuUpyIomei
R-APDU.

B komangnoii C-APDU omnpenensieT KOJIM4eCTBO 0KUIAEMBbIX aKTyaIbHbIX OUT
JIaHHBIX B TIOCJIC/THEM TIPHUHSITOM OaiTe.

B pesynpTupyromeit C-APDU onpenenseT KOJIMIeCTBO aKTyalbHBIX OUT JIaHHBIX B
TMOCJIETHEM TIPUHATOM OaifTe.

6.3.6.4 Transmit Data

(He moIep)KuBaeTCs)

COI[CP)KI/IT JAaHHBIC, KOTOPLIC CIICAYCT NICPCAaTb OT CUUTBIBATCJISA B KAPTY.

Tun JAnuna 3HaveHune

0x93 IlepemenHas, onpeaensieTcs B [TepenaBacMmpble JaHHbIC
cootBeTcTBMM ¢ BER-TLV

6.3.6.5 Receive Data

(He moaaepKuBaeTCs)
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HpI/]Hy,Z[I/lTeJ'ILHO MEPCBOAUT CUHUTBIBATCJIb B PCIKMM IIpUCMaA JTaHHBIX.

Tun JAnuna 3HavyeHue
(1 6aiiT)
0x94 0x00 -

6.3.6.6 Transceive Data

Hcnonws3yeTcs i nepegayu JaHHbIX OT XOCTa K CYUTHIBATEIIIO U TIOCJIEAYIOIIETO
npueMa OTBeTa.

Tun JAnuna 3HaveHune
0x95 [lepemenHas, onpeiesnsieTcs B [lepenaBacMble naHHBIC
cootBercTBHM ¢ BER-TLV

JlaHHbIE MPEICTABISIIOT U3 ce0s1 KOMaH/bl 6€3 CITy>KeOHBIX 3ar0JI0BKOB U
OKOHYAHHH, OTMCaHHbIE B JOKyMeHTe Ha cuuthiBaresib PgmGuide SAM.pdf.

Hanpumep: FFC200010395010E - otnpaBka B cuurbiBatesib komanasl OE.
FFC200010495020501 - otnpaBka B cuuThIBaTeb 3ByKOBOM KOMaHbl 0501.

6.3.6.7 Response Status

(He moaepKUBaeTC)
MosxeT npucyrcTBOBaTh B 0TBeTHOM R-APDU.

[Ipu oTCYTCTBUM OIIHOOK, ITOT OOBEKT MOXKET OTCYTCTBOBATH CPEIH MPUHITHIX

JTAHHBIX.
Tun | AauHa 3HaveHune
(1 6aiiT) Baiit 0 Baiit 1
bur 0| 0 - CRC BepHbIii (1w He Ecym 6ur 1 Gaiira 0
NpOBEPSLIICS) YCTaHOBIEH B 1, TO
1 - CRC - He BepHbII COACPHATTTIOS
KOJUTM3UH, MHAYE -
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Tun | AnunHa 3HaveHune

(1 6aiiT) Baiit 0 Baiit 1

bur 1| 0 - kowM3Us OTCYTCTBYET 3ape3epBUPOBAHO Ha

1 - o6HapyxeHa ko3 (OaiT Oynymee

1 COACPKUT IMO3UITHIO

0x96 0x02
KOJUIM3HH)

Bur 2| 0 - olMOKHu YeTHOCTH
OTCYTCTBYIOT

1 - omMOKa YETHOCTH

0 - ommOKM KaIpUpOBaHKs
Eyr 3| OTCYTCTBYIOT

1 - o6HapyxeHa ommOKa

KaJIpypoBaHus (HarpuMep
HEBEPHBIM OaNT HaYaIa KaJipa)

bur | 3ape3epBupoBaHo 115
4..7 | Oyayiero ucroa»30BaHus

6.3.6.8 Response Data

(He moaepKuBaeTCs)

OTBeT OT KapThl BO3BpAIIACTCS B BHAE 00BhEKTA JaHHBIX TvMa '"Trm- /] mvHa-

3naueHue".
Tun Jauna 3HaueHue
0x97 MepEeMEHHAsI, OTIPEJIeNIAETCS B OTBET OT KapThI
cootBeTcTtBHM ¢ BER-TLV

6.4 CnenuaausupoBaHubie koMaHabl APDU

JlanHbIi THIT KOMaH]T paciupsieT Habop komans ctadgapta PC/SC.
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6.4.1 3BYKOBOM CUrHan
[Toraua 3ByKOBOTO CUrHana.
Komanna:
Class INS P1 P2 Lc Data Le
OxFF | 0x70 | 0xC2 | 0Ox51 0x02 [0x05 | KommuecTtro| 0x00
KoaunuyecTBo: koymmaecTBo curaaioB (1 Oaifr).
6.4.2 CBeToBasa uHAMKaLUA
Ilomaua cBeTOBOTO CUrHaIA.
Komanna:
Class| INS | P1 | P2 | L¢ Data Le
OxFF | 0x70|0xC2|0x51|0x04| 0x07 | Iiget | KomuectBo | Octarounsiii  |0x0
LIBET 0

IBeT: 1BeT curnana (1 Gaiir):

0x00 - He MuraTh;

0x01 - kpacHbIif;

0x02 - 3eseHbI;

0x03 - 3es1eHBIIKpPaCHBIM.

KosanuecTBO: KOJIMuecTBO Muranuii (1 Oaur).

OcCTaTOYHBII IBET: IIBET, CBETAIINIA Mocjie Muranuii (1 6air):

0x00 - noracurs;

0x01 - KpacHbIN;

0x02 - 3eneHbIi;
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6.4.3

6.4.4

0x03 - KpacHbII+3€IeHBIN.

YTeHune BepCcuun cHntTbiBaTens

BreraureiBaeT u3 cuuthiBarelst 6 6aiiT BEpCHL.

Komanna:
Class INS P1 P2 Lc Data Le
OxFF 0x70 0xC2 0x51 0x01 0x64 0x00
OtsBeT:
Data SWi1 SW2
Bepcus 0x90 0x00
Bepcust: 6 6aiir nHpopMaImM 0 BEPCHH CUUTHIBATEIIS.
YteHue cepm?moro HOMepa cYunTbiBaTens
BreraureiBaeT u3 cuutbiBarelis 4 Oaifta CepuiHOTO HOMEpa.
Komanna:
Class INS P1 P2 Lc Data Le
0xFF 0x70 0xC2 0x51 0x01 0x22 0x00
OtsBeT:
Data SWi1 SW2
Howmep 0x90 0x00
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6.4.5

6.4.6

Homep: 4 Gaifra ceprifHOT0 HOMEpa CUUTHIBATE]IS.

79

Ouunctka 3HepI'OHe3aBVICVIMOﬁ namMmATN CHYUTbIBaTens

Ouwuiaet BCro (ieli-namsiTh CYUTHIBATEIIS.

Komanna:
Class INS P1 P2 Le Data Le
OxFF 0x70 0xC2 0x51 0x01 0x70 0x00
OTBeT:
SW1 | SW2 | Omucanre
0x69 | 0x81 | IlycToli oTBET
0x62 | 0x82 | OmmdKa npu 3a1icy JaHHBIX

NMpoBepka 3anosIHEHHOCTU GNIOKa AaHHbIX B
3HeproHe3aBUCMMOM NaMATU CUYUTbLIBaTENS

HpOBCpSIGT y1<a3aHan71 0JIOK MaMSITH CUUTHIBATEJII HA BO3MOYKHOCTD 3aIHCH.

T.x. 3anmcaHdbIi OJIOK MAMSITH CUUTHIBATEIIA HEJIb3S rnepe3anicarb 0e3 OUHNCTKHU
BCEM HaMsTH, TO TIICPC A 3alMCEM KEJIATCIIbHO BBITIOJIHUTDE IMMPOBCPKY JOCTYITHOCTHU

OJI0KA.
Komanna:
Class INS P1 P2 Lc Data Le
OxFF 0x70 0xC2 0x51 0x03 0x79 | Anpec -

Anpec: 2 Gaifra HoMepa 6JI0Ka aMsITH CYUTBIBATEIsI, MIIA/IIIUM BIIEpEI;
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OT1BeT:

Craryc

SW1

SW2 | Ommcanve

Craryc

0x90

0x00| Ycneurno

0x69

0x81 | IlycToii oTBET

0x62

0x82 | Ommbka npu 3anucu

JaHHbIX

Craryc: 0x00 - 6510k 3anonseH, OXFF - 6510k mycT.

6.4.7 3anucb 6510Ka AaHHbIX B 9HEProHe3aBMCUMYIO NaMATb
cuuTbiBaTenNs

3anuch JaHHBIX BO (ICII-NAMSITh CUYUTHIBATEIIS.

JlaHHast KoMaHAa MO3BOJISAET 3armvcarh 16 6alT TaHHBIX B OJIOK SHEPrOHE3aBUCUMOM

MAMSITA CUUTHIBATE .
Komanna:
Class INS P1 P2 Lc Data Le
OxFF 0x70 0xC2 0x51 0x13 0x79 | Anpec | lannbie | -

Anpec: 2 Gaifra HoMepa 6JI0Ka aMsITH CYUTBIBATEIsI, MIIA/IILIUM BIIEpEI;

Janunple: 16 OaifT JaHHBIX, 3aMMCHIBAEMBIX B OJIOK, MJIQIIITUM BIICPET.

OTBeT:
SW1 | SW2 | Omicanne
0x69 | 0x81 | IlycToii oTBET
0x62 | 0x82 | OmmOKa npu 3amcy JaHHBIX
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6.4.8

81

YTeHne HacTpoeKk MHAMKALUUN LMKIINYECKOro onpoca

BoraureiBaeT U3 ApaiiBepa TEKyIIMe HACTPO KK HHIUKALMA [PY aBTOMATHIECKOM

IIOUCKE KapT AJI1 JaHHOI'O CUUTBIBATCIIA.

Komanna:
Class | INS P1 P2 Lc Data Le
OxFF | 0x70 | 0xC2 | 0Ox51 0x02 0x00 | 0x01 0x00
OtsBeT:
Data SW|SW
12
becnposoabecnpoBo | Konrakrhast | KonrakThas SAM- SAM-  [0x9]|0x0
Hast Hasi yOpaHa | O AKII0UEH| OTKIIIOYEHa| MOJYJb mMonyime | 0| O
BHeceHaB |[mmoysi (4| a (4 (4 |moaKIIIOYEH|OTKIIIOYEH
nioJie (4 Oaifra) Oaifra) Oaifra) (4 (4
Oaiira) Oaitra) Oaifra)

BeCl'lpOBOJIHaH BHECCHA B IMOJI€: MHAMKALIVE IIPY BHCCCHUN OECKOHTAKTHOM KapThbL
B paauoIIOJIC CUHHUTBIBATCILA,

BecnpoBoanas yOpana u3 nmoJisl: MHIUKAIMS yAaleHA 0€CKOHTAKTHOM KapThl 13
PaIUOTIONs CUUTHIBATEIS,

KoHTakTHAasi NOAKJIYeHA: UHIUKALMS IIPH 110 AKJIFOY CHUN KOHTaKTHOM KapThI K

CUUTHIBATEIIIO,

KoHTakTHAasi OTKJIIOYEHA: UHIUKALIIS TP OTKIIFOY CHUN KOHTaKTHOM KapThbl OT

CUMTBLIBATEIIS;

SAM-MoayJib NOAKJIIOYEH: UHIUKAIMS [PH 10 IKITF0UYeHI SAM-MO Tyt K
CUUTHIBATEIIO (PabOTAIOT TOJIHKO HACTPOIKU 3ByKOBOTO CUTHAIIA);

SAM-Moay/1b OTKJIIO4Y€H: UHIUKAIMA TIPU OTKIF0YeHI SAM-MO Tyt OT
cuuThiBaTes (padoTaIOT TOJIHKO HACTPOMKU 3ByKOBOTO CUTHAIIA).

NHaukanus:
Baiit 0 baiit 1 Baiit 2 baiit 3
KommuectBo | LBet KommuectBo | OcTarouHbIit
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Baiit 0 Baiit 1 Baiit 2 Baiit 3
3BYKOBBIX CBETOAMO/IA | MUTaHA IBET
CUTHAJIOB CBETOJMOZIA | CBETONHOA

KoauuvecTBo 3BYKOBBIX CUTHAJIOB: KOJINMYE€CTBO 3BYKOBEIX CUT'HAJIOB,
Mo JJaBaCMbIX IIPA BOSHUKHOBCHNHN COOTBCTCTBYIOIICTO COOBITHS.

IBeT cBeTOAMOAA: IBET curHaia (1 Oaiir):
0x00 - ge murarn;
0x01 - kpacHbIIf;
0x02 - 3eeHbIi;
0x03 - 3eJIeHBITKPACHBII.
KosnvecTBO MUTaHHMI CBETOAMOAA: KOJIMICCTBO MUranui (1 Oaiir).
OcTaTo4YHBIH IBET CBETOMO/A: I[BET, CBETAIUIA Mocjie Muranui (1 Oaiir):
0x00 - moracurs;
0x01 - xpacHbIN;
0x02 - 3eseHbIM;

0x03 - KpacHbII+3€eHBIN.

6.4.9 O6OHoOBMEeHUe HaCTPOeK MHANKaALUUN LUKITUYeCKOoro
onpoca

3amichIBacT B ApaiiBep TEKYIIHE HACTPOMKN MHIMKALMK [IPU ABTOMATHIECKOM
MOKCKE KapT JIJIsl JAaHHOTO CUUTHIBATE]IS.

Komanna:

Class| INS | P1 | P2 | Lc Data Le

OxFF | 0x70{0xC2 | 0x51 [Ox1 A 0x00 | 0x02 | HacTpo¥ku HHAMKAIH 0x0
0

HacTpoiiky HHAUKAUMM:
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Baiitsl 0..3 | baiitel 4..7 | baiiTel 8..11 Baiitel baiiTbl BaiiTbl
12..15 16..19 20..23
becnpoBonn/becnpoBoaH| KonraktHas | KonrakTtHas SAM- SAM-
asi BHECEHa B|as yOpaHa 13| IOAKIIIOUCHA |0TKIIIOUeHa (4 MOIyIb MOJ1yJIb
noJie (4 noJist (4 (4 Gaitra) Oaifra) TMOJIKITIOYCH |OTKIII0YEH (4
0Oaifra) Oaifra) (4 Gaiira) Oaifra)

BeCl'lIJOBO)lHaﬂ BHECCHA B IM0JI€. MHAWKAIIMA IIPY BHCCCHUN 0O€CKOHTAKTHOM KapThbl
B padrOIIOJIC CUUTBIBATCIIA,

BecnpoBoanas yopana u3 moJisi: MHIUKAIWS YIaTICHAM O€CKOHTAKTHOM KapThI 13
PaIHOTIOJIs CYUTBIBATEIIS

KoHTakTHasi HOAKJII0YEHA: HMHAUWKAIYA TIPU 110 AKJIFOY CHUA KOHTAKTHOM KapThbl K
CUMTBIBATCIIIO,

KoHTakTHas1 OTKJII0YEHA: MHIMKALMS MPU OTKIIFOYEHUH KOHTAaKTHOM KapThl OT
CUMTBIBATEJIS;

SAM-MoayJIb NOAKJIIOYEH: UHIMKALWS TIPU N0 AKIIIOYeH SAM-Mo1yIist K
cuuThIBaTENMO (paboTaIOT TOJLKO HACTPOWKH 3BYKOBOTO CHT'HAJIA);

SAM-MoayJib OTKJIO4Y€H: UHIUKAIMA TPU OTKIF0YeH SAM-MO1yiist OT
cuuThiBaTess (pabOTaOT TOJIBLKO HACTPOMKH 3BYKOBOTO CHUTHAJIA).

HNuaukanus:

Baiit 0 Baiit 1 Baiit 2 Baiit 3
KommuectBo | [IBet KommaecTtBo | Octarounbii
3BYKOBBIX CBETOJIMOJIa | MMIaHMA IIBET
CUTHAJIOB CBETOIMOIa | CBETOIHOIA

KoauvecTBo 3BYKOBBIX CUTHAJIOB: KOJINMYCCTBO 3BYKOBLIX CUT'HAJIOB,
o JaBa€MbIX IIPU BO3HUKHOBCHHWM COOTBETCTBYIOIICTO COOBITHA.

LBeT cBeTOAMOAA: 1BET curHaia (1 Oaifr):
0x00 - He MuTaTh;
0x01 - xpacHbIN;
0x02 - 3eJeHbIM;
0x03 - 3eneHbIiKpacHBI.
KosinuecTBO MUTaHMii CBETOAMOAA: KOJIMIECTBO Muranui (1 Oaiir).

OcTaTouyHBIi LBET CBETOAMOAA: IIBET, CBETAIIMIA rocJie Muranuii (1 Oaiir):
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0x00 - moracurs;
0x01 - xpacHbIN;
0x02 - 3eJeHbIH;

0x03 - KpacHbII+3€IeHBIN.

6.4.10 YTeHne HacTpoOeK MHTEpPBaNoOB U 3aepXKeK
LMKITMYECKOro onpoca

BeraureiBacT 3 fpaiiBepa TEKyIIHUE HACTPOUKN BPEMEHHBIX MHTEPBAIOB OIpoOca
KapT U BHYTPESHHHX 3a/I€P>KEK TIPH aBTOMATUYECKOM MOUCKE KapT AJIs1 TaHHOTO
CUUTBIBATEJIS.

Komanna:

Class INS P1 P2 Lc Data Le
OxFF 0x70 | 0xC2 0x51 0x02 0x00 | 0x03 0x00

OT1BeT:

Data SW1 | SW2

NurepBans! onpoca (8 OnpammuBaembie ctagaaptsl KapT (6 | 0x90 | 0x00
Oaifr) Oaifr)

HNurepBansi onpoca (USHORT, muiiincekyHabl, MJaamuM 6aiiToM Briepen)

BaiiTsl 0..1 baiitel 2.3 baiiTsi 4..5 BaiiTsl 6..7
Nurepsan Nurepain Hurepsan Nureppan
ompoca orpoca omnpoca SAM- OTpoca MpsIMOTO
OECKOHTAKTHOM | KOHTAKTHOM MOTyJIst YIPABJICHUS
KapThI KapThI CUYUTBIBATEJIEM

OnpammBaemMble CTAaHAAPTHI KapT:
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Baiit 0 baiit 1 baiir 2 Baiit 3 baiit 4 Baiit 5
[Tepuon [Tay3a nocne| [lepruon [Tay3a nocne| Ilepruon [Tay3a nocne
OTKJIFOUEHVSI| BKIFOYEHHS | OTKIIFOYCHMSA| BKIFOUEHUS | OTKIFOUEHHS| BKIIFOUCHUSA
TNOJISL Iepe]T | TOJIA NIepesl | HoJIsl epe] | MOJIs Iepe| | MOJist epe]l | MoJis epe
aKTVBAIEN | aKTUBAIEN | aKTHMBAIWEM | aKkTWBALMEH | akTWBAlMEW | aKTUBaIEN
KapThbl KapThbl KapThl KapThbl KapThbl KapThl
ISO14443A| 1SO14443A| 1SO14443B| ISO14443B| ISO15693 | ISO15693

Ileproa oTKIOYEeHNS MOJIS NepPe]l aKTUBALM el KapThl: BpeMs B
MWINCEKYHIAX, KOTOPOE TOJDKHO JJIUTHCS OTKIOUEHUE PATHUOTIONS CUUTHIBATEIIS
niepe/l aKTUBALMEH KapThl.

Ecmm = 0x00, TO cCOOTBETCTBYIOLIMIA CTaHAAPT KapT HE ONPALLIMBACTCS B LIMKIIE.

ITay3a nmocJie BKJIIOUeHUs NOJIS Nlepe]l AKTUBaLM el KapThl: BpeMs B
MUTUCEKYH/IaX, KOTOPOE JOJDKHO MPOMTH MOCJIEe IOBTOPHOTO BKIFOYEHUS
PaaMOTIONs CYMTBIBATEIS TIEpe]] akTHBaLMe i KapThl. J[aHHas may3a Hy)KHa JJIs TOTO,
YyTOOBI KapTa MocJie BKIIIOYEHHUS PaJAHOTIONs CUUTHIBATENSl yCIIeia 3allyCTUThCS B
pabouuii peskuM TpeskIe YeM ¢ Hell HauHeTCs padoTa.

6.4.11 OOHOBNEHMe HaCTPOEK MHTepPBanoB U 3aAepxKekK

LMUKITNYEeCKOro onpoca

OOGHOBIIIET B IpaliBepe TEKYIIHME HACTPOWKH BPEMEHHBIX HHTEPBAIOB OIPOCa KapT
BHYTPEHHUX 33I€P/KEK MPU aBTOMATHIECKOM TIOUCKE KapT JJI JAHHOTO CUMTHIBATEIIS.

Komanna:
Class| INS | P1 | P2 | L¢ Data Le
OxFF | 0x70|0xC2 | 0x51|0x10] 0x00 | 0x04 | UurepBans! onpoca (8 6aiir) | [0x0
OnpaiuBaemble cTaHaapThl Kapt (6 6air) | 0

HNurepansi onpoca (USHORT, muiiiinceKyHabl, MiaammM 0aiiToM Briepena)

Baiitbi 0..1 Baiits1 2..3 Baiitbi 4..5 Baiitsbi 6..7
NurepBan Nureppan Wurepsan Nurepsan
ompoca ompoca onpoca SAM- OIIpOCa MPSIMOTO
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Baiitsi 0..1 baiitel 2.3 baiiTsi 4..5 Baiite1 6..7
OCCKOHTaKTHOM | KOHTAKTHOM MO 1yJIs YIIPABJICHUS
KapTbl KapThbl CUUTBIBATEIIEM

OnpammBaemMble CTAaHAAPTHI KapT:

Baiit 0 Baiit 1 baiir 2 Baiit 3 Baiit 4 baiit 5
[Tepuon ITay3a nocune| [lepron [Tay3a nocne| Ilepron [Tay3a nocne
OTKJIFOYECHWsI| BKIIFOUEHHS | OTKJIFOUEHUs| BKIFOUEHUS | OTKIIFOUEHUS| BKITFOUCHUSA
TOJIS IEpeT | MOJIA NIepet | HOJIsI IEpe], | TOJIs IIepe]| | MOJI epe]l | MOJIs Mepe st
aKTVBAIC | aKTUBAIWEN | aKTHMBAIEM | aKTWBAIE | akTWBaIMEW | akTUBAIEH
KapThbl KapThbl KapThbl KapThbl KapThl KapThbl
ISO14443A| ISO14443A| ISO14443B| ISO14443B| ISO15693 | ISO15693

Ilepuoa oTKIOYEHUA MOJIS Mepe/l aKTUBALMel KapThl: BpeMs B
MUWIUCEKYH/1aX, KOTOPOE JOJDKHO JIJIUTHCS OTKIIIOUEHHUE PAJAHOTIONS CUUTHIBATEIS
riepe /1 akTHBALEN KapThI.

Ecm = 0x00, To COOTBETCTBYIOIIMI CTaHIAPT KApT HE OTIPALIIUBACTCS B IMKIIE.

Ilay3a nocJie BKJIKOYEHUS 0151 lepe]l AKTUBaNUeil KapThl: BpeMs B
MWIHCEKYH/IaX, KOTOPOE JOJDKHO MPOITH MOCIIE MOBTOPHOTO BKIIOUEHUS
PaIuoTIONsI CUYUTHIBATEIIS TIEpe 1 aKTUBale KapThl. J[aHHas may3a Hy»Ha 1JIs TOTO,
YTOOBI KapTa Mociie BKIIOYEHHS paJIUOTIONs CUUTHIBATES yCIIela 3alyCTUTLCS B
paboumii peskuM TPEesKIAe YeM C HEM HAUHETCS paboTa.

6.5 Bxoja B pe:xxuM HenmocpeaCTBEHHOT0 00MeHa
Bxoa B pexxuM HeTIoCpeICTBEHHOTO 0OMEHA OCYILECTBIIAETCS MPH TIOMOIIU
crargaptHoi komaaael PC/SC Start Transparent Session.
6.6 IIpuemonepenaya npu HeMOCPeACTBEHHOM OOMeHe

[Tpuemorniepegaua npu HETIOCPEICTBEHHOM 0OMEHE BBITIOJTHSIECTCSI TIPH TTOMOIITH
ctannaptHoit komauabl PC/SC Transparent Exchange - Transceive Data.
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6.7 BpIxoa u3 pexxuMa HeMOCPEeACTBEHHOT0 00MeHA

87

Bbixo 13 pexxuma HerocpeICTBEHHOTO 0OMeHa OCYIIECTBISIETCS NP IOMOIIN

cradgaptHoi komaHasl PC/SC End Transparent Session.
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