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1.1

1.2

O6wan nHcpopmayusa

Hacrosiiee onucanve npeiHa3Hau€HO U1 03HAKOMJIEHHS ¢ TECTOBOM NMPOTpaMMOi
11t camtbiBaresisi RFID-kapt UEM u conepxur cBeieHus, He0OXOUMBIE JIJISL €TO
TIOIKJTFOYEHHS 1 TI0 CJIS TYIOTIIEH paboThI.

l'[epequL HOPMAaTHBHBIX TOKYMCHTOB

ISO 14443, yactu 1-4

ISO 15693, yactu 1-3

ISO 18092

Cremmdukaims PC/SC v2.01.14

Cnmcok coxkpaieHui

APDU — dopmar komanzs! npotokosia T=CL (ISO 7816-4)

ATQ — pesynbrar onepaimn REQA (ISO 14443-3)

ATS — otBeT Ha onepaimro SELECT (momyctumblie mapameTpsl npoTokoia T=CL)
ATTRIB — komanza Beioopa kaptsl Trra B (ISO 14443-3)

CLA — nepBsrii 6aiit komaaasl APDU

Dr — xapakTepucTiKa CKOPOCTH MOTOKA TAHHBIX OT CUUTHIBATENS K KapTe
Ds — xapakTepucTuka CKOPOCTH MOTOKA JIAHHBIX OT KapThl K CUUTHIBATEIIIO
HLTA — xomanna nepeBoa kaptel Thra A B coctostiue HALT

HLTB — xomanna nepeBoia kaptel Tura B B coctostnue HALT

INS — Bropoii 6aitr komanasr APDU

Lc — nymHa nepeiaBaeMbIX TaHHBIX B KomaHae APDU

Le — nnvHa ounaemMbIX 1aHHBIX B 0TBETE HA KomaHny APDU

P1 — tpeTuii Gaiir (mapameTp) komannsl APDU

P2 — yeTtBepthIii Gaiit (mapameTp) komanas APDU

PICC — kapra ¢ 6eckonrakTHeiM uHTEpdeticom (RFID-kapta)

PPS — 3anpoc Ha yctaHoBKY mapaMeTpoB npoTokosia T=CL

PUPI — nceBnoyHukaisHeii Homep (MaeHTudukarop) KapThl THa B
RATS — 3anpoc Ha nosyaenne ATS

REQA — 3anpoc Ha aktuBaimro kapT tvna A u3 coctosiiust IDLE

REQB — 3anpoc Ha aktuBaimro kapt tvna B m3 coctosinms IDLE

Rf — mnyuaemas cunrbiBarenemM paaruovacToTa

SAK — pesynbrar (noareepxkaenue) onepaipu SELECT

T=CL — npotoxos o6MeHa nanasiMu ¢ RFID-kapramu (ISO 14443-4)
UID — ynukanbHbIi HoMep (MaeHTH(DUKATOP) KapThl THIA A

WUPA — 3anpoc Ha aktuBaito kapt tura A u3 coctossaus HALT
WUPB — 3anpoc Ha aktuBammro kapt turna B u3 cocrosauss HALT
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2 OnucaHue yctponctea

2.1 Ha3HayeHMe M XapaKTepPHUCTHUKH

211 HasHayeHue ycTpoMcTBa

1. CuursiBatenb npegHa3HaueH 111 oomMeHa nHpopmaimeit ¢ RFID-kapramy,
coBmecTUMbIMU co cTtaHaapramu [SO 14443, ISO 15693, B Tom uuciie:

e NFC Forum Tags Type 2, 4,

e Mifare Classic (EV1),

e Mifare DES Fire (EV1, EV2),
e Mifare UltraLight (C),

e Mifare Plus (EV1),

¢ ICODE SLI, SLIX

® U JIpyTHe,

a TaKke ¢ yAaJeHHpIMU ycTporicTBamu cTannapra [ISO18092 ( NFC P2P - cwm.
Ommcanue ctpanmipl NFC663 ).

2. CawursiBaresb nogaepxusaet npotokos T= CL.

3. CuywursiBaresb paboTaeT o1 yIpaBieHHeM KOMITbIOTEPa WIH KaKOTO-JI100
JIPYTOTO YIMPaBJISIONIETO yCTpocTBa (MacTepa).

4. B 3aBUCHMOCTH OT MOJIEJIH, CYUTHIBATEII MOTYT paboTaTh TIO
CIeLMATM3UPOBAHHOMY MPOTOKOJIY OT KOMIAHUK MUKpoOM, MO0 1O MPOTOKOITY
CCID.

5. TlporpamHoe oOecrieueHre CUYUTHIBATEISI MOKET OBITH OOHOBIIEHO TPH TIOMOTIIH
CTICLIMATMBUPOBAHHBIX YTWINT U (haifioB 0OHOBIICHHIA

21.2 OpraHbl HaMKauum (He ansa cumtbiBaTenen PC/SC)

1. CuurbiBateb cHAOKEH 3BYKOBBIM MHIMKATOPOM, YIIPABICHHUE KOTOPHIM
OCYIIECTBIISIET KOMITbIOTep. CHUrHaJI TpeICTaBIsAeT COOOM OTMH WM HECKOJIBKO
3BYKOBBIX UMITYJIbCOB JIIMTENbHOCTHIO 100 MC ¢ MHTEpBanamMu MeX1y HUIMU
takke 100 mc.

© 2018 AkuuoHepHoe obwecmeso "MukpodM"



OnucaHue ycTpomncrea 15

2. CyurbIBaresib UMEET JIBYXIIBETHBII CBETOIMO, YIIPABICHUE KOTOPHIM
OCYIIECTBISIET KOMITbIOTEP. CBETOIMOT MOKET HAXOIUTHCS B CJIETYIOIIINX
COCTOSTHUSIX:

® BLIKITIOYEH;

® MUraeT 3a/IaHHO€ KOJIMYECTBO pa3 ¢ yactoToil 2 I'iy;

® CBETHT ITOCTOSHHO.

JInst Muranust ¥ IOCTOSTHHOTO CBEYEHHMSI MOYKHO 33/1aTh KPACHBIH, 3€JICHbIN WU
JKEIITO-OPAKEBBIM LIBET.

2.2  YnpasjeHHe YCTPOMCTBOM

221 B3aumopgenctBue ¢ KOMNbLITEPOM

1. CaMOCTOSITEJIbHO CUUTHIBATEIL HUKAKKX JICHUCTBUI HE TIpOM3BOAUT. Bee
OTIepalH BBITOJIHIIOTCS TOJIBKO B PE3YJIbTATE BBINOJHEHUSI KOMaH] CO CTOPOHBI
koMIbIoTepa. Kaxknas komanna npejnosaraet 00s13aTeIbHbIA OTBET OT
CUUTHIBATEIIA.

2. B ciryuae, eciu cuuThiBaTeb paboTaeT o ympasienueM apaiisepa PC/SC,
IMKJT 3a1IPOCOB M0 PA3JIMYHBIM PEKUMaM pabOThl CYUTHIBATEIIS BBITOTHACTCS
ABTOMATUYECKH CaMU JIPaiBEPOM.

3. OOMeH naHHpIMU (TIepejaua KoMaH 1 0TBeToB) uepe3 COM-nopt
ocymiecTBisieTcs ¢ mapamerpamu 8N1 1 HauanbHOM ckopocThio 9600 601.
[Tocnie ycTaHOBKH CBSI3H, CKOPOCTH 0OMEHA MOYKHO MOBBICUTE. J{OTyCTHMBI
cieayroume ckopoctu oomena: 9600, 14400, 19200, 38400, 57600, 115200,
1500000 6ox.

4. Jlns cumrsiBateneii ¢ uarepdeiicom USB, paboTtaronux noj ynpaBieHIeM
crannaptHoro USB apaiiBepa koMmnanni MukpoOM, nu6o 17151 cuuThIBaTeseil
unarepdeiicom UART/RS232/RS485 - nist B3anMO1eMCTBHSA C XOCTOM Ha
wiarpopme Microsoft Windows moskHO ucnosib3oBars 6ubmoTtexy Clscrfl.dll

5. Jns ynpaBnenusi cautbiBatessiMu ¢ uatepgeiicom USB, paboTaromux mno
ynpasnieHreM apaiisepa PC/SC, ucronb3yeTces crannaptHblii Habop APDU
KOMaHJ, ormcansbii B crietmdukaiy PC/SC Bepcrmn 2.01.14.

2.3 Paoora co cuureiBatesasamu PC/SC

Jiist paGoThI CO CUUTHIBATEIAMHU NMOCpeACTBOM ciy:k0b1 WinSCard, BeiOepure Tut
nonkmouenust PC/SC na Brnagke «aTEpdeiicy, mocie 4ero B 0ObIMHOM MOPSIKE
OTKpOWTE COEJMHEHHUE CO CUUTHIBATEIIEM.

B TecToBoii nporpamme 0yayT aBTOMaTH4€CKHU aKTUBUPOBAHBI TOJILKO T€ BKIIAJIKH,
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2.4

C KOTOPBIMU MOXET paboTaTh JaHHBIN TUIT UHTEpdelica CO CUUTHIBATEIIEM.
J11s paboThI ¢ KapTOil:
1. Otkpoiite B TECTOBOM NMPOTpaMMe BKIIAJIKY «ABTOTIOUCK.
2. Brecure B 1oJ1e CUMTHIBATENS KapTy.

3. Korpa kapra 6ynet oOHapy»keHa CUUTBIBATENIEM U JOOABJIEHA B CIIUCOK KapT Ha

BKJIAJIKE «ABTOIONCK», IEPEKIIIOUUTECH HA IPYTYIO HYKHYIO BKJIJIKY (CTpaHHILY)
TECTOBOM NPOTPaMMBI - KapTa Oy/1eT aBTOMaTHIECKY BHIOPaHa ISl JaTbHEUIIIe
paboTHI C HEll.

4. He ynasnsiite KapTy U3 MOJII CUUTHIBATEIIS, TIOKA HE OKOHYUTE paboTy Ha HY>KHBIX
BaM BKJIQJIKaXx.

5. Ilpu ynaneHun KapThl U3 TOJI CUUTHIBATEJISL, 11 BO30OHOBJICHUS PabOThHI
MOBTOPUTE AEUCTBUS C IMyHKTA 1.

Hoanepxxa texnoaorun NFC
Komanner tectupoBanms ¢pynkimonana NFC B pexxume P2P ( ISO18092 ) nast
cuurhiBateseil Ha 6a3e mukpocxembl CLRC663 pacmosiosxens! Ha Bkianke NFC663.
J171st paGoThI ¢ yAQJIEHHBIM YCTPOHUCTBOM B 3TOM PEXKUME, CICAYET:
1. [Toguectn yctpotictBo ¢ moaaepxkkoi Full NFC P2P k anrenHe cuursiBatesis.

2. Bximrouuth moJie cunThiBaTeIsl Ha BKiaake «CauteiBareby. Ecim oHoO yke Obu1o
BKJIFOUE€HO, TO BBIKIIFOUUTH Ha CEKYH/Y U BKIIFOUUTH CHOBA.

3. [Touckars MeTKy Thna [SO14443 A Ha Bknagke «CUUTHIBATEbY.

4. Korga yctpoiicTBo OyaeT HalneHo, epeiiti Ha Bkiiaaky NFC663 s
JaTbHEHIIEH padOTHI.
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3

3.1

OnucaHue TeCToBOMU NporpamMmmbol

Tectoas mporpamma CleSCaR BrITosTHeHa B BHIe¢ MHOTOCTPAaHUYHOTO JIMAJIOTa, B
COCTaB KOTOPOTO BXOJST CIIEYIOIINE CTPAHHIIbL:

= «Murepdeiicy;

" (ABTOTIOHCKY;

» «CyurbIBaTeIbY,

= «SAM-moduley;

* «SAM-module personalizationy;

= «(SAM Mifare Plusy;

= «(SAM Mifarey;

= (T= CLy;

= (Mifarey;

= «Mifare Plusy;

= «Mifare Plus EV1»;

= «DESFire»;

= «(UltraLight (C)»;

= (ISO 15693»;

» «PR533» (mms1 cunrpiBateneit, padortaromux o npotokoiy PC/SC);

» «PC/SC Transparenty (i1 cuutsiBaTeneit, paboTaromux mno nporokoiay PC/SC).

HNurepdeiic

Crpanuna «MHTEpdeiic» NosBiIsIeTcs HA MOHUTOPE KOMIILIOTEPA MPH 3aITyCKe
nporpammbl CleSCaR.exe. Ha 3Toii cTpanuiie pactiosioskeHbI CpeICTBA HACTPOUKA
CBSI31 C KOMITLIOTEPOM, BEIOOpA THIIOB TPAHCTIOHIEPOB H 3 pecalyiil YCTPOHUCTB Ha
muHe RS485.
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Contactless SmartCard Reader v56.40 . - l = 23|
| Mifare | Mifare Plus | DESFire | UltraLight(C) (SAM) | IS0 15693
WHTeppeiic LeTononck I CumTeiBaTEn: I NFCE63 I SAM-vogyne I MNepcorannzauwa SAM-wmogyna I SAM Mifare Plus I SAM Mifare I T=CL
CBASE C KOMMbIOTEPOM Tunk! TpaHCNoOHAEpoE Crmcok yoTpoiicTs Appec ycTpoitcTea
@ USE ) COM+opt |USB1 bd T
_ J]1S0 14443-A —
() USB - euptyansHeni COM-nopt -
CkopocTs, Boa arnn 150 14443-B - HoBwiit agpec yoTpoicTea
& PC/SC [ Mpamoe ynpasnetue PC/SC 150 15653 T 1 3anmcams
(©) Ethemet IP 152.168. 7 . 8
MopT Ethemet 10001 KoH$urypaua cunTsisaTens
ICODE Appec: 0 Tun namam: @ RAM (0) Flash  Onava, Basr: 1
TaitmayT, Mc 1000 & 1 Siet
FlLogeann —— ©> 150 o v

JaWMWEHHEIR PEXUM

AYTEHTAPMKAUMA CYATBIBATENA JArpysSUTE KNHYA BO hnetl

Kanan: @ Omxpeimait () Wndposarsin  Homep kniova: 0

JarpysuTs Koun U3 daitna ] [ CreHepuposaTts Knoum B daitn Uucno knovsin: 0 Mapons:
Crncok Knioyed: v
PafioTa ¢ fnew-NaMATED CYMTRIESTENR
Appec Gnoka: |0 Daneie: Janucate Bnok OuncTiTE dnew
BrinonHerne komaHm
MoBETopATE Kaxasie 100 mc.| BeimonHume
-
4 I3
) (omme) [ Tore

CBA3b C KOMMNbLITEPOM

1. Ilepen Hauanom pabOTHI B JIEBOW YaCTU CTPAHMUIIBI B TPYIIIIE HJIEMEHTOB
yrpaieHus: «CBsI3b ¢ KOMIBIOTEPOMY» HEOOXOIMMO BHIOpaTh THIT HHTEpdeiica:
panno-kHonka «COM-nopt» — it RS232 wim RS485; paguo-kHornka «USB» —
st USB-unTepdeiica; panro-kHotka «PC/SC» — miis USB-untepdetiica uepes
cayx0y WinSCard.

2. Ecmm BeiOpan COM-niopT, He0OX0 1Mo B BhINaparoliem crmcke «llopt»

BbIOpaTh HOMep nopta (COM1, COM2 u T.4.), K KOTOPOMY TIOKITIOUESH
CUUTHIBATEb.

3. Ecmm Bei6pan USB-unrepdeiic, a USB-cuursiBatenielt HECKOIbKO, HEOOX01MMO

B BhImajaromieM crmcke «Ilopm» BEIOpaTh MO PsIKOBBIA HOMEP CUUTHIBATEIIS
(USB1, USB2 uT.1.), ¢ KOTOpBIM IUT1aHUpyeTCs padoTa. /{7151 € TMHCTBEHHOTO
USB-cuursiBarens Heo6xoaumo octaButh HoMep USBI.

4. Ecmm BeioOpan COM-niopr (Tum unrepderica RS232 wm RS485), cranoBsTcs

JIOCTYIHBIMU BBINAIAOIIMI CIIMCOK «CKOPOCTH» M OKOIIKO «TaiiMayT». 310
MOXeT OBITh MOJIE3HbIM, eciiu cunThiBaTes’> UEM RS paGoTaet Ha ckopocTH,
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3.1.2

313

ommuHOM oT 9600 60/1.

5. Ecnu BeiOpano noakimouenue k cuurbiBareto PC/SC, To BKIIaIKu MporpaMMBbI
0OHOBATCS, YTOOBI OTPA3UTh TOJIHKO JOCTYIHBIC JIJIsl IAHHOTO THIA UHTEpdeiica
BO3MO>KHOCTH.

6. @nar Log-daiin npeiHa3Ha4YeH AJIs1 BBIBOIa 0TYeTa 00 0OMEHe TaHHBIMU B
TEKTCOBBIN (DaiT XpOHOJIOTHM OOMEHA.

7. Ilo okOHYaHMHM BCEX HACTPOEK HEOOXOIUMO HaXKaTh KHOTIKY «OTKpBIThY. B
ClTy4ae yCIEUTHOTO 3aBEPLICHMS OTIEPAIii KHOTIKA OMEHSIET CBOE HAa3BaHKE HA
«3aKphIThY», a B CTpOKE cTaryca nosisutrcs coodmenue «urepdeiic USBI
OTKpHIT ycrienrHo» Wi «arepdeiic COM1 oTkpsIT ¢ mapamerpamu 9600 SN 1».
B npotuBHOM cilyuae B CTpoke cTaryca HOsSIBUTCS COOOIIeHHe 00 OIHOKe.

8. B ciyuae ommbku npu otkpbITi COM-niopTa IpoBepbTE MPABWILHOCTh
MOJIKITIFOYEHKS ¥ BBIOOpaA THIA uHTepdeiica 1 HoMepa ropra.

9. Bo mb6exanne ommook npu oTkpbiTi USB-unTepdeiica He npomsBoaure
MO IKJTIOYEHHE/OTKITIOY €HHE CUUThIBATENeH Mpu paboTaro1ieil mporpaMme.

10 Ilepeximrouenue Ha APYTyO CTPAHUIYY UMEET CMBICII TOJIBKO MPHU YCTICIITHOM
OTKpBITHH UHTEpETica.

Tunbl TpaHCcnOHAEpOB

1. B 3aBHUCHMOCTH OT BEPCHH UCTIOJHEHHS] CYUTBIBATENIb MOXKET padoTaTh ¢ KapTaMu
ISO 14443-A,ISO 14443-B u ICODE, B ToM uncine ISO 15693. I'pyrmna ¢uiaros
«THrbl TpaHCTIOHAEPOBY TpeTHA3HAYEHA JJIsl HACTPOMKH pabouero Habopa THIIOB
CMapT-KapT WWIA METOK U, COOTBETCTBEHHO, HA0Opa CTPaHHUL] TECTOBOM
nporpamMMelI (padoTaeT A Tuna coenuHenusi, ommyHoro ot PC/SC).

2. lna metok ICODE B rpymme paguo-kHonok «ICODE» moxHo 3aiath
KOJIM4eCTBO cJIOTOB (1 wm > 1), koTopoe OyAeT UCTIOb30BaThCs NIPU MOKCKE
METOK.

Appecauusa yctpoucTB Ha winHe RS485

1. B npaBoii 4acTu CTpaHHIbl paCTIOJIOKEHBI OPIraHbl YIPABIIECHUS aipecalyeit
ycTpoicTB Ha mmHe RS485. Onu ucnonb3ytorest ToabK0 111 yetpokicts UEM
RS, nogkmouaemsbix k uaTEpdeiicy RS485.

2. UToOBI OTIpe IeUTh «TIOTEPSTHHBID aipeca yCTPOMCTBA, HEOOX0IUMO
IO JIKJTFOYUTh €T0 K MHTepdeiicy e TMHCTBEHHBIM, 33/1aTh ajipec 0 B OKOIIIKe
crpasa OT KHOTIKM «I Ipouurars) 1 HaKaTh 3Ty KHOIIKY. [Ipounranssii agpec
OyneT 0TOOpaKeH B ATOM ke OKOIIIKE.

3. UtoOnlI 3a71aTh YCTPOMCTBY HOBBIN apec, HEOOXO0MMO TIOIKITFOYHUTh €T0 K
uHTepdEeicy e TMHCTBEHHBIM, 33/1aTh ajipec ) B OKOIIIKE CrpaBa OT KHOTIKA
«[Ipouurarby, 3HAYEHNE HOBOTO aJpeca — B OKOIIIKE CJI€Ba OT KHOTIKH
«3armcarp) 1 HAXaTh 3Ty KHOTIKY.
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4. YToOBI MOJTYYUTH CTIMCOK BCEX YCTPOUCTB, MOIKIIIOUYCHHBIX K HHTepEnCy
RS485, nHeobxoaumo Haxkath KHOTIKY «llomckarsby.

5. YUtoOs1 BBIOpATh /17151 pabOTHI OJTHO M3 HECKOJIBKUX YCTPOUCTB, TIOJKIFOYEHHBIX K
unarepdeiicy RS485, HeoO6x0 1Mo BEIOpATh €T0 M3 CIHCKA, PACTIOIOKESHHOTO
BbIIlIe KHOTIKU «I lorCKaThy, KOTOPBI 3aMOJHAETCS MPU HAYKATHI 3TOM KHOTIKHL

314 Pa6oTa c ¢hnew-namMATbLIO CYUMTbIBaTENs

1. JlauHblii QyHKIMOHAT JOCTYIICH TOJBKO /I CYUTHIBATEIICH, TIOJKITFOYESHHBIX T10
unrepdeiicy, ormmaHomy ot PC/SC.

2. B HwKHEW 4acTy CTpaHUITBI PacIioiokeHa rpyrma komasy «Pabdora ¢ drern-
MaMSTBIO CUHTHIBATENSY. [Ipy MOMOTIIM STHX KOMaH OCYIIECTBIAETCS OUYNUCTKA
BCEH MaMSITH U 3alUCh KITFOUEH 1 OJI0KOB JIaHHbIX BO ¢uten. Pazmep
3aMMChIBAEMOM €IMHULBI COCTaBIIsIeT 16 Oailr.

3. Jluist ouncTKY Beel (hen-naMsaTi CUUTHIBATES, COIEPrKaIlieH KITFOUH,
cymecTByeT KomaHaa «OqucTuTh Qurernns.

4. Jlns 3anmcu Kiroda win 0J10Ka JaHHbIX, BBeauTe qanHbie B HEX-dgopmare B mone
«/lannbie» (32 cumBoIIa), 3aTeM B ToJIe «Azpec 0JI0Ka» yKaxure HoMep OJoka
HazHauenws (0..239) u HaKMUTE KHOTIKY «3arvcarb 0JI0K».

3.1.5 AyTeHTUhMKaLUA 1 3alLMLLEHHbIA PeXUM OOMeHa XOCT-CUUTbIBaTenb

1. Jdanublii QyHKIMOHAT AOCTYIEH TOJBKO JIJIsl CUUTHIBATEIEH, TIOJKITFOU€HHBIX 10
unrepdeiicy, ormuanomy ot PC/SC.

2. B HWKHEN 4aCTH CTPAHMULIBI PACTIOJIOKEHA IPYIITa KOMaH]T «3allMIIEHHBIHI
pexxum». [laHHble KOMaH/bI IPeAHA3HAY €HBI 1JIS1 YIIPABJICHUS KITFOUaMH,
UCTIOJIb3YEMbIMH CUMTHIBATEJIEM KaK ISl ayTeHTU(PHUKALY CUUTBHIBATEIIS U BXOa
B 3aLMIIEHHBIN PEKUM NEPE1ady JaHHbIX, TAK U JJIS IEPCOHATM3ALIMI U
YIPaBJICHUS] KapTaMH.

3. Jnst Toro yToObI co3aaTh (aiin, coaepkaiuii KIro4Yu B 3auppoOBaHHOM BUIIE,
YKQKUTE YHUCIIO TeHEPUPYEMBIX KItoue (mosie «Hucio kimoueiny), naposib s
mdpoBanus (aitna kimouei (rose «I[laposby), 3aTeM HAKMUATE KHOTIKY
«CreHepupoBath KIIOYH B (pailld» ¥ B TOSIBUBIIEMCS JUAIOTE BBIOEPUTE MyTh U
Mt (paiia ISt 3anmcH.

4. Jlnst Toro yToOBI 3arpy3uTh KIIFOUYHY U3 (aiiia KIIFoYeid B IaMATh KOMIIbIOTepa AJis
MO CJIETYFOLITUX MAHUITYJISIIMM, YKaKUTE YHCIIO YUTaeMbIX Kitodel (roJie «Yucio
KIII04eiDy), mapoJib 11 aemudpoBanus (aitia kimoueit (nose «[laposby), 3areM
HOXMUTE KHOTIKY «3arpy3uTh KIIF0UYY U3 (ailiay U B MOSIBUBIIEMCS THATIOTE
BbIOEpUTE MyTh U UMS (haiiia 11 YTCHUS.

5. 1ns ToTO 4TOOKI 3armvcaTh OJI0KH TaHHBIX BO ()JICHI-TIAMSITh CUUTHIBATEIS,
YKaKUTE Ha4aIbHBIA HOMEP 3anMchiBaemMoro 0Jioka (mosie «Homep kimouay), a
TaKe KOJIMIECTBO 3aIMChIBAEMBIX OJIOKOB (T0s1e «Yuco kimouein). Homepa
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0JIOKOB/KITIOUEH BO (hIeTI-NIaMsITH CYUTHIBATEISI OJHO3HAYHO COOTBETCTBYIOT
HOMEpaM OJIOKOB/KITFOYEH B MaMsATH KOMIIbIOTEpa.

6. [lnst Toro 94TOOBI MPOM3BECTH Ay TCHTH(UKAIIMIO CYUTHIBATEIISI U BKIIFOYUTh
pesxiM mudpoBaHHON TIepe1avu TaHHBIX MEKITY XOCTOM U CUUTBIBATEIIEM,
YKaKUTe HOMEP 0JI0Ka BO (PrielI-naMsITH CUUTBIBATENIS, KOTOPBI OyIeT
UCTIOJIb30BaH B KAYECTBE KITFOUA ayTeHTU(HKALIMH, & TAKKE TP BHIUHUCIICHAN
CECCHOHHOTO Kiroya 1yt mudpoBanus 1aHHbIX (Tiosie «HoMmep kimouay), mocie
YEeT0 HAKMHTE KHOTIKY «AyTeHTU(PHKAIS CUUTHIBATEIIS.

7. 2.1.5.6 [1ns BeIxoaa u3 i poBaHHOTO pekuMa oOMeHa u st cOpoca
ayTeHTH(PHKAIMKA HAKMHUTE Ha KHOTIKY «COpoC ayTeHTU(HKAIN CUUTHIBATEIISI.

8. Ilpu c6os1X noce ycneuHoi ayTe HTUHKALMY CUUTHIBATEN b OCTAETCS B
MIUPPOBAHHOM PEKUMeE 10 COpOca NUTaHU.

3.1.6 Pabota c KOH(urypaumemn cunTbiBaTens

1. Jdanublii QyHKIMOHAT AOCTYIEH TOJIBKO JIJIsl CUUTHIBATEIICH, TIOJKITFOU€HHBIX 10
unrepdeiicy, ormuanomy ot PC/SC.

2. B npaBoii 4acTH CTpaHHIIBI pactiosiokeHa rpyma koMana «Kouduryparms
cuuThiBaTes1». [Ipy moMOIIM 3THX KOMaH]T OCYIIECTBISIETCSI YTCHHUE, 3aIUCh,
cOpoc(BOCCTaHOBIICHHE 3HAYEHHH TI0 YMOTYAHUIO ) KOHPUTYpaImu CUUTHIBATEIIS.

3. Ilepen Hauanom paboThI ¢ KOHPUrYypalHeH, yCTaHOBUTE THIL, aApEC U JJIUHY
MaccuBa MI3MEHseMbIX 0aiT. RAM - m3MeHeHre HaCTPOEK B OTICPATUBHOM MAMSITH
ycTpoiictBa. Flash - m3mMeHeHne HaCTpoek 0 JHOBPEMEHHO B SHEPrOHE3aBUCUMOM
U B OTICPaTUBHOM NAMSITH CYUTHIBATISA. BaykHo: npu uteHnn Hactpoek m3 Flash,

COOTBETCTBYIOIIUM HAacCTpoiikaM B RAM mnpucBanBaroTCsi 3HAYECHUSI HACTPOEK U3
Flash.

4. B mone cnpaBa oT KHOTIKH «I IpounTars) BBEIUTE 3HAUEHUE JIJIS1 3AIUCH, HAKMUTE
«3ammcarby. Haxxatre kHOTIKH «COPOCHTHY NPHBEIET K BO3BpaTy HACTPOEK K
COCTOSTHHUIO TI0 YMOJTYaHHIO.
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3.2 ABTONIONCK

Contactless SmartCard Reader v54.11 g|§|g|

Mifare Plus DESFire UltraLight(C) 150 15693 ICODE EPC /UID
WHrepdperic :

CuMTHIBaTENE SAM-rogyie MNepcoHanysauna SaM-voayna Sab Mifare Plus Sab Mifare T=CL Mifare

Start Stop Interval

16052012 12:2357 16.05.2012 12:30:02 0 00:00:05

IS0 144434 LID = 04593061801080  ATO =0344 52K =20  Mifare DESFire [EV1]  T=CL

Ok ] [ OTreHa

1. Crpanmia «ABTOTIONCK MpeTHA3HAYCHA JIJIs1 aBBTOMATHYE€CKOM IEMOHCTpaLn
BhimoJiHeHus oneparmii REQA, ANTICOLLISION, SELECT, HLTA (ISO 14443-
3-A), REQB, Slot-MARKER, HLTB (ISO 14443-3-B), BEGIN ROUND
(ICODE EPC u UID), a takske INVENTORY u STAY QUIET (ISO 15693) ¢
Y4€TOM BEPCHH HCTIOJIHEHUSI CYUTHIBATENST M HAOOpa (hi1aroB TUIIOB
TPaHCTIOHIEPOB.

2. KapTsl pa3 M4 HBIX TUIIOB OJTHOBPEMEHHO TIOMEIIAOTCS B 30HY JE€HCTBUA
CUMTBIBATEJISA, & CYMTHIBATEND [0 KOMAH/IaM KOMIIbIOTEPA, IEPEKIIIOYAsICh HA
Pa3JIMYHbIE PEKUMBI, OTIPEEIISIET X YHUKAIbHBIE HOMEPa, KOTOPbIE COBMECTHO
C JOTIOJIHUTEIbHO M MH(pOPMaIKel 0 KapTe HHAUIMPYIOTCS B OKHE B LIEHTPE

CTpaHHIIBL.

3. ®akT 00HAPYKESHHUST KapThl COTIPOBOIKIAETCS 3BYKOBBIM CUI'HAJIOM M MHT'aHHEM
3€JICHOTO CBETOI10/1a (TOJIBKO MOCIIE TI0Jauy € IMHUYHOTO 3BYKOBOTO U
ayJuocHrsaia Ha Bkiajke "CuureiBaresns " v 1J1s CUUTHIBATEIS, 110 IKITFOYEHHOTO
no uHrepdeiicy, ormmaHomy ot PC/SC).
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4. Ommbku oOMeHa JaHHBIMU W/ WY BBITIOJIHEHUST KOMaH]T He MHIUIMPYIOTCS.

3.3 CyurteiBaTeJab

Crpanniia «CuuThIBaTE b MPEIHA3HAYEHA JJIS BBIOJIHEHHS OTIEpaLlyii CO
CUUTHIBAaTEJIEM, HE UMEIOIIMX OTHOIICHHUS K KapTaM WIH OOIIUX JJIsT BCEX THIIOB KapT.

f Contactless SmartCard Reader v57.60 l = e )
MfarePus |  MfarePlusEVI |  DESFre |  UtmlightC)(SAM) |  UmmlignEvi |  iso156s3 |  Tpasozs
Wireppeiic | Astonowck | Cuumbeatens | NFCEE3 | SAM | TMepcoranwsaws SAM | SAMMfare Plus | SAMMfare | T=CL | Mifare

WHomkawn CumTaiBaTENE 5 5
arnn T s
Cropocts RS232 3600 = T 3

][ Pexmr |
CurHan ] 0 [Cﬁemmon] 150 14443-4 W

Ceeute [ Rf Copoc ] [ Ff Bakn. ]

KonusecTso obHapyXeHHEX KapT 1 Homep & pecamurom popmare:  13740117405093380

KapTei

Mownckats ] [ Yesinume ] [DMEMG‘I&DDDBD - Pastyanms
AcuBHan kapta 150 14443-A  READY  UID = 044E1AB130D030 ATQ =0344 SAK=20 Mifare DESFire (EV1)NFC Forum Type 4 Tag  T=CL

HenocpencTeeHHEIR 06MEH C KapTOR: TaimayT, y.e.. 1000

KomrinekcHei nomck co cGpocom Nona v nepesopom B pexaam T=CL

Beikniouats none Ha, mc: 10 3apepxka nocne sknoyeHnA nonA, mo: 10 15014443E Time Slots [ Pacumpersin ATGE

ATS 067577810280 ATOB [] He nepexomms & T=CL

12:14:02.530 R OK -
12:14:02.531 T GetState

12:14:02.540 R State = (0000F000

12:14:10.877 T CLSCRF_IS014443 4 ActivateEx

12:14:10.507 R Mo transponder’s response

12:14:20.726 T CLSCRF_IS014443_4_ActivateEx

121420775 R OK

m

4 F

0K

3.31 Bknwountb

1. Ipu nepexmoyeHny Ha cTpanuily «CUHUTBHIBATEbY aHAIMBUPYETCS COCTOSIHUAC
YCTPOMCTBA, B TOM YHcIie pabouee COCTOSTHUE MUKPOCXeMbI-cunThiBarens. Ecium
KHOTIKA «BKJ1.» HaX0IUTCS B HEHAY)KATOM COCTOSHHH, €€ HEOOXO0IMMO HAaXXKaTh U
yOeuThCS B TOM, YTO OHA OCTAIaCh B HAKATOM COCTOSHHHM M Ha3bIBACTCS TETIEPh
«BBIKILY
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3.3.2

333

3.34

3.3.5

3.3.6

3.3.7

N3meHUTHL CKOpPOCTb

1. JIns m3MeHeHHs CKOPOCTH 0OMEHAa MEKIy KOMIIBIOTEPOM M CUUTHIBATEIIEM
UEM RS gocTtaro4Ho BEIOPATh )KeJIAEMY CKOPOCTh B BBIMAJAOIIEM CITHICKE
«Cxopoctb RS232%. JTa BO3MOXKHOCTH HE MMeET cMbIcia i yeTporictBa UEM
USB.

CurHan, Ceetoguon

1. Jlns nonayv 3ByKOBOTO CHUTHAJIA IOCTATOYHO HAaXaTh KHOIKY «CHrHAID).
JlecsITHIHOE YHUCJIO B OKOIIKE CIpaBa OT KHOMKU OTIPEEIIIET KOJIMIECTBO
3BYKOBBIX UMITYJIbCOB.

2. Knorka «CBeTouoay npe/IHa3HaueHa JJIs YIIPABJICHUSI CBETOIHOI0OM
cuurbiBaTesa. Bo3aMoskeH BbIOOD U3 3 WK 7 1IBETOB, B 3aBUCUMOCTH OT BHa
cuurbiBaress. [leper HaKaTMeM KHOTIKH yCTaHABJIMBAOT IIapaMeTpel. B
BBIMA/IAIOIIEM CIIFCKE HAJl KHOTIKOW BHIOMPAIOT IIBET MUTAHKs, B OKOIIIKE CIICBa
OT KHOTIKH — KOJIMYE€CTBO MUT'aHHM, a B BBINAIAIOIIEM CIIMCKE 10 KHOTIKOM —
LIBET CBEUYCHMS CBETOAHO/IA M0 OKOHUYAHUN MUTaHHS.

Bepcus

1. Knorka «Bepcusty Ciy)uT 17151 OJTydeHUs] 1 OTOOpaKEHHSI B OKOIIIKE CTIpaBa
HOMEPa BEPCUH MUKPOCXEMBI-CUHUTBIBATEIS U BEPCHU MUKPOIIPOTPAMMBI.

Cep. HOMep

1. Kuonka «Cep. HOMep» CITy>KHT JIs IOJYy4EHHUs] U OTOOPaKEHUS B OKOILIKE CIIpaBa
CEpHUHHOTO (3aBOJCKOr0) HOMEPa MUKPOCXEMbI-CUUTHIBATEIS.

Reader ID

1. Knorka «Reader 1Dy ciyxut 17151 ostydeHust 1 0OTOOpakeHHsI B OKOIIIKE CTpaBa
YHUKQJIHHOTO WIEHTU(TKATOPA CUNTHIBATEIA.

Dr, Ds, Pexxum Rf

1. Ota rpyrmma BellIagatoIIyX CIMCKOB U KHOIIKA MpeIHa3HAY€HbI [V [IePeKITI0YeHUSI
pekuMa paboThl CUUTHIBATEIS] MEXKY PA3IMIHBIMU THIIAMU KapT C
OJTHOBPEMEHHBIM BEIOOPOM CKOPOCTEH 0OMEHa JaHHBIMU MEXKy CUUTHIBATEIIEM
Y KapTOil.

2. B Bemagaromiem crmcke «Dry BEIOUparOT CKOPOCTh MOTOKA TAHHBIX OT
CUMTHIBATEA K KapTe (Toabko 11t kapT ISO 14443).

3.B BbIIIaJAa0IICM CIIMCKE «Ds» BLI6I/IpaIOT CKOPOCTB IIOTOKA NAHHBIX OT KAaPThI K
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cuuThIBaTeNMO (ToJbKO 11 KapT ISO 14443).

4. B 3aBucuUMOCTH OT THra KapThl BEIOUpatoT «ISO 14443-Ax», «ISO 14443-By,
«ISO 15693», «ICODE EPC» nm «ICODE UlIDy.

5. Jnis akTUBM3aLIK BBIOPAHHBIX NIAPaMETPOB padOThI CUNTHIBATEIIS] HOKUMAIOT
KHOTIKY «Pesxim Rf».

3.3.8 RfCo6poc, Rf Bbikn.
1. Knomka «Rf Copocy ciyxwur ny1st kpatkoBpeMeHHoro (10 mc) cOpoca
9JICKTPOMArHUTHOTO TIOJISl CUMTHIBATEJIS.

2. Pe3ynbpTaTtoMm 3TOM oniepaimu Oy1eT epexo] BCeX HaXOISIINXCS B 30He
nelictBus cuuteiBaress kapt B coctossaue POWER-OFF, a 3areM B cocTosiHue
IDLE.

3. Kuomnka «Rf BBIKIL.» CITy>KHUT 17151 BEIKITIOUEHUS AJIEKTPOMArHUTHOTO TIOJIS
CUUTBIBATEIIS.

4. Pe3ynbTaToM 3TOM OMepalu OyJeT NepeX0/i BCEX HAXOASIIUXCS B 30HE
neucTBus cuurbiBaresisi KapT B coctostHue POWER-OFF.

5. 115 BO30OHOBIECHUS PabOTHI ¢ KapTaMHu HEOOXO0IUMO HaXaTh KHOTIKY «Rf
Copoc».

3.3.9 [loumckaTtb

1. Knonka «ITouckars» npeiHa3HaueHa 1 BbIZJaul KOMIUIEKCHOUM koMaHibl REQA
+(ANTICOLLISION+SELECT), REQB, INVENTORY wm BEGIN ROUND B
3aBUCHUMOCTH OT THIIA KapPThL

2. B okHe Hazl CTPOKO¥ cTaryca 0ToOpaXkaeTcs TIOCeJ0BATEIbHOCTh 0alTOB
KOMaH/IbI U (B CJIeIYIOIIEH CTPOKE) OTBET HA HEe.

4. B cirydae yCIenHOTO BBIMOJIHEHUS KOMAHJIbI:
" yBeJMYMBAETCS Ha e AuHUIly «KommiecTBO 0OHApYKEHHBIX KapT»;

» yaukanbHbI Homep kaptsl (UID, PUPIL, EPC wmu IDD) no6asnsiercs B
BBINAAIOIINN CIIMCOK MPaBee KHOTIKY,

" JIOTIOJIHUTEIbHAA MHPOPMALIHS U CTATyC KapThl HHAULIMPYETCS B OKOIIIKE
«AKTHBH2sI KapTa» HIDKE KHOTIKI,

" B CTpOKe cTaryca otoopaxaetcs “OK”.

4. B ciiydae 0€3yCIeITHOTO BBITIOJHEHUSI KOMaH/IbI B CTPOKE CTaTyca
0TOOpaKaeTCs KOJI ONMTHOKH.
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3.3.10 YcbinuTtb

1. Knomka «Y cbimurhy npegHa3zHaueHa 114 Beigauu komanasl HLTA, HLTB wmm
STAY QUIET.

2. B cilyyae yCIieIHOTO BBINIOJIHEHHUSI KOMAHIbI B CTPOKE CTAaTyca 0TOOpakaeTCst
COK”

3. B cimyvae 0e3ycrieiTHOTO BBITIOJIHEHUS KOMAaHIIbI B CTPOKE cTaTyca
0TOOpakaeTcs KO/ OMIMOKH.

3.3.11 Pasbyautb

1. Knronka «Pa30yaurs» npeiHa3HaveHa JIJIS BbIIaY1 KOMIUICKCHOM KOMAaHIbI
WUPA+(ANTICOLLISION+SELECT) wi WUPB B 3aBUCUMOCTH OT THIA KAPTHL.

2. YHUKaNbHBI HOMEP KapThl, KOTOPOI MpeIHa3HAY€HA KOMaHa, BEIOUpaeTCs B
BBIIAIAOLIEM CITMCKE CJIEBA OT KHOIIKH.

3. B ciayyae ycrienHoro BbIIOJIHEHHST KOMaHIbI:

" JIOTIOJHUTEIbHAS HHPOPMALHS U CTATYC KapThl MHIUIAPYETCS B OKOIITKE
«AKTUBHAs KapTa» HIDKE KHOTIKY

" B CTpOKe cTaryca otoopaxkaercs “OK”.

4. B ciryyae 0€3yCIeIIHOTO BBINOJIHEHUS KOMaH/IbL:

" YHUKAJIbHBIA HOMEP KapThl UCKIIIOUAETCS U3 BBINAIAIOIIETO CTIMCKA JIeBe€ KHOTIKY;
" MPOM3BOAMTCS OYHCTKA OKOIIIKA «AKTHBHAS KapTa;

" B CTPOKE CTaryca 0TOOpaxaeTcsi KOJ| OIIHUOKH.

3.3.12 KomnneKCHbIN NOUCK KapT

B rpymme snemenTtoB ynpasienns "KoMInIeKCHBIN IOUCK KapT CO COPOCOM TIOJIS U
nepeBoioM B pexrM T=CL'" MOXHO BBITIOJHUTh KOMaHAy aKTUBAIN KapThI C
0JTHOBpeMEeHHbIM TiepeBogoM B T=CL.

1. Beioepure Trmn kapthi «ISO 14443-A», «ISO 14443-By, «ISO 15693», «ICODE
EPC» wmm «ICODE UID» B BBIKMIHOM CTIMCKE PsiAOM ¢ KHOTIKOM «Pexum R,

2. 3az[a17rre nmapaMeTphl JJIMTCIbHOCTHU BRIKITIOYCHMA II0JIA, 3aCPKKHU IIOCIIE €T0
BKIIFOUCHMA B IIOJIAX, COOTBETCTBCHHO!: «BpIKIIFOUaTh 10718 Ha, MC.» U «3anep>1<1<a
IO CJIC BKIIFOUYCHMA II0JIAA, MC.).

3. B ciryuae, ecim uctiosnibdyercs kapra tvna [ISO14443-B, ykaxure KoJIM4ecTBO
BpeMeHHbIX cJ0TOB B noJie «ISO14443B Timeslotsy, a Taxoke npu HE0OX0AUMOCTH
BKroumTe ormo «Pacimpennsiiit ATQB».

4. Ecu aBToMarnyeckuii iepeBo/1 B pexkum T=CL BBINOJIHATE HE TpeOyeTcs,
yctaHoBure ranouky «He nepexonurs B T=CL».
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3.4

5. Haxxmure Ha KHOTIKY «AKTHBHpPOBATHY. Pe3ylbTaT BBINOJIHEHNS OTiepaly Oy1eT
oTobpaxkeH B mossix «ATS» (ects kapra Tuma ISO 14443-A) u «ATQB». (Ecim ISO

14443-B).

T =CL

Crpanmiia «T = CL» npeiHa3Hau€Ha 115 BBITIOJHEHHUS OTIEpALHii C KapTaMHu,
KOTOpBIE Mo aaepkuBatoT poToko [ISO 14443-4, nytem Beigaun Komana B (popmare

T=0 ISO 7816-3.

@dopmar BBO1a-BbIBO1a BO BCEX OKOIIKAaX HA 3TOW CTPAHULIE —
mecTHaauarepudHbii, cuMBoJibl A, B, C, D, E, F MoryT ObITh KaK NPOMUCHBIMH, TaK 1

CTPOYHBIMH, TPOOEITBI UTHOPUPYIOTCSI.

Contactless SmartCard Reader w57.50

o..__l = o] |

Mifare | Mifare Plus |

Mare Pus EV1 |

DESFre |  UbmlightiC)(SAM) | UkmligstEV1 | 1s015633 |  TDA8029

WHTepdeic I LeTononck I CumTeiBaTEn: I MNFCE63 I SAM+a0 gyne I MNepcorannzauwa SAM-wmogyna I SAM Mifare Plus I SAM Mifare | T=CL

ATS

CLA (00 INS | A4 P1 |04

in [20000002471001

Out

ATMBELMA © HACTPaWBaeMol oTIpaBkoi
Dr |1059375 ~| Ds 1053375

Cmpaeka:

17:08:18.823 T 150144434_4_RATS
17:08:18.831 ROK

0C 75778002C1052F 2F 01 BC D6

7

UID [0415236AF64E8D

DESELECT

P2 [oC Or (1059375 ~] Ds 105937
Paitn MNepepaya
[ DEFAULT ] [ TXCHAINING |[ RXCHAINING || RXCHAINING_BUFSIZE |

[Ompasum | [ TX.CRC | [ RX_CRC | [PARITY | [ LEAVE_BUFFER_BIT | | BUFFERED_BIT |

0K
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341 UID

1. Bemaparommii crmcok «UID» npegHa3HaueH 1J1s1 XpaHEeHHs] YHUKAIbHBIX
HOMEPOB aKTUBHBIX KapT C LEJIbIO AeMOHCTpalmu peskuma Multi-Activation.

2. Bce koMaH[Ibl, BbIIABAEMBbIE HA 3TOM CTPAHULIE, IPEAHA3HAYEHBI 111 KapThl, Ye
HOMED BBIOPAH B 3TOM CIIUCKE.

342 RATS

1. Knonka «RATS» npeiHazHaueHa /17151 BbIIa4¥ OTHOUMEHHO M KOMaH bl KapTam
tvna A. Jlns kapt turna B 3Ta KHOIIKa He UCTIOJIb3yeTCsl.

2. B cilyyae yCHiemHOTO BBINOJHEHHUSI KOMaHAbl OTBET Ha Hee (ATS) otoOpakaeTcst
CIpaBa OT KHOTIKH, TT0JT HUM OTKPBIBAETCS BBIMAIAOIIUIA CIIHCOK I BEIOOpa
CKOPOCTH 0OMEHa MEX/y CUUTHIBATEIIEM U KapTOH, a B CTPOKE CTaTyca
oToOpaxkaetcs “OK”.

3. B ciydae 0e3ycreniHoTo BBINOJHEHHS KOMaH/bI B CTPOKE CTaTyca
0TOOpaKAETCS KOJI OIIHOKH.

4. Jlna xapt tura B B okomke «ATS» otoOpaxaroTcst 3HaueHns 3 6airoB Protocol
Info, KoTOpBIE ABMSAIOTCA YACTHIO pe3yJbTara BhImoJiHeHHs kKoMaHasl REQB/
WUPB co ctpanuip! «CuuThIBaTENbY.

3.4.3 Dr,Ds, Baudrate
1. Bemanaromuii crimcok «Dry» npeiHa3HaueH J71s1 BBIOOpa CKOPOCTH Mepe1auun
JaHHBbIX B HAIIPABJICHUU OT CUUTBIBATCIEA K KapTe.

2. Bemanmaronuii crimcok «Dsy npegHa3HadueH ISl BRBIOOpa CKOPOCTH Mepe1adn
JIAHHBIX B HAIPABJIEHUM OT KapThl K CUUTHIBATEIIO.

3. Knorka «Baudrate» npegHa3HaueHa JIs YCTAHOBKHU BEIOPAHHBIX CKOPOCTEH
o6meHa. [Ipu HayKaTHK ATOM KHOTIKY BhIat0TCs koManna PPS (st kapt tuma A)
wm komanna ATTRIB (a1 kapt tumna B), a Taxoke koMaH/a NepeKITIOY €HHs
pekuMa paboThl CYUTHIBATEIISI B COOTBETCTBUM C HOBBIMHU CKOPOCTSMIL

4. B ciaydyae yCHeuHoro BbIIOJHEHHUS! KOMaH]] CTAHOBSATCS 10CTYIHBIMU JIpyTHe
Oprassl yIpaBJeHHs, a B CTpoKe cTaTyca otoopaxkaercs “OK”.

5. B cirydae 6e3ycCrientHOTO BBITIOJTHEHUS KOMaH/bI B CTPOKE CTaTyca
0TOOpaXkaeTCs KOJ OIIHOKH.

344 DESELECT

1. Knonka «DESELECT» npeaHazHaueHa 1J1 BbIa4¥ O JTHOUMEHHO M KOMaHIbI.

2. B ciaydae yCrienrHOTO BBITIOJHEHUST KOMAaHIIbI TEKYIIasi aKTUBHAS KapTa
nepeBoaurcs B coctosinvie HALT, ee HoMep HCKITI0UaeTCs U3 BBINAAI0IIETO
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CIIMCKa BBEPXY CTPAHULIBL, a B CTPOKE cTaryca oToOpaxaeTcs “OK”.

3. Ecnu B BbINaiaro1ieM CucKe He OCTaJIOCh HU OJTHOTO HOMepa (BCe KapThl
niepeBeieHbl B coctosinne HALT), opranbl ynpasiieHHsl HA CTPaHUIE CTAHOBSITCS

HEJIOCTYIHBIMUL

4. B ciryuae 6€3yCIenHOT0 BBIIIOJIHEHUsI KOMaHIBI B CTPOKE CTaTyca
0TOOpaKaETCS KOJI OIIHUOKHU.

345 CLA,INS,P1,P2

1. Oxomiku «CLA», «INSy», «P1», «P2» npeHazHaueHbl 1J11 BBOAA 3HAYCHUI
COOTBETCTBYIOIIMX MoJiel KoMaHbl B popmare APDU.

2. JlnuHa KaKA0ro U3 3THX IOJICH — OJTUH OaiT.

346 Lc,In,®ann

1. Okomiko «Lcy» npeaHazHaueHo Uit BBOJa 3HaueHust Le komanasl APDU. Ecin
3HaueHue Lc B KoMaHae OTCYTCTBYET, OKOIIKO «L.C» TOIDKHO OBITH MyCTHIM.

2. Oxomko «Iny» npeHa3HAu€HO JJ1s1 BBOA 3HAUCHUI MTapaMeTPOB KOMaH/bI W/ WITH
nanHbIX (ot Inf). J{nvHa mosist 1o/bKHAa TOYHO COOTBETCTBOBATH 3HAUCHMIO Lc.

3. Ecm yctanoBneH ¢uiar «®aifiny cripaBa OT OKOIIIKA, 3HAYEHUSI TAPaMETPOB
KOMAaH/Ibl WM 1aHHbIe OepyTcs He u3 okouika «In», a u3 aitina, KoTopbIit
3aJ1aeTcs B AUAJIOTE BO BpeMs ycTaHOBKH (uiara. [losHoe nMs daitia mpu 3Tom
oToOpaxkaeTcs B okomkax «In» u «Outy.

347 Le,Out

1. Okomiko «Le» npeaHazHaueHo Uit BBoJa 3HaueHust Le komanasl APDU. Ecin
3HaYeHue Le B KoMaH/Ie OTCYTCTBYET, OKOIIKO «Le» TOIHKHO OBITh IyCTHIM.

2. Oxomrko «Outy» npeTHa3HAYEHO JIJIT 0TOOPKEHHUS JTaHHBIX, COAEPIKAIIINXCS B
oTBeTe Ha kKoMaHny. Ecimm yctanoBiieH ¢uiar «Daiim, TaHAbIe He 0TOOpakacTCs B
OKOIIIKE, a 3alUCHIBAIOTCS B YKa3aHHBIN B OKOIIIKE (haii.

348 Tllepepaua

1. Knonka «Ilepenaua» npenHazHaueHa 1151 BbINOJHEHHST KoMaHsl APDU,
3aJIaHHOM B OKOIIKAX, IEPEYUCIICHHBIX BHIIIIE.

2. B ciayuae ycnenHoro BBIIOJHEHHUS] KOMaH/IbI 1Ba OCJEIHUX OaifTra oTBETa OT
kapTh! paBHel 90 00

JlaHHbIe, €CII OHU COJIEpKaTCs B OTBETE Ha KOMaHIY, MO0 0TOOpakatoTCs B
oko1ke «Out», MO0 3anUChIBAIOTCS B (paid.
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3.49 AKTMBauusa c HacTpaMBaeMomn OTrpaBKOU

1. B rpyrmme 35eMeHTOB yTpaBieHUs] «AKTUBALMS ¢ HACTPAUBAEMOM OTIPABKOID)
coOpaHbI 1Be KOMAaH/IbI: aKTUBAIS PEKMMa HACTPANBAEMOTO 0OMEHa 10
npoTokosry T=CL ¢ oHOBpeMeHHO# ycTaHOBKOM ckopocTr 0OMeHa («RATS
+PPS»); oTrpaBka KOMaH/IbI C HACTPAUBAEMBIMHU NIApaMETPaMHU MPOTOKOJIA
oOMeHa.

2. HacTpotika cKkopocT 0OMEHA BBIMOJHAETCS MPY MOMOIIH BHIKHHBIX CITMCKOB
«Ds» 1 «Dr» ¥ BBINIOJIHAETCS TIEpE]T BBINOJIHEHUEM KOMaH/IbI IIEpEBOIa
npoToKoja oOMeHa ¢ kaproi (yctpoiictBom) Ha [ISO14443 A-4 (T=CL).

3. Kuonku ¢ priaramu oOMeHa pacmioJioKeHbI B MPABOI 4aCcTH IPYIIIIHI 3JIEMEHTOB
YIIpaBJIEHUST «AKTHBALMS C HACTPAUBAEMOM OTIPABKOID).

4. KuHorka «OTnpaBurhy MpeIHa3HayY €Ha 1151 BBINOJIHEHUS KOMAaHIbI, 3a1aHHO M B
OKHe «OTrpaBKay.

5. B ciydae ycrnielHOTO BBITIOJTHEHUS KOMaH/IbI /1Ba TIOCJIETHUX Oaifta 0TBETa OT
kaptel paBHel 90 00.

JlaHHBIE, €CIT OHU COJIEPKATCs B OTBETE Ha KOMaHTy, 0TOOpa)XaroTcs B KypHaJIe
BBITIOJIHEHUSI KOMaH]I.

3.5 Mifare

Crpanmiia «Mifarey npenHa3HaueHa 1711 BBITIOJIHEHUS OTiepaliyii ¢ KapTou THIa
Mifare Standard (1K wm 4K).
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Contactless SmartCard Reader v57.00 = =
| WHTepopeiic I AsTonowck | CumToisatens NFCEE3 | SAM-voayne I MNepconanusawa SAMvogyna | SAM Mifare Plus | SAM Mifare | To={1
Mifare | Mifare: Plus DESFire UttraLight(C) (SAM) | S0 15693
Mifare EV1 - Toneko nocne ayTeHTuemMKkawm © cextopom 0
i uID | =
Pexaam UID: | JIDED YeTaHOBMTE pe uio
CexTop Harpys«a aHTeHHb! KapT: | CuneHan YeTaHosw
AyTEHTUPMKALMAA JaHHele
FFFFFFFFFFFF FFFFFFFFFFFF
Authkey A Homep sanmck 8 EEPROM: AuthKey B
Bnok wcxoaHeii Brok-pesynetat
0
= MpounTtate Cospam Cospate Gnok Value Janvcate
Wit
sl [ Cospe rme ee
Decreme 1 creme: Transfes Restore
HacTpaveaemeii ofmeH © KapToi
Komanga:
TaitmayT, ye.. 640 Yneno Buros T 0 Uncno Buros Rx; 0 [C1CRC & sanpoce Ha kapty [|CRC & oteeTe oT kaptel [ BuT ueTHocM
11:43:23.715 T Get_Mfrc_Version -
11:43:23.715 R Emor
4 F
He yoaeTca HailTh yCTPOACTED YTEHWA CMapT-KEPT.
) (ommn) [T

1. Oxomiko «UID» npeaHazHaueHo AJis1 0TOOpaKEeHHs YHUKATHHOTO HOMEepa
aKkTUBHOM KapThl THa Mifare Standard, ¢ koTopoii Oy1yT IpOM3BOAUTHCS BCE

JIeHCTBYA.

3.52 Cektop
1. Bemagaromuii crimcok «CekTopy MpeIHa3HAYEH JJIsl BRIOOPA CEKTOpa MaMsITH

KapThL
2. B 3aBUCHMOCTH OT THIA KapThl KOJIMYECTBO CEKTOPOB MOKET ObITh 16 (Mifare

1K) wm 40 (Mifare 4K).

3.5.3 bBnok ucxogHbin, 6NOK-pe3ynbTaT

1. Pa3mep Onoxka B kaptax Mifare Standard — 16 GaiiroB. KonmmaecTBo 0710k0B B
cekTtope moxeT ObITh 4 (Mifare 1K u Mifare 4K B cextopax ¢ 0 o 31) wm 16
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(Mifare 4K B cextopax ¢ 32 o 39).

2. Brimagaromiuii cniucok «bIoK UCXOTHBID TIpeIHa3HAuYeH AJ1s1 BEIOOpa 6J10Ka B
TEKYLIEM CEKTOPE NPH BBINOJHEHUN OTICPALH YTCHUS.

3. Bomaparommii crimcok «biIok-pe3ynbTar» npeaHa3HaueH s BiOopa 610Ka B
TEKYLIEM CEKTOPE MPH BBINOJHEHUH OTICpaLiY 3aIUCH.

4. Tlpu BBITIOJTHEHUH CTICLM(PHIECKUX JIJIS TAHHOTO TUMa KapT oneparmii Decrement,
Increment u Restore ncxoaHoe 3HaueHue 6epercs u3 6J10Ka, BRIOPAaHHOTO B
crmicke «bJIoOK UCXOTHBIIY, a pe3ybTaT OTIepaIU MOMEIIAETCS B OJIOK,
BBIOpaHHBIN B CIHCKE «bJIOK-pe3yabpTaTy.

3.54 AyteHTucpukaumsn

1. Ilepen BbINIOIHEHHUEM JIFOOO OTIEPAIMH C TAHHBIMH HEOOXO0UMO MPOBECTH
ayTEeHTU(PHUKAIMIO CEKTOPA, B MPeJIeax KOTOPOTo OYIyT MPOU3BOIUTHCS ATH
onepaiyu. J{Jis1 BRITOJTHEHKSI ayTEHTU(UKAITAN HEOOXO0 MO BBIOpATh TOJIHKO
CEKTOp, HoMep 0JI0Ka 3HAUCHUS HE MEET.

2. CymecTByeT ABa Tvna kimouei ayrenrupukaimm: KeyA u KeyB. Knonku
«AuthE2 A» n «AuthE2 By npeiHa3Ha4ueHpI /17151 BBITTOJTHEHUSI KOMAHIBI
ayTeHTH(UKAIMK C KITFOYOM COOTBETCTBYIOIIETO THUIIA, KOTOPBII 3aImicaH B
EEPROM cuwnrsiBaresst. [Ipu atom HoMep kiroua B EEPROM >kectko npuBsizan
K HoMepy cekropa (mose BBoaa «Homep 3armmcu B EEPROM)» urHopupyetcs) u
m3-3a orpanndeHus pazmepa EEPROM He mosxeT npeBbliiars Auanazona 0..15 -
M3-3a 3TOr0 U HOMEP CEKTOPa HE MOKET MpeBbImarh auanazona 0..15. Knonku
«AuthE2EX A» u «AuthE2Ex By cx0%u 1o ¢yHKIMOHATY, 32 TEM UCKITIOUECHUEM,
y1o HOMep kmodya B EEPROM He npuBsizan k Homepy cekTopa (HoMep 3anvcu B
EEPROM 3anaetcs otnensro B mosie BBoga «Homep 3amicu B EEPROMY), n
Kak clieicTBre orpaHnueHue pazmepa EEPROM He orpaHnmduBaeT 3a/1aBaeMblid
HOMEp CEKTOopa.

3. Jlnst mpoBeaeHus ayTeHTU(HKAIN KITFOYOM, 33]JaHHBIM B KOMaHIIE,
npe THa3HaueHbI KHOTIKY «AuthKeyA» n «AuthKeyBy. Boiie kaxmoi KHOTIKH
«AuthKeyA» n «AuthKeyB» pacmiosioxeHsl OKOIIIKY BBO/1a 3HAUEHUS KITFOYa
cooTBeTCTBYIOIIEro Tuna. Kimou coctour u3 6 GaitroB. J{Jist cextopa ¢ “aucThiM™
TpeitiepoM 3HaueHus1 kimouel paBubl FFFFFFFFFFFF.

4. ®opmar BBOAA KIF04a — 12 miecTHaaNATeprIHBIX g p, cumBodibl A, B, C, D, E,
F MoryT OBITh KaKk MPOTIMCHBIMH, TaK U CTPOUYHBIMH, TIPOOEITHI HTHOPUPYIOTCSI.

5. s 3amucu kimoudeit B EEPROM cuurbiBaresns ciyskur kHomnka « WriteKeys».
CrneBa oT Hee 3a/aeTcs 3HaueHue Kmova KeyA /i1t BBIOpaHHOTO CEKTOpa, a
cnpasa — kimoua KeyB.

6. B cityuae ycrienHOTo BBINOJIHEHHST KOMaH/IbI Ay Te HTH(HKAIMK B CTPOKE CTaTyca
oToOpakaetcs “OK”.

7. B ciydae 0€3yCcrenIHOTo BBINOJHEHHS KOMaH/bI B CTPOKE CTaTyca
0oTOOpaxaeTcst Ko OUIMOKU. Eciu npuauHO M OIIHOKY NPOLe 1yphI
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ayTeHTU(HKAIMH SIBIISIETCSI HEBEPHBIN KITFOY JIJIsI BRIOPAHHOTO CEKTOPA,
JaTbHEHIIII 0OMEH C KapTOoi HEBO3MOKEH.

3.5.5 [lpouuTtatb

1. Knornka «IIpouurars» npeiHa3HaY€Ha J1JIs1 BBINOJHEHHST KOMaH bl YTSHUSI
CoJIepUMOT0 0JI0Ka, BRBIOPAHHOTO B BhIMaaromux crmckax «Cexkrop» u «biok
HCXOIHBIID?.

2. Ilepen BBINOJHEHNEM KOMAaH/IbI YTEHUSI HEOOXOAUMO NIPOBECTH
ayTeHTU(UKAIMIO BBIOPAHHOTO CEKTOpa C MPaBOM UTEHHSI BELIOPAHHOTO OJIOKA.

3. B ciydae ycnemHoro BbINOJIHEHUSI KOMaHIbl B CTPOKE CTAaTyca 0TOOpakaeTcst
“OK”, a nmpouynTaHHOE 3HAYEHHE OTOOpaKaeTCs B OKOIIKE pe3ysbTara CTpaBa OT
kHOTIKH. Dopmat BbIBO1a — 32 miecTHAANATePUIHBIX TUQphL. [Ipy uTeHrm
nociieHero 0JI0Ka B CEKTOpe (Tpeiliepa) 3HaUu€HMs 3alMCaHHBIX TaM KITIOU e,
KaK MpaBWiIo, 0TOOPAKAIOTCS HYJISIMH HE3aBUCHMO OT MX HACTOSIIUX 3HAY CHUIA.

4. B ciryyae 6€3yCHenHoro BIIOJIHEHNSI KOMaHIbl OKOIIIKO pe3yJbTara
CTaHOBUTCS MyCTHIM, & B CTPOKE CTaTyca 0ToOpakaeTcst Ko omuoku. Ecmu
MPUYMHOM OMIHUOKY SIBJIIETCS] HAPYIIICHHUE TIPaBa I0CTYIA K BBIOPAHHOMY OJIOKY,
JaTbHEHIIH 0OMEH C KapTOi HEBO3MOKEH.

35.6 3anucartb

1. Knorka «3armmcarhy npeiHa3Hau€Ha JJIsI BBITIOJTHEHUS KOMAaH/TbI 3aIiCH
COZIEPIKUMOT0 OKOIIIKA BBOJA CJIEBA OT KHOTIKH B OJIOK, BEIOpaHHBIN B
BBINAIAI0IINX cTMcKaX «CeKTop» U «bIoK-pe3yabTar.

2. ®opmar BBOAA — 32 miecTHaANATEpHIHBIX MG pbI, cuMBoJibl A, B, C, D, E, F
MOTYT OBITh KaK MPOTIMCHBIMH, TaK ¥ CTPOYHBIMH, MPOOEITbI UTHOPUPYIOTCS.

3. Ilepen BbINOJIHEHHEM KOMAH/IbI 3AIFCH HEOOXOAUMO MPOBECTH AyTEHTU(DHKALIIIO
BBIOPAHHOTO CEKTOPa C MPaBOM 3alMCH B BBIOPAHHBIH OJIOK.

4. B cilyyae yCIEIIHOTO BBINOJIHEHHUSI KOMAHIbI B CTPOKE CTAaTyca 0TOOpakaeTcst
COK”

5. B cnydae 6e3ycrnieniHoTo BhINOJHEHHUST KOMaH/bI B CTPOKE CTaryca
oToOpaskaeTcst Ko omuOKU. Ecim npuanHoii o1mOKu ABISIETCS HAPYILLIEHNE
npaBa JOCTYyTa K BEIOPAaHHOMY OJIOKY, JaJIbHEHIINi OOMEH ¢ KapTout
HEBO3MOYKEH.

6. BHUMAHUWE! Heoco3HanHas 3amich MpoOU3BOIbHOM HH()OPMAIH B TT0CJICTHHI
0J10K cexTopa (Tpeiiep) MpuBOIUT K O€3BO3BPATHOM MOTEPE ITOTO CEKTOPA.

3.5.7 Decrement

1. Knomka «Decrementy npeiHa3HaueHa [l YMEHBIIICHUS 3HAYEHHS OJI0Ka,
KOTOPBIN JoJnKeH nMeTh Tul “‘Value block”.
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2. Brrauraemoe 3HaYeHUE BBOJUTCS B OKOIIKE CIpaBa OT KHOTIKU. DopmMar BBo1a —
JIEeCATHYHBIA O€3 3HaKa.

3. Ilepen BbITIOJTHEHHEM KOMaHIBI HEOOXOMMO MPOBECTH ayTEHTUDUKALIO
BBIOPAHHOTO CEKTOPA C MPABOM BHITIOJTHCHHS JTAHHOH OTIC paliH, a TAK)KEe BHIOPATh
HCXOHBIN OJIOK U OJIOK-pe3ynbTar (cm. 1.2.5.3).

4. B cityyae yCIEIIHOTO BBINOJHEHHUSI KOMaH/Ibl B CTPOKE CTAaTyca 0TOOpakaeTcst
‘OK)’

5. B cirydae 6e3ycCrientHOTO BBITIOJTHEHUS KOMaH/bI B CTPOKE CTaTyca
oToOpaxaeTcs KoJ omuOku. Ecim nprarHO M OMHOKY SIBISIETCS HApYIICHUE
npaBa JOCTyMa, JTbHEUIIINI 0OMEH C KapTOil HEBO3MOKEH.

3.5.8 Increment

1. Knomnka «Increment» npeiHa3zHaueHa AJis1 YBEIMUESHUSI 3HAUCHUS 0JI0Ka, KOTOPBIN
nospkeH mveTh Trn “Value block™.

2. JloGaBisieMoe 3HaY€HHE BBOJUTCS B OKOIIIKE CIpaBa OT KHOTIKH. Dopmar BBo1a
— JIECSTUYHBIA O€3 3HaKa.

3. Ilepen BbIMOJIHEHHEM KOMaHIBI HEOOXOAMMO MPOBECTH Ay TEHTUDUKALIIO
BBIOPAHHOTO CEKTOpa C MPABOM BBITIOJTHEHHS JIaHHO U OTIepalvii, a Tak’Ke BbIOpaTh
UCXO/IHBIN OJIOK U OJI0K-pe3ynbTar (cM. 1.2.5.3).

4. B citydae yCIEIIHOTO BBINIOJIHEHUS KOMAHIbI B CTPOKE CTaTyca 0TOOpakaeTcs
GOK”
5. B ciydae 6e3ycrneniHoTo BbINOJHEHUS KOMaH/bl B CTPOKE CTaryca

oToOpaxaeTcst Ko omuOku. Ecim npuarHO M o1HOKY sIBJISIETCS HApYIIeHUE
npaBa JOCTYyIa, JalbHEeHIIniA 0OMEH C KapToil HEBO3MOXKEH.

3.59 Restore

1. Kuonka «Restore» npeHazHaueHa 111 KONMMPOBAHUS 3HAYEHUSI U3 OJTHOTO OJI0Ka
B ipyroit. O6a 6;10ka 1osmKHBI nMeTh TvM “Value block™.

2. Ilepen BbINOIHEHHEM KOMaHIbI HEOOXOAMMO MPOBECTU AyTEHTUPHKALIIIO
BBIOPAHHOTO CEKTOPA C MPABOM BHITIOJIHEHHS JJAHHO U OTIepalvy, a TAK)Ke BHIOpATh
HCXOJHBIN OJIOK U OJIOK-pe3ynbTar (cm. 1.2.5.3).

3.B CJIydac yCIICIIHOT'O BBIIIOJIHCHUA KOMAHIIbI B CTPOKE CTATyCa 0T06pa)KaCTC$I
COK”

4. B ciayuae 6e3yCreIHOro BHINOJHEHNS. KOMaHAbl B CTPOKE CTaTyca
oTOOpaxaeTcs Ko1 omMOKK. Eciu mpuarHO M OITMOKY SIBJISIETCSI HAPYIIIEHHUE
npaBa JI0CTYyMa, JadbHEHIINi 0OMEH C KapTOi HEBO3MOJKEH.
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3.510 Pexum UID

1. BeixkugHoit crimcok «Pesxum UIDy npegHazHaueHa 1t BHIOOPA TOTO pekuMa
¢dopmupoBanus UID B kapTe, KOTOPBINA TpeOyeTCs yCTAHOBUTD.

2. Ilepen BbINoTHEHHEM KOMaH/bI ycTaHOBKH peskuma UID, HeoO6xoaumMo npoBecTH
ayTeHTU(PUKALMIO HyJIEBOT'O CEKTOPA.

3. KoMaH1a BBINOJIHAETCS € AMHOPA30BO JUJISL OTAEIbHON KAPTHI.

4. J1ns BBINOJHEHHUS KOMaHbl ycTaHOBKH pexkuma UID, HaxMuTe Ha KHOTIKY
«Y cranoButs pexum UID».

5. B citydae ycrieniHOTO BBHINOJTHEHUS KOMaHIBI B CTPOKE CTaTyca 0TOOpakaeTcs
‘OK”

6. B ciydae 0e3ycrieniHoro BBINOJHEHUS KOMaH/bI B CTPOKE CTaTyca
0TOOpaKAETCS KOJI OIIHOKH.

3.5.11 Harpy3ka aHTeHHbI KapT
1. BeikugHo¥ crmcok «Harpy3ka aHTeHHBI KapT» MpeIHa3HAYeHa JJIsl BBIOOPA TOTO
THIA HATPY3KH aHTEHHBI KapT, KOTOPBIN TpeOyeTCsl yCTaHOBUTD.

2. Ilepen BBINOJIHEHMEM KOMAH/Ibl YCTAHOBKU HArPy3KU aHTEHHBI KapT, HEOOX0IUMO
NPOBECTHU ayTEHTU(DUKALMIO HYJIEBOTO CEKTOPa KapThl.

3. JIu11 BBINOJIHEHKS. KOMaH/[bl YCTAaHOBKH HAIPY3KW aHTEHHbI KapT, HHKMUTE Ha
KHOTIKY «Y CTAHOBUTb HAIrPY3KYy».

4. B ciydae ycnienrHOTO BBITIOJTHEHHSI KOMAHIIBI B CTPOKE CTaTyca 0ToOpaXkaeTest
‘OK”

5. B cirydae 6e3yCrienIHOTO BBITIOJTHEHUS KOMaH/IbI B CTPOKE CTaTyca
0TOOpaKAETCS KOJI OIIHOKH.

3.5.12 HactpauBaembin OOMeEH C KapTomn

JlaHHas rpyIna 31eMEeHTOB yIpaBJIeHs TpeTHA3HAYEHA JIs YIPABIICHUS
HaCTpauBa€MbIM OOMEHOM JIaHHBIMM C KapTaMU U MOKET OBITh UCTIOJIb30BaHA JIs
pabotsl ¢ kapramu Mifare Classic, koMaHIbl KOTOPBIX HE peaM30BaHbl B UHTEpdeiice
HpOTPaMMBI.

1. BBenure 3HaYeHUs B MOJIs1 TOHKOM HAacTpoiiku: « Taiimay», «Hucio ouros Tx»,
«Ywucno 6uroB Rx», «CRC B 3anpoce Ha kapty», «CRC B oTBeTE OT KapTh1», «bUT
YETHOCTID).

2. B none «kKomanna» BBeiuTe naHabie komaHasl B popmare HEX.

3. Haxxmure KHOTIKY «BBINOIHUTH.
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3.6

3.7

Mifare Plus

Crpanuma «Mifare Plusy npegHazHauena 115 BBIIOJIHEHHS OTIEPALHi C O THOW WIH

HeCKOJIbKUMHU Kaptamu Tuna Mifare Plus.

Contactless SmartCard Reader v54.11

WHrepderic AETONOMCK, CuMTHIBaTENE Sah -ponyne MNepcoHanuzauma SAM-ronyna Sab Mifare Plus Sakd Mifare T=CL Mifare
Mifare Plus | DESFire UltraLight(C) 150 15633 ICODE EPC / UID
uiD Dr Dz
MepooHanqzanm“a

TN SHI4EHUA: | MIFARE Data/Value blocks, sector trallers w | [ Aanrre:

Adpec GN0KA BO $AEW CHUTEIBATENA EI Cekrop: EI EBonok: EI

AYTEHTHEHEALHA

Kmoq:|AES Sector Keysl[Key &) w | Horep cektopa: EI

Agpec Gnoka pnew; 0 LenCap: [00h  » F'CDcap2:| |

PafioTa ¢ gaHHEM
Tun Gnoka; | MIFARE Data/Value blocks, sech v| CexTop: D Enok. & cexTope; D CekTop HasH.: |D |En0|< HasH.: |D |

Yucno Gnokos: JHaqeHmE:
Sectar trailer

Dantkie (HEX): MAL B KomaHae WrepposaHie MAL B oTBETE
[eHepHpoBaTE
anok Walue
Prosimity check, Wirtwal Cand
11D 00000000000000000000000000000000 | [Support | [Support last |
Apes K04 B0 el D PiceCap: [0000 | Info: UID length:[4 |Padded LID: 00000000

Aapeca kmousii 50 Srew ENC: [0 | MAC: [0 | Select: [0 |

Ok ] [ OTreHa

IHoapoOuee o BumoaHeHMM KoMang Mifare Plus cMmoTpure Hinke.

Mifare Plus EV1

Crpanmiia «Mifare Plus EV1» npenHa3zHauena 111 BBINOJIHEHHS OTIepalyii ¢ 0 THO M
WIN HeCKOJbKUMU KapTtamu turia Mifare Plus EVI.
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3.8

Contactless SmartCard Reader v57.30

= =

WHTeppeic I AeTononck I CunTeiBatens | MNFCE63 I SAM-mogyne I MNepcorannzawa SAM-voayna

SAM Miare Plus | SAM Mfare | T=CL

Pexama UID: [UIDFD v] [ Mepconanuzaws UID ]

AyTEHTUPMKALNA

Mfare | MfarePus | MfarePusEV1 |  DESFre |  Ubmlight{C)(SAM) | UbmlightEV1 | 1s015633 |  TDAB029
uio RaTs | Dr Ds Baudiate | | DESELECT | Mpotokon: @ 15014443 () 1S014443-4
MepcoHanusawma
I Get Version Tun 3HaueHMﬂ:[MIFﬁRE Data/Value blocks, sector trailers v] Davneie: 00000000000000000000000000000000 -
l Read Signature ] Cextop: 0 Enok: 0 Write All Keys || Write Perso | MNepesecT va yposers: @ SL1(@) SL3 | Commit Perso
PaGota s SL1 r———
Mepeson cextopa s SL1s: @ SL3 () SL1+5L3 Cexrop: 0 Agpeca kmoveil Bo $new cwnmoisaTens: nepesoga: 0 B: 0 7] Crmenioums TCL
[veepcrdukaliA Knodei: nepesoga; B: Mepesecm ] [ YCTEHOBMTE

Kniou: [ AES Sector Keys(Key A)

Appec Gnoka gnew: 0

o

v] Homep cextopa: 0

TMAC Counter: 0 TMALC Value:

Prosimity check
RndC: @) leqepwposat () 3amgate: 000000000O000000

Agpec knioya so enew: 0

BexTop mMBEpCHBMKaLIM: Yposens Besonaciocv: () SLO (D) SL1@) SL3 PCDcap2: 01 Resat Auth
First Authenticate Following Autherticate

PafoTa ¢ naHHbIMA
Twun Bnoka: [MIF&F{E Data/Value blocks. sector trailers | CexTop: 0 Bnok & cextope: 0 Cewrop HasH.: 0 Bnow HasH.: 0
Yncno Gnokos: 1 MpouMTaTh AEHHEIE JanucaTe gaHHele | Sdavenve: 1 Increment || Decrement || Transfer Restore

Darrisie (HEX): A Increment Transfer Decrement Transfer

e MAC B KomaHze nepposarue MAC B oTBETE

Brnok Value Apgpec Gnoka enew c kniovom TMAC: 0

= Knactep TMAC: [1 v] [ Commit Reader ID ]
Virtual Cards

11D: /DODOD0DOO0D00000000000000D0D0D0D | PCDCAPL3: 01000000 Info:
Appeca knioyeit Bo pnew: ENC: 0 Mac: 0

150 Select + Extemal

St Autherticate

WC Data:

MpureHnTs Crpaewxa

OK ] [ Ommena

[ToapoOnee o BemoaHeHn kKoMaug Mifare Plus EV1 cmoTpure Hinke.

DESFire (EV1)

Crpannria «DESFire» npetHa3HaueHa JJ1s BBINOJHEHUS OTIEPAIMIA C O THOM WIH

HecKoJibkuMu KapTamu tuna Mifare DESFire (EV1).
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Contactless SmartCard Reader v54.11 [’._||E|r‘5__<|
WHrepgeric AETONOMCK, CuMTHIBATENE Séh -ponyne MNepconHanuzauma SAM-ronyna 5S4 Mifare Plus Sakd Mifare T=CL Mifare
Mifare Plus | DESFire UltraLight(C) 150 15693 ICODE EPC / UID

uib
Cr Dz

AUTEHTHPHEALMA
Tur:

Horep katoda [O-rectep): l:l Koniow: | |

Mpuno#eHHA

P il

HauaneHoe:
I:I Makcumye sanuced:

Pestiara

JIETTTY

SHaueHuWe: I:I Zanucars

(0]8 ] [ OTreHa

3814 UID

1. Bemagarommii crmcok «UIDy» npegHazHaueH 171t XpaHEeHHs] YHUKTbHBIX
HOMEPOB akTUBHBIX KapT Tuna Mifare DESFire ¢ nenpio nemMoHcTparmm pexnma
Multi-Activation.

2. Bce komaH1ibl, BbIJIaBa€MbIE HA JJAHHOU CTPAHUIIE, MPETHA3HAYEHBI JJIs1 KapThl,
Yyeii HoMep BbIOpaH B 3TOM CIHCKE.

382 RATS

1. Knonka «RATS» npeiHazHaueHa JJ1s1 BbIIa41 OJTHOUMEHHO M KOMAaH/IbI.

2. B cilyyae yCHeIIHOTO BBITIOJHEHMSI KOMAH/IBI CTIPaBa OT KHOTIKH O TKPBIBACTCS
BBITIAIAIOTINN CIIMCOK JIJI BEIOOPA CKOPOCTH 0OMEHA MEKITy CUUTHIBATEIIEM U
KapToii, a B CTpoKe cTaryca oToopaxkaetcs “OK”.

3. B ciydae 0e3ycreniHoTro BBINIOJHEHHS KOMaH/bI B CTPOKE CTaTyca
0TOOpaKAETCS KOJI OIIHOKH.
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3.8.3 Dr,Ds, Baudrate, O6tem

1. Bomanaromuii crimcok «Dry» npeiHa3HaueH JI71s1 BBIOOpa CKOPOCTH Mepe1auun
JIAHHBIX B HAIPABJIEHUM OT CUMTBIBATEJIS K KapTe, a BHINAIA0LINN CIIMCOK «Ds) -
OT KapThl K CYUTHIBATEIIIO.

2. Jlng yCTaHOBKU BHIOPAHHBIX CKOPOCTEN HEOOXO0IMMO HAXaTh KHOTIKY
«Baudrate». Y ctanoBka ckopocTy 0OMeHa MPOMU3BOIUTCS IyTEM BblAAYU
koManabl PPS u gonyctuMa niiib cpa3y nocsie Beigauu komanasl RATS.

3. B cilydae ycrnenHoTo BhINOJIHEHUS KOMaHAbl PPS cTaHOBATCS 1OCTYNHBIMU
kHOTIKK «O0BeM» 1 «KDESELECT.

4. Tpu Haxxatvm kHOTIKK «O0BemM» BoiaeTcs komadaa DESFire GetVersion.
[Tocrnie ee yCrienIHOTO BBITIOJHEHUS B OKOIIIKE CIpaBa 0TOOpaxkaeTcst 00beM
[aMsIT! KapThl ¥ CTAHOBATCSA JOCTYIHBIMU JIPYTUE€ OpraHbl yIPaBJICHYs, a B
cTpoke ctaryca oToOpaxaercs “OK”.

5. B ciydae 6e3ycneniHoro BbINOJHEHUS KOMaH/bl B CTPOKE CTaryca
0TOOpaKAETCS KOJI OIIHOKH.

3.84 DESELECT

1. Knornka «DESELECT» npeiHazHaueHa /7151 BbIZIauu O THOMMEHHO I KOMaH/IbI.

2. B ciaydae yCHemHOTO BBIIOJIHEHHS] KOMaH]Ibl TEKYII[asi aKTUBHAS KapTa
nepeBoaurcs B coctosinne HALT, ee HoMep UCKITIOYAETCs U3 BBINAIAIOIIETO
CIIMCKa BBEPXY CTPaHUIBL, a B CTpOKe cTaryca oToOpaxkaercs “OK”.

3. Eciiu B BBINIAAAIOIEM CTIMCKE HE OCTAJIOCh HA OJIHOTO HOMepa (BCe KapThl
nepeBeiensl B coctossane HALT), opransl ynpaBieHyst Ha CTpaHHIE CTAHOBSITCS
HEJIOCTYIHBIMUL

4. B ciryuae 06€3yCIenHOro BIIIOJIHEHNSI KOMaHIbI B CTPOKE CTaTyca
0TOOpaXkaeTCs KOJ| OIIHOKH.

3.8.5 AyrteHTucukaumsn

1. B rpymme «AyreHTUpHKaIMsh pacrooKeHbI CIeTyIOIINe JIEMEHTHI YIPaBICHHUS.

2. «Twm» - 3amaét tun ayrenrudukarmym (s ctagaaptaeix kapt DESFire - DES,
3DES; nns DESFire EV1 — DES, 3DES, 3K3DES, AES).

3. «Homep ximoua» - 3aqa€T HoMep Kitoua st ayreHTudukarymi. Ecim Beiopano
npwioxkenue ¢ Homepom 0 — ypoBeHb KapThl, - TO HOMEp KIIF0UYa 10JDKEH ObITh
Tosxe 0. Eciu BeIOpaHo mpruioskeHre ¢ OTIAMYHBIM OT 0 HOMEpOM, TO HOMEep
Koda = (0 — 03HauaeT MacTep-KII0Y NPWIOKEHMS, IPYroil HOMep KIIro4a
03Ha4aeT COOTBETCTBYIOILUI KITIOY NPHIIOKEHHS.

4. «Kimouy - 3a1a€T KIIT04Y B (popMare MIeCTHAAIATEPUIHBIX CUMBOJIOB (TIPOOEIIBI
nomyckatotcst). Crieryet yaurbiBaTh, 4To A1 ayTeHtrdukaimu DES pasmep

© 2018 AkuuoHepHoe obwecmeso "MukpodM"



OnucaHue TeCTOBOI NporpamMmbl 41

Kioua 11.6. He MeHee § 6air (16 cumBoIIOB, He cuuTas npo6essl), 1t 3DES u
AES - e menee 16 Gaiir (32 cumBoIIa, He cuunras ipooesnl), 17t 3K3DES — we
MeHee 24 Oaiir (48 cUMBOJIOB, HE cUMTAasl MPOOEIIBI).

5. KHomnka «/3MeHUTh KJIF0Y» - BBI3BIBAET NPOLECAYPY U3MEHEHHS KITF0Ya KapThl
(ecm HOMep KIr0Ya ykazaH () ¥ peiBapUTeNIbHO BhIOpaHo mpuioxeHue 0) win
MPWIOKEHKS Ha KapTe (€CJIM HOMEP BHIOPAHHOTO TPIIOsKeHHst — OoJibiie 0).
CrnenyeT y4uThIBaTh, 4TO JJI1 MI3MEHEHUA KITIOUY e TpeOyeTcs npeiBapuTelibHas
ayteHTuduKaiws (nogpoOHee cM. CrielMpUKAIIIO HA KaPThI).

6. Knorka « AyTeHTH(hUIMPOBATH) - BBI3BIBAET MPOLIETYPY ayTEHTHU( UKL KapThl
WIN TEKYLIETO MPWIOKECHHUS Ha KapTe.

3.8.6 TlpunoxeHusn

I'pyrma opranos ynpasnenus «l Ipunoxenns» npejHa3HaueHa IS YIPaBJICHUA
npwiokeHusIMU B Kapre. [Ipunoxenue ¢ nunenrupukaropom 0 coOCTBEHHO
NPWIOKEHUEM He ABIISIETCS, a 0003HauaeT oOpaiieHue K kapre B 1esiom. [Ipuosxenue
(c ugentudukaropom ot 1 10 15) MOXKHO NOUCKATH, BEIOPATH WK CO3/1aTh.

3.8.6.1 TowuckaTtb

1. Knorka «lTonckarey» npeiHa3HaueHa J1JIs1 CO3JaHUsI CIIMCKA UMEFOIINXCS
NpIwIoKeHui B kapte. 1 aToro BemosnsieTcs komanna DESFire
GetApplicationlDs.

2. B cilyyae yCHeIHOTO BBITIOJIHEHUSI KOMaHIbl BCE UMEIOIITHECS B KapTe
NPWIOSKEHUSI 3aHOCSTCS B BBITIA/IAIOIHI CTIUCOK CIPaBa OT KHOIIKH, a B CTPOKE
craryca otoopaxkaercs “OK”.

3. B ciydae 0e3ycrieniHoro BBINOJHEHUS KOMaH/bI B CTPOKE CTaTyca
0TOOpaKAETCS KOJI OIIHOKH.

3.8.6.2 [Oob6aButb

1. Kuomnka «J{o0aButh» mpeHa3HaueHa JAJisl CO3/1aHus IPUWIOKeHUs B Kapre. [
sroro BemosHigeTcs komanaa DESFire Create Application. Unentudukarop
OyayILIeTo NPIIOKeHHS BHIOUPASTCS B BHINA/IAIOIIEM CIMCKE CIPaBa OT KHOIIKH,
THIT CO3/1aBa€MOTO TPIIIOKEHHS TIPH TOM OTIPEIEIAETCS BHIOPAHHBIM
sneMeHTOM 13 ToJist « Tumy.

2. B ciaydae ycrnenrHoro BBINOJIHEHUSI KOMaHJIbl CO3/1aeTCs PWIOKEHUE, €T0
WIESHTUPHUKATOP MIEPEHOCUTCS U3 MPABOTO BBIMAIAIOIIETO CIHCKA B JIEBBIH, a B
CTpoke ctaryca otoopaxkaetcs “OK”.

3. B cimydae 6e3ycTieniTHOTO BBITIOJTHEHUS KOMAHIIBI B CTPOKE cTaryca
0TOOpaKaETCS KOJI OIIHOKHU.
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3.8.6.3 BbiGpaTb

1. dns BeiOopa npuiosxeHus cymiectByeT komanaa DESFire SelectApplication.
BrInostHe HAE 3TOM KOMaH/IBI MHALIMAPYETCS IyTeM BBIOOpa HIIeHTU(DHKATOPa
NPWIOKEHNUS B BBIMAJAIONIEM CIIHCKE PSIIOM ¢ KHOTIKOH «Ilonckatby.

2. B ciyuae ycrienmHOTO BBIIOJTHEHHSI KOMaHIIbI BRIOPAHHOE TIPIIIOKEHIIE
CTaHOBUTCS TEKYIIUM, a B CTpOoKe cTaryca otoOpaxaercs “OK”.

3. B ciydae 0e3ycreniHoro BBINOJHEHUS KOMaH/bI B CTPOKE CTaTyca
0TOOpaKAETCS KOJI OIIHOKH.

3.8.6.4 Ypanutb

1. Jns ynanenus npwioxenus cymectsyeT komanna DESFire Delete Application.
BrmonseHre 3T0¥ KOMaHIbl MHHUIMUPYETCS IyTeM BBIOOpa WACHTU(PHUKATOpa
NPWIOKEHHUS B BHINIAIAIOIIEM CIHCKE PAIOM ¢ KHOTIKOH «Ilonckars.

2. B ciiyyae yCcTIeIITHOTO BBITIOJIHEHUSI KOMaHIbl BBIOPAHHOE TPUII0KESHUE
CTAHOBMTCS TEKYIIIUM, a B CTPOKe cTaryca oToopaxkaercs “OK”.

3. B cimydae 6e3ycrienitHOTO BHITIOJTHEHUS KOMAHIIBI B CTPOKE cTaTyca
0TOOpaKaETCS KOJI OIIHOKHU.

3.8.7 ®daunbl

['pyrma opranoB ynpasienust «DaiibDy MpeHA3HAY €HA JTTs1 yIpaBIeHus (aiiaMu B
KapTe B TeKyIlieM npuwioxkennn. Daiit ¢ uaentudukaropom ot 0 10 15 MoxHO
MOMCKaTh, BBIOPATh, CO3/1aTh WIHN YAAIHTh.

3.8.7.1 TMowuckaTtb

1. Knormka «llouckare» npeiHa3HadeHa 17151 CO3/1aHKS CIIMCKA UMEIOIINXCS B
TeKyIeM npuioxeHuu (aitnos. s storo BeimosnsieTcs: komanna DESFire
GetFilelDs.

2. B ciyuae ycnienHoTo BBINIOJIHEHHS! KOMAH/Ibl BCE UMEIOIIUECS B TEKYIIIEM
TPWIOYKEHUM (paiiiTbl 3aHOCSTCS B BBINAIAIOIINIA CIIMCOK CTIpaBa OT KHOTIKH, a B
cTpoke ctaryca oToOpaxkaercs “OK”.

3. B ciydae 0e3ycrieniHoTo BBINOJHEHUS KOMaH/bI B CTPOKE CTaTyca
0TOOpaKAETCS KOJI OIIHOKH.

3.8.7.2 Ypanutb

1. Kuomka «¥Y nanurb» npeiHa3HaueHa 171 yaanenus (aiina, BHIOpaHHOTO B
BBIMAAIOIIEM CITHCKE CIIEBA OT KHOTIKK. [[J1s1 5TOTO BBITIOJHAETCS KOMaH/a
DESFire DeleteFile.

2. B cilyyae ycrmienHOTo BBITIOJTHEHUSI KOMAaH bl BEIOpaHHBIN (aiin yaansiercs u3
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KapThl, €r0 WICHTU(HUKATOP TIEPEHOCUTCS B BBHIMAIAOIIUIA CIIMCOK CIPaBa OT
KHOTIKM «J[00aBUTHY», a B CTpoke cTaryca oToOpaxkaetcs “OK”.

3. B cimydae 6e3ycrieniTHOTO BBITIOJTHEHUS KOMAHIIBI B CTPOKE cTaryca
0TOOpaKAETCS KOJI OIIHOKH.

3.8.7.3 [HobaButb

1. Knornika «/lo0aBurh» npeiHa3HaueHa 11 co3/1anus (haiiia B KapTe B TEKYIIIEM
npwioxenny. J[iis aToro BemosaseTcs komanna DESFire CreateStdDataFile.
Wnenrudukarop Oynymero ¢aiina BpIOMpaeTcs B BHIIAIAIONIEM CIHCKE CIpaBa OT
KHOTIKU. Tun 1ocTyna kK co3gaBaeMomy (aililly MOXHO BbIOpaTh B BUNAJAIOIIEM CITHCKE
«doctym». Tumn coznaBaeMoro ¢aiiia MOXKHO BBIOpATh MEepeKIItoYaTesieM, KOTOPBIT
HAXOJIUTCS CIpaBa OT KHOMKU «J[00aBUTHY. Ps10M ¢ KaXKnbIM THIIOM (ailiioB
PACIIOJIOKEHBI €T0 HauaIbHbIE NApaMEeTPBhI:
- s paiina JaHHBIX 9To 00heM Oyayiero (aiina (3agaeTes B 0aiiTax B OKOIIKE
«Pazmepy);

- s (paiina 3HaUeHMI — 3aaéTes HauanbHOe 3HaYeHue (moJie «HauanbHoey), a
TaKke MUHUMYM (110J1e «MHHUMYM») U MakcumMyM (1oJie «Makcumymy);

- s (aiina 3amcei — 3amaétces pasmep 3armcu (moJie «Pazmep 3amcm») u
MaKCUMaJIbHOE KOJIMUECTBO 3armcei (rose «MakcumMyM 3amnmcein).

Taxoke crieyeT yKa3aTh peskuM MU(POBaHKs, KOTOPbINA OYAET yCTAaHOBIICH IS
cosaaBaeMoro ¢aiiia (o6macte «Pexumy», cm. 1. 2.6.8).

2. B ciydae ycrientHOTO BBITIOJTHEHUS KOMaHIbI B KapTe co3/1aeTcst (aiii, ero
WIEHTU(HUKATOP NEPEHOCUTCS U3 TIPaBOTO BBINAIAIOLIETO CIIMCKA B JIEBBIM, a B CTPOKE
ctaryca oToOpaxaercs “OK”.

3. B caydae 6e3ycrieniHoTo BBINOJHEHHS KOMaH/bI B CTPOKE CTaryca
0TOOpaXaeTcs KOJI OLIHUOKH.

4. B 3aBUCHMOCTH OT pa3Mepa co31aBaeMoro ¢aiina oneparms MOXKeT
BBITIOJIHATHLCS C 3aMPOCAMU JIOTIOJIHUTEILHBIX TaiM-ayTOB 1 OKa3aThbCsl BEChbMa
PO ,I0JDKUTETHO M.

3.8.7.4 BebibpaTtb

B cucteme xomann DESFire Bei0op (aiina ve npexycmotpeH. Unentndukarop
¢aiina yka3zpIBaeTCsl HENIOCPEICTBEHHO B KOMaHax oOMeHa gaHHbMu. [Ipu aTom
KaKJIbI pa3 MCTIoIb3yeTcs WaeHTUUKaTop ¢aiina, BHIOpaHHBIN B BBINAAAIOIIEM
CIUCKE psiioM ¢ KHOTNIKOH «Ilonckatby.

[Tpu BEIOOpE (aiiia U3 BBIMAJAIONIETO CIHCKA BhINOJHsAeTCsS kKomanna DESFire
GetFileSettings. [Tomy4enHblit mpu 3TOoM 00BeM BbIOpaHHOTO (haiiia B Oaifrax
oToOpaxaeTtcsi B oKolke «Pazmepy». DTo 3HaYSHUE HCTIOJIL3YETCsl B KOMaHIax oOMeHa
JTAaHHBIMU B KQ4€CTBE KOJIMYECTBA CUUTHIBAEMBIX WIH 3aMMCHIBAEMbIX OaiTOB.
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3.8.8

3.8.9

3.8.9.1

3.8.9.2

3.8.9.3

3.8.9.4

PeXunmbl nepegayiun

1. B rpymme «PexumM» pacrtioiokeH NepeKII0YatoIIMiCs 3IEMEHT BRIOOpa pexknuMa
mudpoBaHus 1711 pabOThI C KapTOil.

2. «OTKpBITBII - TIEPe/Ia JaHHBIX B UX UCXOTHOM Buje, 6e3 nobasnenns MAC B
TIOCBUIKE cumThiBaTess U, pu ayreHTrdukarmm 3 K3DES wm AES, MAC B
OTBETE OT KapThl.

3. «IIudparms» - 3amura JaHHBIX mUGpoBaHUeM (711 BCEX BUIOB
ayTeHTH(UKAIWH, JTAaHHBIC B U U3 KAPThI IIUPPYIOTCS).

4. «MAC» - npucoeauHeHre 31eKTpoHHOM noamic MAC K NoChbUIKaM JaHHBIX OT
CUUTHIBATESA M OTBETAM C JAHHBIMH OT KApThI.

daHHbIe

I'pynmia opranoB yrpaBneHust «/laHHbIe» MpeJHa3HAYEHA [ YTEHHS U 3aICU
JIaHHBIX B BEIOpAHHBIN (haill B KapTe B TEKyIIeM npwioxeHud. KommaecTBo
niepe1aBaeMbIX JaHHBIX OIpeiesisieTcs: pasMepoM ¢aitna. J{aHHbIe, CUMTaHHbIE C KapThl,
MO’KHO 3arcaTh B (aiill B KOMIIbIOTEPE, a IMEIOMIMIICS B KOMIIbIoTEpe (haiin 3ammcaThb
B KapTty. Ecim pazmep (aitina HeBeuK, 1aHHbIe y100HO BBOIUTH U BBIBOJUTH B
OKOILIKO CIpaBa OT PaJH0-KHOTIKH «Daiim.

TekeT

1. Panno-xHomka «TekcT» mpeHa3HaueHa 1 BEIOOpa OKOIIIKA CTpaBa OT KHOTIKU B
KaueCTBE MCTOYHUKA WK PUEMHHKA HH(POPMALK IPU 0OMEHe TAHHBIMU C
KapToi. @opMar BBOJA B OKOIIKE - TEKCTOBBII.

daun

1. Paguno-kHomka «®aiim» npegHa3HaueHa 1JIs1 BEIOOpA (hailiia B KOMITbIOTEPE B
KaueCTBE MCTOYHHMKA WM PUeMHUKA HH(GOPMAIIK TIPU 0OMEHE JaHHBIMU C

KapTOML.
3HayeHue
1. Panuo-knoTKa «3HaYEHHE) MpeTHA3HAYEHA JIJIs BBIOOpa (haiiina-3HaueHUsI B

KOMITbIOTEPE B KaU€CTBE MCTOYHHMKA WU MPUEMHUKA HH()OpMAaLMK 1pu 0OMeHe
JTaHHBIMM C KapTOML.

3anucb

1. Pagmo-kHomka «3armichy npeiHa3HavYeHa U1 BeIOopa (haiia-3amicy B
KOMIIbIOTEPE B KAYECTBE MCTOYHHMKA WITH TIPUeMHUKA MH()OpMAIK My 0OMeHe
JIaHHBIMH C KapTOHL.
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3.8.9.5 [lpouuTatb

1. Knomnka «IIpouurarsy npeaHa3zHaueHa 7151 YTCHUS COEPIKIMOTO (haiiina TaHHBIX
WK ¢aitia 3amiceil B KapTe B TEKYIIEM NPWIOKEHUH. [{JI1 3TOr0 BBIMOJIHIETCS
komanna DESFire ReadData wm ReadRecords. O0beM CUUTBIBAEMBIX JaHHBIX
ompeaesieTcst pasMepoMm (aiiia, KOTOPbIi 0TOOpakaeTcst B OKoIKe «Pazmepy.

2. Ecnu BeiOpana pagno-kHorka «Daimy, Oy1eT npe/jiosKeHO BBIOpaTh UMt
co3/1aBaeMoro (Qaiiia 1 ero pacrojoXKeHHe B KOMIIbIOTEPE.

3. B ciydae yCHemHOro BhINOJIHEHNUS] KOMaH/bl JaHHbIE, CYUTAHHbIE U3 KAPTHI,
3aMMChIBAIOTCS B (Daill B KOMIIbIOTEPE WM OTOOPAKAIOTCS B OKOILIKE CIPaBa OT
panuo-kHoTKH « TekcT», a B CTpoke cTaryca oToOpaxkaercs “OK”.

4. B ciayuae 6€3yCrelHOro BHINOJHEHNS KOMaHIbl OKOIIKO pe3ysbTara
CTAHOBHTCSI TyCTBIM, a B CTPOKE CTaTyca OTOOpaykaeTCsl KOJI OIITHOKH.

5. B cnyuae, ecnu BIOpaH ¢aiiin 3HaYSHYs, TO 1JIs1 YBEJIMUYEHHS WA yMEHBIIEHUSI
3Hau€HUs, BBEIUTE BEJIIMUUHY, HA KOTOPYIO TpeOyeTCsl I3BMEHUTh 3HaYCHHEe
daitna, B moJie «3HaueHUE», 3aTe€M HAKMUTE KHOTIKY «IIprbaButhy, 160
«Y0aBUTHY.

6. B 3aBucumMocT oT 00BEMa JaHHBIX OIICpalid MOXKET BBINIOIHATHCA LICTIOYKOM
KOMaH/J 1 OKa3aTbCsa BECbMa HpOJIOH)KI/ITeHI:HOI\/’L

3.8.9.6 3anucaTtb

1. Knormka «3anmcathby npeaHa3Hau€Ha [Tl 3aliCH TaHHBIX B (aiil B KapTe B
TeKymieM npwioxkennu. [t storo Bemosasetcs komanna DESFire WriteData
wm WriteRecord. O0beM 3ammchIBacMbIX JaHHBIX OTIPEICIISIETCS pa3MepoM
daitna, KOTOpbI 0OTOOpaXkaeTcs B okolke «Pazmepy.

2. Eciu BbIOpana paivo-KHOTIKa «TeKCT», B OKOIIKE CIpaBa OT 3TON KHOIKH
JIOJDKEH OBITh TEKCT, 3aIMCHIBAEMBIN B KapTy.

3. Ecnum BeiOpana paaro-kHOTIKa «Daiimy, OyaeT MpeioxKEeHO BHIOpaTh UM
CyIIeCcTBYIOMIETO (haiia M ero pacroJiokeHue B KoMIbIoTepe. Pazmep daitna B
KOMIIbIOTEPE JT0JDKEH COBIAIATh C pa3MepoM (paiiia B KapTe.

4. B ciydae ycnienrHOTO BBITIOJTHEHHSI KOMAaH/IbI JaHHbIe 13 (aiiia B KOMIIBIOTEPE
WIM U3 OKOIIIKA CIIpaBa OT PaaH0-KHOTIKY « TeKCT» 3alichIBalOTCs B KapTy, a B
CTpoke ctaryca oToOpaxkaercs “OK”.

5. B cirydae 6e3ycCrientHOTO BBITIOJTHEHUS KOMaH/bI B CTPOKE CTaTyca
0TOOpaXkaeTCs KOJ OIIHOKH.

6. B ciyuae, eciu BeIOpaH (haiin 3HaU€HUSA, TO AJIs1 YBEJIMYCHUS WM YMEHbIIICHHS
3HAUCHUs, BBEINTE BEJIIMUMHY, HA KOTOPYIO TpeOyeTCs] I3MEHUThH 3HAYCHIE
daitna, B noJie «3HaYCHUE», 3aT€M HAKMUTE KHOTIKY «I[prOaBuThy, 100
«Y OaBUTHY.

7. B 3aBUCUMOCTH OT 00bE€Ma JIAHHBIX OTIEPALMS MOKET BBIIOJIHATHCS IIETIOYKOM
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KOMaH/J 1 OKa3aTbCia BEChbMa l'IpOI[OJDKI/ITeJ'IBHOI\/'I.

8. Oreparymn, POM3BOIMMBIEC HAJT 3aIHCSIMH M 3HAYEHUSIMH JTOJDKHBI OBITh
yTBepkaeHbl komannoit Commit Transaction, BEI3bIBa€MO# MY IOMOTIY KHOTIKH
«IIpmmenuTby, MO0 OTMEHEHBI KoMaHo0M Abort Transaction, BeI3bIBa€MO#t
KHOTIKOM «OTMEHHUTH.

3.8.10 dopmaTupoBaHue
1. Kapty MoxHO 0TOpMAaTHPOBATh, HAKAB KHOTIKY «Dopmary, pacroo>KeHHYO B

npaBoM BepxHeM yrity. DopmarupoBaHye npeaBapureIbHO TpeOyeT
ayTeHTU(UKAIK 110 MaCTEeP-KIIIOUY KapThl.

3.9 UltraLight (C)

Crpannnia «UltraLight(C)» npegHasHaueHa 17151 BHITIOJIHEHHS OTIepalyii ¢ KapTon
turia Mifare UltraLight (C).

Contactless SmartCard Reader v56.10

WHrepaeiic AETOMNOMCE, CuvTeIBaTENE MFCEE3 S&M-ronyne MepooHamzauna SAM-toauns SaM Mifare Plus Sab Mifare T=CL
Mifare Mifare Plus DESFire UlkraLight{C] [S4M) 150 15693
uib O4F0BE B4C22980
Ultra Light
AQpEC KoHa B0 dew cuuTeiBaTens; |0 MepcoHanizauma ] [ AUTEHTHPLK LA ]
Ulra Light C Sab
Noruyeckuii kanam |0 | Homep kaioua: | 0:00 | Bepoua kaova: | Ox00 w [ MepcoHanuzauma ] [ AYTEHTHBHE AUMA
UTEHUE M 3aMMCE
& Cowen
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391 UID

1. Okomko «UID» npenHasHaueHO AJs1 OTOOPaKEHHS YHUKATILHOTO HOMEpa
akTuBHOM KapThl Thma Mifare Ultralight, c koTopoii Oy1yT IpoU3BOIUTHCS BCE
ENCTBYA.

39.2 UltraLightC

1. INone «Anpec kimoua Bo (el CUUThIBaTEIs» NpeIHA3HAYEHO /1JIs1 BBOIA
HOMepa 010Ka ¢iel-naMsa T CYUTHIBATEIA, TJI€ XPaHUTCS K04, KOTOPBIN
TpeOyeTcsl HA3HAUYMTh KapTe KaK K04 IS ayTe HU(PHUKAIMU WITH 0 KOTOPOMY
TpeOyeTcst MPOU3BECTH Ay TEHTU(PHKAIMIO KAPTHL.

2. o kuomke «IlepcoHanmzarys» MPOU3BOIHUTCS 3alUCh B KapTy KIIFOYa
ayTeHTU(UKAIMK 13 0J10Ka (DIIeT-TiaMsITA CIUTHIBATEIIS.

3. Tlo xHOTIKE «AyTEeHTH(PHKAIIS) POU3BOIUTCS Ay TeHTUPUKAIMA KapThI
yKa3aHHBIM KITFOUOM.

3.9.3 Ultra Light C SAM
1. IMone «JIornaeckuii kaHa» MpeTHA3HAYECHO I BBIOOPA JIOTHIECKOTO KaHaa
SAM-Mo1ysis, B KOHTEKCTE KOTOPOTO OY/IYT BBHITIOJIHATHCS OTIEpaliK.
2. Ykaxure HOMED 3amnucu kinovya B SAM-moyre.

3. VKaxure BEpCHIO KIIt0Ya B 3aIMCH Kitoua B SAM-MoyJie 711 CMEHBI B KITI0Ya
kapthl Mifare Ultralight C, mu6o nnst ayrenrudukaimm kaptel Mifare Ultralight
C.

4. Tlo kuomke «IlepcoHanm3arys» MPOU3BOIMUTCS 3aMUCh B KapTy KIIFOYa
ayreHTHpHKaIK 13 SAM-MOTyJIsI.

5. Ilo kHoTKe «AyTeHTUPUKAIWT» TIPOUBBOTUTCS ayTeHTU(DUKAIIS KapThl
YKa3aHHBIM KITOYOM.

394 CrTpaHuuya

1. Bemagaronuii crmcok «CTpaHuIia» TpeHA3HAYSH IS BEIOOpA TEKYIIEH
CTpPaHUIIBI TAMSITH KapThl, ¢ KOTOPOU Oy/1eT MPOU3BOIUTHCSI OOMEH JTaHHBIMU.

395 [lpouutatb

1. Knomnka «IIpouurarsy npeaHa3Hau€HA JJ1s1 BHIIOJHEHUS] KOMaH]Ibl YTCHUSI
COJCPXKUMOTO BBIOPAHHOM CTPAHHITHI TIAMSITH KapTHIL.

2. B cilyyae yCHeIHOTO BBINOJIHEHHUSI KOMAHIBI B CTPOKE CTAaTyca 0TOOpakaeTCst
“OK”, a mpounTaHHOe 3HAUE€HUE OTOOpaKaeTCs B OKOIIKE pe3yJbTara CIpaBa OT
kHOTIKH. PopMmaT BbIBO1a — § II€CTHAAIATEPUIHBIX LIQD.
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3. B cimydae 6e3ycTieniTHOTO BHITIOJTHEHUS KOMAH/IbI OKOIITKO pe3yibTara
CTAHOBHTCSI TyCTBIM, a B CTPOKE CTaTyca OTOOpaykaeTCsl KOJI OIITHOKH.
39.6 3anucatb

. KHorka «3armcars» npegHa3Hau€HA JIs1 BBITIOJTHEHHS] KOMAHIIbI 3aITCH

COJIEP’)KUMOT0 OKOIIIKA BBOJIA CJIEBA OT KHOIIKH B CTPAHUITy KapThl, BHIOPAHHYIO B
BbINMaJatronieM crmcke «CTpaHuay.

. ®opmar BBO1a — 8 mecTHannarepudHeIX 1udp, cumBobl A, B, C, D, E, F moryt

OBITh KaK IPOIMCHBIMH, TaK U CTPOYHBIMHU, HpO6€JIBI HTrHOPHUPYIOTCA.

. B cydae ycnientHOTo BBITNOJIHEHUS: KOMAHIIBI B CTPOKE CTaTyca 0ToOpaXkaeTcs

(3 OK) ’.

. B ciydae 6e3ycnieniHOTO BBINOJHEHHS KOMaH/bl B CTPOKE CTaryca

0TOOpaKAETCS KOJI OIIHOKH.

. Crpanmip! 0 u 1 noctymsel TOJIBKO AJIS UHTEHHMSL.
. Crpanuia 3 sBisiercs OI[HOKPA"[HO-3AHI/ICI>IBAEMOI71.
. BHUMAHMUE! ITocne 3anucu B CTpaHuily 2 HEHYJIEBOTO 3HAYEHUS

COOTBETCTBYIOIIHME CTPaHUIBI cTaHOBATCS qocTymHbIMU TOJIBKO JJIA
YTEHUSL

3.10 UltraLight EV1

Crpanuria «UltraLightEV1)» npeqHazHaueHa AJ1s BBITIOJIHSHHS OTIepaliyii ¢ KapToi
turia Mifare UltraLight EV1.
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Contactless SmartCard Reader v57.30 = =

[ WhTepoeitc | AsTononck | CumToisatens | NFCEE3 | SAM-voayne I Nepconanusawa SAMmoayna I SAM Mifare Plus | SAM Mifare | To={1
Mfare | MfarePus | MfarePisEV1 |  DESFre |  UbmlightC)(saM) |  UtraLight EV1 IS0 15633 |  TDAS029

uiD

AyTEHTUDMKELMA NEpoNEm

Mapon ans ayresmamca (HEX): 00000000 | Autheriicate Password | | | Get Version | [ Read Signature

Yrerme 1 sanmce
Crpanvua: | g Read Yntats cpanuu: 0 Read Fast Write:

Cuetumic

Homep: |0 - | | Read Courter | 0 o Check Tearing Evert | Valid Fag Byte: 00

Virtual Card Support Last
ID: | 00DODOD0D0D0D0D0D0DODODOD0O0000D Reader capabilties: 00000000 Virtual Card Type Identifier: 00

0K ][ COmveHa MprreHnTs

3.10.1 UID

1. Okomko «UID» npenHasHaueHO AJi1 OTOOPaKEHHS YHUKAILHOTO HOMEpa
akTuBHOM KapThl Tuna Mifare Ultralight, c koTopoii OyyT Ipou3BOIUTHCS BCE
ENCTBYA.

3.10.2 AyTeHTUcpUKauMa naponem
1. B none «Ilaposp s ayrenrudukaipm (HEX)» BBenure naposs B
IIECTHAILATE PUIHOM BHIE [T ayTeHUDHUKALIN KAPThL.

2. Tlo xHomke «Authenticate Password» npousBoaurcst ayTeHTUUKAIWS KapThl
yKa3aHHbIM TIaPOJIEM.
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3.10.3

3.104

3.10.5

Get Version

[To xHomKe «Get Version» MPOM3BOAUTCS UTEHHE BEPCUN KapThl.

Bbruuranneie ganHble OyayT JOCTYIHBI B )KypHAJIE BBINIOJIHEHUS KOMaH] B HIDKHEN
YaCTH OKHA IPOTPAMMBIL.

Read Signature

ITo xHomke «Read Signature» npomsBoaurcs urenne ECC noamicy KapThl.

Brruuranneie gaHabie OyayT JOCTYIHBI B )KypHAIE BBINIOJIHEHUS KOMaH] B HIDKHEN
4acTH OKHA TIPOTPAMMBIL.

YteHue n 3anuchb

. Ilone «CTpaImua» NPpCAHAZHAYCHO IJI YKAa3aHWs CTPAHULIBI JAHHBIX KapThl, HAJ{

KOTOpOi1 OyJ1eT BBINIOJIHEHA OTIEPALSL.

. Knormka «Read» npeiHazHaueHa 171s BHITIOJTHEHHS] KOMAH/TbI YTCHUS

COAEPXKUMOTO BHIOPAHHOW CTPAHHLIBI IAMSITH KapThI.

. Ilone «Ywurarb CTPaHUID» IPCTHA3HAYCHO IJI YKa3aHUA KOJIMYCCTBA CTPAHULL

JTAHHBIX KapThl, KOTOPbIE HY)KHO MPOYHUTATh.

. Knormka «Read Fast» npegHazHaueHa 17151 BBHITIOJTHSHHST KOMaHIbI UTEHUS

YKa3aHHOT'O KOJIMYECTBA CTPAHMLI, HAYMHAS C BHIOPAHHOM CTPAHMUILIBI [TAMSITH
KapThL.

. Knomka «3armcarsy npeHa3HaueHa )15 BBINOJHEHHST KOMaHbI 3aIiCH

COJEPIKUMOT0 OKOIIIKA BBOJIA CJIEBA OT KHOTIKH B CTPAHMITY KapThl, BHIOPAHHYIO B
BBIN/IAIOLIEM cIHCKe «CTpaHuL.

3.10.6 CueTuuk

. Bemanaromuii crcok «HoMepy npenHa3HaueH A1 BBIOOpa TEKYIIETo CUeTYnKa

0..2, ¢ KOTOPbIM OYIYT IPOU3BOIUTHCS TATbHEHIITNE OTICPALIVINL

. Knaonka «Read Countery npegHazHaueHa JIJ1s1 BBINOJHSHUS KOMaHIbI YTCHUS

3HA4YCHUA BBI6paHHOF0 CUCTYHKA.

. Knormka «Increment Counter by:» npeiHa3HaueHa J71s1 BBIIOJIHEHUS KOMAaH]IbI

YBEJIMUEHUS 3HAYEHMS BHIOPAHHOTO CUETYHKA HA 33/1aHHYIO B I0JI€ BBOJIA CIIPaBa
BEJIMYVHY.

. Knormka «Check Tearing Event» npegHazHaueHa JJ1s1 BBINOJTHEHUS KOMAHITbI

NPOBEPKH KapThl. Pe3ynbTaT BEINOIHEHUS ATOM KOMaHIIBI OyAET OTPaXKEH B TIOJIe
cmpaBa «Valid Flag Byte».
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3.10.7 Virtual Card Support Last

. [lone «IID» npeiHa3Hau€Ho AJIs yKa3aHWs WACHTH(UKATOPA MHCTAIUIS LML

. [Tone «Reader Capabilities» npegHazHa4€HO JIJIs1 BBO1a XapaKTEPUCTUK
CUUTHIBATEIIS.

. Knomnka «BpImoJiHATY MpeTHa3HauY€Ha JIJIs1 BBITIOJTHEHHST KoMaH bl Support Last.

. B ciryuae yeneniHoro BbimosiHeHUst KoMaHzbl, B noie «Virtual Card Type
Identifier» OyneT oToOpaskeH uaeHTU(PUKATOP THUTIA BUPTYATLHOM KapThI.

3.11 ISO 15693

Crpanmiia «ISO 15693y npeHazHaueHa JJ1s1 BBITIOJIHEHUS OTIEpalii ¢ METKaMU

cranzaapra [SO 15693.

Contactless SmartCard Reader v57.10

R ﬂh1

WHTepopeiic | AsTononck | CunTeiBatens

NFC663 | SAMwmogyn | Mepcoranusawts SAMoayns | SAM Mifare Plus | SAM Mfare [ T=CL |

Mifare I

150 15653

[ Read Block | [ Write Block |

[ Fead Mutiple Blocks |

[ Write Multiple Blocks ]

ICode SLISSLIX EAS

00 [ witeArl |[ Lockar |

00 [ Wite DSFID | [ Lock DSFID |

15:04:09.352 T Get System Information
15:04:09.405 R OF 00 00 1B 03 01
15:04:10.757 T GetRandomMNumber
15:04:10.767 R Response flags = 00

Mifare: Plus | DESFire UttraLight(C) (SAM) |
UD  [F345CF33500104£0 -
Get Sys Info DSFID = 0<00;  AFI = (00; Memory Size = 28 x 4 bytes; IC Reference = (01
ICode SLIX/SLIXZ
Get Security Select Reset to Ready _Lcck Block
[ ] [ ] - Get Random Number: | 23480
EBnok HayansHeI

Password |dentifier
EAS/AFI [ Read

Password (HEX): 12345678 [CIPrivacy [] Destroy

SLIX2
[ 64 Bit Password Protection ]

[ wiite

[ Write Password ] [ Lock Password ]

SLIX
Password Protect EAS/AF] | @ EAS ©)AFI | Destroy | [ Enable Privacy |
sLIx2
Protection Poirter Address: 0 Page L H
Read [ [ Protect Page

[ Lock Page Protection Condition ] Wite [ O]

0K
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3111 UID

1. Bemaparommii crmcok «UID» npegHa3HaueH 1J1s1 XpaHEeHHs] YHUKAIbHBIX
HOMEPOB aKTUBHBIX METOK cTtaHnapra [SO 15693.

2. Bce komaHzibl, BblIaBacMbI€ Ha JJAHHOM CTPaHMIIE, TIPETHA3HAY €HBI J1JISI METKH,
4yeil HOMep BBIOPaH B 3TOM CIIMCKE.

3.11.2 Get Sys Info, Get Security

1. Kuoonka «Get Sys Info» npennasHaueHa 171 BeIoIHeHUsI KoMaHabl «Get system
information» ¢ kojgom 0x2B (cm. ISO 15693-3 1.10.4.12).
[TocnenoBareabHOCTH OAUTOB, MOJTyYEHHAs! OT METKU B OTBET Ha KOMaHY,
0TOOpaXXaeTcsl B OKHE 0TYETa BHU3Y CTPAHMUIIBL, a paciin(poBaHHbIN Pe3yabTaT
0TOOpaXKaeTCs B OKOIIKE CIPaBa OT KHOTIKH.

2. Knomka «Get Security» npeaHa3HadeHa JIJIs1 BBITIOJTHEHHS KOMaHIbI «Get
multiple block security status» ¢ kogom 0x2C (cm. ISO 15693-3 m.10.4.13).
Pe3ynbTar BeIMOTHEHUS KOMAH/IBI OTOOpayKaeTCsl B OKHE OTYETa BHHU3Y

CTpaHHIIBL

3.11.3 Select, Reset to Ready

1. Knorka «Select» npeHazHaueHa 11 BBHITIOJHEHHST KOMaHABI «Select» ¢ kogom
0x25 (cm. ISO 15693-3 m.10.4.6). [Tocne ycnienrHOro BBITIOTHEHUS JTAaHHO M
KOMaHJIbI BCE TOCJIEYIOIHEe KOMaH/bI Ha 3TOU CTpaHuile OYAyT BBIIaBATHCS C
yctaHoBneHHbIM uiaroMm Select flag (cm. ISO 15693-3 m.7.3.1).

2. Knomka «Reset to Ready» npeiHazHadeHa 77151 BBINOJIHEHUSI KOMaHIBI «Reset to
ready» ¢ komom 0x26 (cMm. ISO 15693-3 1.10.4.7). Ilocie ycnienmHoro
BBINOJTHEHYS JTAHHOW KOMaHJIbI BCE TIOCTIEYIOIIME KOMAaH/IbI Ha 3TOH CTpaHHIIe
OynyT BblIaBaThbCs co cOpommennsM (piarom Select flag (em. ISO 15693-3
n7.3.1).

3.11.4 UYteHue n 3anucb 6NOKOB, 3aLinTa 6Noka

1. Knorka «Read Block» npegHaznadena i BeimoHeHus: KoMaHasl «Read single
block» ¢ kogom 0x20 (cm. ISO 15693-3 m.10.4.1). Homep uuraecmoro 6y10ka
BBIOMpAETCS B BBIMAAOIIEM CTIMCKe «bIOK HaYambHbI. [IpounranHas
uHpopMaImsa 0ToOpakaeTcs B HIECTHAANIATEPHIHOM (OopMaTe B OKOIIIKE CIpaBa
OT KHOTIKH.

2. Knomnka «Read Multiple Blocks» npegHazHadueHa 111 BHITIOTHEHIS KOMAaHIBI
«Read multiple blocks» ¢ kogom 0x23 (cm. ISO 15693-3 m.10.4.4). Yuraetcs
KOJIMYECTBO OaiT MaMsTH METKH, COOTBETCTBYIOIICE TIapaMeTpy «HucIo
0110k0BY» * OaifThl/ 010K, HauUnHAas ¢ 6710Ka «brok HauanbHbIY. [IpounTanHas
uHpopMaIms 0ToOpakaeTCs B MIECTHAATIATEPIIHOM (hopMare B OKHE CIpaBa OT
KHOTIKHL.
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3. Knonka «Write Block» npennazHaueHa 17151 BBIIOTHEHUSI KOMaHIbI « Write
single block» ¢ kogom 0x21 (cm. ISO 15693-3 .10.4.2). 3ammcpiBaeMyro
UHPOPMAIMIO HEOOX0UMO TPEIBAPUTEIHHO 3a/1aTh B OKOIIKE CTIpaBa OT
kHOTIKY. DopMaT BBO1a JaHHBIX — 8 MIECTHAATIATEPUIHBIX (P, CUMBOJIBL A, B,
C, D, E, F moryT OBITh Kak IPOTIMCHBIMH, TaK ¥ CTPOYHBIMH, TPOOEITBI
urHopupytotcsi. Homep 3amicsiBaeMoro 6J10ka BEIOUPAETCs B BHIMAIAIOIIEM
crmcke «bIoK HaYaJIbHBI).

4. Knonka «Write Multiple Blocks» npenna3zHaueHa /1J1s1 BBIOJTHEHUSI KOMAHIbI
«Write multiple blocks» ¢ komom 0x24 (cm. ISO 15693-3 n.10.4.5). ITmmeTcs
KOJIMYECTBO OaiT MaMsATH METKH, COOTBETCTBYIOIICE TapameTpy «Hucio
0J10KOBY» * 0alTHI/0JIOK, HAUMHas ¢ 0J0Ka «BIIOK HaYaIbLHBIDY.

5. Knonka «Lock Block» npennaznagena a1 BeimosHe HAsI KoMaHbl «Lock blocky»
¢ kogoM 0x22 (cm. ISO 15693-3 n.10.4.3). [Toce BbINOTHEHUS JaHHO
KOMaH/1bI BBIOpaHHbIi 0510k cTanoBUTC HABCEI'[]A 3amuiie HHIM OT 3aIiCH,
T.€. ctaHoButcs npurogusiM TOJIBKO JIJIA YTEHUA. Homep 3aimuiiaemoro
0JI0Ka BRIOMpAETCS B BHIMAIAIOIIEM CIHCKe clieBa oT KHOTIKH Read Block.

3.11.5 MNopnepxka AFI

1. Knomka «Write AFD» npeiHa3HavueHa 7151 BBITIOJTHeHUS KoMaHabl « Write AFD» ¢
kosioMm 0x27 (cm. ISO 15693-3 .10.4.8).

2. IIpouwnrars 3HaueHre AFI MOHO myTeM BbINOJIHEHUS KOMaHIbl «Get system
information» (cm. 1.2.9.2.1).

3. Knormka «Lock AFI» npenna3znadena 11st BeimosiHeHUs kKoMaaasl «Lock AFD» ¢
kojoM 0x28 (cm. ISO 15693-3 m.10.4.9). [Tocnie BIMOIHEHUS JTAHHOW KOMAaHIbI
3Hauenue AFI ctanoBurcss HABCEI'J]A 3amuieHHbIM OT 3aMuicH, T.€.
ctaHoBurcs npuroansiM TOJIBKO JIJIS UTEHMA.

3.11.6 MNopnepxka DSFID

1. Knorka «Write DSFID» npenra3zHadena 17151 BBINOJIHSHUS KOMaHIbl « Write
DSFID» ¢ xoqoMm 0x29 (cm. ISO 15693-3 m.10.4.10).

2. IIpouwnrars 3HauenHre DSFID M0xHO myTeM BBINIOJHEHM KOMaHbl «Get system
information» (cm. .2.9.2.1).

3. Kuomnka «Lock DSFID» npennaznauena aJist BeinojHeHUst komansbl «Lock
DSFID» ¢ xogom 0x2A (cm. ISO 15693-3 m.10.4.11). [Tocne BbInoHEHUSI
nanHoi komanbel 3HaueHue DSFID cranosurcs HABCEI /] A 3amuiiieHHbIM 0T
3armicy, T.e. craHoBurcs npuroausiM TOJIBKO JUJIA YTEHU AL

3.11.7 Noppepxka EAS (ICode SLI/SLIX)

1. Texnonorus EAS (Electronic Article Surveillance) peanuzopana jviib B
HECKOJIbKHX THITaX METOK, B TOM 4YHcJie Ha ocHOBe MuKpocxembl ICODE SLI/
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SLIX SL2 ICS20 npomsBoactea NXP, ormcanue kotopoii (SL2 ICS20
Functional Specification) Mo>xHO HaiiTu Ha caire http://www.nxp.com/
acrobat_download/other/identification/SL058030.pdf

. Knomka «Set EAS» npeHa3zHaueHa 11 BBIMOJHEHUA KOMaHbI «Set EASy ¢

kostoM OxA2 (cm. SL2 ICS20 Functional Specification m.3.4.3.3). Ota komanna
yctaHaBiuBaeT our EAS B 1, uto no3sosisietr npouects EAS-
0 CJIeTIOBATEILHOCTh KoMaHmoi «kEAS Alarmy.

. Knonka «Reset EASy» npeiHazHauena Jii1s BeInosiHeHUs KoMaHibl «Reset EAS» ¢

ko70oM 0xA3 (cm. SL2 ICS20 Functional Specification n.3.4.3.4). Ota komaHga
cOpaceiBaeT 6ut EAS B 0, B pe3ysibTaTe yero MeTKa nepecTacT OTBEUaTh HA
koMaHny «EAS Alarmy.

. Knomka «Lock EASy npe Haznauena aiist BeimosaHeHus komannsl «Lock EASy ¢

kosioM 0xA4 (cm. SL2 ICS20 Functional Specification m.3.4.3.5). [locne
BBINIOJIHEHUS JaHHOM koMaHibl out EAS cranosurcss HABCEI' I A 3ammuiie HHbIM
OT 3ammcH, T.e. ctaHoBurcst npuroiusiM TOJIBKO JJIS YTEHU .

. Knonka «kEAS Alarm» npenHa3zHavueHa 17151 BBINOJHEHHS KoMaHIbl «EAS Alarmy»

¢ xogom 0xAS5 (cm. SL2 ICS20 Functional Specification 1.3.4.3.6). Ecyiu Our
EAS ycranoBnieH B 1, MeTKa OTBE€UYaeT Ha TaHHYIO KOMaHny 256-6uroBoii EAS-
nocyenoBaresibHOCTHIO 2F B3 62 70 D5 A7 90 7F E8 B1 80 38 D2 81 49 76
82 DA9A 86 6F AF 8B B0 F1 9C D1 12 AS 72 37 EF (6aiitsl iepegarotcst
mianmuM ourom Briepe, T.e. 11110100 11001101 ut.1.). Ecm 6ur EAS
cOpoieH B (0, MeTKa Ha JaHHYIO KOMaHIy HE OTBEYaeT.

3.11.8 TMNopnepxka naponewu (ICode SLIX/SLIX 2)

1.

PaGota ¢ mapossamu Bo3moskHa Tosibko 11 kapT [Code SLIX/SLIX2
npomsBoacTBa NXP.

. Knomka «Get Random Number» npeinasHaueHa 17151 BBIIOTHEHUS KOMaHbI «Get

Random Number» ¢ komom 0xB2 (cm. SL2S2002 ICode SLIX 11.9.4.3.1,
SL2S2602 ICode SLIX2 8.5.3.1). OTa kOMaH/1a BHIYUTHIBAET CITy4aiHbIN HOMED
U3 KapThl JIJIS TIOCJICIYIOIIETO €T0 MCTIOIb30BaHK.

. Knomnka «Set Password» npeiHazHaueHa 115 BHITIOJTHEHMS KOMaHIBI «Set

Password» ¢ xomom 0xB3 (cm. SL2002 ICode SLIX m.9.4.3.2, SL2S2602
ICode SLIX2 8.5.3.2). DTa koMaHzAa 3aaeT MapoJb JJIs TaTbHEHIITNX JeUCTBHI
¢ kaproi. JlanHas koMaHna yctaHaBimBaeT napoib «Password (HEX)» mis
KapThl HA PadOTYy ¢ omnepalmsiMH, BeIOpanHsiMHU B rpymmie «Password Identifiery.

. Knonka «Write Password» npennazHadeHa /i1 BBITIOJTHEHUST KOMaHIbl « Write

Password» ¢ xomom 0xB4 (cm. SL2002 ICode SLIX m.3.4.3.3, SL2S2602
ICode SLIX2 8.5.3.3). JlanHas koMaH/1a iepe3anmchiBacT mapojb «Password
(HEX)» B xapte Ha paboTy ¢ onepauusiMu, BEIOpaHHbIMU B Tpyrime «Password
Identifier».

. Knormka «Lock Password» npennaznauena 11 BbinoJiHeHHs: kKoMaHsl «Lock

Password» ¢ xogom 0xB5 (cm. SL2002 ICode SLIX m.3.4.3.4, SL.2S2602
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ICode SLIX2 8.5.3.4). JlanHast KoMaH/1a 3anpeiacT CMEeHy MapoJist s KapThl Ha
paboTy ¢ onepaimsiMu, BIOpanHbiMU B rpytie «Password Identifiery.

6. Knomka «Password Protect EAS/AFI» npeHazHavueHa 17151 BHITIOTHEHUS
komanasl «Password Protect EAS/AFD» ¢ komom 0xA6 (cm. SL2002 ICode
SLIX n.3.4.3.11). /lanHas koMaHa BKIIIOYAET 3aIIUTY 10 MapoJaro 1 EAS wmm
AFIL

7. Knonka «64 Bit Password Protection» npeaHa3zHaueHa AJisl BBINOJTHEHUSL
koMaHbI «64 Bit Password Protection» ¢ kogom 0xBB (cm. SL2S2602 ICode
SLIX2 8.5.3.5). JlanHas koMaHAa BKIFOYAET 3aIUTY TBOWHBIM MTAPOJIEM JIJIS
3alMIIIEHHBIX OTICpalMii Ha KapTe.

8. Knormka «Protect Page» npenHazHaueHa 111 BBIIOJIHEHHU KoMaHabl «Protect
Page» ¢ kogom 0xB6 (cm. SL2S2602 ICode SLIX2 8.5.3.6). [lanHas komaHna
3amaet aapec Osoka nanHbIx «Protection Pointer Addressy, aemsiniero naMmsath
KapThl Ha BepxHIOI «H» 1 HInkHIOI0 «L» 1 ycTaHABIIMBAET MapaMeTphl JOCTYIA Ha
YTEHUE U 3aIHCh COOTBETCTBYIOIINX 00acTe MAMSTH.

9. Knomka «Lock Page Protection Condition» npeHa3HaueHa 1151 BBITIOJTHSHUS
xoMaH1bl «Lock Page Protection Condition» ¢ kogom 0xB7 (cm. SL2S2602
ICode SLIX2 8.5.3.7). JanHas komaHaa GUKCUPYET afipec OJI0Ka TaHHBIX
«Protection Pointer Address», nessiero naMsiTb KapThl Ha BEpxHIOIO «H» 1
HIDKHIOIO «Ly», 3ampenas ero JajJbHEUIIIYI0 CMEHY.

10.Knonka «Destroy» npeaHa3Hau€Ha 1151 BBINOJIHEHUsS] KOMaH bl «Destroy» ¢
kogoM 0xB9 (cMm. SL252602 ICode SLIX2 8.5.3.8). Jlannast komanma
JIEaKTUBUPYET KapTy NPH MOMOILH MAPOJIS A€AKTUBALIMK, 33]JaHHOTO M3HAYAJTLHO
KoMaHnou «Set Passwordy.

1 1 Knomnka «Enable Privacy» npennasHaueHa /i BbINoJiHeHUs: Komanbl «Enable
Privacy» ¢ konom 0xBA (cm. SL2S2602 ICode SLIX2 8.5.3.9). JlanHas
KOMaH/1a IEPEeBOIUT KapTy B pexuM «Privacy» rpu oMo COOTBETCTBYIOLIETO
napoJis, 3aJaHHOTO W3HAYabHO KoMaHoil «Set Passwordy. [Tepexmouennas B
JIaHHBII pekuM, KapTa 00JIbIe He OYET OTBEUaTh HA MHBIE KOMaHIbI, KpOME KaK
Ha «Get Random Number» u «Set Password».

3.12 SAM-moayJb

Crpannnia «SAM-Mo 1yl TpeTHa3HAYEHA TS BBITIOJHEHUSI OOIIUX OTICparuii C
SAM-moynem.
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Contactless SmartCard Reader v57.00 = Y

Mifare | Mifare Plus | DESFie | UltraLight(C) (SAM) | IS0 15693
WHTepdeic I LeTononck I CumTeiBaTEn: I MNFCE63 | SAM-moayns | MNepcorannzauwa SAM-wmogyna I SAM Mifare Plus I SAM Mifare I T=CL

OBiwme KomaHms!

Tetcywumit xon, SAMaviomyna
Morudeckuit kaHan: u nsp i

[ MpounTats ] [ HeT v] [ VeTaHoBMTS ]DATRZ

l CBpoc xonooHeIi

Monywits Bepoi | Ompaska APDL: Ompasum
Mepeknioyerue B pexm AVZ (Toneko anA Mogyna & pexme AV1)

Hoeoe sHaueHwe MacTep+nioua & nosuwar A:  00000000000000000000000000000000 BEPCHM KIIOYE B NO3MLMA A
HoEoe sHaueHMe MacTep+mioya & nosvwa B:  00000000000000000000000000000000 BEPCMM KNioua & Noskum B:

HoBoe sHaueHMe MacTep+nioua & noswww C:  00000000000000000000000000000000 BEDCUM KIKOUA B nozuwam C:

Max chain blocks: 0
AyTeHTudKaLmA 1 (pas)inokvuposka xocTa
MNormueckuit kanan: Homep kniova: Bepcwa knioua: AyTEHTUPMKELIAR

Tin knioya: [ﬁES 128 v] Homep knioua pas6nokuposku: [[kDD v] [ Brokvpoeka ] [ CBpoc ayTEHTMPHKALAN KapTsl ]

Kmiou: | 00000000000000000000000000000000 ~  Bepcus knioua pastnokuposku: (000 v [Pastnokuposka | [ Monwuii cipoc ayrermpikawm |

3

Static

3.121 COpoc xonoAHbIN

1. Komanna xomno1H0T0 copoca SAM-MO1yIis BEITIOJIHAET €r0 Mepe3aryck ¢
Tie peMHMLIMAITIBAIE ¥ KpUITToTpahndeCKUX mapaMeTpoB, OOHyJIEHHEM CUETINKOB
Y PEKUMOB.

3.12.2 Tekywun xongep SAM-moayns

1. Knomnka «IIpouurars) npeaHa3Hau€Ha AJ1s BHIIOJIHEHUS] KOMaH/Ibl YTCHUS
HOMeEpa TeKylero aepxarens SAM-moayiis B cuurbiBatene. B ciyyae
YCTICIITHOTO BBITIOJTHEHUS KOMAaH/IbI, CYUTaHbII HOMEp XoJiiepa OyaeT
0TOOPaXaThCS B BBIKMITHOM CITUCKE PSIOM C KHOTIKOM.

2. Knomka «Y cTaHOBUTH)» NPeIHA3HAYEHA JIJISI BBINOJHEHNS. KOMaHbI 3aIMCU
HOMEpa TeKyIero Aepxxaressst SAM-moayis B cuutbiBatesb. Homep 6epétcs u3
BBIKMJTHOTO CIMCKA PSJIOM € KHOTIKO. Y cTaHoBuUTE Tanouky «ATR» st Toro
9TOOBI OJTHOBpEMEHHO BbuuTaTh ATR MOTyJIs B yKa3aHHOM CIIOTE.
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3.12.3 OrtnpaBka APDU
1. B none «OtnpaBka APDU», B Bune ctpoku HEX-cuMBO0JIOB, IPOIMCHIBAIOTCS
nanubie B popmare APDU nist otnipaBku B SAM-MO 1y,

2. I[.]'Iﬂ BBITIOJIHCHU KOMAaHAbI HAKMMACTCA KHOIIKA «OTHpaBI/ITB» CIpaBa OT II0JIA
BBOJla — PC3YyJIbTAT BBIIIOJIHCHUA KOMAH/bI 6yz[eT BBICBCYCH B XXYPHAJIC B HU3Y
OKHa.

3.12.4 TMMepekntoyeHue B pexum AV2 (Tonbko ans moayneun B pexunme AV1)
1. Ykaxure HYXHBIC 3HA4YCHUA KJ'IIO‘IGI;'I, nx Bepcnﬁ B COOTBCTCTBYIOIIHUX ITOJEAX
BBOJIA.

2. Ykaxure HoMep JIOTHIECKOTO KaHasla JIJIsl BBINOJIHEHUSI OTIepalliv B CIIUCKE
«Jlormaeckuii KaHa».

3. I[J'ISI BBITIIOJIHCHMA KOMAHAbl HAZKUMACTCS KHOIIKA «BBIHOJIHI/ITL», pe3yJibTar
BBITIOJIHCHMA KOMAaH/bI 6y/:[eT BBICBCYCH B XXYPHAJIC B HU3Y OKHA.

3.12.5 AyTteHTucduKauma n (pa3)onokMpoBKa xocta

1. Ykaxure Hy>KHbIE 3HaU€HHS TI0JIEH BBO/Ia B COOTBETCTBUM C IOKYMEHTAIME N Ha
SAM-monyib.

2. Ykaxure HoMep JIOTHIECKOTO KaHasla JIJIsl BBINOJIHEHUSI OTIepalliv B CIIUCKE
«Jlormaeckuii KaHa».

3. Jnsa ayreHTrdUKaIN MOTYIIS HOKAMAETCST KHOTIKA «AyTeHTU(DUKAITS,
pe3yIbTaT BHINIOJIHEHUST KOMaH/IBI Oy/IET BRICBEYEH B JKypHAJIE B HU3Y OKHA.

4. I[JISI 6J'IOKI/Ip0BKI/I MOAYJII HOKMMACTCS KHOIIKA <<BJ'IOKOp0BKa», pe3yiibTar
BBITNIOJIHCHMA KOMAaH/bI 6y/:[eT BBICBCYCH B XXYPHAJIC B HU3Y OKHA.

5. J1ns pa30JI0KUPOBKY MOTYJIsl HAKMMAETCsI KHOTIKA «Pa30/10KMpoBKay, pe3ysbTaT
BBITIOJIHEHUSI KOMaH/bI Oy/1€T BEICBEUEH B JKypHAJIE B HU3Y OKHA.

3.12.6 COpoc ayTeHTU(pUKaLMKU KapTbl

1. Komanna copoca ayTeHTU(UKAIK KapThl BO3BPAIIAET B UCXOTHOE COCTOSHHC
SAM-moaynb B yacTu niocsieiuet ayrenrudukarmmy kaptel RFID, ecnm ona
MPOM3BOAUTACH MPU ydacTuH Tekymero SAM-monyis. [lepesanyck SAM-
MO/TYJIsl HE BBITIOJTHACTCS.

3.12.7 lMonHbIN c6poc ayTeHTUdUKaLum

1. Komanna mosiHoro cOpoca ayrenrudukarmm SAM-MOysIs OTMEHIET
ayrerTudukarmo RFID-kapr, a takoke camoro SAM-MO1yIist OTHOCHTEITHHO
xocTa. [lepe3amyck SAM-mMoyiist HE BBIIOJHAETCS.
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3.13

IHepconanuzauuss SAM-Moay.asa

Crpanmia «l Iepconammsarmst SAM-MO1yJ1s1» HpeTHa3HAY €HA IS BBITOJTHE HUS
KOMaHj1, paboTaromux ¢ Kmoyamu SAM-Moays.

Contactless SmartCard Reader v54.11

Mifare Plus DESFire UltraLight{C) 150 15693 ICODE EPC /UID
WHrepdperic ABTONOMCE, CuMTHIBaTENE SAM-rogyie MNepcoHanuzauna S4M-mogyna SAM Mifare Plus Sak Mifare T=CL Mifare
Noruyeckui kaHan: |0 L [bit=] Programming bit mazk
KeyMo Key Tupe [SET configuration bits 3..5] [7] Update Kep A
| |AES 128 v [B] Update Key B
Key Yersian [5) Update key C
4| 0x00000000000000000000000000000000 | | 0=00 v (4] Update DF KeyNo & AID
B 1+00000000000000000N0N0N0ANNN0N0NN v||mn v (3] Update CEK rumber and version
[2] Update reference number of KLIC
(| 0x00000000000000000000000000000000 w | | 0x00 v (1) Update configuration sst
KeyMo. CEK ey WCEK, RefMo. KUC S e
0x00 | | Ox00 | | OxFF A4
DF Feyho. DF &lD [bits) EXtSET configuration [bitz) SET configuration
i) + | |0xFFFFFF - [0..2) KeyClass [1115) Disable Generate MAC 12 Keep Init Vector [DESFire)
Gtk eyE nir ] [ Changef.eyEntr ] Shine S AR AT
callid getey iy ®PRcC O OffineCiypta [1113) Disable Encryption [0 &llows Dump Session/MIFARE Key
[112) Disable Decryption [ (8] Enable Hostuth Key
3] Allowe D Secret
o low Dump Secre [(11) Disable Change ey L (101 llow Lock/Uniack
[ (4] Diversified U se Only [719) Disable Key Entry
S tatic
& (oo

3.13.1 YrteHue nHdopmauunm o Knrove

1. Ykaxwre HOMCEDP JIOTHYCCKOI'O KaHajla AJId BBIIIOJHCHUA OIICpali B CIIMCKE

«Jlormaeckuii KaHa».

2. Yxaxwure B noJyie «KeyNo» HoOMep Ki04a, KOTOPbIA HY>KHO U3MEHUTh WU
MH()OPMAIHIO IO KOTOPOMY HY>KHO MPOYHUTATD.

3. Jnst urenus nHDOpMAIK O 3amicH Kitoua B SAM-MOo1ylie HOKUMAeTCs KHOTIKA
«GetKeyEntry», pe3yibTar BINOJHEHUS] KOMaHbI OyI€T OTOOPaXKEH B
JJIEMEHTax YIpPaBJICHHS B OKHE, a TAK)KE BHICBEUEH B )KypHAJIE B HI3Y OKHA.
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3.13.2 3anucb MHhoOpMaLMK O KNto4e

1. Ykaxure HOMEp JOTHIECKOTO KaHaJIa /I BHIMOJHEHHUS OTIEpaliM B CITUCKE
«Jlormaeckuii KaHa.

2. Yxaxwure B noJsie «KeyNo» HoOMep KI04a, KOTOPbIA HY?>KHO U3MEHUTh WU
HH(OPMAIHIO IO KOTOPOMY HY>KHO MPOYHUTATh.

3. YKkaxure Hy>KHbIE 3HAaU€HUS MOJIeH BBOJIa B COOTBETCTBUU C JOKYMEHTAIUEN HA
SAM-moynb.

4. Jns iBMEeHeHUs 3alicH KITFoya MoTyJisl HakumaeTes kHomka «ChangeKeyEntryy,
pe3yJIbTaT BBINOJHEHUS KOMaHAbI OYET BRICBEUCH B JKypHAJIC B HU3Y OKHA.

3.14 SAM Mifare

Crpanria «<SAM Mifare» npenHa3zHaueHa AJis BBINOJHEHUS] KOMaH]I padoThI C
kapramu tuna Mifare Classic, mocpenctBom SAM-MOTyIs.

e

Contactless SmartCard Reader v57.00 = P
Mifare | Mifare: Plus | DESFire UttraLight(C) (SAM) | IS0 15693
WHTepopeiic | AsTononck | CumToisatens NFCEE3 | SAM-voayne I MNepconanusawa SAMvogyna | SAM Mifare Plus | SAM Mifare | To={1
i Morvyeckwii kaHan - uiD |
Ay TEHTUPMKELAR
Cextop
Homep kntova: |00 + | Bepown kmova: |00 - @ AyTeHT A
S S Mepeunean
® B Ay n
Bnok-pesynetar -/ BTOpHIHER — B
PafioTa ¢ gaHHsIMW
Cospats peiinep MpounTats 3anncats Decrement 1 Increment Restore
CmeHa knioua
Homep knioya: Bepows kniova A: Bepows kniova B: [ wueposars
[T Aveepcudmuposats kniow A
Hosie Gmet gocryna: OFFFEODT [7] Oneepcupmuposats Koy B
4 F
i) [comma ) [Towme
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3.14.1 Jlornyeckumn KaHan

1. IMone «Jloruueckuii kaHa) peTHA3HAYEHO JJIs1 BEIOOpA JIOTHIECKOTO KaHasa
SAM-Moaysisi, B KOHTEKCTE KOTOPOTO OY/IyT BBIIOJIHATHCS OTICPAIIHL.

3.14.2 UID

1. Oxomiko «UIDy mpeaHa3HAu€HO 11 OTOOPAKESHHST YHUKAILHOTO HOMEPa
akTUBHOM KapThl Tuna Mifare Standard, ¢ koTopoii OyayT NpOM3BOAUTHCS BCE
ENCTBY.

3.14.3 CekTop

1. Bemanaromuii crmcok «CeKTopy MpeTHa3HaueH JIJIsl BRIOOpa CEKTOpa MaMsITH
KapThbL

2. B 3aBUCHMOCTH OT THIIA KapThl KOJIMUECTBO CEKTOPOB MOKeT ObITh 16 (Mifare
1K) wm 40 (Mifare 4K).

3.14.4 Bnok ucxogHbin, 6NOK-pe3ynbTaT

1. Pa3mep Grnoka B kaprax Mifare Standard — 16 GaiiroB. KommaecTBo 6J10KOB B
cextope MoxeT ObITh 4 (Mifare 1K u Mifare 4K B cexropax ¢ 0 o 31) wm 16
(Mifare 4K B cexTopax ¢ 32 mo 39).

2. Bemanaronuii crimcok «bIIok MeXoHBI» MpeTHA3HAY €H 111 BBIOOpa 0JI0Ka B
TEKYIIEM CEKTOPE NPH BBINOJHEHUH OTICPAIN UTCHUSI.

3. Bemanaromiuii crmcok «bIok-pe3ynbTary npegHa3HaueH 11 BRIOOpa 0J10Ka B
TEKYIIIEM CEKTOPE MPH BITIOJHEHUM OTICpalliy 3aIiCH.

4. Tlpw BeIMOJTHEHMK CcTICTM(UY €CKUX JIJIs1 TAHHOTO THIA KapT onieparwii Decrement,
Increment u Restore ucxoaHoe 3HaueHne OepeTcs u3 0JI0Ka, BRIOPAHHOTO B
crmcke «bJI0K MCXO0THBINY, @ Pe3yJIbTAT O PAIH IOMEIIASTCS B OJIOK,
BEIOpaHHBIN B CIHICKE «bIIOK-pe3yapTary.

3.14.5 AyTteHTUdUKaumA

1. ITepen BhIMOIHEHHUEM JIFOOOM OTIEpAIMK C JAHHBIMUA HEOOXO0IMMO TIPOBECTH
AyTEeHTU(PHUKAIMIO CEKTOPA, B MPEeJIeIax KOTOPOTO OYIyT MPOU3BOIUTHCS ITH
oneparmu. J{J1st BRIMOJTHEHKST ay TeHTU(UKAITAN HEOOXO0IMMO BBIOpATh TOJIHKO
CEKTOp, HoMep 0JI0Ka 3HAUCHUS HE UMEET.

2. Jlns mpoBeieHus ayTeHTH(UKAIMK CJIETyeT yKa3aTh 3anuch Kioua B SAM-
MOJyJie, KoTopasi Oy/eT UCTIOJIb30BaHa JJIsl 3TOM Onepaluy — J1Jisl 3TOTO BBEIUTE
B COOTBETCTBYIOIIMX MOJIIX HOMEP KIIF0Ya U €r0 BEPCHIO.

3. Vkaxure TUIT ayTeHTUPHKAIMA: TIePBUYHAS, JTMOO BTOPUIHAS(TIOCIIETYIOIIAs ).
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4. CymecTByeT aBa Tura Kmoueii ayrenrupukami: KeyA u KeyB. Kuonku
«AyTeHTUpUKAIWS KITIF0YEM A» 1 «AyTeHTUUKaIms KIF04éM By npe1HazHaueHbI
JUIs BBITIOJTHEHUS. KOMAaH]Ibl ayTEHTU(HKALK C KIIFOUOM COOTBETCTBYIOILETO
THIIA, KOTOPBIH 3armcad B SAM-moyre.

5. Jlns mpoBeieHus ayTeHTU(MKAIK KITFOYOM, 33/IaHHBIM B KOMaHJIe,
e THA3HAY €HbI KHOTIKU «AyTEHTHPHUKAIS KIF0OUEM A» 1 «AyTeHTHDUKAIs
KIIIOYEM By.

6. B ciyyae ycrienmiHOTO BBITIOJTHEHHS! KOMAH/IbI Ay TEHTU(HKALIMKI B CTPOKE CTaTyca
oToOpaxaercs “OK”.

7. B ciydae 0e3yclelIHOTO BBITIOJIHEHU KOMAaH/IbI B CTPOKE cTaryca
oToOpaxaeTcs Ko OmMOKU. Eciy npuauHO i 0IMOKYU NpoLie 1yphl
ayTeHTU(UKAIMK SIBJISIETCS. HEBEPHbIH KITI0Y 711 BBIOPAHHOTO CEKTOPA,
JaTbHEUIIII 0OMEH C KapTOi HEBO3MOXKEH.

3.14.6 MpouuTtaTtb

1. Knomka «IIpouurars npegHazHadeHa 7Sl BHITOJHEHUS] KOMAH/bI YTCHHS
coJiepumMoro 0JI0Ka, BRBIOPAHHOTO B BhIMaaromux crmckax «Cexkrop» u «biok
HCXOIHBIDY.

2. Ilepen BbINOJIHEHUEM KOMAHIBI YTEHUSI HEOOXOAMMO MPOBECTH
ayTeHTU(PUKAIMIO BBIOPAHHOTO CEKTOpa C MPaBOM UTEHHSI BEIOPAHHOTO OJIOKa.

3. B ciyyae ycnielHoro BBIOJIHEHUSI KOMaH/Ibl B CTPOKE CTAaTyca 0TOOpakaeTcst
“OK”, a npounTaHHO€ 3HaU€HUE OTOOpaKaeTCs B OKOIIKE pe3ybTara CIpaBa OT
kHOTIKH. Dopmat BbIBO1a — 32 miecTHaAATepUIHBIX UG phL. [Ipy uTeHrm
nocJieIHero 0JI0Ka B CEKTOpe (Tpeiiepa) 3HAYEHHS 3aICaHHBIX TaM KITF0Y e,
KaK MpaBWiIo, 0TOOPAKAIOTCS HYJIIMHM HE3aBUCHMO OT MX HACTOSIIUX 3HAY CHUIA.

4. B ciayuyae 0e3yCHeIHOro BHINOJHEHNS KOMaHIbl OKOLIKO pe3ysbTara
CTaHOBUTCS IyCThIM, a B CTPOKE CTaTyca oToOpaxaercs ko omnoku. Ecim
NPUYHMHOM OIIMOKH ABJII€TCS HapyLLIEHUE IpaBa 0CTyNa K BBIOpaHHOMY OJIOKY,
JaTbHE Ui 0OMEH C KapTOi HEBO3MOKEH.

3.14.7 3anucatb

1. Knorka «3armmcarh» npeiHa3Hau€Ha JJIsI BBITIOJIHEHUS KOMAaH/IbI 3aIiCH
COJIEPIKUMOT0 OKOIIIKa BBOJIA CJIEBA OT KHOTIKH B OJIOK, BEIOpaHHBIN B
BBIMAIA0IIMX cTcKax «CekTop» U «bIoK-pe3yabTam.

2. ®opmar BBoJA — 32 miecTHaAIATepUIHBIX 1M pbI, cumBoJbl A, B, C, D, E, F
MOTYT OBITh KaK MPOTIMCHBIMU, TaK ¥ CTPOYHBIMH, PO OEITbI UTHOPUPYIOTCS.

3. Ilepen BbINOJIHEHHEM KOMAH/IBI 3AIHCU HEOOXOUMO MPOBECTH Ay TEHTU(PHKALIIIO
BBIOPAHHOTO CEKTOPa C MPAaBOM 3alUCH B BBIOPAHHBIH OJIOK.

4. B cityyae yCIIEIIHOTO BBINOJHEHHUSI KOMAH/IbI B CTPOKE CTAaTyca 0TOOpakaeTcst
COK”
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5. B ciryqae 6e3ycrnenirHoTo BBIIOJIHEHHS! KOMaH/IbI B CTPOKE CTaryca
0oTOOpaxaeTcs Ko1 omMOKK. Eciu mpuauHO M OMTMOKY SIBIISIETCS HAPYIICHHE
npaBa I0CTymna K BEIOpaHHOMY OJIOKY, TalbHEUIIN 0OMEH ¢ KapToi
HEBO3MOYKEH.

6. BHUMAHUE! Heoco3HaHHast 3armich MPOM3BOJIbHOM MHPOPMALMH B TIOCJIE THHIA
6JI0K cexTopa (Tpeiiiep) NpUBOAUT K 6€3BO3BPATHOMN MOTEPE 3TOTO CEKTOPA.

3.14.8 Decrement

1. Knonka «Decrementy npeiHa3HaueHA 111 yMEHBIICHUS 3HAYSHUSI 0JI0Ka,
KOTOPBI 10JDKeH uMeTh Tur “Value block”.

2. BrrauraemMoe 3HaYCHUE BBOJIUTCS B OKOIIKE CIlpaBa OT KHONKU. DopMar BBo1a —
JIECTUYHBIA O€3 3HaKa.

3. Ilepen BbIMOJIHEHHEM KOMaHIBI HEOOXOAMMO MPOBECTH ayTEHTUDUKALIIO
BBIOPAHHOTO CEKTOpa C MPABOM BBITIOJIHEHHS IaHHO M OTIepalyii, a Tak’Ke BbIOpaTh
UCXO/IHBIN OJIOK U OJI0K-pe3ynbTar (cM. 1.2.5.3).

4. B ciydae ycrienrHOTO BBITIOJTHEHHSI KOMAHIIbI B CTPOKE CTaTyca 0ToOpaXkaeTest
GOK”

5. B ciydae 6e3ycneniHoro BbINOJHEHUS KOMaH/bl B CTPOKE CTaryca
oToOpaxaeTcs Ko omuOku. Ecim npuarHO M o1HOKY sIBJISIETCS HApyIIeHUE
npaBa I0CTyMa, JabHEUIINi 0OMEH C KapTOi HEBO3MOJKEH.

3.14.9 Increment

1. Kuomnka «Increment» npeiHazHaueHa AJis1 yBEIMUESHUSI 3HAU€HUA OJI0Ka, KOTOPBIN
noJpkeH nMmeTh v “Value block™.

2. JloGaBisieMoe 3HaUC€HHE BBOJIMTCS B OKOIIIKE CpaBa OT KHOTIKKA. dopmar BBOIa
— IeCATUYHBIN O0€e3 3HaKa.

3. Ilepen BbIMOJIHEHHEM KOMaHIBI HEOOXOAMMO MPOBECTH ayTEHTUDUKALIIO
BBIOPAHHOTO CEKTOPA C MPABOM BHITIOJIHEHHS JJAHHO M OTIepalvy, a TAK)Ke BHIOpATh
MCXOJHBIN OJIOK U OJIOK-pe3ynbTar (cm. 1.2.13.4).

4. B ciaydae yCHelTHOTO BBINIOJIHEHHS! KOMAaHJIbl B CTPOKE CTaTyca 0ToOpaXaeTcst
COK”

5. B ciryyae 6e3ycrnentHoro BBIOJIHEHHS! KOMaH/Ibl B CTPOKE cTaryca
oTOOpaxaeTcs Ko1 omMOKK. Eciu mpuarHO M OITMOKY SIBJISIETCSI HAPYIIIEHHUE
npaBa JI0CTYyMa, JadbHEHIINi 0OMEH C KapTOi HEBO3MOJKEH.

3.14.10 Restore

1. Knomka «Restorey npegHazHaueHa 151 KOTIMPOBAHKS 3HAYE€HUS M3 OJTHOTO OJI0Ka
B Apyroit. O6a 6moka qosmkHbl mMeTh Tvl “Value block™.
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2. Ilepen BBINIOTHEHHEM KOMaH/IbI HEOOXOUMO TPOBECTHU Ay TCHTU(PHKAIIIO
BBIOPAHHOTO CEKTOPA C MPABOM BHITIOJTHCHHS JTAaHHOH OTIC paliH, a TAK)Ke BHIOPATh
HCXOHBIN OJIOK 1 OJI0K-pe3ynbTar (cm. 1.2.13.4).

3. B ciydae ycnienmHoro BBINOJIHEHUSI KOMaHIbl B CTPOKE CTaTyca 0TOOpakaeTcst
‘OK)’

4. B coydyae 6€3yCrenTHOro BIMOJTHEHASI KOMaHIIbl B CTPOKE CTaTyca
oToOpaxaeTcs Ko omuOku. Ecim nprarHO M OMHOKY SIBISIETCS HApYIICHUE
npaBa JOCTyMa, JTbHEUIIINI 0OMEH C KapTOil HEBO3MOKEH.

3.14.11 CmeHa knroyva

1. Ykaxure HomMep 3amicH kitoua B SAM-moynie.
. YKaxuTe BEpCHIO KIIF0Ua B 3aIFCH KJTF0Ya JIJIsl CMEHBI B Kiitoua A kaptel Mifare.
. YKaxuTe BepCcHIo KIIIoUa B 3aIMCH KITF0Ya JIJIsl CMEHbI B Kiltoua B kapte1 Mifare.

. Beeaure Ourbr noctymna B popmare HEX.

|V I SN VS N \S]

. YKaxuTe JOTOJHUTEIbHBIE MTapaMeTpbl: IU(POBaHNE KITI0YA IPU CUUTHIBAHNN U3
SAM-Mo1yInst ¥ KCTIOJIb30BaHKe UBEepcUUKaImy kiodeid A u B.

)

. Haxxmure KHOTIKY «BBITOJTHUTHY.

7.B CJIydac yCIICIIHOT'O BBIIOJIHCHUA KOMAHIbI B CTPOKE CTATyCa 0T06pa)KaCTC$I
COK”

3.15 SAM Mifare Plus

Crpannma «SAM Mifare Plus» npeiHa3HaueHa /1151 BBINOJIHEHUS OTICPAIHM C OTHOM
WM HECKOJIbKUMHU KapTamu Trrna Mifare Plus mocpenctBom SAM-Moayis.
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Contactless SmartCard Reader v57.00 = = Eg
Mifare | Mifare Plus | DESFire UhtraLight(C) (SAM) [ S0 15693

WHTeppeiic | AsTononck | Cuntoisatens | NFCEE3 | SAM-ogyns | MNepcoranusaua SAM-ogyna | SAM Mifare Plus | SAM Mifare | Je={]
uio RATS | Dr Ds Baudrate DESELECT
Morvsscronit kanan g hd Homep knioua: Bepcua knioua:

MepcoHanusawan

Tun 3Hau9Hmn:[M|mRE Data/Value blocks, sector trailers v] Cektop: 0 Brow: 0 Write All Keys | | Write Perso || Commit Perso

AyTEHTUPMKALNA

Authenticate Kmou:[AES Sector Keys(Key A) v] Homep cerropa: 0 Reset Auth | Diversfication input:

Tun: @ Firt () Following  Pexam: LenCap: PCDcap:

Pafiota ¢ mamHsMm

Tun Gnoka: [MIFPAF{E Data/Walue blocks, sector trailers - ] Cektop: 0 Bnok & cextope: 0
Ynecno Bnokos: 1 MpowTats AaHHee | | Jammcars gaHHee T e 3rauenwe (Value): 1
512 Mpountate muoro Gnokoe || SL2 3anmcate mHoro Gnokoe | | Increment | | Decrement
Davsiz (HEX): « | WIMAC & omarige Proximity check
npposaHue
-
Virtual Card
IIDs: 000DD000DD00D0000000000000000000 - PiccCap: 0000  Info: 00 UIDlength: 4 LID: 00000000
3anmck knioveit - ENC 3anmcw Knioveit - MAC RndQ
Homep Krioua: Bepcus Kioa: Homep Kiova: Bepovs kmoua: 000000000000000000000000
ofiaents ] [ CuMcTMTE ] Mapei: [ v] [ Support ] [ Select ”Deselect]

3.15.1 Jlornyeckum KkaHan

1. Ilone «Jlornueckuii kKaHam» MpeJHA3HAYEHO JJIsl BBIOOpA JJOTHYECKOTO KaHasia
SAM-MoayIs, B KOHTEKCTE KOTOPOTO OYAYT BHINOJIHATHCS OTEPaLHHL

3.15.2 BbI6op HOMepa u BepcuM Knroya B Tabnmue SAM-moayns

1. Ilone «Homep kmrovay npeiHa3HAu€HO /Jis BEIOOpa HoMepa Kimroua B SAM-
MOJIyJIe, ¢ KOTOPBIM OyJIeT MpoBeeHa JallbHEeHIIas OniepaIys.

2. Ilone «Bepcus kmro4a» npeiHa3Hau€HO JIs1 BRIOOpa Bepcuu Kimtoua B SAM-
MOJIyJIe, ¢ KOTOPBIM OyJIeT MpoBeeHa JallbHEeHIIas OniepaIys.

3.15.3 AyTteHTUMKaumuna

Opranbl yrpaBrieHus1 ayTeHTU(UKAIe ! 00beIMHEHBI B TPYIITY «AyTeHTU(DUKALIVD.
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3.15.3.1 BbINONHUTbL NepPBUYHYIO ayTeHTU( MKaLUIo KapTbl.

JU1s 3TOT0 yKa)KUTe THII KJTF04a B BhlMaato1eM crimcke «Kimouy, Homep cekropa
1 ayteHtudukaimm (rose «Homep cextopay), Homep u Bepcuto Kimoda (cm. 2.14.2)
JUIa ayTeHTuduKaimy, Beioepure v «Firsty, ykaxxure npaBuibHbIN pexxum (SLO, SL2,
SL3). B mone «Diversification input» BBeauTe JaHHbIE AUBEPCUPHKALIK B popmare
HEX, mi60 octaBbTe nosie myctbiM. [lose «LenCap» octaBbTe paBHbIM () M1 HOOKMUTE
KHOTIKY «Authenticatey.

3.15.3.2 BbInonHUTbL NocneayloLyo ayTe HTUUKaLmio KapTbl.

J171s 3TOTO yKa)KUTe THII KJTF0Ya B BbINaaato1ieM crmcke «Kimouy, Homep cextopa
11t ayrenTudukarmm (rosie «Homep cekropay), Homep U Bepcuro kioua (cm. 2.14.2)
IS ayTeHTU(UKaIy, BiOepure Trm «Secondy, yKakuTe npaBmwibHbIN pexxrM (SLO,
SL2, SL3). B none «Diversification input» BBeuTe 1aHHbIE AHBEPCUDUKAIIN B
dopmare HEX, miu6o octaBwTe moste mycThiM. [loste «LenCap» octaBbTe paBHBIM 0 1
Ha)KMUTE KHOTIKY «Authenticatey.

3.15.4 Pa6oTta c BUpTyanbHbIMK KapTamMu

Opransl ynpaBiieHus: pab0ThI ¢ BUPTYaIbHBIMH KapTaMU 00'hETMHEHBI B TPYTITY
«Virtual Cardy.

3.15.4.1 B cnucke «lIDs» BBeguTe uaeHtucdnkaTopbl MHPpacTpykTyphbl (32 cumBona HEX-koaa) —
BBOAATCS B norie 1 XXMETtcAa KHonka «[o6aButb». CNMCOK MOXHO OYMCTUTbL KHOMKOMN
«O4YnNCcTUTHL».

1. B rpynmnax «3anucu witoueit — ENCy» u «3anucu kiouein — MAC» B MOJSX «<HOMED
KII0Ya» U «BEPCUS KII0Ya» YKAKUTE COOTBETCTBEHHO HOMEPA U BEPCUH Tap KIHOYeH
s nmdpoBanus naHHbIX U A reHepanuu noanucu (VC Polling ENC Key u VC
Polling MAC Key) u HaxkMuTe KHOTIKY «J[00aBUTEY. DTy ONEpaIuio Clie yeT MOBTOPSThH
JUTSL KaXKJIOW Mapbl KII0Yel, KOTOPYIO ClIeyeT NCIoJb30BaTh npu noadope 1ID.

2. HaxxMuTe KHOIKY «SUupporty.

B ClIydac yCIICHOro BbINTOJJHCHUA KOMAaH/IbI, 6y,I[y1“ 3aIIOJIHCHBI 3HAYCHUAMUA CICAYIOIIMC
I10JIA.

3.15.4.1.1 B none «PiccCap» ByayT NOMeLL eHbl MPOYUTAHHBbIE XapaKTEPUCTUKN KapThl (2 BanTa, B BMAE
HEX-cvmBoros).

1. B mone «Info» Oynet nomenieHa npounranHas nHpopmarmst o kapre (0x83 — 4
6aiir UID, 0x03 — 7 6aiir UID).

2. B mone «UID Length» 6yaeT nomernieHa qiuHa B 6aiftax mpoYUTaHHOTO
WIEeHTU(DUKATOPA KapThI.

3. B mone «UIDy Oynet momenieH NpoYUTaHHbIN HASHTU(HUKATOP KapThl K HAOOP
OaitroB magaupoBku B e HEX-cumBooB.

© 2018 AkyuoHepHoe obwecmso "MukpodOM"



66 PykoBoactBo nonb3oBaTtensa CleSCaR

4. B monie «RndQ» OyaeT noMenieH BEKTOP CIydalHbIX OANT, aCCOIMUPYIONIUNACS B
SAM-monyne ¢ nanHo kaproi, B Bune HEX-cumBoJioB.

3.15.4.1.2 B nonsax «Homep krtovay» n «Bepcus kroyay (cM. 2.14.2) ykaxute 3anuck kntova B SAM-mopyre,
B KOTOpon xpaHuTtcs knoy Select VC Key.

1. B mone «RndQ» BBeaMTE BEKTOP CIIydalHBIX OaMT, acCOIMUPYIONTHIACST B SAM-
MOJyJie ¢ JaHHOM KapTo#, B Buae HEX-cumBoIIOB.

2. Haxmure kHOTIKY «Select».

3.15.4.2 OtmeHa BblGOpa BMpPTyasibHOM KapThbl

Haxxmure xHOTIKY «Deselecty.

3.15.5 [Mouck penenHomn ataku

Oprasnb! yrpaBiieHUsl IONCKOM peJieHHOM aTaku 00beTMHEeHBI B Tpymy «Proximity
check».

3.15.5.1 B nonsax «Homep kno4ya» n «Bepcusa kno4va» (cMm. 2.14.2) ykaxxute 3anucb Knio4va B
SAM-moayne, B KoTopon xpaHutca ko4 Proximity Check Key.

1. Haxxmure kHomiky «Check proximity.

B ocTtanpHOM paboTa ¢ 31eMeHTaMu YIIPaBISHUS B 9TOM OKHE aHAJIOTHIHA paboTe C
okHOM “Mifare Plus”.

3.15.6 CwmeHa knwoua

JI71s1 CMEHBI KITr04a YKaKHUTE:

® TUII KJIIOYA B BhIafato1eM crcke «Tum 0J0ka» B rpymime 371eMEeHTOB
ynpasienus «PaboTa ¢ JaHHBIMID;

® HOMEp CEKTOPa, €CJIM KIII0Y - OT cekTopa (moJie «CeKkTop» B IpyIIIe AIEMEHTOB
yrpasierus «PadoTa ¢ JaHHEIMID);

e HOMEp M Bepcuio Kiroya (cMm. 2.14.2) B SAM-monyre.

[Tocne HacTpoiiku napamMeTpoB, HAKMUTE «CMEHUTH KITIOU).

3.16 PRS533

Crpanuna «PR533)» npeinazHaueHa 11 BBINIOJIHEHHS CIIEIMATM3UPOBAHHBIX KOMAaH]L
ympasiennsi cautbiBatesieM PC/SC Ha 6a3e mukpocxemsl NXP PR533.
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3.16.1

F =

Contactless SmartCard Reader v6.2 o e

| Mrrepmeitc | Astononex | NFCE83 | T = CL | Mifare | Utralight(C) (SAM) | PR533 | PC/SC Transparent |

PafioTa ¢ permcTpami cunTeIBEaTENA AKTWEALMA / AEAKTMBALMA KapT KoH$uryprpoBaHie cuMTeIBaTENA
Appec (HEX): 6106~ @ Tun A (JEWEL 1 15014443 A) @ MakcumansHan ckopocTs kapt 150144434
() Tun B (15014443 B) [‘ID’BKbps W3 CYUNTLIBETENA B KSPTY ¥ I 106Kbps vz KapTLl B CYMTEIEATENE v]

I 3navenwe (HEX): 1B FeliCa 212kBps

. @P
©) FelCa 424kBps _ Paponone [ Bicniownts ATD 1 pagonone ]

Monyuenne cTaTyca paboTsl cunTEIEaTENA © T B () Kongwrypawa ATD  ©Paszosce COCTORHWE CYMTHIBATENA:
’ Monywms cTaTyc ] (@) picoPass [Tan B (T B'] [ Tvn picoPass | ( Tin FeliCa 424 ] Tun FeliCa 212 || Maysa 2 |

() EMVeo2.0.1 OnutensHocTs nayse:: 30 KonuyecTso NOBTOPHEDE NOMBITOK: |
Owwbika: () Oeakmsawn InRelease

[ BrniounTe BETOMETMYECKDE YNpasneH1e BHeWHWM CEETO M0 00M ]

() Oeakmsawn InRelease EMVeo

. o
fi|  Howepuem: o Tun B - SoF /EoF: [EoFSoFAdiust | [EoFSoFWidth ][ FreScaler * 2
CropocTs npuema: I R L l () Avanorossle yoTaHoskM AnA Tkna A 106kBps (HEX)
CropocTs nepesau: Taiimep sawwmel, 1 = 10me ( - | fHanoroesie yotaHoskw ana FeliCa 212/424kBps
() AHanorossle yoTaHosku anA Tuna B 106kBps

Tin mMogynALm: 6000 () Aranorogbie yoTaHoskw anA 150144434 o7 212 no 847kBps
YCTEHOBKE BHYTDEHHVX MapaMeTpos Monyyerne Bepcim RFCfg GsNOn CWGsP ModGsFP
[NP‘D Used][CID Used][TDﬁ Powered] YeTaHoenTs ‘ DemodRfOn RxThreshold DemodRFCH
[Auto RATS ][ Auto Br Negotiation | | napamepel GsNOFF ModWidth MFNFC TxBitPhase
PatoTa ¢ GPIO cumTmisaTens Urerme 424 kbps 847 kbps

Monyuerie AaHHoX RxThreshold RxThreshold

3anuce
|-|DpT P3: ModWidth MFMFC ModWidth MifMNFC
MopT P?: [BanucaTb] [ MpounTtate ] [ MonyuuTs faHHse ]

[ BrinonHuTs ]

Patota ¢ TDA (SAMmonvis)

Brentounte TDA | | Axmvenposats | Ompasxa: 80 60 00 00 00 Mpuém: Deakmerposats ” BeiknounTe TD:\]

13:45:16.363 ROK -
13:45:15.848 T PC/5C Write GPIO C-APDU = FF E1 0101 02 80 00
13:45:15.864 ROK
13:45:20.923 T PC/SC Write GPIO C-APDU = FFE101 0102 34 00
13:45:20.938 ROK
13:51:00.362 T PC/5C Write GPIO C-APDU = FF E1 01 01 02 80 00
13:51:00.367 ROK
13:51:01.855 T PC/5C Write GPIO C-APDU = FF E1 0101 02 84 00
13:51:01.875 R OK

A .m

] [}

0K

e

[lepen naganom pabotsr co cunthiBarenaeM PC/SC Ha 6a3e mukpocxembl NXP PR533, Ha
Bitazke «MuTepdeiic» Beioepute Tum nntepderica PC/SC n HaxmuTe Ha KHOIKY «
OTKpBITHY. 3aTeM NEpENNTE Ha BKIAIKY «ABTONOMCK» U ITOAHECUTE KapTy K
cunThiBaTento. Korna kapra nos;BUTCS B CIIUCKE HAalICHHBIX KAPT, MOXKHO
neperTounThes Ha BKiaaky «PR533». Ha nporsokennn Bcero nepuona paboTsl co
Brinankoil «PR533», kapra nomkHa HEeNMpepbIBHO HAXOAUTHCS B 1OJIe CUMTHIBaTENs. Ecu
KapTa Oblja yAajaeHa, To €€ Hy)KHO CHOBA BHECTH U CHOBA aKTMBHUPOBATh, BEPHYBIIMCH Ha
BKJIQJIKy «ABTOIIOHUCKY.

Pa6oTa c peructpamu

1. I[Tone BBona «Anpec (HEX)» npeqHazHadeHo [JIs yKa3aHus ajpeca peructpa s
yteHus (popmar HEX).

2. Ilone BBOa/BeIBOAA «3HaueHue (HEX)» npenHaznaueHo 119 BBOA 3HAY CHUS
3aIMMCHIBAEMOTO PETHCTPA WIH JIJIST BEIBOAA COICPKUMOTO PETHUCTPA MPU €T0 YTSHAN
(popmar HEX).

3. Knomnka «IIpouurars) npenHazHayeHa JJIsl YTEHUS 3HAYCHUS PETUCTPA C
YKa3aHHbIM a/IpECOM.
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4. KHorika «3ammcars) NpeHa3HaueHa JJIsl 3alMCH 331aHHOTO 3HAYE€HUsI PETUcTpa
0 YKa3aHHOMY aJIpecy.

3.16.2 [lonyyeHue cTtatyca
1. Knomka «ITomyqurs cTaTyc» npeHa3HaueHa 1JIsl YTeHHs CTaTyca paboTh
CUUTHhIBATCIIA.

2. B none BriBo1a «OmnOka» OyaeT MponrcaHo 3HAYeHUE MOCIIETHE OMOKH B
paboTe CUMTHIBATEISI, €CJIM TaKas ObLa.

3. B noze BeiBoa «HoMep niemm» OyaeT mpomican HoMep 1ei (CM.
JTOKyMeHTammo Ha komanny GetStatus).

4. B Bemanatomem crmcke «CKOpocTh MpreMay OyJeT yKa3aHa BRIYUTAHHAS 13
CUUTHIBATEIIS TEKYILAsi CKOPOCTh MPUEMA TAHHBIX 10 PAJAOKAHAITY.

5. B Bemagaroniem cmicke «CKOpocTh niepeiaumy OyieT yKa3aHa BEIYUTaHHAS U3
CUUTBIBATEJISl TEKYIIas CKOPOCTh Mepe/1ayy JaHHBIX TI0 paluOKaHATY.

6. B Bemagaromiem crmcke « T Moy sty OyieT yka3aH BbIYUTaHHBIN 13
CYUTBIBATE A TEKYLMI TUII MO LYJIALMH IIPY IIEPE1ade TaHHBIX [0 paJHOKAHAIY.

3.16.3 YcTtaHOBKa BHYTpPeHHUX napameTpoB

1. Ycranosure 3HaueHust mapameTpoB: «NAD Usedy, «CID Used», «TDA
Powered», «Auto RATS», «Auto Br Negotiation» - HaxaTreM/0TKaTHEM
COOTBETCTBYIOIIUX KHOTIOK (CM. JOKyMeHTaipo Ha SetParameters).

2. KHorka «Y cTaHOBUTH» MPeTHA3HAYEHA JIJIs1 YCTAHOBKH 3a/1aHHBIX TAPaMETPOB.

3.16.4 Pab6otac GPIO

1. st ycranoBku 3Hauenniit GPIO, Haxxmure / 0TOKMUTE COOTBETCTBYIOIIME
kHOTIKH B cTpoke «Ilopt P3» u «Ilopt P7», B rpymme «3armch» (CM. JOKYMEHTAIMIO HA
komanny SetGPIO).

2. KHorka «3anmcarsy npeaHa3HadeHa 11 3anicu 3a1aHHbix 3Hadennid GPIO.
3. Knorka «IIpouurare» npeanasHaueHa 1711 yteHust 3HaueHnid GP1O cuwnrbiBaress.

4. Boruurannbie 3Hauennss GP1O, otoOpa3siTcs HaxatueM / oTKatuem
COOTBETCTBYIOINX KHOTIOK B cTpoke «Ilopt P3» u «Ilopt P7», B rpymme
«Yrenue» (cM. noxkymenraipro Ha komanny GetGPIO).

3.16.5 AkTMBauusa / geakTtuBaums KapT

1. Ykaxure B MEPeKITIOYAIOIIEMCS CIIFCKE THIT KapThl, KOTOPYIO TpeOyeTCs
aKTUBUPOBATH, JIMOO BHIOCPUTE OJIMH U3 JIBYX BapHUAHTOB JI€aKTHBAIH.
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2. KHorika «BbINoJHUTS (/1€)aKTUBALMIO» TPETHA3HAY €HA BHITIOJIHEHUS aKTUBALM
3aJ1aHHOM Ha mm1are 1 KapThl, TMOO BRIOPAHHOTO HA TOM K€ IIare 1 Tura JeaKkTUBAIIH.

3.16.6 Taumep 3awmnTbI

1. YcranoBure B 1oJie BBO/JIa sKeJIaeMO€ 3HAYEHHUE 171 TaiiMepa 3amutel (1 = 10
MC.).

2. KHorika «Y cTaHOBUTHY MpeJHa3HAYEHA /111 YCTAHOBKH 3a/1aHHOTO 3HAYEHUs
TanMepa.

3.16.7 [lonyyeHune Bepcuu

1. Knomka «HOJ'Iy‘II/lTB BCPCHUIO» NPpCAHA3HAYCHA IJIA TI0JIYUCHUSA BEPCUU
CUMTBIBATCJIIA.

2. B mone BbIBOJ4a 0T06paSI/ITC$I BbIUHTAHHAA M3 CHUTBIBATCJEI €TI0 BECPCUA.

3.16.8 lMony4yeHune faHHbIX

1. BeiOepure 13 BHIKUTHOTO CTIMCKA THIT JAHHBIX, KOTOPBIE TPEOYETCS MOTYIHTh.

2. KHormka «llomy4yurs JaHHbIe) NpeaHa3HaueHa ISl OJTyYE€HHST HY>KHBIX JJAHHBIX W3
CUMUTBLIBATEIIS.

3. B moJie BbIBO1a 0TOOPA3ATCs BEIYUTAHHBIC W3 CUUTHIBATEIIS JIaHHBIE.

3.16.9 KoHdurypupoBaHue

1. Ykaxure Tpymiy napamMeTpoB, KOTOPYIO TpeOyeTcsi CKOHUTYpUPOBaTh - BBIOPaB
COOTBETCTBYIOIINI IYHKT CPEIU NIEPEKITFOYATEIIEI.

2. 3anaiite mapamMeTpbl KOHPUTYPUPOBAHKS COOTBETCTBYIOIICH IPYIIIbI - OHU
PAacTIONIOKEHBI JI0 MIEPEKIF0YATeIIsl Ha OUePeTHYIO TPYIIITY IapaMeTPOB.

3. Knomka «BBINOTHUTEY MpeTHa3HAYEHA JIJIS1 YCTAHOBKH BEIOPAHHO M TPYIIIIBI
MapaMeTPOB KOHPHUT'ypaId.

3.16.9.1 MakcumanbHas ckopocTb KapT 1SO14443-4

VYKaxuTe MaKCUMAaIbHYIO CKOPOCTb TPH Nepejiade OT CYUTHIBATEIIS K KapTe U
obOparHo.

3.16.9.2 Papguonone

Haxatnem xHomku «Brmouunts ATD u paguoniosey yKkaxure, TpeOyeTcs jam
NEePeKIMIOYUTh PekuM B ATD win BBIATH U3 3TOTO peKUMA.
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3.16.9.3

3.16.9.4

3.16.9.5

3.16.9.6

3.16.9.7

KoHdurypauma ATD

1. B rpymme «®a30B0€ COCTOSIHUE CUUTHIBATEIIS HAKMUTE HA T€ KHOTIKH, KOTOPbIE
COOTBETCTBYIOT (DA30BBIM COCTOSIHUSIM CUHUTHIBATEIISI, KOTOPhIE TPEOYETCS] OCTAaBUTH B
ero ke ATD.

2. YKaxure JIUTESIbHOCTD May3bl B M0JI€ BBOIA «/[JIMTEIbHOCTH Nay3bD».

3. VKaxure KOJIUIECTBO TIOBTOPHBIX TIOIIBITOK B IIOJIC BBOJIA «KonmaecTBo
TOBTOPHBIX IIOIILITOK».

4. Haxxure/0TOXKMUTE KHOTIKY «BKITFOUUTH aBTOMATHYECKOE YIPABJICHHE BHEIITHAM
CBETOTHOIOM.

5. Haxkxmure/oToKMHTE KHOTIKH HacTpoek B rpymme «Tur B - SoF/EoF».
AnanoroBble yctaHoBkU ansa Tuna A 106kBps (HEX)

VY cranoBure 3HaueHus B noJisix BBojaa: «RFCfgy», «GsNOny», «CWGsPy,
«ModGsP», «DemodRfOn», «RxThreshold», «DemodRfOff), «GsNOffy,
«ModWidthy», «MifNFCy», «TxBitPhase».

AHanoroBble yctaHoBku ans FeliCa 212/424kBps

VYcranoBure 3naueHus B nossix BBoia: «RFCfgy, «GsNOny», «CWGsPy,
«ModGsP», «DemodR{fOny», «RxThreshold», «DemodRfOffy», « GsSNOTfD».

AnanoroBble yctaHoBKU ansa Tuna B 106kBps

VYcTanoBuTe 3HaUeHU B HOJIX BBo1a: «GSNOny», «ModGsPy», «RxThresholdy.

AHanoroBble yctaHoBKkM ans 1S014443-4 ot 212 po 847kBps

VYcranosure 3HaueHys B 101X BBo1a: «RxThreshold», «ModWidth», «MifNFC», a
TaKOKe B TPYIIaX MOJeH BBOJA:

«424 kbps» u «847 kbps».

3.16.10 Pa6oTa c TDA (SAM-moaynem)

TDA - o603nauenue mukpocxeM NXP, UCTOJIb3yeMbIX B KaU€CTBE MOCPETHUKA JIJIS
ynpasieHus SAM-MOyJIEM B CUUTBIBATEIIE.

3.16.10.1 NepBOHavYanbHasA HacTpoMka

B rpymme anemenToB ynpasnenns «PaboTa ¢ perucTpaMu CYUTHIBATEIS»:

1) BeIOepuTe B BEIKMIHOM CIHCKE «Anpecy 3HaueHue 6106, a B BBIKUTHOM CIICKE
«3Hauenne» - 1B;
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2) HAXXMUTE Ha KHOTIKY «3amnucarby.

3.16.10.2 MNepekntoyeHne TDA (SAM-moayns)

B rpymme snemenros ynpasnenus «Pabota ¢ GPIO cuurbiBarens»:
1) BrmounTe KHOTIKY «Vall»;
2) HaxMuTe Ha KHOTIKY «IIpouunrarsy;

3) BKIIIOUHTE WIK OTKIIOUHTE KHOTIKY «P34» (mepeximovaeT Mex1y IByMsI
xoJiepamu SAM-moyis);

4) HAXMHUTE HA KHOTIKY «3armcarhby.

[Tpumeuanue. [1ociie BBINOJHEHUS TAHHO M MO CJIEI0BATEIbHOCTH KOMaH/I B BallleM
MPOTPaMMHOM KOJI€, CJIeAYET cAeaTh nay3y B MUHUMYM 60 Mc.

3.16.10.3 BknroyeHue TDA

B rpymmie snementoB ynpaenenus «Padota ¢ TDA» HaxMure Ha KHOTIKY «BKITFOUUTH
TDA.

3.16.10.4 AkTuBupoBatb SAM-moaynb

B rpymme snemenroB ynpaenenus «Pabota ¢ TDA» HaxMure Ha KHOTIKY
«AKTUBUPOBATHY.

3.16.10.5 O6meH paHHbIMU ¢ SAM-moagynem

B rpymmie snemenroB ynpasnenust «Pabota ¢ TDA»:

1) BBequre nannsie APDU nist otnpaBku B SAM-monyines B popmare HEX B mosie
«OTmpaBka: »;
2) HaxMuTe Ha KHOTIKY «O0OMen»;

3) B ciyyae ycnenrHoro oOMeHa JaHHbIMH, B TioJie «IIpuem:» npouuraitre
TMOJTyYEHHBI OTBET.

3.16.10.6 OJeaktTnBupoBatb SAM-moaynb

B rpymme snementoB ynpasnenus «Padota ¢ TDA» HaKMuUTE Ha KHOTIKY
«J/leakTuBHpOBATHY.

3.16.10.7 BbikntoyeHne TDA

B rpymme snemenroB ynpaenenus «Pabota ¢ TDA» HaxMure Ha KHOTIKY
«Boixmouurs TDAY.
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3.16.11 PaboTa co 3BykoM

JI1 BKIIOUEHUs HENIPEPBIBHOTO 3BYKOBOTO CHTHAJIA, B IPYIINIE 3JIEMEHTOB
ynpasnenust «Pabota ¢ GPIO cuurbiBatesis»:

1) BrmounTe KHOTIKY «Vall»;
2) oTKIIOYUTE KHOTIKY «P32»;

3) HaXMUTE HA KHOTIKY «3aIcarby.

J171 BBIKITIOUEHNUSI HEIPEPBIBHOTO 3BYKOBOI'O CUI'HAJIa, B TPYIIIE JIEMEHTOB
ympasienus «Pabota ¢ GPIO cuursiBatesiy:

1) BmounTe KHOTIKY «Vall»;
2) BKIIOUMTE KHOTIKY «P32);

3) HAKMUTE HA KHOTIKY «3ammcarb.

IIprmedanue. Bel Takke MOKETE MPEIBAPUTEIILHO IIyHKTaM 2, BBIUMTATh TEKYLIECE
coctosinue GPIO, HaxxaB nocie BHINOJIHEHUS IyHKTOB |, Ha KHOTIKY «IIpounTarsy.

3.17 PC/SC Transparent

Crpanunia «PC/SC Transparent» npeaHa3Hau€Ha 1J1s1 TECTUPOBAHMS MEXaHU3Ma
NPO3payHbIX CeCCHil cuMThIBaTeNiel, paboTaromux rno npotokoiay PC/SC.
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E AEH|

Wrrepspeiic | Aetonoumck | T =CL || Mifare | Ultralight(C) | PR533| PC/SC Transparent

MapareTpel MpospadHeil ofkeH

[JPazmep kanpa ana cuireisarena Integer [FSDI) |16 w [[] P nar nepeaaum 1 nprera

[ Paamep kanpa an kapTel Integer [FSC1) (16 = [ Hotiaeute CRC k nepeasastbii 4aHHEIM, B COOTBETCTEWA C NPOTOK0NOM ]

] Bpera owmaarus kanpa ana Texywedi kapTe Time Integer (FwTI) [0 [Bc’rasmb T YETHOCTH B NEPEAAEAEMEIE LaHHEIE, KaK ONPEAEIEHD B npo’romne]

[ MakcumansHan cropocTe ofiMeHa, NOLIEPHHESEMAaA CHTEIBATENEM [ Mekmoumte CRC Wa NpUHATEIR 0aHHEIX, B COOTEETETEWM & NPOTOKOAOM ]
[ EamHan cropocTe No BCer HAaNpaBneHUAr I 106 kbps || 106 kbps » [ 03M3aHHE YETHOCTH B MPMHATENX A8HHEIX, KAk ONPELEeH0 B NPOTOKOE ]

[] CropoeTe ofivena ¢ TekyweR kapToR JNofaEnATE NPONDT NPOTOKONS B NEPELIEIEMEIE AAHHBIE MM YEGPATE US OTEETA,

ECAH OH ECTE

[ EAMHEA CKOPOCTE NO BCEM HANPAENEHMANM I 106 kbps » || 106 kbps »

[ T ekywmin wHaeke mogynawam | 0 [C1PCE anaIS0/EC 14443 |0 Byl 7..15 - 3apesepeMposattl, A0M#HE SbTE YCTaHOENEH & 0
[CICID ana ISOAEC 14443 |0 [IMAD ana IS0/EC 14443 |0 B cooTeeTcTEMM C dnarom [kak sanaHo B Gurax 8..15)
[INapamerpe ana ISOAEC 14443 Tun B 1:/0 |20 (3|0 |4]0 Babm qnara ana ISOAEC 15693 (HEX]: |00

[[] Kanpupasarie Guras nepeaasi [] K.anpupoeanie Guros npuera

a =
[ Keauposarste aammes (o7 cuureiearen k etke] an 1S0/EC 15693 K.ONMYECTED BANMAHBIX GITOE NOCASAHEND NPMHATOND BalTa daHHeR: (0

Pafiota c ceccuei [ Nepeaaua []Nepeaayau npuer [ Mpuem

] Start Transparent Session [ End Transparent Session [ ] Get Parameters Ornpaeka:

[ Bxnmumre pagmonane [ Beknowte pagronone [ Set Parameters Oreer:

[JBepcua - Major: |0 Minar: |0 Build: | 0 [ Tadimep: |0 [ Gt Parameters [] Set Parameters

[ NotaeTe ] [ BeinonHuTe ] [ OuHeTHTE ] [ NotiaeuTe ] [ BeinonaHute ] [ OuncTiTe ]

MepetaoyeHye NpoTokona

[ MepexaioueHue nporokona [[] Get Parameters [] Set Parameters
Eciu HeT pasaensHua Ha caoM v
YacTHeit npotokon: |0 Tun ctaHaapra: | ISOAEC 14443 Tun & e

[Tepen HagaoM paboTsi co cunthiBatesieM PC/SC Ha 6a3ze mukpocxembl NXP
PR533, na Brknanke «Murepdeiicy Beidepure tur unrepdeiica PC/SC u Haxmure Ha
KHOTIKY «OTKpBITh». 3aTeM Mepeiaure Ha BKIaJKy «ABTOMOVCK» U [OJJHECUTE KapTy K
cuuthiBaTemo. Korma kapra nosiBUTCS B CTIMCKE HAMAEHHBIX KapT, MOYKHO
nepexmountbes Ha Bkianky «PC/SC Transparent». Ha npoTsikeHnn Bcero nepuoa
padoTsl co Bimaakoi «PC/SC Transparenty, kapTa 10/HKHA HETIPEPHIBHO HAXOUTHCS B
nosie cuurhiBaresid. Ecim kapra Obuia yjaneHa, To €€ Hy)kKHO CHOBAa BHECTH M CHOBA
aKTHBUPOBATh, BEPHYBIINCH HA BKIIAIKY «ABTOTIOUCK.

JlaHHasi CTpaHULIA COAEPIKUT TPYIIIbI 37IeMEHTOB ynpaieHus «llapameTpbn»,
«Paborta c ceccuei, «IIpo3paunsiii 0OMen» u «llepekroueHne npoToKoIa».

B rpymme «IlapameTpspy OTMEUAIOTCS T€ TIApaMEeTPhl, YUTCHUE WIH 3aIHCh KOTOPBIX
clenyeT 100aBuTh K 3ampocy.

B ocTtanpHbIx rpymmax coOpaHbl KOMaHIbL, 4aCTh KOTOPBIX MOKET HCTIOJIb30BaTh
napameTpbl 13 Tpymbl « lapamMeTpbD.

K xoMaHme MokHO 100aBUTh YTEHHE/3aNMCh OJTHOTO WX HECKOJIBKUX OTMEYEHHBIX
rajjoukamu B rpyrre «llapameTpby mapaMeTpoB OJTHOBPEMEHHO.

Komannpl, Takke Kak 1 mapameTpbl, MOTYT OBITh 100aBIECHBI K 3aMPOCY HAKATUEM
Ha KHOTIKY «J{00aBHTh» B COOTBETCTBYIOIIEH IPYIITIE 3JIEMEHTOB YIPABJICHHS.
[IpwdTOM 10GaBIeHHBIE KOMaHIBI OYIyT OTOOpaXKaThCs B CTPOKE 3arpoca BIOpaHHO I
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3171

3.17.11

3.17.1.2

3.17.1.3

3.17.1.4

TPYTIIBI 3JIEMEHTOB YIPaBJICHHS B IIIECTHAALATEPUIHOM (hopmare.

K oxHOMY 3ampocy MokeT OBITh JO0OaBJIeHa O THA WA HECKOJIBKO KOMaHT, KOTOPHIC
B CBOIO OY€pe/lb MOTYT COJIepKaTh OJIUH WA HECKOJILKO MapamMeTpOB.

[Tocne Toro kak 3anmpoc chopMUPOBaAH, OH MOXKET OBITH OTIPABIICH HA CUUTHIBATEIh
HaKaTHEM KHOTIKY «BBITIOTHUTHY B COOTBETCTBYIOIIEH IPyTIIEe 2JIEMEHTOB YIPABJICHUSI.

J171st ouncTKH C(POPMHUPOBAHHOM CTPOKH 3aIPOCa, HAKMHTE HA KHOTIKY «OUHCTHTDY.

Takmm 06pa3oM, 3ampoc COCTOUT M3 OTHOM WM HECKOJILKUX KOMaHJI, YacTh U3
KOTOPBIX MOYKET BKJIFOYaTh OJIMH WIM HECKOJIBKO TTapaMeTpOB.

[TonpoGHOE ommMcaHne mapaMeTpOB U KOMaHII CMOTPHUTE B PYKOBOJICTBE
TM0JIb30BaTelIsl.

Hixe nprBoauTcst ocyie10BaTeIbHOCTh AEUCTBUM 11 BBINIOJIHEHUS TEX WIA HHBIX
KOMaH/I.

MapameTphbl

[TapameTpbl HCTIOJIB3YIOTCS TIPU BBI30BE (DYHKIMI JJ1s1 PETyJIMpOBaHUS
COIYTCTBYIOIIMX COCTOSIHAM CUUTBHIBATEIIA.

Pasmep kagpa ans cuutbiBaTens Integer (FSDI)

1. YcranoBure (uakok Ha MoJie ¢ COOTBETCTBYIOLIUM Ha3BaHHUEM.

2. B BBIKMIHOM CTIMCKE BBHIOEPUTE HYXKHBIN BapHaHT pa3Mepa Kajipa.

Pasmep kagpa ansa kaptbl Integer (FSCI)

1. YcranoBure (I)J'IEDKOK Ha MoJIC ¢ COOTBCTCTBYIOIIMM HA3BAHHCM.

2. B BBIKMITHOM CITHMCKE BHIOEPUTE HYXKHBIN BapUaHT pa3Mepa Kajipa.

Bpewmsi oxxunpgaHusa Kkagpa ana Tekywen kapTtol Time Integer (FWTI)

1. YcranoBure (uakok Ha M0Jie C COOTBETCTBYIOLIUM HAa3BaHHUEM.

2. B nosie BBO/1a BBEIUTE 3HAUEHHUE BPEMEHH COTJIACHO PYKOBOJICTBY
T0JIb30BATEISL.

MakcnmanbHas CKOpocTb OOMeHa, nogaepXxuBaeMasi cCuMTbiBaTenem

1. YctanoBure (hakKoK Ha 1MoJie ¢ COOTBETCTBYIOIUM Ha3BAHHUEM.

2. IIpu HE0O6X0AMMOCTH HAMUTE HA KHOTIKY «EIMHAs CKOPOCTH MO BCceM
HAIpPABJICHASIM).

3. YcTaHOBUTE CKOPOCTH B BHIKMIHBIX CIIMCKAX PSAJIOM.
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3.17.1.5 CkopocTb o6MeHa C TeKyLie KapTon

1. YcranoBure (bﬂa)KOK Ha TI0JIC ¢ COOTBCTCTBYIOIIIUM HA3BAHUCM.

2. IIpu He06X0AMMOCTH HAMUTE Ha KHOTIKY «EIMHas CKOpOCTH 10 BCceM
HAIPaBJICHAIM.

3. YcranoBure CKOPOCTH B BBIKMIHBIX CIIMCKAX PAJOM.

3.17.1.6 TeKkywmin uHAEKC MoOAynsALUU

1. YcranoBure (haKoK Ha 1MoJie ¢ COOTBETCTBYIOIIUM Ha3BAHHUEM.

2. B noJie BBOA pAZIOM YKQKUTE UHIEKC MOTYJIALIHIL

3.17.1.7 PCB ansa ISO/IEC 14443

1. YcranoBure (bﬂa)KOK Ha 1I0JIC € COOTBCTCTBYIOIIIUM HA3BAHUCM.

2. B none BBOJA psIOM BBEIUTE COOTBETCTBYIOLIEE 3HaUYeHHEe PCB.

3.17.1.8 CID ans ISO/IEC 14443

1. YcranoBure (hJ1akKoK Ha 1MoJie ¢ COOTBETCTBYIOIIUM Ha3BAHHUEM.

2. B nosie BBOoJa psiloM BBeiuTe cooTBeTCTRYIOMIEE 3HaueHue CID.

3.17.1.9 NAD ans ISO/IEC 14443

1. YcranoBure (bﬂa)KOK Ha 1I0JIC ¢ COOTBCTCTBYIOIIIUM HA3BAHUCM.

2. B noJie BBO1a psiAOM BBEIUTE COOTBETCTBYIOIIEE 3HaUeHne NAD.

3.17.1.10 NapameTpsl ans ISO/IEC 14443 Tun B

1. YctanoBure (hakKoK Ha 1MoJie ¢ COOTBETCTBYIOIUM Ha3BAHHUEM.

2. Yxaxure IapaMeTpPbI 1-48 COOTBCTCTBYIOIIIUX TIOJIAX BBOAA PATOM.

3.17.1.11 KognpoBaHue paHHbIX (OT cuuTbiBaTensa Kk metke) ana ISO/IEC 15693

1. YcranoBure (bJIa)KOK Ha 1I0JIC ¢ COOTBCTCTBYIOIIIUM HA3BAHUCM.

2. YKaxuTe THIT KOJIUPOBAHKS B TI0JIE BBOIA PSIOM (CM. JOKYMEHTAIHIO ).
3.17.2 Pab6ota c ceccuen

B nannHo# rpymine coOpaHpl KOMaH/IBI 171 paOOThI C TIPO3HAYHBIMU CECCHUSIMMUL
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3.17.2.1 Start Transparent Session

YcraHoBure (bﬂa)KOK Ha T1I0JIC ¢ COOTBCTCTBYIOIIIUM HA3BAHUCM.

3.17.2.2 End Transparent Session

YcTanoBure (1)J12DKOK Ha 110JI€ ¢ COOTBCTCTBYIOIIIMM HA3BAHHCM.

3.17.2.3 BknwouuTb paguonorne

YcTanoBure (1)JIEDKOK Ha I10JIE ¢ COOTBCTCTBYIOIIINM HA3BAHHCM.

3.17.2.4 BbiknouuTb paguonone

YcTanoBure (bJ'Ia)KOK Ha I1I0JIC ¢ COOTBCTCTBYIOIIIMM HAa3BAHHCM.

3.17.2.5 Bepcus

1. YcranoBure (hJiakKoK Ha 1MoJie ¢ COOTBETCTBYIOIUM Ha3BAHHUEM.

2. Beaure 3Hauenne Bepcuu criermdukarmm PC/SC, B moysix: «Major», «Minory,
«Buildy.

3.17.2.6 Tawumep

1. YcranoBure (hiaykoK Ha 1MoJie ¢ COOTBETCTBYIOIIUM Ha3BAHHUEM.

2. B nosie BBOJA psi/IOM BBEIUTE 3HAYCHHUE JIJIs1 TaUMeEpa.

3.17.2.7 Get Parameters

1. YcranoBure (bﬂa)KOK Ha 11I0JIE ¢ COOTBCTCTBYIOIIIMM HA3BAHHUCM.

2. YcTaHoBUTE NapaMETPbl, KOTOPbIE TPeOYETCsl BEIYUTATD, B TPYIIIIE SJI€MEHTOB
yrpasienus «l lapameTpbn.

3.17.2.8 Set Parameters

1. YcTanoBure (uakok Ha MOJie C COOTBETCTBYIOLIUM HAa3BaHHUEM.

2. YcTaHOBUTE NIapaMeTphl JUIS 3aIMCHU B TPYIIIE AIEMEHTOB YIIPABJICHUS
«IlapameTpbD.

3.17.3 [po3payHbin oO6MeH

B nanHo# rpymime coOpaHbl KOMaH/IbI 1JIs1 00ecTieueHUs PO3PavyHOTro 0OMeEHa
MEXKIY XOCTOM U KAPTOU.
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3.17.3.1 ®nar nepepayu n npuema

1. YcranoBure (bnancox Ha TI0JIC ¢ COOTBCTCTBYIOIIIUM HA3BAHUCM.

2. IIpu Heob6xoamMocTy, HaxkmMuTe KHOTIKY «Jlo6aButh CRC K nepenaBaeMbiM
JIaHHbIM, B COOTBETCTBHUH C MPOTOKOJIOM.

3. IIpu He0OXOAMMOCTH, HAKMUTE KHOTIKY «BCcTaBUTh OUT YETHOCTH B
niepejaBacMble JJaHHbIE, KaK OMPEIEJICHO B IPOTOKOJIE).

4. ITpu HeoOxonuMocTH, HaskMuTe KHOTIKY «Mckmounts CRC U3 NpUHATHIX JaHHBIX,
B COOTBETCTBHUHU C MPOTOKOTIOM.

5. Ilpn HE06X0AMMOCTH, HAXKMHUTE KHOTIKY «O’KHIaHHe Y€ THOCTHU B IPUHSITHIX
JIaHHBIX, KaK OTIPEICJIEHO B IPOTOKOJIE).

6. [1pu HeOOXO0AMMOCTH, HAKMHUTE KHOTIKY «J{00aBIIsITh MPOJIOT MPOTOKOJIA B
niepe1aBaeMble JaHHbIe WK yOpaTh U3 OTBETA, €CJIU OH €CThY.

7. YKa)kuTe Hy KHbIC ITAPAMETPBI B BBIKWIHBIX CITMCKAX.

8. Beenwure B nosie BBoja 3HaueHUe «baiir duara mist ISO/IEC 15693 (HEX)».

3.17.3.2 KappupoBaHue GUTOB nepenauu

1. YcranoBure (I)J'IEDKOK Ha MoJIC ¢ COOTBCTCTBYIOIIMM HA3BAHHCM.

2. BBeaure B nosie BBo1a 3HaueHUe «KoIMuecTBO BAIMIHBIX OUTOB MOCJIEIHETO
MPUHATOTO OaifTa TaHHBIX.

3.17.3.3 KappupoBaHue 6uTOB nNpmuema

1. YcTanoBure (koK Ha MOJie ¢ COOTBETCTBYIOIIUM HA3BAHHEM.
2. BBeaure B nosie BBoxa 3HaueHue «KoaImuecTBO BAIMIHBIX OUTOB MOCJIEIHETO

MPUHSITOTO OaifTa JaHHBIX).

3.17.3.4 lNepepaua

1. YcTanoBure (koK Ha MOJi€ ¢ COOTBETCTBYIOILIUM HAa3BaHHEM.

2. Beeure B noJie BBoJa «OTIpaBKa» JaHHBIE U1 OTIIPABKU B KAPTY.

3.17.3.5 [lepepaua v npuem

1. YcranoBure (hiaykoK Ha 1MoJie ¢ COOTBETCTBYIOIUM Ha3BAHHUEM.
2. Beenure B noJsie BBoa «OTHpaBKa» TaHHbIE JIJIS1 OTIPABKH B KapTy.

3. [Tocie BhIMOIHEHUS KOMAaHABI, B ToJie «OTBET» Oy/1eT MOMEIIEH MO PUHATHIN
OTBET OT CUUTHIBATEJIA.
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3.17.3.6

3.17.3.7

3.17.3.8

3174

3.17.41

3.17.4.2

3.17.4.3

Mpuem

1. YcranoBure (bﬂa)KOK Ha TI0JIC ¢ COOTBCTCTBYIOIIIUM HA3BAHUCM.

2. [locne BbIMoHEHUSI KOMaH/bI, B Tojie «OTBET» OyeT MOMEIIEH NPUHATHIA OTBET
OT CUMTHIBATEJIS.

Get Parameters

1. YcranoBure (uakok Ha MOJi€ C COOTBETCTBYIOLIUM HA3BaHHEM.

2. YcTaHoBuUTE NapaMETPbl, KOTOPbIE TPeOYETCsl BBIYUTATD, B TPYIIIIE SJIEMEHTOB
yrpasienus «l lapameTpbn.

Set Parameters

1. YcranoBure (uakok Ha MoJie ¢ COOTBETCTBYIOILIUM HAa3BaHHUEM.

2. YcTaHOBUTE NapaMeTphl JUIS 3aIMCH B TPYIIIE AIEMEHTOB YIIPABJICHUS
«IlapameTpbD.

MepekntoyeHme npoToKona

B nanHo# rpyrime coOpaHbl KOMaHABI I IEPEKITIOY €HUS IPOTOKOJIA CHUTHIBATEIIS
npu paboTe ¢ KapTaMmH.

MepeknoyeHne npotokona

1. YcranoBure (uakok Ha MoJie ¢ COOTBETCTBYIOLIUM HAa3BaHHUEM.

2. B BBIKMITHOM CITHICKE BHIOEPUTE THIT IPOTOKOJIA, HA KOTOPBIH CIIeTyeT
MEPEKITFOYUTHCS.

3. Brenure 3HaueHue B 1oJie BBoAa «HacTHBIN MPOTOKOID), €CIIU B BHIKMIHOM
CIIMCKE BBIOPAH COOTBETCTBYIOIIIHI THIT IPOTOKOJIA.

4. YKaxure Hy>KHbIIA THIT CTaHIApTa B BRIKUITHOM CICKe « Tvr cTaHmapray.

Get Parameters

1. YcranoBure (I)J'IEDKOK Ha MoJIC ¢ COOTBCTCTBYIOIIMM HA3BAHHCM.

2. YcTaHoBUTE TIapaMETPhI, KOTOPbIE TPEOYETCSl BEIYUTATD, B TPYIIIE SJIE€MEHTOB
yrpasneHus «l lapameTpbD».

Set Parameters

1. YcranoBure (bﬂa)KOK Ha 1I0JIC ¢ COOTBCTCTBYIOIIIUM HA3BAHUCM.

2. YcTaHOBUTE NapaMeTphl JUTS 3aIMCH B TPYIIIE AIEMEHTOB YIIPABJICHUS
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«IlapameTpsD».

3.18 3amyck nmporpamMmmbl

1. ITepen HauaioM pabOTHI CIICAYeT TOAKIIOYUTh CUUTHIBATEIIH K KOMITBIOTEPY
(cm. 1m.1.2).

2. 3anycturh Ha BemosHeHHE (haiin CLeSCaR.exe. [TosBuTCS MHOTOCTpaHIIHBIIA
nuaior "Contactless SmartCard Reader".

3. Hns cuursBarenst UEM RS na ctpannie «natepdeiicy Haxars kHOTIKY «COM-
nopt™ u BeIOpath HoMep COM-mopTta, K KOTOpOMY TIOJKIFOYEH CUUTHIBATE]Ib,
NOCJIE YEeTO HaXaTb KHOTIKY «OTKpBITh». B cTpoke cTaryca JOJDKHO NOSBUTHCS
«Hurepdeiic COMx oTkpsbIT ¢ mapameTpamu 9600 8N1». B npotuBHOM cityuae
JanbHeHas paboTa HEBO3MOKHA.

4. ns caursiBarenst UEM USB na ctpanutie «HTepdeiic» Haxath kHOTIKY «USB)
Y BEIOpaTh HOMEP YCTPOMCTBA, TIOCTIE YeTO HAKAaTh KHOTIKY «OTKpPBIThY». B
CTpOKe cTaryca J0JnkHO nosiButhes «Murepderic USB oTkpbIT ycniemHo». B
NPOTHBHOM cllydae AajbHelas paboTa HEBO3MOXKHA.

3.19 Pabora cunteiBaTes s 0e3 KapT

1. Ilepeiitn Ha cTpanuily «CuuTbIBaTesby. [l 0KHBI OBITH TOCTYIHBIMU KHOTIKA
«Bxn.y, «Curnam» u «Ceetoano1». Haue MOKHO MpeIroJI0 KHUTh
HEWCTIPABHOCTh KaHaJIa CBA3U MEXK/y KOMIIbIOTEPOM U CUUTHIBATEJIEM.

2. Haxarp kHOTIKY «CurHam». J{0JKHBI IPO3BYyYaTh KOPOTKHUE 3BYKOBBIE CHIHAJIBI B
KOJIMYECTBE, 33/IaHHOM B OKOILIKE CIIpaBa.

3. Jns ynpaBieHus CBETOIUOIOM HEOOXOAMMO CBEPXY OT KHOTIKU «CBETOIUO1»
3a]aTh 1IBET MUTaHWs, CJIEBA OT KHOTIKK — KOJIMYECTBO MUTaHUH, a CHUZY OT
KHOTIKH — TIBET MO CJIETYIOIIETO TIOCTOSTHHOTO CBEYESHUS, TIOCJIE YeTO HAXKATh
KHOTIKY «CBETOIHO Y.

4. Ecmu kHoTIKa «BKI1.» HE Hakata, HaKaTh e€€. J|0HKHbI CTaTh JOCTYIHBIMU BCE
OCTaJIbHBIE OPraHbl YIPABJICHHS.

5. Haxatp kHOTIKY «Bepcusi». B okonike cripaBa 10JKEH MOSIBUTHCS HOMEP BEPCUH,
Hanpumep 0x30CCFFOF0402.

6. Haxarp kHo1Ky «Cep. HOMep». B okoliike cripaBa J0HKEeH NOSIBUTHCS CEPUMHBIN
HoMep, HanpuMep 0x6534984 1.

7. 11pw BBINIOJTHEHUM K&K0M OTIEPALM B CTPOKE CTATYCA JOJDKHO MOSBIATHCS
«OK», 60 coobmeHue 00 OIIHOKe.
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3.20 ABTOHNOMCK

. Ilepeitru Ha cTpanuiy «ABTONOUCKY». CBETOAMOT TOJHKEH MUTATh KPACHBIM

OBCTOM.

. [TomecTurp B 30HY J€MCTBHS CUNUTHIBATEIIS OJIHY WIA HECKOJIBKO KapT. B

OKOIIIKE B IIEHTPE CTPaHHUIIbI Oy1yT 0TOOpaxaTbCsl YHUKAIbHbIE HOMEpa
00HapykeHHbIX KapT. CrpaBa OT KaX10T0 HOMEpa yYKa3bIBaeTCs TUI KapThl (A, B
wi [). [Ipu 3ToM 10MmKHA OBITH CIIBIIIHA MPEPHIBUCTAS 3BYKOBAsI MHAUKAIWSA, a
CBETO/AMO]T JOJDKEH MUTraTh 3€JICHBIM IIBETOM.

. J171s KapT co CiTyyailHbIMM YHUKAILHBIMH HOMepamMu HHQopMaiwst Oyiet

MCHATBCA.

. 3BYKOBYIO MHIMKAIMIO TIPH 0OHAPY>KEHUU KapThl MOKHO OTKIIOUHTH. JlJis 3TOTO

Ha CTpaHUIIC «C‘II/ITLIBaTeJ'IB» JO0CTATOYHO BbIAATb 0 3BYKOBbLIX CUT'HAJIOB (CM.
n.3.2.2).

3.21 AxKTHBanuA KApPThI

. [TomecTuts KapTy B 30HY I€HCTBUSI CUUTHIBATEIISA.
. [lepeitrn Ha cTpanuiy «CUNTHIBATEIIb.

. Ycranosurs pexkuM «ISO 14443y u 06e ckopoctu (Dr u Ds) 106 K6ona, nocne

yero Haxkarb KHOTIKY «Pexxum Rf». Haxkars kHotky «Rf COpocy.

. Haxarp kHOTIKY «Ilouckatb». Y CTpOMCTBO NOACT 3BYKOBOM CUTHAJ, a B

okomkax UID, ATQ, SAK nosiBsITCs 3Hau€HMs1, COOTBETCTBYIOIIHE
00OHapyx)eHHOH kapTe. Kpome Toro, ee yHUKaIbHbINA HOMEp OyaeT 100aBeH B
BBINA 10NN CTIMCOK CTIPaBa OT KHOTIKHL.

. [yt paGoThI ¢ KapTOi HEOOXOAMMO MEePEUTH HA O/THY M3 CTPAHHMIL,

pacToJIOKEHHBIX cTpaBa oT Tekyie. [Ipu atom Ha ctpanuiie «Mifarey» wim
«UltraLight» B oxomike UID nomkeH 0ToOpaxkaTbCsi YHUKAIbHbII HOMEP
00Hapy»)eHHOH KapThl, a Ha cTpanuie « T = CLy wm «DESFire» atoT HOMep
JIOJDKEH MPUCYTCTBOBATH B Bhinagaroiem crmcke UID. Eciui 3toro Het, 3HauuT
JTaHHAs CTPaHMILIA HE TI0I/IEPIKUBAET paboTy ¢ 0OHAPYKEHHON KapTO.

3.22 NFC663

Crpanria «NFC663» npeiHazHaueHa JJ11 BBINOJIHEHMS CTICTMATM3UPOBAaHHBIX
KOMaH/ yTpaBJieHus cuuThiBaresieM Ha 0aze mukpocxeMbl NXP CLRC663.
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Contactless SmartCard Reader w56.20 @_IéJ

Mifare | Mifare Plus | DESFire | UltraLight(C) (SAM) | IS0 15693
WHTepopeitc I LeTononck I CumTeiBaTEn: NFC663 | SAM+a0 gyne I MNepcorannzauwa SAM-wmogyna I SAM Mifare Plus I SAM Mifare I T=CL
Licvieawmn yoTpoictea NFC 150 18052 DEP ¢ wHwwanusawmeii npotokona LLCP COmveHa erifiopa yoTpoicTea

ATR: Deselect DSL RLS
([Desdes ] (o] (5]
NFCID3I (HEX): D1FEADAIAZA3ALASABAT  O6wan wHgo. (HEX): 4666600101110:30200010401FF
Get Serial No NFCID3:

Wnermdmkarop yerpodicrsa: |0 - disabl v |[C] Anpec ysna: 00 Lenwtens omipasku:| 106 kBit/: PafioTa ¢ KoHGWrypaLmet
FSLALRI: [MEKC_ pasmepa Kagpa - B4 Gaitta '] Lenutens npuéma: | 106 kBit/'s MapameTp: [HOMEIJ naKkeTa ']
I'Iepmon onpoca, mc: 2000 [Acti\rate Card] [P«ﬂribute Request ][Pammeter Select ] [ Get Corfig ]3Hauem49 napametpa: 0

O6men ganreman NFC 1SO 18052 DEP Mpwem/ompasxka NDEF P2P
Pexm obmena || MepegaeT aaHHele B kapTy | | BeinonHseT uenoudyio || BeinonHeeT uenounyio nepeaavy Rx c kapToi. 3asepwaet Mpwem:
0 YMOMYEHKID LIENOYHOI Nepegavei nepepayy R c kapToi || uenouHylo nepenady R c kapToi, ecnv RxBuffer monon. )

He npoussomMT ouncTiK BHyTPeHHEro Gypepa nepen
BbINONHEHMEM ONEPAELIN

COmpaeka (HEX): - 0000
:

Paiora ¢ EEPRON NDEF Push Sample 7
Appec Gaiita (192.6143); 192 Cronsko 6aiT semwtats (1..127): 8 Janvceisaenent GaiT (HEX): 00

BewmranHoe (HEX):
Appec ctpanvue (3.95): 3 Cronexo GaiT sanucate (1..64); &

3anuesisaemoe (HEX): 0000000000000000 -

l l Bysepuzyet Tx-Data 5o BHyTPEHHMI Bydhep BMECTO ero nepeaaym

3.22.1 AktnBusaumusa yctponctsa NFC

1. ITose BBoa «NFCID31 (HEX)» npeaHa3zHaueHo /i ykazanus 10-6aiTHOTO
WIEeHTU(HKATOPA CUUTHIBATEIIS, KOTOPBI Oy/1eT MCTIOIb30BaH MPH YCTAaHOBKE
coenunenus ¢ npyrum yctpoiictBoM NFC (dbopmar HEX). Tlo ymonmuanmio B
nporpaMMe BBEJICHBI TECTOBBIC JIaHHBIE, HEOOXOAUMBIE JIJIsl pa0OTHI C TIPOTOKOJIOM
LLCP.

2. ITone BBoa «O61Iast MH(O.» MPeTHA3ZHAYCHO JIJIsl BBOAa MacCHBa OaiT JaHHBIX
00111e# nHpOpPMAIUH, COMPOBOKIAIOIIETO0 KOMaHY 3apoca aTpHOyTOB y1aJI€HHOTO
ycTpoicTBa. JlaHHbIe BBOASTCS B CUMBOJIBHOM Bujie. [10 yMoganuio B mporpamme
BBEJICHBI TECTOBBIE JIaHHbIE, HEOOX0IUMBbIE J1JIs1 PadOThI ¢ ipoToKoJIoM LLCP.

3. [Tone BBONa «neHTrdukaTop ycTpoiicTBa» MpeTHA3HAUCHO IS YKa3aHUS
TIOPSIIKOBOTO MIICHTHPHUKATOPA yCTPOUCTBA-3anpocyrka. 3HaueHue () = He
UCTIOJIb30BaTh MIEHTUPUKATOP.

4. ®nar «Anpec y3aa» npeTHA3HAYEH J1JIs1 yKa3aHusl, Oy1eT JIM UCTI0JIb30BaH aapec
y3J1a MPU COETMHEHNH C YAIEHHBIM YCTPOHCTBOM.

5. Ionie BBOa «Apec y3i1a» TpeTHa3HaYeHO I BBOJ1a afapeca y3ia (popmar
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HEX).

6. [Tone BBo1a «FSL/LRI» npeiHa3HaueHo it BEIOOPA U 33/1a41 MAaKCUMAITbHOTO
pasmepa Kajpa JaHHbIX.

7. Ilone BBO1a «JlenuTens OTIPaBKD NPeTHA3HAYEHO I BEIOOpA U 3a7aun
CKOPOCTH OTIPABKX UCXOISIIMX JAHHbIX.

8. Ionie BBOa «/lenurenb npuémay mpeaHa3HAYEHO JJIA BBIOOpA U 3a]1auH
CKOPOCTH NpUEMA BXOJAIINX JaHHbIX.

9. Knormika «Attribute Request» npeiHaznauena 11 BBITOJHEHUS KOMAaHIIbI 3a1poca
aTpuOyTOB YAAJIEHHOTO YCTPOICTBA.

10. Knonka «Parameter Select» npeaHazHaueHa 11 BHITIOJTHEHUS KOMAaHIbI
YCTaHOBKH aTpHOYTOB 0OMEHA JaHHBIMU C yJAJICHHBIM YCTPOCTBOM.

11. Knomka «Activate Card» npegHa3HaueHa 11 BBITIOJTHEHUSI KOMaHIbI aKTUBALN
yIAJICHHOTO YCTPOMCTBA U MPEICTABISIET COOOM MOCIIET0BATEIHLHOE BBITIOJIHEHHC
KOMaHJI 3anpoca aTpuOyTOB U YCTAHOBKH IMAPAMETPOB COCTUHEHUS C Y AICHHBIM
YCTPOMCTBOM.

12. ITone BeiBoga «ATR» mpeiHazHau€HO 111 0TOOPAKESHHUS MOJTy4€HHOTO OT
YIQJICHHOTO YCTPOKCTBA MacCHBa aTpUOYTOB.

3.22.2 ABTOOOMEH AaHHbIMU ¢ ycTponucTBOM NFC

B 1iensix aBTOMaTH3aIym 1 yrpoieH!s: TeCTUPOBAHKS PA0OTHI CUUTBHIBATEIS C
ynanéHHeiM yctpoiictBoM P2P (tenedonom/mianmerom ¢ ¢pynkimeit Full P2P NFC),
B TpyIIIE 3JIEMEHTOB yrpaBieHus «AxtuBaims yctpoictB NFC ...» pegycMoTpeHa
BO3MOHOCTb BKIIIOUEHUA PEXKUMA «ABTOOOMEH» C 3a/IaHHBIM TIEPHOI0M OTpOCca
(peuM BKJFOYEH M0 YMOJYAHHIO).

[Ipu BKIITOYEHHOM peKuMe aBTOOOMEHa, NP HAYKATHHU Ha KHOTIKY «Activate Cardy,
NPOUCXOTUT BBITIOJTHEHHE KOMaH/Ibl aKTUBALMK YIAJICHHOTO YCTPOMCTBA C MMPOTOKOJIOM
LLCP ¢ nocieayrommm nepruoIMIeCKUM ONPOCOM YAAJIEHHOTO YCTPOUCTBA B LIEJISIX
noJepkanus ¢Bsi3U 1o npoTokony LLCP u aBTOMaTH3upoBaHHOTO TOTy4eHuUs/
OTIIPaBKH OT YCTPOMCTBA MHDOPMAIMOHHBIX coobmeHuit. [Tpu HeoOxoaumocTi
PYYHOTO yTpaBJieHHs] 0OMeHa KOMaHIaMH C y1aJI€HHbIM YCTPOMCTBOM, 3Ty KHOTIKY
CJIeIyeT OTXKaTb.

Ecmm ynanennoe NFC P2P ycTpoiicTBO MHHIMHMpPYET OTIPaBKY MHPOPMAIMOHHOTO
coobmenus B popmare NDEF no npotokoiam LLCP u SNEP, To npu BKIFOYeHHOM
pexuMe aBTOOOMEHA, CUUTHIBATE b CAMOCTOATENILHO IPUMET J1aHHbIE, 0Tpa0OTaB BCE
HE00XO0AMMble KOMaH/Ibl, U BBICBETHUT MOJTy4€HHYIO HH(POPMAIMIO B OKHE BBOJIA
«[Tpuem» rpymmsl anemenToB ynpasienus «lIpuem/otnpaska NDEF P2P». Ilepen
BBINOJIHEHUEM JTOMU OIEpaliy CIEAYET BKIIOUUTb PaJHOTIOJE CYUTBIBATEIIA, a TIOCIIE
BBINOJIHEHYS - BBIKIIFOYUTh

[Ipu HeOOXOAMMOCTH OTIIPABUTH JIaHHBIE HA YAIEHHOE YCTPONCTBO, CIEYET:

1. BeikmrounTh Ha CCKYHAY U BKIIFOYUTH CHOBA II0JIC CUUTBIBATCIIS HA BKJIAJAKEC
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«CuurbIBaTeIby.
2. Ilouckare MeTKy THna [ISO14443 A Ha Bkiake «CUUTBIBATEIb.

3. Ha Bxnanke «NFC663» BKITIOUHTH peKMM aBTOOOMEHA B TPYIIIE 3JIEMEHTOB
yrpasiieHus1 «AktrBarms yctpoictB NFC ...».

4. Ha Bxianke «NFC663» BOuth B noJsie «OTrpaBKa» rPpyIIibl 3JIEMEHTOB
ynpasiienns «[Ipuem/otnpaBka NDEF P2P» nyxHoe coobmieHue.

5. Ha Bxmagke «NFC663» HaxxkaTh Ha KHOTIKY «OTHPaBHUTHY B TOH 5K€ TPYIIIe
AIIEMEHTOB.

6. Ha Bxnanke «NFC663» HaxxaTh Ha KHOTIKY «Activate Cardy B rpyrime 31eMeHTOB
yrpasiieHus1 «AktrBarys ycTpoictB NFC ...».

[Tocne aToro ycrpoiictBa OyayT aBTOMaTUIE€CKH COEIMHEHBI M COOOIIeHHe OyaeT
OTIPABIICHO.

[TyHKT 5 MOKHO BBINOJHUTH U MIOCJIE IyHKTA 6 - TOT/1a COEIMHEHHUE YCTPOWCTB
NPOM3OMIET, a OTHPaBKA COOOLICHHUS 3a/IEPXKUTCS 10 HAKATHSI KHOTIKU «OTIPaBUTH.

[Tocne 3aBepieHus OTIPaBKU COOOIIECHHS CIeAYET BHIKIIOYUTh PAJHOTIONE Ha
BKJIaJIKe «CUUTBIBATEIY.

3.22.3 YrteHue cepunHoro Homepa NFCID3

1. Knonka «Get Serial Noy» npeiHazHaueHa JIJ1s1 YTEHUS TIOCJIETHETO T0JTyd€HHOTO
NFCID3 u3 cuursiBares.

2. Beruurannoe 3nauenue NFCID3 oto6pasurcs B ctpoke «NFCID3».

3.22.4 OOGMeH gaHHbIMK ¢ ycTpoucTBoM NFC

1. BeiGepure MCXOTHBIN peXKUM HAKATHEM COOTBETCTBYIOIICH KHOIIKH B IEPBOM
PSLy TPYIIIBI SJIEMEHTOB yrpaBiieHus «PexuM oOMeHa Mo YMOT4aHHIO» (TOJIBKO O/THA
KHOTIKA B BEPXHEM PSITy MOXKET OBbITh AKTUBHA).

2. BeiOepure cBOMCTBA peKMMa HAKATUEM COOTBETCTBYIOIIEH KHOTIKA BO BTOPOM
PSIY TPYIIIBI AJIEMEHTOB yrpaBieHus «Pexum oOMeHa 1o yMOoI4aHuio» (MOKHO He
BBIOpATh HUYETO, YaCTh WIK BCE AJIEMEHTHI HAKATUEM KHOTIKH).

3. B none BBoaa «Otnpaska (HEX)» BBenure nannesie B popmare HEX ms
OTIIpaBKH Ha yaneHHoe yctpoiictBo NFC.

4. Haxxmure Ha kHOTIKY «Exchange».

5. B none BeBofa «IIpuém (HEX)» Oynet nomenieH pe3yinbTar - IpUHITHIE OaiTh
JTAHHBIX.
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3.22.5

3.22.6

3.22.7

OTtmeHa Bblbopa ycTtponuctBa NFC

1. YcranoBure 3Ha4eHNs NapamMeTpa - TUIT OTMEHBI BBIOOPA YAAJICHHOTO
YCTPOMCTBA, MyTeM nepekmoueHus KHOTKH: «DSLy / «RLS» - HaxaTreM/oTRaTHeM
COOTBETCTBYIOLIUX KHOTIOK.

2. Knorka «Deselect» npeiHazHaueHa J11si OTMEHBI BBIOOpa YCTPOICTBA, HCXOAS U3
YKa3aHHBIX TTapaMeTpPOB.

PaboTa ¢ KoHthurypaumen cuntbiBaTens
1. B nepexmouaroriemcs crmcke «llapameTpy» BeIOepUTe THIT 337]aBA€MOTO
riapameTpa.

2. Knormka «Get Configy npejHazHaueHa /I YTEHHs] YKa3aHHOTO
KOH(UI'ypaliOHHOTO TIApaMeTpa M3 CUHUTHIBATEIIS.

3. 3HaueHue BEIYUTAHHOTO IapaMeTpa, a TAKKC 3HAYCHHUC MMapaMeTpa IJId 3allMCU B
CUMTBIBATCIIb, 3aIllMCBIBACTCA B IIOJIC «3HaueHUe rnapamMeTpar».

4. Knorka «Set Configy npeHa3HaueHa JIsl 3aIHCH YKA3aHHOTO
KOH(UTypalMOHHOTO NapaMeTpa B CUUTHIBATETb.

Pa6boTta c EEPROM cuutbiBaTens
1. B nose BBoa «Anpec 6aiira (192..6143)» BBeaure HOMep Oaifra (HauuHast ¢ 0-
ro), ¢ KOTOPOTO TpeOyeTCs HauaTh OTICPAIMIO YTCHYSI/3aIUCH.

2. B mone BBoga «Ckoibko Oait BerauTath (1..127)» ykakute KOJIM4eCTBO
00pabaTpIBacMbIX OAAT.

3. Knormka «Read E2» npeHaznauena 11 BEBIYUTHIBAHMS YKA3aHHOTO KOJIMYECTBA
OaifT 1Mo yKa3aHHOMY aJIpecy.

4. B none BBoAa «3ammchiBacMblii Oaiit (HEX)» BBeiuTe 3HaueHMe Oaiita, KOTOpoe
TpeOyeTcs 3anMcarh B CAYUTHIBATE]Tb.

5. Knomka «Write E2» npenna3zHaueHa JIJ1s 3aNMCH BBEICHHOTO B TI0JI€ BBOIA
«3ammcwBaembIii Oaiit (HEX)» Gaifra o ykazaHHoMy aapecy Oaiira.

6. B mone BeiBo1a «Beraurannoe (HEX)» OynyT momerieHsl BIUUTAHHBIE U3
CUMTHIBATEJIA IAHHBIC.

7. B moJsie BBoa «Anpec ctpanuiibl (3..95)» BBenure HOMEp CTpaHUIbI (HAYHUHAS C
0-11), B KOTOPYIO TpeOyeTCsl MPOU3BECTH 3aIHCh 3aTaHHBIX OaWT.

8. B moste BBo1a «CkomnbpKko Oait 3ammcarh (1..64)» yKaxure KOJIM4eCTBO
00pabaTpIBacMbIX OAAT.

9. B monie BBos1a «3ammcbiBaemoe (HEX)» Brmimre Gaifrel, KoTophle TpeOyeTcs
3amcaTh B MAMSITh CUUTHIBATEIIS.
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10. Knorka «Write E2 Page» npeHa3zHadeHa /1Jis 3a1UCH BBEICHHOTO B TOJIE
BBOJ1a «3armchiBacMoe (HEX)» maccuBa GaiiT o ykazaHHOMY aJipecy CTPaHHIIBL.

3.22.8 CO6poc npotokona

Knormka «Reset Protocol» npennaznadeHa 11 cOpoca HACTPOEK TEKYILETro
MPOTOKOJIa 0OMEHA C YAaJICHHBIM YCTPOCTBAM.

3.22.9 TlpoBepka npucyTcTBuUs

Knornka «Presence Check» npena3HaueHa 1711 BHINOJIHEHUS IPOBEPKH
NPUCYTCTBHS B PAIMOTIOJIE CUUTHIBATEIIS AKTMBUPOBAHHOTO PaHee YAAIEHHOTO
yctpoiictBa NFC.

3.23 TDAS8029

Crpanmiia « TDA8029» npenHa3HaueHa JJIs BBITOJIHEHHS OTIepaIiii ¢ KOHTAKTHBIMHU
KapTamu, IyTeM Bbigauu komann B popmare T=0,1 ISO 7816-3.

®dopmar BBOJ1a-BbIBOJIa BO BCEX OKOIIKaX, KpoMe «llepron, Mc.» Ha 3TOM CTpaHULIE
— mecTHaamarepudHeId, cuMBoJIbl A, B, C, D, E, F MoryT ObITh Kak IPOTIMCHBIMH, TaK U
CTPOYHBIMH, POOEITBI UTHOPUPYIOTCS.
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r

Contactless SmartCard Reader vS7.20 l = 2
WHTepopeiic | AsTononck | CumToisatens NFCEE3 | SAM-voayne I MNepconanusawa SAMvogyna | SAM Mifare Plus | SAM Mifare I Jo=£l- |
Mifare | Mifare Plus DESFire | S0 15693 | TDABI2S

Mepuoa, me.: 0 [ — ] [ Bowunrars ATR: ] 38 6D 00 00 80 31 30 65 49 53 04 03 01 83 07 30 00

MpAman komaHoa

Kon: 4D Komarpa: 00 00

Ompasa APDU:  0DAAD40CO7ADD00002471001

17:31:29.096 R OK ~
17:32:34 557 T CLSCRF_TDAB029_GetATR
17:32:34 700 R OK
17:32:34.715 R ATR: 3B 6D D0 00 80 31 80 65 49 53 04 03 01 83 07 90 00
17:32:36.311 T APDU 00 A4 04 OC 07 AD 00 00 02 47 10 01
17:32:36.346 R 6A 86
17:32:41.976 T CLSCRF_TDA2029_Resat
17:32:41.992 R OK

4 I3

oK

o) [omen ] [roweere

3.231 Copoc

1. Kuaonka «COpoc» BBITIONHSIET BHIKIIOUEHHUE U IOBTOPHOE BKIFOUEHHE
MukpocxeMmbl TDA8029 ¢ may3oi B ykazanHoe B noJie «llepuos, mc.» uucio
MuDMCeKyH. Ecim yctanoBurh 0 MIIIHCEKYHN, TO MUKpocxema TDAZ(029

BBIKJIFOYHUTCA.

2. Jlnst Toro, 4TOOBI IEPEUTH OT PadOTHI ¢ KOHTAKTHBIMH KapTaMu K paboTe ¢
0ECKOHTAKTHBIMU KapTaMHu, MPeIBApUTEIHHO BBIIOJHUTE 3Ty KOMaHY,

YCTaHOBUB nieproJ1 B 0 Mc.

3.23.2 Crartyc

1. Knorka «Crarycy npeHa3HaueHa J1Jisl IOJYyYEHHsl TEKYIIETO COCTOSIHUS
Mukpocxembl TDA8029. Mnaaimmii 6uT 0TBe4aeT 3a HATMIUE KOHTAKTHOM

KapThl: 0 - OTCYTCTBYET, | - NIPUCYTCTBYET.

2. Pe3ynbTar BHINOJIHEHUA 3TOM KOMaH]Ibl CMOTPHUTE B JKypHAJI€ BBITIOJTHEHHUS B

HIDKHEH 4acTU OKHA IporpaMMmEal.
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3.23.3 Bbluutath ATR

1. Knorka «Bsraurate ATR» otnpasisier Ha TDA8029 xomanny utennst ATR
HOJKITIOUE€HHOM KOHTAKTHO M KapThl. Berunrannelii ATR otoOpasurcs B noJie
CIpaBa OT KHOTIKH.

3.23.4 Tlpsimas KomaHaa

1. B rpymrie anemenToB ynpasieHus «l IpsimMas KoMaHia» yKaKuTe napameTpbl s
OTMpaBKH criermpuaHO M kKoMaHnb! Ha TDA8(029.

2. Yxkaxure ko koMaH/bl (1 6aiiT B iecTHaAIIATEPUUHOM BUJIE ), BBEJIUTE CaMy
KOMaHMy (I1eCTHAATIATEPIUIHbIE CUMBOJIBI) U HAKMHTE Ha KHOTIKY “OTIpaBUTh .

3. Pe3ynbTaT BBINOJIHEHHS! 3TOM KOMaHbl CMOTPHUTE B KypHAJIE BBITIOJHEHHS B
HIDKHE W YaCTH OKHA IIPOTPAMMBI.

3.23.5 OrnpaBka APDU

1. Beenure komanny APDU B nosie BBoga «OtnpaBka APDU» u Haxmure Ha
KHOTIKY «OTIpaBUTH».

2. Pe3ynbTar BBIIOJHEHUS TOW KOMaH/Ibl CMOTPHUTE B YKYypHAJI€ BBINOJHEHUS B
HIDKHE W YaCTH OKHA IPOTPAMMBI.

3.23.6 Mopspok paboTbl ¢ AByXUHTEPhENCHbIMA KapTamMn

(ctanmaptel [SO7816 + 1SO14443 A)

Hwvke mpuBe 1eHb KOMaAH/IBI HA CUUTBIBATE b, COOTBETCTBYIOIINE JOKYMEHTAIMH
PgmGuide SAM.pdf

IIpenBapurebHbIe NEVCTBUSA

n.01. O0s3aTe/IbHO BKJIIOYUTH 0€CKOHTAKTHBIN HHTepdeiic (BKIagKa
CuurtsiBaresb - Bki/Bbiki)

Cmd 10
Ans 00

1.02. O0s3aTe/IbHO BBIKJIIYHUTH JJIEKTPOMArHUTHOE 0J1e (BKJIAAKa
CuutsiBarensb - Rf Boiki.)
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Cmd 20 00 00
Ans 00

1n.03. Ecaiu Heo0Xx01uMO0, MPOU3BECTH COPOC KOHTAKTHOTO MHTepdeiica.
(Braaaka TDA8029 - Copoc ¢ mapamerpom 10 mc.)

OObIuHO He TpeOyeTcsi. BhINOHICTCS B KpalHUX CITydasX.
Cmd 86 BA 0A
Ans 00

Hauaso BeuHoro 1mwmkia

n.11. Ioayuurs cTaryc xoaepa (Bkiaaaka TDA8029 - Craryc)

Cmd 85 AA 00 00

Ans 00 01 00 00 - xapra B X0JII€pe OTCYTCTBYET, MOBTOPUTH I1. 1 1

Ans 00 01 00 01 - kapTa NPUCYTCTBYET, IEPEHUTH K I1. 1 2, THOO JT0KIATHCA,
MOKa IBBJIEKYT yke 00paboTaHHYIO KapTy

Ans AB 00 00 wu apyrue ommoOKy - BITOIHUTE .03 1 oBTOpHTH 1.1 1

1n.12. AKTUBHPOBATh KOHTAKTHYIO KApPTy (IM0AAaTh MUTAHHE - BKJIAAKA
TDA8029 - Beruntare ATR)

Cmd 85 69 00 00

Ans 001200 3B F8 1300 00 81 31 FE454A 43 4F50 76 3234 31 B7
B otBeTe ATR MOkeT ObITh Pa3IMIHBIM JIJIsI pa3HbIX KapT.
Ecmm tpeGyeTcst paboTa ¢ KOHTAKTHOM KapToOii, mepeitu k 1m.15
Ecmm tpeGyeTcs paboTa ¢ 6€CKOHTaKTHOM KapTO, epeiT K .19

Ans 80 01 00 80 - kapra He OTBETWIA, IEPEUTH K 11.19

Ans 80 01 00 CO - xapTy BHE3aIHO W3BJIEKIM U3 X0Jepa, nepeitn k 1.1 1
[TonHbI cTIMCOK OMMOOK KOHTAKTHOTO MHTEp(deiica

NpYBEJIeH B paznene 8 nokymenra AN10207
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n.15. Ilopa6oTats ¢ KOHTAKTHOM KapToii (BKkiIagka TDA8029 - OrnpaBka
APDU)

Br1iate 0/1Hy WM HECKOJIBKO KOMaH]I, HallpuMep
Cmd 85 00 0C 00 00 A4 04 0C 07 A0 00 000247 10 01 - BeIOpaTh NpUIOKEHHE
Ans 00 02 00 90 00 - mpuroxeHHe BHIOPaHO
Ans 00 02 00 6A 82 - npwiokeHHe He HalIeHO

I1o oxoHuanmm pa®boThI NepeiTH K .19

n.19. leak THBHPOBATH KOHTAKTHYIO KApPTy (CHATH MUTAHNUE - BKJIAIKA
TDA8029 - Copoc ¢ napamerpom 0 mc.)

Cmd 85 4D 00 00
Ans 00 00 00
Ecmm tpeGyeTcs paboTa ¢ 6€CKOHTAaKTHOM KapTOM, epeuTr K .2 1

Nuaue nepenmu k 1.1 1

n.21. Ilpou3BecTu cOPOC 31EKTPOMArHUTHOIO 04 (BKJIaaKka CUMTHIBATE/Ib
- Rf Copoc)

Cmd 20 0A 00
Ans 00 - nepeiity k 1.22

Ans D5 - 6ecKOHTaKTHbII UHTEp(EC BHIKIIOYEH, BBIMOIHUTE .01 1 MOBTOPUTH

n.22. Beigepaxars nay3y 10 Mmc 1Jis 3anuThIBaHUS 0€CKOHTAKTHOM KapPThI

1.23. AKTUBHPOBATH 0€CKOHTAKTHYIO KapTy (Bkjaaaka CUuTHIBATEb -
IHouckarnp)

Cmd 43
Ans 00 48 0020 07 04 22 03 29 44 24 80 - nepeiitu Kk .25

Ans FF wmm npyrue ommOKH - KapTa He OTBeTWIa, nepertn K .21 wm .11

n.25. IlopaGoTarh ¢ 0€CKOHTAKTHOM KAPTOM
Bb1ats 0/1Hy WK HECKOJIBKO KOMaH/I, HallpuMep

Cmd 35 00 - RATS
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Ans 00 0D 00 0D 78 80 B1 02 4A 43 4F 50 76 32 34 31 - ATS

Cmd 48 0E 00 0A 00 00 A4 04 0C 07 A0 00000247 1001007801 00 -
BBIOpATh MPWIOKEHNE

Ans 00 04 00 0A 00 90 00 - mpwtoKeHHE BHIOPAHO
Ans 00 04 00 0A 00 6A 82 - npuinoKeHUe He HalIeHO

Ilo oxoHuaHm pabOTHI IEpeiTH K .29

1m.29. /leak THuBHPOBATH 0€CKOHTAKTHYI0 KAPTY (BBIKJIIOYUTH
3JIEKTPOMArHUTHOE MoJie - Bkiaaaka CunrsiBareib - Rf Boikii.)

Cmd 20 00 00
Ans 00 - nepedru k .11

Konen BeuHoro 1mkia

3.24 Kaprei T =CL

B niporiecce paboThl ¢ kapTamu, 10,1 1eprkuBarouMu mpoTokost ISO 14443-4 (T=
CL), npyrue KapTbl, He M0/1I€PXKUBAIOIIME ATOT MPOTOKOJI ¥ TIPUCYTCTBYIOIINE B 30HE
nevicTBus cuuteiBatess (Hanpumep, Mifare Standard wm Ultralight), goyoxHb
HaxoauTbesa B coctogum HALT.

3.241 HacTtpouka napameTpoB

1. Ha ctpanuie «T = CL» Haxats kHOTIKY «RATS». B Bemagatomumx crmckax «Dr» u
«Ds» mosBATCSI TOMyCTHMbIE CKOPOCTH 0OMEHa MKy CUUTHIBATEIEM U KapTOH.

2. BoiOpatb TpeOyemble CKOpOCTH 0OMEHA 1 HaXKaTh KHOTIKY «Baudrate».

ATbTepHATUBHBIN BAPUAHT:
Ha ctpannie «T = CL» B Boimagaromux crmckax «Dr» u «Dsy BeIOpaTh TpeOyeMbie
CKOPOCTH 0OMEHa MEXKIy CUUTHIBATENIEM U KapTOil 1 HaXaTh KHOTIKY «RATS+PPSy.

3.24.2 BbInonHeHne KOMaHA

1. B oxomkax «CLA», «INS», «P1», «P2», «Lcy, «In», «Le» 3anaTh 3HaUeHUS
1oJiei KoMaHabl. ECIM KaKkux-TO M3 9THX T0JIeH B KOMaH/Ie ObITh HE JOJDKHO,
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COOTBCTCTBYIOIIIHC UM OKOIIIKH BBOJA JOJDKHBI OCTABATHCA ITyCThIMH.

2. Haxarp kHOTIKY «Ilepenaya». /[aHHbple U3 OTBETA HA KOMAHAY, €CJIM TAKOBBIE
€CTh, IMOO TMOSBATCS B OKOITke «Outy, MO0 OyIyT 3arMcanbl B (aii.

3.24.3 3aBeplieHue paboTbl C KapTon

1. Jns 3aBeprienus padboTsl ¢ kKapToit Haxarh KHOTIKY «DESELECT». Kapra
nepeiinet B coctosinne HALT.

3.25 Kaprsel Mifare Standard

Kapra Mifare Standard (1K wm 4K) TpebGyeT MOHOTIOIBHOTO UCTIOJIb30BaHMs
cuurbiBatessi. Ciaeg0BaTeIbHO, BCE OCTAIbHBIE KapThl, MPUCYTCTBYIOILIUE B 30HE
JICUCTBYSI CUMTBIBATEIS, JJOJDKHBI HAXOIUTHCS B cocTosiHM HALT.

3.25.1 AyTteHTMdMKauma

1. B Bemanatomem crcke «CeKTop» BEIOpaTh CEKTOP, B TPeiesiaX KOTOPOTO
OyZleT MPOUCXOUTH OOMEH JIaHHBIMH.

2. IIpoBectu ayrenTudukaimro ¢ kmoyom A win B. /114 storo B
COOTBETCTBYIOIIIEM OKOIIIKE BBOJIA (JIEBOM WU IIPaBOM ) BBECTH 3HaUECHUE
KJIF0Ya U HKaTh COOTBETCTBYIOINIYIO KHOTIKY («AuthKey A» wim «AuthKey By).

3.25.2 OOMeH gaHHbIMU

1. Ilpouurats Os0K. J{Jist ATOTO B BhIMAAar0IIeM CIMcKe «bI0K UCXOTHBID)
BBIOpATh MHTEPECYIOIHI OJIOK M HAXaTh KHOTIKY «IIpounTarsy. Conepkumoe
6110ka (16 GaifToB) MOSIBUTCSI B OKOIIIKE CTIPaBa OT KHOTIKHL.

2. 3ammcarp 6710K. J{J1s1 3TOTO B BBINaaI0IEM CIHCKe «BI0K-pe3ynbTar» BeIOpaTh
MHTEPECYIOIINI OJIOK, IPUTOTOBUTH 3anMchiBacMyro rHopmarwio (16 GaiitoB) B
OKOUIKE CJIeBa OT KHOTIKU «3anucarb)» U HAKaTh 3Ty KHOTIKY.

3.25.3 CneuuanbHble onepauvu

1. Bemosmurs onepampto Decrement. J{iist 3Toro B BeimaaaronieM ciucke «biaok
HCXOJTHBIID BHIOPATh MHTEPECYIOINI OJIOK, 33/1aTh BEIYUTAEMOE 3HAUCHUE B
OKOIIIKE crpaBa OT KHOTIKK «Decrement» 1 Haxarth 3Ty KHOTIKY. Ecim pe3ynbTar
oTiepaiyu TpeOyeTCs IOMECTHTh B OJIOK, OTJIMIHBIA OT HCXOTHOTO, HEOOX0IMMO
NpeIBApPHUTEIIHLHO BHIOpATh €T0 B BHITIQIAIOIIEM CTIMCKE «BIoK-pe3ynbTary.

2. BemosauTh onepaimio Increment. /{7151 3Tor0 B BhINaaaroiiem crmcke «biok
HCXO/IHBIID BHIOpATh MHTEPECYIOMIHI OJIOK, 33/1aTh 100aBIsieMOE 3HAUCHUE B
OKOIIIKE CJIeBa OT KHOTIKU «Increment» v HaXKaTh 3Ty KHOTIKY. Ecim pe3ynbrar
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orieparyu TpedyeTcsi IOMECTUTh B OJIOK, OTIIMYHBIA OT UCXOTHOTO, HEOOXO0AMMO
IPEJIBAPUTEIILHO BBIOPATh €r0 B BBIIAAAIONIEM CIUCKE «BIIOK-pe3yabTam.

3. Bemosuts onepaito Restore. 1i1st 3T0T0 B BhINagaroiieM crucke «biok
MCXOJHBIID BHIOPATh UCXOTHBIN OJIOK, B BIMAIat0IIeM crmcke «biiok-
pe3ynbTaT» BRIOpATh PEe3YJILTUPYIOIIHI OJIOK U HAXKaTh KHOTIKY «Restorey.

3.26 Kapra Mifare Plus

Kapra Mifare Plus moxeT paboTarb COBMECTHO C APYTUMH KapTaMHu,
1o 1A prKUBArO MM U TIPOTOKOJI [SO 14443-4. KapTel, He MO 11€P>KUBAIOIIIAE ITOT
MPOTOKOJI ¥ IPUCYTCTBYIOIINE B 30HE JEUCTBUS CUUTHIBATEIIS, TOJDKHBI HAXOTUTHCS B
coctosiani HALT.

3.26.1 Hactpounka napameTpoB
Haxatp kHoTKy «RATS». B Boimagaronux crmckax «Dr» u «Dsy nosiBITest

JOTlyCTUMBIE CKOPOCTH OOMEHa MEX/Ty CUUThIBaTEIeM U KapToil. BeiOpars ckopocTn
oOMeHa 1 HaXaTh KHOTIKY «Baudrate».

3.26.2 [MepcoHanusauuna

Opranb! yrpaBJieHUS TIepCOHATM3AIME N 00he TMHeHBI B rpyry «l lepcoHamzarmisn.

3.26.2.1 3anucatb 6GNOK/KNOY AAHHbIX NepcoHanM3auun
Jl71s1 aTOTO BBHIOEpHTE THIT OJ10Ka/KiTr04a (ToJie « Tur 3HaueHus»), a TakkKe HoMepa
cekropa (TpH 3arvcy KItoua ayTeHTUUKAIK WM 3HaYeHUs 0J10Ka) 1 610Ka (Tpu

3anMcH 3HaueHus 0J10ka). 3aTeM BBEIUTE 3aliChIBa€Mble JJaHHbIE B 10Jie «J]aHHbIE».
Hanee Haxxmure KHOTIKY «Write Persoy.

3.26.2.2 BbINONMHUTL NepcoHanuMsauuo

Haxxmure Ha kHOTIKY «Commit Persoy.

3.26.3 AyTteHTU(UMKauus

Opransl yripaBrieHust ayTeHTUDHKaIpeH 00beTUHEHbI B TPYTIIY «AyTeHTHPUKALS.

3.26.3.1 BbINONHUTbL NepBUYHYIO ayTeHTU( MKaLUIO KapTbl

J171 9TOro yKaskuTe THIl KJI04Ya B BbIIAAAI0IIEM cIMcke «Kirou», HoMep ceKTopa
11t ayrenTudukarmm (rioste «Homep cekropay), Homep 6J10ka BO (ISl CUUTHIBATEII,
OTKyZa cieayeT Oparh K04 [ ayTeHTuduKaimu (rojie «Axapec 01o0ka (iern).
[Tone «LenCap» octaBbTe paBHbiM 0 1 HaskmuTe KHOTIKY «First Authenticate».
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3.26.3.2 BbInonHUTbL NocneayoLy0 ayTeHTUPUKaLMIO KapTbl

JU1s 3TOT0 yKa)KUTe THII KJTF04a B BhlMaato1eM crimcke «Kimouy, Homep cekropa
11 ayreHrudukaimm (rose «Homep cektopay), Homep 0Ji0ka Bo (ielll CUUTHIBATEIIS,
OTKyJa cieayeT Oparh K04 [ ayTeHTuduKkamu (roje «Aapec 01o0ka hien»).
3arem Haxkmure KHOTIKY «Following Authenticatey.

3.26.3.3 BbInonHuTb c6pOC ayTeHTUDMKaLIMK

Haxxmure xHotKy «Reset Authy.

3.26.4 PaboTa c AaHHbIMU

Opranb! yrpaBieHust paboThl ¢ JaHHBIMU KapThl 00beAMHEHbI B rpymy «PaboTa ¢
JTQHHBIMID).

3.26.4.1 YrteHme 6noka gaHHbIX

3.26.4.1.1 lpounTtats oAnH GOk

1.
2.

Bribepure T unraemoro 61oxa (rosne «Tum 6510ka»).

Ykaxure HoMep CEKTOpa, C KOTOPOTO TpeOyeTcs HaYaTh YTEHUE JTaHHBIX (T10Jie
«CexTopy).

. Ykaxxure HoMep 0JI0Ka, C KOTOPOTo TpeOyeTCsl HauaTh YTeHUE JaHHBIX (T0Jie

«b1oK B ceKkTOpe»).

. YKaXuTe KOJIUYECTBO YUTAEMBIX OJIOKOB JIaHHBIX (TI0J1e «HUHCI0 OIOKOBY).

. YKaKHTe UCTIOJIb3yEeMBbIE CIIOCOOBI 3alUThI JaHHBIX [P IEPEJaue U IPUEME

(monsa «MAC B komanne», «lludpposanue», «MAC B oTBETEN).

. Haxxmure KHOIIKY <<Hp0LII/lTaTI> JaHHBIC) - MPOYUTAHHAA IO CJICJOBATCIIbHOCTD

OyneT oToOpakeHa B moJie «J]aHAbIeY.

3.26.4.1.2 Tpoyutats HECKONbKO GrokoB

1.

Ykaxure HoMep CEKTOpa, C KOTOPOTO TpeOyeTcs HaYaTh YTEHUE JTaHHBIX (T10JIe
«CexTopy).

. Ykaxure HoMep 0JI0Ka, C KOTOPOTo TpeOyeTCsl HauaTh YTeHUE JaHHBIX (T0Jie

«b1oK B cexTope»).

. YKaXuTe KOJIMYECTBO YUTAEMBIX OJIOKOB JIaHHBIX (TI0J1e «HUHCI0 OIOKOBY).

. Haxxmure xHomiky «SL2 [Ipounrats MHOTO OJIOKOBY» - IPOYUTAHHAS

0 CJICTIOBATENILHOCTEL OyeT 0TOOpakeHa B ToJie «/{aHHbIeY.
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3.26.4.2 3anucb 6noka AaHHbIX

3.26.4.2.1 3anucatb oguH 6rok
1. Beibepure Trm 3anmcbsiBaeMoro 0Jo0ka (riose « Tum 61okay).

2. YkaxuTre HOMEpP CEKTOPa, B KOTOPBI TpeOyeTcs 3anmcarh JaHHbIe (TI0J1e
«CexTopy).

3. Ykaxure HoMep 0JI0Ka, B KOTOPBIN TpeOyeTCs Ha4aTh 3alkCh JAaHHBIX (I0Jie
«b1ok B cexropey).

4. YxaxuTe KOJIMYECTBO 3alMChIBAEMBIX OJIOKOB AaHHBIX (TI0J1e «Hucno GJI0KOBY).

5. Ykaxure UCToJb3yeMble CTIOCOOBI 3allUThI JaHHBIX MPH Tlepe1aue U NpueMe
(mossa «MAC B komanne», «Iludposanuey, «MAC B oTBETEY).

6. Beenure 3ammchiBaeMble OJIOKH TaHHBIX 0J1HOHM cTpokoit HEX-cuMmBo10B (1018
«JlaHHbIEY).

7. Haxxmure KHOTIKY «3armicarh JaHHBICY.

3.26.4.2.2 3anucatb HecKkornbko 6rokoB

1. Ykaxxure HOMEpP CEKTOPa, B KOTOPBIA TpeOyeTcs 3ammcaTh TaHAbIe(TI0JIe
«CexTopy).

2. Yxaxure Homep 0JI0Ka, ¢ KOTOPOTO TpeOyeTCsl HauaTh 3aIiCh TaHHBIX (T0J1e
«b1oK B cexTope»).

3. VKaxure KOJIMYECTBO 3alKMCHIBAEMBIX OJIOKOB JTaHHBIX (T0J1e «HuCi0 6JIOKOBY).

4. Brenure 3armchiBaeMble 0JIOKU JaHHBIX 0HOU cTpokoii HEX-cuMBooB (mosie
«JlanHBIEY).

5. Haxxmure kHOTIKY «SL2 3amicars MHOTO GJIOKOBY.

3.26.4.3 Pabora c 6nokom 3Ha4veHus (Value Block)

3.26.4.3.1 YBennyeHue 3Ha4yeHus

3.26.4.3.1.1 YBenuuntb 3Ha4yeHne

1. Vkaxxure HOMEpP CEKTOPa, B KOTOPOM PACIIOJIONKEH OJIOK 3HaYeHUS (T10J1e
«CexTopy).

2. Vkaxwure HoMep 0JI0Ka 3HAYEHHs B YKa3aHHOM cekTope (mose «biok B
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CEKTOpEe»).

. YKaXuTe UCTIOJIb3yeMbIe CTIOCOOBI 3alIUTHI IAHHBIX MPU MIepejaue v MpueMe

(most «MAC B koMaH1e», «llupposanuey, «MAC B oTBETEY).

. YKaxure 3HaYeHHe, Ha KOTOPOe TpeOyeTCs MPUPACTHTh 3HAUCHHUE CUETUHKA

(none «3HaueHue»).

. Haxxmure kno1Ky «Increment.

3.26.4.3.1.2 YBennuuTbL N COXPaHUTb 3HAYEHME

1.

Yxaxure HoMep CeKTopa, B KOTOPOM PacIioJioKeH 0JI0K 3HaueHUS (T10J1e
«CexTopy).

. YKaxure HoMep 0JI0Ka 3HaYeHHS B yKa3aHHOM ceKTope (moJie «biok B

CEKTOpE»).

. YKaXute UCTOJIb3yeMble CTIOCOOBI 3alIUThI IaHHBIX MPU MIepejaue U pueMe

(mosss «MAC B komanne», «Ilupposanuey, «MAC B oTBETEY).

. YKaxuTe 3HaU€HKE, Ha KOTOPOE TpeOyeTcs MpUpacTUTh OJIOK 3HaYeHus (T10J1e

«3HAuUCHHE).

. YKakuTe HOMEp CEKTOpa, B KOTOPBIN HY)KHO 3anMcaTh JaHHbIe Oydepa nepeHoca

NIOCJIe BHINOJIHEHKS oniepatm (1oJie «CEKTop HazH.»).

. YKaxure HoMep 0J10Ka, B KOTOPBIN Hy>KHO 3aIvcaTh JaHHbIe Oydepa nepeHoca

TI0CJI€ BBHITIOJIHEHHS oniepaliu (ToJie «bIok Ha3H.y»).

. Haxxmure xHOTIKY «Increment Transfery.

3.26.4.3.2 YMeHblUEHNEe 3Ha4YeHns

3.26.4.3.2.1 YMeHbLUUTb 3Ha4YeHne

1.

Ykaxure HoMep CEKTOpa, B KOTOPOM PacTioJIokKeH OJIOK 3HaYeHHS (T10J1e
«CexTop»).

. Ykakure HoMep 0JI0Ka 3HAUY€HHS B YKa3aHHOM cektope (ToJie «biok B

CEeKTOpe»).

. YKaXute UCTOJIb3yeMble CTIOCOOBI 3alIUTHI IaHHBIX MPU [Iepejaue U pUeMe

(mossa «MAC B komanne», «lludpposanuey, «MAC B oTBETEY).

. YKakuTe 3HaYeHHe, KOTOpoe TpeOyeTcs BBIUECTh U3 3HAUCHHS CUETYHKA (T10JIe

«3HaUCHHUEY).

. Haxxmure kHomky «Decrementy.

3.26.4.3.2.2 YMEHbLIUTbL N COXPaHUTb 3HAYeHne

1.

VYkaxure HOMCP CCKTOPa, B KOTOPOM PAaCIIOJIOKCH 0JI0K 3HAUYCHUS (HO.HG
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«CexTopy).

. Ykaxure HoMep OJI0Ka 3HAU€HUS B yKa3aHHOM cekTope (1moje «biok B

CEKTOpEe»).

. YKaXuTe UCTIOJIb3yeMbIe CTIOCOOBI 3alIUTHI IAHHBIX MPU MIepejaue v MpueMe

(mosst «MAC B koMaH1e», «llupposanuey, «MAC B oTBETEY).

. YKaxure 3HaYeHHe, KOTOpoe TpeOyeTcs BIYecTh U3 0J0Ka 3HaUeHUA (ToJie

«3HaYCHUEY).

. YKaxure HoMep CEeKTopa, B KOTOPHIN Hy>KHO 3alucaTh J1aHHbIe Oydepa nepeHoca

IO CJIC BBITIOJTHECHM OIICpaIiin (HOJIG «CeKTOp HaBH.»).

. YKaxure HoMep 0J10Ka, B KOTOPBIM Hy)KHO 3aIvcaTh JaHHbIe Oydepa nepeHoca

TIOCJI€ BBITIOJTHEHHS oTiepariy (TioJie «bIok Ha3H.»).

. Haxxmure knorky «Decrement Transfer.

3.26.4.3.3 CoxpaHuTb 3HauYeHue 13 Bydepa nepeHoca

1.

Vkaxure HOMep CEKTOpa, B KOTOPBIH Hy»KHO 3aIcarh JaHHble Oydepa nepeHoca
(nosie «CeKTop Ha3H.»).

. Ykaxure HoMep OJI0Ka, B KOTOPBII HY»KHO 3aImicaTh JaHHble Oydepa nepeHoca

(none «bnok Ha3H.»).

. YKaxure HCIIOJIb3YEMBIC CIOCOOBI 3alUThI JaHHBIX IIPHU IEpeaad4€ U IIpUCME

(most «MAC B komaHne», «Ilupposanuey, «MAC B oTBETEY).

. Haxxmure kHomky «Transfer».

3.26.4.3.4 BbluuTtaTh 3HauveHue B Bydep nepeHoca

1.

VYKaxxure HOMep CeKTOpa, B KOTOPOM pacroiokeH OJI0K 3HaueHust (11oJie
«CexTopy).

. Ykaxkure HoMep 0JI0Ka 3HaY€HHs B YKa3aHHOM cekTope (1oJie «biok B

CEeKTOpEe»).

. YKa)KuTe UCTIOJIb3yeMble CTIOCOObI 3alUThI JaHHBIX MPH IIepejaue U Npueme

(momst «kMAC B komanze», «Iudposanrey», «MAC B 0TBETEY).

. Haxmure xHOIIKy «Restorey.

3.26.5 Pabota c BUpTyanbHbIMU KapTamu

Opranbl ynpaieHus: paboThl ¢ BUPTyaIbHBIMU KapTaMU 00bETMHEHbI B TPYTIITY

«Virtual Cardy.

3.26.5.1 3anpoc noanepKKU MHPPaACTPYKTYpPbI

1.

B none «IIDy ykaxure unenruduxarop uHppactpyktypsl (32 cumBosa HEX-
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KOJ1a).

2. Haxxmure KHOTIKY «Supporty.

3.26.5.2 3aBepwatowmi 3anpoc noane P>k MHo pacTpyKkTyphl

1. B none «IID» ykaxwure unenrudukarop nappactpyktypsl (32 cumBosa HEX-
KOJ1a).

2. B monsix «Anpeca kmoueit Bo ¢uienny, «kENC» u «MAC» ykaxure
COOTBETCTBEHHO HOMEPa OJIOKOB (hIeII-NIaMsITH CYUTHIBATEIIS, B KOTOPBIX
xpansites kmouu VC Polling ENC Key u VC Polling MAC Key.

3. Haxxmure kHOTIKY «Support last».

B ClIydac yCIICIITHOT'O BBIIIOJTHCHWA KOMAHOBI, 6y,HYT 3allOJIHCHBI 3HAYCHMAMU
CJICAYHOIINC TIOJIA:

1. B mone «PiccCap» OyayT noMeieHbl IPOYUTaHHbIE XapaKTEPUCTUKU KapThI (2
Oaifra, B Buie HEX-cumBoIoB).

2. B mone «Info» Oynet nomemniena npounranHas uHpopmarms o kapre (0x83 — 4
6aitr UID, 0x03 — 7 6aitr UID).

3. B mone «UID Length» OyneT noMeniena aymHa B 6aifTax IpoYUTaHHOTO
ueHTUPUKATOPa KAPTHL

4. B mone «Padded UID» 6yneTt nomelieH npourTaHHbIN UIEHTUPHUKATOP KapThl U
Habop GaifroB nagauposku B Bunie HEX-cuMBoJIoB.

3.26.5.3 BbIGop BUpTYyasnbHOW KapTbl

1. B mone «PiccCap» BBeauTe XapakTepuCTUKU KapThl (2 Oaiira, B Bune HEX-
CHMBOJIOB).

2. B mone «UID Lengthy ykaxxure qymHy B 6aiitax uneHTUPHUKATOpa BEIONpaeMoit
KapThlL.

3. B none «PaddedUID» BBeauTe uneHTudUKaTOp BEIOMPaeMOM KapThl,
JIOTIOJIHeHHBIH 10 13 Gaiit nanHbIMU agaupoBku B BUne HEX-cumBosos.

4. Haxmure KHOTIKY «Selecty.

3.26.5.4 OtmeHa BbiGOpa BUMpPTyasnibHOM KapThbl

Haxxmure kHorky «Deselect.

3.26.6 [Mouck penenHOMN aTaku

Oprassl yrpaBJieHHs: IOUCKOM PEJICHHOM aTaku 00beIMHEHbI B Tpymity «Proximity
check».
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1. B mone «Anpeca kiroda Bo (Ienny yKakure Homep 010Ka ¢uien-namMmsti
CUMTHIBATEJISA, B KOTOPOM Xpanutcs Kirod Proximity Check Key.

2. Haxxmure kHotiky «Check proximity».

3.26.7 3aBepluieHue paboTbl C KapTon

Jlns 3aBepiieHus padboTsl ¢ kKapToi HaxaTh KHOTIKY «DESELECT». Kapra nepefiner
B coctosinvie HALT.

3.27 Kapra Mifare Plus EV1

3.27.1 Hactpounka napameTpoB

Haxatp xkHoTKy «RATS». B Bimamaronux crmckax «Dr» u «Dsy nosiBITest
JIOTTYCTAMBIE CKOPOCTH 0OMEHA MEKy CUHMTBIBATEIeM U KapToi. BeiOparh ckopocTh
oOMeHa 1 HaXaTh KHOTIKY «Baudratey.

[TpoBepbTe NPaBWILHOCTH TEKYILETO MPOTOKOJIA, BBIOPAHHOTO MEPEKITI0YaTesieM
«IIpoToK0J» B IpaBOii BEpXHEH 4aCTH OKHA IIPOTPAMMBI.

3.27.2 TllepcoHanusauusa

Oprass! yrpaBJieHus iepcoHaM3almeit 00beanHeHbI B rpymty «l lepconammzaris.

3.27.2.1 3anucatb 6NOK/KNOY AAHHbIX NepcoHanM3auun

J171s1 aTOTO BBHIOEpHTE THIT OJT0Ka/KiTF04a (ToJie « Turt 3HaueHus»), a TakKe HoMepa
ceKTopa (TIpH 3arMcH KIroYa ayTeHTH(MKAIN WK 3HaYeHus 0J10Ka) 1 OJ10Ka (Tpu
3arMcy 3HaYeHUS 0JI0Ka). 3aTeM BBEIUTE 3allMChIBaeMbIC JaHHbIC B MOJIE «/]aHHbBIEY.
Janee naxvure kHOTIKY «Write Perso».

Jl1s 3amvicy BceX HeOOX0IUMBIX KITFOUEH 3a OJIFH pa3, HUKMUTE Ha KHOTIKY « Write
All Keys».

3.27.2.2 BbINOnNHUTbL NepcoHanusauuo

VYkaxure, Ha KaKOH YPOBEHb CJIeTIYET NePEBECTH KapTy W HAKMHUTE Ha KHOTIKY
«Commit Perso».

3.27.3 PaoboTtaB SL1

Oprans! ynpaBnenus kapramu Mifare Plus EV1 B pexxume SL1 06bequHeHbI B
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rpymy «Pabota B SL1».
JUjist cMeHbI pekuMa 6€301acHOCTH OTIPEIEIEHHOTO CEKTOPa KapThl:

1. Ykaxure, Ha KakKO¥ ypoBeHb 0€30MaCHOCTH CJICTYET MIEPEBECTH CEKTOPa KapThl
m3 pexuma SL1.

2. Ykaxure, 1J1s1 KAKOTO CEKTOpa CJIeAYyeT MPOU3BECTH NIEPEBOJ B IPYTOM PEKIM.
3. Ykaxwure anpeca Bo (prern cuuThIBaTes sl KIIFOUYECH: iepeBojia cextopa u B.
4. BBenure maHHbIe nuBEpCHUPHUKAIIN IS KITFOYEH: TIepeBo1a cexTopa u B.

5. Haxxmure Ha kHoTKy «IlepeBecTmy.

3.27.4 KoHdurypauusa

Oprane! ynpaBieHus koHpuryparment kaptel Mifare Plus EV1 00bequreHbI B
rpymy «KoHpuryparws.

1. YcranoBure ranoyky, TpedyeTcs ju BKIoUnTh pesxxum T=CL.

2. Haxxmure Ha KHOTIKY «Y CTAaHOBUTHY.

3.27.5 PexumUID

1. B criucke «Pexum UID» BbiOepuTe Hy>KHBINA PEXKUM KapThl.

2. Haxxmure Ha kHOTIKY «Ilepconammiarms UIDy.

3.27.6 Get Version

Haxxmure Ha kHOTIKY «Get Versiony.

JlaHHBIE BepCUM CUUTHIBATENS Oy YT OTOOPAKEHBI B KypHAJIE BHITIOJIHEHUSI KOMAH]T
B HIDKHEW YaCTH OKHA NPOTPaMMBI.

3.27.7 Read Signature

Haxxmure Ha kHOTIKY «Reag Signaturey.

Hannbie noamicu ECC OyayT oToOpakeHbI B )KypHaJie BBIIIOJIHEHUSI KOMaH]T B
HIDKHEH YaCTH OKHA MPOTPaMMBbL.

3.27.8 AyTteHTUMKauuna

Oprasbl yrnpaBiieHUs1 ayTeHTU(UKaIe i 00beIMHEeHbI B TPYIITY «AyTeHTU(DUKALID.
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3.27.8.1 BbINONHUTbL NepPBUYHYIO ayTeHTU( MKaLUIO KapTbl

J171s1 3TOTO yKa)KUTe THII KITFOYa B BhINaAaro1IeM crmcke «Kirouy, Homep cexTopa
11 ayreHrudukaimm (rose «Homep cektopay), Homep 0Ji0ka Bo (ielll CUUTHIBATEIIS,
OTKyJa cieayeT Oparh K04 [ ayTeHTuduKkamu (roje «Aapec 01o0ka hien»).
Ykaxure TeKyIuid ypoBeHb 0e30macHocTy. [Ipr He0OX0IMMOCTH BBEIUTE TAHHBIC
nuBepcupukarmmm. B none «PcdCap2» BBeauTe XapakTepUCTHUKN CYUTHIBATES, A B
niosie «LenCapy» ykaxkure ux JimHy 1 HakmuTe KHOTIKY «First Authenticate».

3.27.8.2 BbINoNHUTL NocneayloLLyo ayTeHTUUKaLuio KapThbl

J171s 3TOTO yKa)KUTe THII KJTF0Ya B BbINaaato1ieM crmcke «Kimouy, Homep cextopa
11t ayreHTudukarmmy (rioste «Homep cekropay), Homep 6J10ka BO (iell CUUThIBATEII,
OTKYJla CJIeayeT OpaTh KII0Y Ui ayTeHTUdMKaimu (roJie «Aapec 6oka denn»).
YKakure TeKyIui ypoBeHb Oe3onacHocTH. [Ipr He0O0X0TMMOCTH BBETUTE JTaHHBIC
nuBepcudukarmm. B none «PcdCap2y» BBeauTe XapakTepUCTUKH CUUTHIBATENISI, a B
nosie «LenCapy» ykaxure ux JyMHy U HaxMure KHOTIKY «Following Authenticate».

3.27.8.3 BbInonHUTb cbpoc ayTeHTUdUKaLUm

Haxvure kaomky «Reset Authy.

3.27.9 Pab6oTa c AgaHHbIMU

Oprans! ynpaBieHust paboThI C TaHHBIMU KapThl 00beIMHEHbI B Tpyry «PaboTa ¢
JTQHHBIMID).

3.27.9.1 YrteHue 6noka gaHHbIX

3.27.9.1.1 TlpoynTtats ogmMH 6ok
1. BeiOepure Tum ynraeMoro 6710ka (rosie «Tum 6J10Kka»).

2. YKaxure HOMEp CEKTOpa, ¢ KOTOPOro TpeOyeTcst HauaTh YTSHHUE JTaHHBIX (T10J1e
«CexTopy).

3. Yxaxure HoMep 6J10Ka, C KOTOPOTO TpeOyeTcsl HadaTh YTEHHE JTaHHBIX (TI0JIe
«b7oK B cexkTopey).

4. YKaxkuTe KOJIMIECTBO YUTAEMBIX OJIOKOB JJaHHBIX (1oJie «HYuciio 6JI0KOBY).

5. YKaxure UCToJIb3yeMble CTIOCOOBI 3alUTHI IAHHBIX TP MIepe/iaue v MpueMe
(most «MAC B koMaHze», «llupposanuey, «MAC B oTBETEY).

6. Haxxmure xkHoTKy «[Ipountath qaHHBIC) - MPOYUTAHHAS TIOCJIEI0BATEILHOCTD
OyzneT oToOpaxkeHa B 1oJie «/laHHbIe».
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3.27.9.1.2 Tpo4ynTtatb HECKOSNBKO BGIOKOB

1.

VYxaxxure HoMep CeKTOpa, C KOTOPOTo TpeOyeTcs HadaTh YTEHHUE JTaHHBIX (TI0JIe
«CexTop»).

. Ykaxure Homep 0J10Ka, C KOTOpOTo TpeOyeTcs HauaTh YTeHUE JaHHBIX (T0Jie

«b1ok B cextope»).

. YKa&XuTe KOJIMYECTBO YATAEMBIX OJIOKOB JIaHHBIX (TI0JIe «YUHCI0 OJIOKOBY).

. Haxxmure xHorky «SL2 [Ipoyurars MHOTO OJIOKOBY» - POYUTAHHAS

H0CJIeI0BaTEeNIbHOCTH OyaeT oToOpaxeHa B noJie «/{aHHbie».

3.27.9.2 3anucb 6noka AaHHbIX

3.27.9.2.1 3anucatb oguH 6nok

1.
2.

Bribepure Trm 3ammcpiBaeMoro 6j10ka (tioste « Turm 610kay).

Ykaxure HoMep CEKTOpa, B KOTOPBIN TpeOyeTCs 3ammicaTh JTaHHbIe (T0Jie
«CexTopy).

. Ykaxure HoMep 0JI0Ka, B KOTOPbI TpeOyeTCsl HauaTh 3aluch JaHHBIX (TI0JIe

«b70K B ceKkTopey).

. YKaXuTe KOJIUYECTBO 3aMUCHIBAEMBIX OJI0KOB JaHHBIX (10Jie «HYHUciIo OJI0KOBY).

. YKaXuTe UCTOJIb3yeMble CTIOCOOBI 3alIUThI IaHHBIX MPU MIepejaue U pueMe

(moss «MAC B komanne», «Ilupposanuey, «MAC B oTBETEY).

. Beeure 3anmcriBaemMble 0JI0KM JaHHBIX 071HOM cTpokoit HEX-cumBoI0B (10718

«JlaHHBIEY).

. Haxxmure KHOTIKY «3anucarb JJaHHBIE».

3.27.9.2.2 3anucatb HecKornbko 6riokoB

1.

Ykaxure HoMep CEKTOpa, B KOTOPBIN TpeOyeTCs 3armicaTh JaHHbIe(To1e
«CexTopy).

. Ykaxxure HoMep 0JI0Ka, C KOTOPOTo TpeOyeTcsi HauaTh 3aluch TaHHBIX (TI0J1e

«b1oK B ceKkTOpe»).

. YKaXuTe KOJIUYECTBO 3aMCHIBAEMBIX OJI0KOB JaHHBIX (10Jie «YHUcI0 OJIOKOBY).

. BBegure 3ammceiBacMble OJI0KH TaHHBIX 0THOH cTpokoit HEX-cumBo10B (T071€

«JlaHHbIEY).

. Haxxmure kHorky «SL2 3amicats MHOTO OJIOKOBY.
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3.27.9.3 Pab6ora c 6nokom 3Ha4veHus (Value Block)

3.27.9.3.1 YBenunyeHue 3Ha4yeHus

3.27.9.3.1.1 YBenuuntb 3Ha4yeHne

1.

VYkaxkure HoMep CEKTOpa, B KOTOPOM pacroiokeH OJI0K 3HaueHust (11oJie
«CexTopy).

. Ykaxure HoMep OJI0Ka 3HAU€HUS B yKa3aHHOM cekTope (Tose «biok B

CEKTOpEe»).

. YKaxure HCIIOJIb3YEMBIC CIOCOOBI 3alUThI JaHHBIX IIPHU IEpeaad€ U IIpUeMe

(most «MAC B komaHzne», «Ilupposanuey, «MAC B oTBETEY).

. YKaxure 3HA4YCHHC, HA KOTOPOEC TpC6y€TCSI IpUpPaCTUTh 3HAYCHUC CYCTUYHKA

(rone «3HaueHue»).

. Haxxmure kno1Ky «Increment.

3.27.9.3.1.2 YBennunTb U COXpaHUTb 3Ha4YeHue

1.

Ykaxure HoMep CEKTOpa, B KOTOPOM pacTioyioxKeH OJIOK 3HaYeHUs (T10J1e
«CexTopy).

. Ykaxure HoMep OJI0Ka 3HaU€HUS B yKa3aHHOM ceKTope (Toje «biok B

CEKTOpEe»).

. YKaXHTe UCTIOJIb3yeMBbI€ CTI0COOBI 3alTUTHI JJaHHBIX TIPH TIEpeade 1 IpreMe

(mosst «MAC B komanze», «lludposanue», «KMAC B oTBETE).

. YKaxure 3HaY€HHEe, HA KOTOpOe TpeOyeTcs MPUPaCcTUTh OJIOK 3HAYEHUS (T10J1e

«3HaYCHUEY).

. YKaxure HoMep CEeKTOpa, B KOTOPHIN Hy>KHO 3aMucaTh JaHHbIe Oydepa nepeHoca

TIOCJIe BHIMOJIHEHKs oniepaim (1oJie «CEKTop HazH.»).

. Ykaxure HoMep OJI0Ka, B KOTOPbII HY»KHO 3aImcaTh JaHHble Oydepa nepeHoca

TIOCJI€ BBHITIOJIHEHHS omiepariy (TioJie «bIok Ha3H.»).

. Haxxmure xHomKy «Increment Transfer».

3.27.9.3.2 YMeHblUueHne 3Ha4YeHus

3.27.9.3.2.1 YMeHbLUUTb 3Ha4YeHne

1.

VYkakure HOMEp CEKTOPa, B KOTOPOM PacToiOKeH OJI0K 3HaYeHusI (T10J1e

© 2018 AkuuoHepHoe obwecmeso "MukpodM"



OnucaHne TecToBOM NPOrpamMmbl 103

«CexTopy).

. Ykaxure HoMep OJI0Ka 3HAU€HUS B yKa3aHHOM cekTope (1moje «biok B

CEKTOpEe»).

. YKaXuTe UCTIOJIb3yeMbIe CTIOCOOBI 3alIUTHI IAHHBIX MPU MIepejaue v MpueMe

(mosst «MAC B koMaH1e», «llupposanuey, «MAC B oTBETEY).

. YKaxure 3HaYeHHEe, KOTOpOe TpeOyeTcs BRIUECTh W3 3HAYEHHS CUETUHKA (TI0JIe

«3HaYCHUEY).

. Haxxmure kHOTIKY «Decrement.

3.27.9.3.2.2 YMEHbLUTbL N COXPaHUTL 3HAYeHne

1.

Yxaxure HoMep CeKTopa, B KOTOPOM PacIioJioKeH OJI0K 3HaueHUS (T10J1e
«CexTopy).

. YKaxure HoMep 0JI0Ka 3HaYeHHS B yKa3aHHOM ceKTope (mosie «biok B

CEKTOpE»).

. YKaXute UCTOJIb3yeMble CTIOCOOBI 3alIUThI IaHHBIX MPY MIepejaue U pueMe

(mosss «MAC B komanne», «Iludpposanuey, «MAC B oTBETEY).

. YKaxuTe 3HaU€HUE, KOTOPOE TpeOyeTCsl BBIYECTh U3 OJI0Ka 3HaYeHUs (TI0J1e

«3HAUCHHE).

. YKakuTe HOMEp CEKTOpa, B KOTOPBIN HYXKHO 3anMcaTh JaHHble Oydepa nepeHoca

TI0CJIe BHINOJIHEHKs oniepatm (1oJie «CEKTop HazH.»).

. YKaxure HoMep 0J10Ka, B KOTOPBIN Hy>KHO 3aIvcaTh JaHHbIe Oydepa nepeHoca

TI0CJI€ BBHITIOJIHEHHS oniepaliu (ToJie «bIok Ha3H.y»).

. Haxxmure xHomKy «Decrement Transfery.

3.27.9.3.3 CoxpaHutb 3HauyeHue 13 Bydepa nepeHoca

1.

VYkaxxure HOMep CeKTOpa, B KOTOPBIN Hy>KHO 3alicarh JIaHHbIe Oydepa mepeHoca
(mosie «CeKTop HA3H.»).

. Ykaxxure HoMep OJI0Ka, B KOTOPbII HY»KHO 3aImcaTh JaHHble Oydepa nepeHoca

(noste «bok HA3H.»).

. YKaXHTe UCTIOJIb3yeMBbI€ CTIOCOOBI 3alTUTHI JAaHHBIX TIPH TIEpeade 1 IpreMe

(monst «MAC B komanze», «lludposanue», «KMAC B oTBETE).

. Haxxmure kHoriky «Transfer».

3.27.9.3.4 Bbluutath 3HauveHue B Bydep nepeHoca

1.

2.

Ykaxure HoMep CEKTOpa, B KOTOPOM PacTioyiokKeH OJIOK 3HaYeHHs (T10Jie
«CexTopy).

VYkaxure HoMep OJI0Ka 3HAU€HUA B yKa3aHHOM cekTope (1oje «biok B
CEKTOpEe»).
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3. YKaxure UCTIONIb3yeMble CIOCOOBI 3aIIUThI JAHHBIX TIPH Mepe1ade U IpueMe
(most «kMAC B komanne», «IIudpoBanrey», «MAC B OTBETEY).

4. Haxxmure kHOTIKY «Restorey.

3.27.10 Commit Reader ID

1. Ykaxure HOMEp CEKTOPa, B KOTOPBIN TpeOyeTCs 3amicaTh JTaHHbIe (T0Jie
«CexTopy).

2. Vxaxwure HOMep 0JI0Ka, B KOTOPBIN TpeOyeTcsl HauaTh 3aluCh JTaHHBIX (T10J1e
«b1ok B cexropey).

3. Vkaxure ucniosb3yembii «kmactep TMACy.

4. Yxaxure Homep 0Ji0ka (iie-namMsTi CUUTHIBATEIIS, KOTOPBIN COIEPHKUT
ucnoJib3yemblii ko TMAC (nione «Axpec 670ka diemr ¢ kmouom TMACY).

5. Haxwmure knonky «Commit Reader ID».

3.27.11 PaboTa ¢ BUpTyasnibHbIMX KapTamMu

Oprasbl yripaieHust paboThl ¢ BUPTYaIbHBIMU KapTaMU 00'be/TMHEHBI B TPYIITY
«Virtual Cards».

3.27.11.1 3aBepuwarowmmn 3anpoc noaae pxKku MHPPacTpyKTypbl

1. B mone «IID» ykaxwure unenrudukarop uHGpacTpykTypsl (32 cumBosia HEX-
KOJIa).

2. B none «PCDCAPL3» BBeiure 0alThl XapaKTepUCTHUK CUUTHIBATEIIs (8
cumBosioB HEX-xona).

3. Haxmure kHOTIKY «Support lasty.
[Tpu ycrientHoM BBITIOJTHEHUHM KOMaH/IbL, TioJie «Info» OyneT 3amnosHeHo 3HaYeHUEM

Oaiira Info.

3.27.11.2 Bbi6op BupTyanoHon kapTbl ISO
1. B nonie «IID» ykaxwure unenrupukarop uHppacTpykrypsl (32 cumBosia HEX-
KOJ1a).

2. B mone «Anpeca kmoueit Bo dien», «kENCy» ykaxure Homep 6s10ka drier-
MaMsITH CUUThIBaTesisi, B KoTopoM xpanurcs kimod VC Select ENC Key.

3. Haxwmure kHoTKy «ISO Selecty.

[Ipu ycnieriHoM BhINoIHE HAK KOMaH b, TioJie «VC Datay Oynet 3anoaHeHo
BBIYMTAHHBIMU JJAaHHBIMU BUPTYaJIbHOM KapTBhI.
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3.27.11.3 Bbi6op BupTyansHon kapTbl ISO 1 BHeWwHAA ayTeHTU(MKaLmA

1. B nonie «IID» ykaxwure unenrupukarop uHppactpykrypsl (32 cumposia HEX-
KOJ1a).

2. B nonsax «Anpeca kmoueii Bo ¢enn, <KENC» u «MACy» ykaxure
COOTBETCTBEHHO HOMEPA OJIOKOB (hJIeI-NIAMSITH CUUTBIBATENS], B KOTOPBIX
xpansatcs kmoun VC Select ENC Key u VC Select MAC Key.

3. Haxxmure kaomKy «ISO Select + External Authenticate».
[Tpu ycrieriHoM BhITIOTHE HAM KOMaHbI, ToJie «VC Datay OyneT 3anoiHeHo

BBIYNTaHHBIMU JIaHHBIMH BUPTYAIbHOM KapThl.

3.27.11.4 OtmeHa BbiObOpa BUPTYyasibHOW KapTbl

Haxxmure kHoTKy «Deselecty B BepxHeii 4acTH OKHA MPOTPAMMBI.

3.27.12 Nowuck penenHon ataku

Opransb! ynpaBlieHUs IOUCKOM peJieHOM ataky 00beIUHeHbI B TpymIy «Proximity
check».

1. ITepexmouarenem «RndCy BriOepUTe BapHaHT aBTOMAaTUIE€CKOM reHeparn
RndC, mubo pydHoii 3a1a4ueii.

2. Ecmu nepexmouarenb «RndCy BeiOpan BapraHT «3a1aThy», TO B TI0JIE CIpaBa
BBeUTE 3a1aHHOe 3HaueHne RndC B mecTHanuarepuaHOM BUIE.

3. B mone «Anpeca kimroda Bo (e yKakute Homep 0J10ka ¢uien-namsti
CUUTHIBATEJA, B KOTOpoM Xpanurcs kimod Proximity Check Key.

4. Haxmure kHOTIKY «Check proximity».

3.27.13 3aBeplwieHue paboTbl C KapTomn

J71s1 3aBepiieHust padoThl ¢ KapToit HaxaTh KHOTIKY «DESELECTY. Kapra nepeiinet
B coctostane HALT.

3.28 Kapra Mifare DESFire (EV1)

Kapra Mifare DESFire Mmo>xeT paboTaTh COBMECTHO C JIPYTUMH KapTaMH,
no iAeprkuBaro UMK poTokoJ1 [ISO 14443-4 KapThl, He O /1J1€P)KUBAIOIINE ATOT
MPOTOKOJI ¥ IPUCYTCTBYIOIINE B 30HE JEUCTBUS CUUTHIBATEIIS, TOJDKHBI HAXOTUTHCS B
coctossii HALT.
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3.28.1 HacTtpouka napameTpoB

1.

Haxarp kHotky «RATS». B Bemanaromux crmckax «Dr»y u «Dsy nosBsaTcs
JOTYCTUMBIE CKOPOCTH OOMEHA MEXKIy CUUThIBATEJIEM U KapToil. BeiOparh
CKOpPOCTH 0OMEHa M HaKaTh KHOTIKY «Baudratey.

2. Haxarp xHOTIKY «O0BeM». B okomike crpaBa nosiBUTCS 3HaUeHUE 00beMa

IaMATH KapTbl.

3.28.2 Pab6oTa c npunoxeHusamMu

OpI‘aHBI YIIPABJICHUA TPWIOKCHUAMUN 06’beL[I/IHeHBI B I'pyIILy «HpI/IJ'IO)KeHI/IH».

1.

Co31aTh CIMCOK UMEIOIIMXCS B KapTe MPUIOKEeHUI. J[J1s1 3TOro J0CTaTouyHO
HaXaTh KHOTIKY «[louckarey». Pe3ynbTar OyeT MoMEIIeH B BBIIATAFOIIHI CTIMCOK
CIIpaBa OT KHOTIKH.

. BBI6paTB TNPUIIOKCHNC. I[J'DI OTOI'0 B BbIIaAAOIICM CIIMCKE CIIpaBa OT KHOIIKA

«ITouckarpy BBIOpATh €TI0 WICHTUDUKATOP.

. COSI[aTB TIIPUWIOKCHUC. I[JISI 9TOT'0 B BBIIAJAOICM CIIMCKC CIIpaBa OT KHOIIKH

«/lo6GaBuTh) BHIOPATH OO0 UICHTUDUKATOP U HAXKATH 3Ty KHOTIKY.

3.28.3 Pab6ota c ¢hannamm

Oprane! yrpasnieHus GaiiiiaMu 00beTUHEeHbI B TpyTTy «Dailib).

1.

Co31aTh CTIMCOK UMEIOTIHMXCS B TIPWIOKEHUH (aitiioB. /{7151 3TOT0 10CTaTOYHO
HaxaTb KHOTIKY «[louckarey». Pe3ynbpTar OyeT MoMEIIeH B BTN CTIMCOK
CIIpaBa OT KHOTIKH.

. BeiOparts ¢aiin. /{51 3T0TO B BBINIAA0NIEM CIIMCKE CIpaBa OT KHOTIKU

«ITouckarsy» BeIOpaTh ero uaeHTudpukarop. Crpasa B okotke «Pazmep»
nosiBUTCSI 00beM (haiia.

. Co3zpnars daitn. g storo B okomike «Pazmepy» 3amars 00beM Oyaytiero daiiia,

a B BHIMA/IAIOIIEM CITHCKE CTIpaBa OT KHOTIKK «J{00aBUTh)» BHIOpATh 1100011
UJIEHTU(UKATOP Y HAXKATh 3Ty KHOTIKY. B 3aBHUCMMOCTH OT pazmepa ¢aitia
onepalysi MOKET 0Ka3aTbCsl BEChMa MPOI0JDKUTEIBHO M.

. Yaamure ¢aiin. s 3Toro B BHINAIAIOIIEM CIIMCKE CJIeBa OT KHOTIKH « Y JTAJTUTH)

BBIOPATh WICHTUPHUKATOP yaaIsieMoro (paiiiia v HakaTh 3Ty KHOTIKY.

3.28.4 OOMeH gaHHbIMU

Oprans! yripaByieHisi 0OMEHOM 00bEJMHEHBI B IPYIIY «JlaHHBIE».
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3.28.4.1 YteHue cTpoKMm.

1. Haxatb paguo-kHOTIKY «TekcT.
2. Haxarp kHOTIKY «IIpounrars». B OKOIIKE CBEpXY OT KHOTIKH IOSIBUTCS

NPOYMTAHHAS U3 KapThl CTPOKA.

3.28.4.2 3anucb cTpokmu

1. Haxxatb paguo-KHOTIKY « TeKcT.

2. B okouike cBepxy OT KHOTIKH «3aIKCaThy MOJATOTOBUTH 3aIMCHIBAEMYIO B KapTy
CTpOKY.

3. HaxxaTb KHOTIKY «3aImcarhb.

3.28.4.3 YteHue channa

1. Haxartp pagmo-kHonky «Daitm.

2. Haxatp kHOTIKY «IIpounTatsy. [IoSBUTCS AUATOT ¢ TIPEAJIOKEHUEM 3a]1aTh UMSI
pacriosioxenrie Qaiia B KOMIILIOTEPE, T OyeT COXpaHeH MPOYHTAHHbIN 13

KapTsl (ait.

3. B auanore 3agath UMs ¥ pacrioioskeHue (aiiia v HaxaTh KHOTIKY «CoXpaHutby. B
3aBHCUMOCTH OT pa3Mmepa ¢ailina oneparms MOKeT 0Ka3aThCs BEChMa
PO JI0JDKUTEIIbHO .

3.28.4.4 3anucb ¢anna

1. Haxxatb panno-KHOIIKY «Daiim.

2. Haxarp KHOTIKY «3anucarby. [[osIBUTCS THANIOT ¢ MpeIJI0KEHUEM YKa3aTh UM U
MyTh K (aillly B KOMIIbIOTEPE, COIEPIKAIIETO JTaHHbIE, 3aNMCHIBAEMbIC B KapTy.

3. B nuanore yka3aTb UMs M pacrioJioskeHHe (aiiia u HaXaTh KHOTIKY «OTKpBITEY. B
3aBHCUMOCTH OT pa3Mmepa (aiiina oneparmst MOXKET 0Ka3aThCs BeChMa
PO IOJDKUTEIIbHO .

3.28.5 3aBepleHue paboTbl C KapTOoMn

1. dns 3aBeprienus paboTel ¢ kapToii Haxars KHOTIKY « DESELECT». Kapra
nepeinet B coctosinve HALT.

3.29 Kapra Mifare UltraLight (C)

Kapra Mifare UltraLight TpeGyeT MOHOTIOIBHOTO MCTIOJIL30BAHMUS CUUTHIBATEIIS.
CrnenoBaresbHO, BCE OCTATbHBIE KapThl, PHCYTCTBYIOIINE B 30HE JICHCTBUS
CUUTBIBATEIISA, IOJDKHBI HAXOAUTHCS B cocTostHr HALT.
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3.29.1 BbIbop cTpaHuubl

1. B Bemagaromem crmcke «CTpaHuiia» BRIOPATh CTPAHUITY, C KOTOPOM OyaeT
MPOMCXOIUTh 0OMEH TaHHBIMHL

3.29.2 OOMeH gaHHbIMK

1. IIpouurats nanHbie. 1714 3TOro HEOOXOAUMO B BBINAJAIOIIEM CITHCKE
«Ctpanriia» BEIOpaTh HOMEP YUTAEMOM CTPAHHUIIBI U HAKATH KHOTIKY
«IIpoumrarby. B oKo1Ike cripaBa OT KHOTIKY MOSIBUTCS COJEPKUMOE BHIOPAHHO M

CTpaHUIIBL.

2. 3ammcarp gaHHbie. J{71s1 7TOro He0OX0AUMO B BhITIaar0NMeM crimcke «CTpaHuIay
BBEIOpATh HOMEP 3aIMCHIBAEMOM CTPAHUIIBI, B OKOIIIKE CJI€Ba OT KHOTIKH
«3anuMcarb)» BBECTH 3aMUCHIBAEMbIE JaHHBIE U HAXKATh KHOTIKY «3aricaThy.

3.29.3 Ultra Light C: NepcoHanusauusn
1. B nmone «Anpec xkmoda Bo (eI CUUThIBaTe s» yKa3aTh Homep kimoda (0..239),
KOTOPBIN OY/IET MPOTHCaH B KAYECTBE KITI0YA ayTEHTU(DHUKAIHN KapThI.

2. Haxatp Ha kHOTIKY «IlepcoHanmsarmsy.

3.29.4 Ultra Light C: AyteHTudunkauusa
1. B none «Anpec kimroda Bo ¢ienn CuuThiBaTe s» yka3zaTh Homep kimoda (0..239),
KOTOPBII Oy/1eT HCTIOJIb30BaH JIs ayTeHTU()UKAIMK KApThI.

2. Haxatp Ha KHOTIKY «AyTeHTU(DUKAIAS.

3.30 Kapra Mifare UltraLight EV1

Kapra Mifare UltraLight TpeGyeT MOHOTIOILHOTO UCTIOJIb30BAHUS CUUTHIBATEIIS.
CreioBaTebHO, BCE OCTANBHBIE KAPThI, PUCYTCTBYIOIINE B 30HE JE€HUCTBHUS
CUUTBIBATEIISA, IOJDKHBI HAXOAUTHCS B cocTostHr HALT.

3.30.1 AyTteHTUdUKauua naponem

1. B none «llaposs 11 ayTeHTH(MKAIDY BBEIUTE MTAPOJIb B BUIE
IIECTHAATIATCPUIHOTO KO, KOTOPBINA OyIeT UCTIONb30BaH 1 ayTeHTU(DUKAIH

KapThl.

2. Haxatp Ha kHOTIKY «Authenticate Password».
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3.30.2 Get Version

J1714 osy4eHus OT KapThl JaHHBIX O €€ BePCUM, HOKMUTE Ha KHOTIKY «Get Versiony.

JlanHble Bepcur OyyT OTPaKEHbI B AKypHAJIE BBIIIOJIHEHNSI KOMAH]I B HIDKHE N 4acTu
OKHa MPOTPaMMBl.

3.30.3 Read Signature

Jost urenws noarmmicu ECC kapTel, HAxxMuTe Ha KHOTIKY «Read Signaturey.

JlanHbIe TIOATMCH OYTyT OTPAKEHBI B )KypHAJIe BHINOJHEHHUSI KOMAH]] B HIDKHEH
4acTH OKHA TIPOTPAMMBIL.

3.30.4 YTteHwue n 3anuchb

1. IIpouurats nanHbie (4 cTpanuipl). s 7TOro HE0OX0AUMO B BBINAAOIIEM
crmcke «CTpaHuiia» BIOpaTh HOMEP HaYJIbHOM YMTaeMO CTPaHMULIBI U HAXKATh
KHOTIKY «Read». B okorike cripaBa 0T KHOTIKH MOSIBUTCSI COJIEPKUMOE 4 CTPAHHUIL,
HauMHasi ¢ BEIOPAHHOM CTPAHHUILIBL.

2. IlpounTarh HECKOJILKO CTpaHull. J[Jis1 3TOro He0OX0AMMO B BBINIAAAIOIIEM
crmcke «CTpaHuiia» BEIOpaTh HOMEP HauaTbHOM YUTAEMOM CTPaHHIIBL, YKa3aTh
KOJIMIECTBO CTPaHMII M HaXkaTh KHOTIKY «Read Fast». B okomike cnpaBa o
KHOTIKU MOSIBUTCS COAEPKUMOE YKa3aHHOTO KOJIMYECTBA CTPAHMUL, HAUHMHAS C

BBIOPAHHOM CTPAHHUITBL.

3. 3amicars gaHHbie. /(151 3TOr0 HEOOX0AMMO B BhINaaromeM crmcke «CTpaHuIiay
BBIOpaTh HOMEP 3aIMMCHIBAEMOM CTPAHHIIBI, B OKOIIIKE CJIEBA OT KHOTIKU
«3anmcarb)» BBECTH 3alMCHIBAEMbIE JaHHBIC W HAKATh KHOTIKY «3aIvcaTh.

3.30.5 CuyeTtuuk

1. IlpoyuraTh 3HaYeHUE cueTYHKA. J{JIs1 ’TOr0 HEOOXOAUMO B BBITIAIAIOIIEM
cmicke «HomMep» BBIOpaTh HOMEP cueTunKa 1 HakaTh KHOTIKY «Read Countery.
B oko1iike cripaBa OT KHOTIKY MOSIBUTCS] BBIYUTAHHOE 3HAYEHHUE CYETYHKA.

2. YBenuuuTh 3HaU€HUE cueTyuKa. J[Jis 3T0ro HeoOX0AMMO B BBINAAAIOIIEM
cmicke «HomMep» BbIOpaTh HOMEp CUeTYHKa, CTIpaBa OT KHOTIKH «Increment
Counter by» BBecTH 3HaY€HHE, HA KOTOPOE TPeOYyeTCs MPUPACTUTh 3HAYCHUE
CUETYHKa, U HAXaTh KHOTIKY «Increment Counter by».

3. IlpoBepka coObITus M3HOCA. J{J1s1 7TOT0 HEOOXOUMO B BBITIAIAIOIIEM CIHCKE
«Homep» BpIOpaTh HOMEp CUETUYHKA, 3aTeM HakaTh Ha KHOTIKY «Check Tearing
Event». B mone «Valig Flag Byte» cripaBa 0T KHOTIKY TIOSIBUTCSI BBIYUTAaHHOE
3HaueHue Oaira iaros.
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3.30.6 Virtual Card Support Last

3.31

3.31.1

1. B mone «ID» ykaxwure unenrudukarop uappactpyktypsl (32 cumBosa HEX-
KOJ1a).

2. B mone «Reader Capabilitiesy BBequTe OaifThl XapaKTEPUCTHUK CUUTHIBATEIIS (8
cumBosioB HEX-kona).

3. Haxmure KHOTIKY «BBINOHUTHY.

[Tpu ycrientHoM BbITIOTHEHMM KOMaHbl, ot «Virtual Card Type Identifier» Oyner
3aroJIHEHO 3HaYeHHEM Oaiita e HTU(PHKATOpa BUPTYATIbHOM KapThl.

MeTtku ctanaapra ISO 15693 (ICode SLI)

Mertxka craggapra [ISO 15693 mosxeT paboTars COBMECTHO C JIPYTMMU TAKUMHU 7K€
MEeTKaMH. B BepXxHeil yacTy CTpaHMLIbI pacTiOJIOKEH BbINAIAIOIINN CIIMCOK,
coiep Kaluii Bce 0OHapykeHHble MeTKU. PaboTa npou3BoAUTCS ¢ METKOM, BEIOpaHHO M
B 3TOM CIIHCKE.

MapameTpbl MeTKK

1. [TpousBOIUTEIH METKH OTIpEIeIICTCS NPeATIoCcTe THUM OaittoM B coctase UID:
e 0x04 — NXP;
e 0x07 — Texas Instruments.

Hanpumep, C3513B00000104E0 — meTtka npomzBoactBa NXP.

2. J1nst mosydeHus MpOYMX XapaKTePUCTHK HE0OX0IMMO HaXaTh KHOTIKY «Get Sys
Info».

3. Jns nonydenust uadopmarmu o 3amure 6710koB oT 3amicu PEKOMEH/IYETCSA
KXl pa3 moclie BEIOOpa HOBOM METKH HaXaTh KHOTIKY «Get Security». B okHe
OT4Y€Ta BHU3Y CTPaHHUIIBI OyIyT 0TOOpaKeHbI OANTHI TI0 OJHOMY Ha Kaxkabii 070K, Eciu
OalfT OTIMYEH OT HyJIsl, 3HAYUT COOTBETCTBYIONIAA €MY CTPAHHIIA 3AIHUIIEHA OT 3alUCH.
Kpome Toro, noce nosrydenust 3Toi uHGpopMaImy OKOIIKO JaHHBIX (CIpaBa OT KHOTIKU
«Read Block») npu Be1OOpe 3aiuiieHHoro oT 3amicu 0Ji0ka Oy1eT CTaHOBUTHCS
JIOCTYIHBIM TOJIKO JIJISl YTECHHSI.

3.31.2 OOMeH gaHHbIMU

1. Ilpouurath nanseie. J1j1s 5TOTO HEOOXOIUMO B BhINAAar0IIeM crmcke «biok»
BbIOpaTh HOMep OJ0Ka U Haxarh KHOTIKY «Read Block». B okomike crpaBa ot
KHOTIKY TIOSIBUTCSI COJICPKUMOE BBIOPAHHOTO OJIOKA.

2. 3armmcarp gaHHble. J{1s 3TOr0 He0OX0IMMO B BBINMAAAONIeM crHcke «bioxy»
BBIOpaTh HOMEp 0JI0Ka, B OKOLIKE cyieBa OoT KHOTIKK « Write Block» BBecTH
3aMmiChIBaEMbIE JaHHbIE M HKaTh KHOTIKY « Write Blocky.
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3. JInst uTeHust COASPIKUMOTO BCEH MaMsITH METKHU JOCTATOYHO HAKATH KHOIIKY
«Read Multiple Blocks». B okHe oTueTa BHI3Y CTpaHHIbI Oy1eT 0TOOpakeHa
BCsI MAMSITh METKH, a BCJIE]T 32 Heil — uH(popmalys o 3ammre 0JI0KOB OT 3aruCH.

3.31.3 3awuTa ot 3anucm

1. B meTke cymiecTByeT 4 THIa JaHHBIX, 3anuiaemMbix ot 3amicu (Lock). 9to
Block, DSFID, AFI u EAS. 3amura oT 3anicu IpoU3BOIUTCS MHIUBUTYaTbHO
s DSFID, AFI, EAS u s xaxxmoro 0Jioka. ITocite Toro, xak 3amnura
yCTaHOBJIEHA, AaHHble cTaHOBATCA mpuroaaeiMu TOJIBKO JIJIS UHTEHUS.

2. Jlns 3amure! ot 3ammcu DSFID, AFT win EAS noctarouno Hakath
cootBeTcTBeHHO KHOTIKK «Lock DSFID», «Lock AFD» mwm «Lock EASy. Jlns
3alIUThI KAKOT0-JIM00 OJI0KA OT 3amicy He0OX0AMMO BBIOpaTh €r0 HOMEP B
BhIMa1aroneM crmcke «biaok» u Haxath Ha KHOTIKY «Lock Blocky.

3. Jnst mo6oro TUMa TaHHBIX 3alllUTa OT 3arucyu 6e3Bo3BparHa. CHATH 3allUTy
HeBO3MOXkHO. [TosTomy Ha kHOTIKM «Lock Block», «Lock DSFIDy, «Lock AFI» u
«Lock EASy B mporpammMe npeyCMOTPEH 3aMpocC Ha TIOATBEPKICHAE OTICPALIHIL.
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