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1 O6bwasa nHcpopmauumsa

Hacrosiiee pykoBoACTBO NpeIHA3HAYEHO JIJIs1 03HAKOMJICHUS C TIPOTOKOJIOM
oOMeHa TaHHBIMH MeXKny XxocToM U cunthiBatesieM RFID-kapt UEM u conepxur
CBeJeHMs, HeOOX0UMBIE JJIs pa3padoTKU MPUKIIATHOTO TPOTPAMMHOTO 00eCIieYeHUs.

1.1 IlepeyeHb HOPMATUBHBIX JOKYMEHTOB

ISO 14443, gactu 1-4
ISO 15693, vactu 1-3
ISO 18000, gacTs 3
ISO 18092

1.2 Cnucok cokpaleHuu

APDU — ¢opmar komanns! npotokosa T=CL (ISO 7816-4)

ATQ — pe3ynbtar onepaimu REQA (ISO 14443-3)

ATS — otBeT nHa onieparmro SELECT (momycTtrmblie napameTpbl potokosa T=CL)
ATTRIB — komanna Beioopa kaptel Trmna B (ISO 14443-3)

CLA — nepBbrii 6aifr komanast APDU

Dr — xapakTeprcTKa CKOPOCTH MOTOKA TAHHBIX OT CUUTHIBATENS K KapTe
Ds — xapakTepucTiKa CKOPOCTH MOTOKA IAHHBIX OT KAPThI K CUUTHIBATEITIO
HLTA — xomanna nepeBoia kaptel Tura A B coctostaue HALT

HLTB — xomanna nepeBojia kaptel Tha B B coctositnne HALT

INS — Bropoii 6aiir komannst APDU

Lc — nnvHa nepegaBaeMbIX 1aHHbIX B KoManne APDU

Le — nnvHa 0KunaeMbIX J1aHHBIX B 0TBETE Ha KomaHny APDU

P1 — tpeTwii Oaiir (mapameTp) komannsl APDU

P2 — geTBeptsiii Oaifr (mapametp) komanasl APDU

PICC — xapra ¢ 6eckonraktabiM unTepdeiicom (RFID-kapra)

PPS — 3anpoc Ha yctaHoBKY mapameTpoB npoTokosia T=CL

PUPI — nceBnoynukansHpiii HoMep (uaeHTudukarop) KapTel Tna B

RATS — 3anpoc na noinyuenue ATS

REQA — 3anpoc Ha akTrBaimto kapt turna A u3 coctosHusi IDLE

REQB — 3anpoc Ha aktuBaimio kapt tvna B m3 coctosinms IDLE

Rf — mnydaemast cunThIBaTesieM parodacToTa

SAK — pesynbrar (noareepxxnenue) onepaimu SELECT

T=CL — npotokon o6meHa nanHeiMu ¢ RFID-kapramu (ISO 14443-4)
UID — yHukanbHbIi HOMEP (MIeHTUPHUKATOP) KapThl THIA A

WUPA — 3anpoc Ha aktuBaimto kapt tura A u3 coctosaust HALT

WUPB — 3anpoc Ha aktuBaimto kapt tuna B u3 cocrosaus HALT

NFC (Near Field Communication) — TeXHOJIOTHs O€CTIPOBOHOM Iepe1aun TaHHBIX

IO TIPUHLIVITY MHAYKTUBHOM CBSI3U
NDEF (NFC Data Exchange Format) — ¢popMmat qaHHbIX 1151 iepe1aqi co0O0IeHIi
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no rexHosiornu NFC.

P2P (Peer To Peer) — 0OMeH JaHHBIMU TI0 MPUHIMITY "TOYKa-TOUYKA' MEXKAY ABYMSI
YCTpOICTBaMU

LLCP (Logical Link Control Protocol) — npoToxoJ1 yruaBjieHus J0TM4€CKUMHU
COEIMHeHUSIMU M€Ky YCTpoHcTBaMu, paboTaroimmu 1o npoTokoiay ISO18092 (NFC
P2P)

SNEP (Simple NDEF Exchange Protocol) — mpoTokon oOMeHa coo0IeHustMu
NFC B popmare NDEF

1.3 IIpeaynpexkaeHue

Brnmanue! Hepen HavyaJloOM pa60TBI C KapTaMy, BHUMATCJIbHO U3YIHNTC
JOKYMCHTAIMIO Ha 3THU KapTbl: HCOCTOPOIKHOC UCIIOJIb30BAHUC KOMAH MOXKCT
IIOBJICYb BBIXOJ KapT U3 CTPO-.
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2 B3avmogencreue cUMTbiBaTens ¢ yrnpassowmm
YCTPOUCTBOM

2.1 HNurepdeiicol

CuurpiBaTesb pabOTAET MMOJ1 YIPABIEHHEM KOMIBIOTEPA WIK KAKOTO-JTHOO0 APYroro
YIIPaBJISIOMIETO YCTPOUCTBA (MacTepa). B 3aBUCUMOCTH OT UCTIOJIHEHHSI CUUTHIBATE b
NOAKITIOUaeTCs K MacTepy Jinoo 1o muHe USB, mmbo k nmocnieoBareibHOMY MOPTY
RS232 i RS485. TIpoTokon oOMeHa — e uHBIN JJ1s1 BCeX MHTEpEcoB.

211 USB

Jlns paboThl co cuutbiBaresiem no uarepdeiicy USB He00X01UMO yCTaHOBUTD
JlpaiiBep, BXOASAIINI B KOMIUIEKT ITOCTaBKHU.

st cumreiBareneidt UEM mocTymHbI ABa BUa apaiiBepoB: ctangapTasie USB u PC/
SC.

Uto0bI ycTaHOBHTH 00O 13 BUI0B USB-npaiiBepoB cuuThIBATE IS IS
oTiepaioHHO M cucTeMbl Windows, HE0OX0IMMO BBITIOHHTH CIIEYIOIIIEE.

1. Ckauaiite ¢ caifta microem.ru ¥ pactiakyiire apXxuB ¢ MPOTPaMMHBIM
obecreueHreM, 3aTeM BCTaBbTE CUUTHIBaTe b B THe3710 USB koMmbroTepa.
ABTOMaTHYECKH HAYHET PadOTaTh MacTep YCTAHOBKH HOBOTO 000pyaoBanus. B
NPaBOM HIDKHEM YTJIy SKpaHa Balllero KOMIbIOTEPa MPH 0 OHAPYKEHUN
cuuThIBaTeIA nosiButTcsi coobuienre "Haiineno HoBoe o6opynoBanue'.

2. Eciu B nuanoroBom okHe "MacTep HOBOTo 060pyA0BaHus " OSIBUTCS
npeJI0KeHHE ToAKIIoUuThes K Y311y Windows Update st morcka
nporpaMMHOTo obecrnieueHus, Beioepure "HeT, He B 3TOT pa3" v HAXKMUTE
" n

anee".

3. B nuanoroBom okHe "MacTtep HOBOro 000opyaoBanus' BeiOepure 'Y cCTaHOBKA 13
yKa3aHHOTo MecTa', 3areM Haxxmure "Jlanee".

4. Y6enurech, 9TO BHIOPaHO "BBINOIHATE MOWCK HAMOOJIEE TIO X0 ISIIIETO
npaiiBepa B ykazaHHbIX MecTax'". CHumure duiar "Tlonck Ha CMEHHBIX HOCUTEISIX ",
ycTaHoBute (iar "BriroduTh clieayromiee MecTo Torcka', 3aTeM HaKMHUTE

"O630p".

5. B nuamoroBom okre "O030p Manok" HAWIUTE U BBIOSPUTE TATIKY C TIO X0 ISTITIM
JpaiBEPOM U3 POAUTEIHLCKOM Nanku Driver B IOCTAaBISIEMOM CO CUUTHIBATEIIEM
kommwrekre [10. Haxmure "OK".
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6. B nuanoroBom okne "MacTtep HoBoro o6opymoBanus" HaxMmure "Jlanee".

7. B nuanoroBoM okHe "Y cTaHOBKA 000pyIOoBaHus " C TIPEJOCTEPEKEHAEM O
TECTHPOBaHUM NPOTpaMMHOTO obecrieueHns HaxmuTe "Bee paBHO TPO 10 KUTE ",

8. B nmamoroBom okne "MacTep HOBoTO 000pynoBanus" HaxmuTe "T'0TOBO".

9. UtoOn1 yOeIUTHCS B TOM, YTO JIpaiiBE€p YCTAHOBJICH YCTICIITHO, JOCTATOYHO
yBuneth UEM USB SmartCard Reader B Jlucnietuepe yctpoicTs. J{ist aToro
H)KMUTE TPaBOI KHONIKOW MBI HAa MKOHKY "Moii KommbroTep" Ha pabouem
CTOJIe, B TIOSIBUBIIIEMCSI MeHIO BhIOepuTe "CBOCTBA" M HA BKIIAKE
"O6opynoBanve" Haxkmure "JlucreTdaep ycTpoicTB". 3aTeM HHKMHUTE 3HAYOK
"+"(troc) psiagoM ¢ rpyrmol 'Y cTpoiicTBa UTEHUS CMapT-KapT', 4TOOBI PACKPHITH
€€ CIHMCOK.

B xommiekre 1O Taxke JOCTYIHBI HCXOAHBIE KOJIBI apaiiBepa nox Linux,
Haxosmmecs B nanke Drivers/Usb/Linux.

2.1.2 RS232

OOMeH naHHBIMH (TIepeiada 3anpoCcoB U OTBETOB) M0 MOCIIe0BATeILHOMY MOPTY
ocymecTBisieTcs ¢ napametpamu SN1 u HaganpHO M ckopocThio 9600 6ox. [Tocne
YCTaHOBIICHUSI CBSI3M CKOPOCTh 0OMEHA MOYKHO TOBBICUTH. [{OIyCTHMBI ClieIyIo1Ine
ckopoctu oomena: 9600, 14400, 19200, 38400, 57600, 115200 60..

21.3 RS485

[[Ivna RS485 — nonynymekcHad. Ha Heit qoryckaeTcs noakimoyeHue 10 32
CUHUTHIBATEJICH, HO B JIFOO0O MOMEHT BpEMEHH Ha HEH JOJDKHO paboTaTh He OoJice
OJIHOTO TiepeaTurka. Y cTpoiictBa Ha mmHe RS485 mosmkHbl MIMeTh pa3Hble ajipeca.
3HaueHue ajpeca yCTporucTBa Haxoaurcs B Auanazone ot 0 mo 255. Tlpu
M3rOTOBJICHUH YCTPOUCTBO nostydaeT aapec 0. Ha komanny no agpecy 0 ycTpoiicTBO
OTBEYaEeT HE3aBUCUMO OT cBOeTO aapeca. Komanasl o anpecy 0 1OMyCTUMBI JIHIITH
11t uarepgeiicoB USB u RS232, a Takke B ToM B citydae, korja Ha mmHe RS485
NPUCYTCTBYET TOJILKO OJIHO YCTPOUCTBO. J{JIsl Ha3HAU€HMsI YyCTPOMCTBY HOBOTO aJpeca
JIOTTyCKaeTCs TIOIKIII0YaTh €ro K JI00oMy ocTynHoMy uHTepdeiicy. [TapameTpsr
oOMeHa Mo MoCcJeI0BaTeIbHOMY TIOPTY — aHAIOTHYHBIE MapameTpam uHTepdeiica
RS232.

2.2 IIpoTokoJ1 00MeHA TAHHBIMHU

OOMeH JaHHBIMH CO CUMTHIBATENIEM OCYIIECTBISIETCS KaJlpaMHU I PeMEHHO M JIJTMHBI
B PEXKUME «3arpoc-0TBeT». MHMIMaTopoM 0OMeHa MOKET OBITh TOJIBKO MacTep
CUCTEMBI (KOMIIBIOTED).

Ha 3anpoc, cocTaBieHHbIi B COOTBETCTBUM C IPOTOKOJIOM, CYUTHIBATENb 00s13aH
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2.2.1

BbLATh OTBCT, CCJIM aAPCC 3arpoca HYHeBOﬁ WK COBIIAAACT C aAPCCOM CUMNTHLIBATCJIA.

[ToMHrMO OTKpBITOM TIEpeJauy TaHHBIX, CYUTHIBATEIH MOICP)KIBAET padboTy C
M poOBaHHBIM KaHAIOM 0OMEHa.

Jlst marepdeiicoB RS232 n RS485 nonb3oBarens 10DKeH 00€CTICUHTh HHTEPBAIT
MEXKIY COCETHUMU KajipaMu pa3MepoM He MeHee 30 OUTOB CTIOKOMHOTO COCTOSTHHS
TIVHAVL

s uarepdericoB RS232 n RS485 BakHyr0 poJib UrpaeT NPU3HAK 3aBEPIICHUS
KaJipa, KOTOPBIN OTIPEIEIACTCS KaK MPOMEKYTOK CIIOKOWHOTO COCTOSHUSI IIIVHBI,
mMepsieMblil B Oaiitax (10 6ur = ctapt + 8 6ur + ctom). [lo ymoruanuto 3To 3HaUEeHUE
paBHo 3.

B MuKpocekyHIax 3ToT npu3HaK OyJeT UMETh Pa3HyI0 MPO10DKUTEIILHOCTh B
3aBHCUMOCTH OT CKOPOCTH 0OMeHa TaHHBIMU (1711 ckopocT 9600 601 310 3125
MKC).

Kaxnoe ycTpolcTBO Ha IIMHE TIEpe HAYaJIoM Tiepe1aun JaHHBIX JT0JDKHO
yOeIUThCS B HATMY MM TIPU3HAKA 3aBEPIIICHHS TIPEABITYIIETO Kaapa 1, KpOMe TOTO,
00s13aHO HE JOTyCKaTh BHYTPH CBOETO KaJipa MPOMEKYTKOB CIIOKOMHOTO COCTOSHHS
IMHBI 00JIee OTHOTO Oaiira.

Ecimm omm6ku oOMeHa ¢ XocToM 00YCIIOBJIEHBI IPUCYTCTBUEM HA IIIMHE
YCTPOMCTBA, HE COOIIIOIAIOIET0 TIOCIeAHEe YCIOBHE, PU3HAK 3aBEPILCHUS Kaapa
MO>KHO YBEJIMYHTh C TIOMOIIbI0 KOMaHabl 0X68. ITO HECKOJIBKO 3aMeIUIUT OOMEH
JIQHHBIMH, HO MICKITIOYHT TI0T0OHBIE OTIHOKY.

Kapp 3anpoca

ITone 6 aﬁzr[m 3HaueHUEe

CraptoBoe yclioBHe 1 0xFD

Anpec 1 Jna USB nRS232 Bcerna 0

Wnenruduxarop kanpa 1

Ko xomanasl 1 Cwm. nanee Habop xomanz
Koggxemm M JIaHHbIC XX 3aBUCAT OT KOMaHJIbI

KoHnrposbHast cymma Kaapa 2 CRCI16

CromoBoe yclioBue 1 OxFE

1. IIpu oOMeHe ganHpIMU O€3 OIMMOOK WIIeHTU(PHUKATOPHI Kajipa y 1000 napbl
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CJEIYIOIIMX JIPYT 32 JPYrOM 3arpoCOB JOJDKHBI OTIHYATHCS.

2. Ilocne nmomy4yeHus 3anmpoca CUUThIBATEIb MPOBEPSIET MPABWILHOCTD MpUeMa
IyTEM aHAIU3a KOHTPOJIbHOM CyMMBI Kaapa. [Ipu HenpaBuiibHOM nprueMe
YCTPOUCTBO € ajipecoM 0 BbIIAET KOJI 3aBEPILICHUS] KOMaH/bI B KaJpe OTBETA,
paBsblii MI_ CRCERR, koMaHly He BBINOJIHSIET U BBIXOIHBIX TAHHBIX B KaJpe
OTBETA HE BbIIAET. Y CTPOUCTBO C aIpecoM, OTIIMYHBIM OT (), PU HEPAaBUWILHOM
NpyueMe KOMaHy HE BBITIOJHIET U OTBETA HE BHIIACT.

3. Ecom Anpec B 3anpoce otiandeH oT 0 ¥ He COBIIAAAET € alpecoOM yCTPOUCTBa,
KOMAaH/1a HE BBINIOJIHAETCS U OTBET HE BBIAACTCS.

Kaap 3anpoca wudpoBaHHbIN

Ilone UI[HHHa’ 3HaueHue

Oaifr
CraptoBoe yclioBHe 1 0xFD
Anpec 1 Jns USB nRS232 Beerna 0
Wnenrndukarop kaapa 1
[pmsHak mmdparym 1 0x00

3aBUCSAT OT KOMaHJIbI,
Kon onepaimu u gjaHHbIe 16%x nepeatoTcs B Bune 128-
KOMAaHJIbI OUTHBIX MIU(PO-0JI0KOB
EncData[16*n]

KonrposbHast cymma kaapa 2 CRCI16
CromoBoe yclioBue 1 0xFE

1. ITpu hopmupoBaHnM nakeTa 3anpoca, opMHUPYETCS BEKTOP, COCTOSIIIMIA H3:
1) Gaiira kozga 3ampoca OpCode|[1];

2) nansbix 3anpoca Data[XX];

3) 32-pa3psAHOM KOHTPOJBLHOM CYMMBI OT KOJIa 3ampoca 1 JJaHHBIX anpoca
(moymuom 0x04C11DB7) CRC32({OpCode[1] || Data[XX]});

4) 6aitra 0x80;

5) mocnenoBarenbHOCTH HyneBbIX OaiT {0x00, 0x00, ...}, KOTOPBIMHU JOTIOJTHICTCS
BEKTOP J0 JIJIMHBI, KpaTHOM 16 Oaifram.

DTOT BEeKTOP MUppyeTcs: BEIOpAaHHBIMU IS pEXKMMa 3alUIIIEHHOTO oOMeHa 12 8-
OWTHBIMU CeCCUOHHBIM KitouoM SessionKey[16] u BekropoM nnammamnikamym [V[16] B

pexmme AES128-CBC.

Takum o6pa3zom nosrydaeTcs cieayroias GopMylia BRIYHCICHUS MHPPOOIOKOB:
EncData[16*n] = EncAES128CBC({OpCode[1] || Data|XX] || CRC32({OpCode[1] ||
Data[XX]}), 0x80, {0x00, 0x00, ...}}, SessionKey[16], IV[16])

2. IIpu o6Mene naHHpIMU 0€3 OIMHMOOK UIeHTH(PHUKATOPBI Kajapa y 00011 napsl
CJIEYIOIHUX APYT 3a APYrOM 3alpOCOB JOJLKHBI OTIAUYATHCS.
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2.2.3

3. Ilocuie nostyyeHus 3anpoca CUUTHIBATE b MPOBEPSET MPABWILHOCTH MpUEMa
MmyTeM aHam3a KoHTpoJibHOM cymMmMbl CRC1 6 kanpa. [Ipu HenpaBmwibHOM MpueMe
YCTPOHUCTBO € agpecom () BbIAAET KOJI 3aBEPIICHUS] KOMaH/IbI B KaJIp€ OTBETA, PABHBIN
MI_CRCERR, komaHy He BBINOJIHSIET U BBIXOIHBIX JIAHHBIX B KaJ[pe OTBETA HE
BBIIAET. Y CTPOUCTBO C aIpECOM, OTIMYHBIM OT (), MPY HENPABWIHHOM IPHEME
KOMAaH/y HE BBIIOJIHAET U OTBETA HE BbIAACT.

4. Ecim Anpec B 3anpoce oTiandeH oT 0 ¥ He COBIAAAET ¢ aApecoOM yCTPOMCTBA,
KOMaH/1a He BBINOJIHSIETCS U OTBET HE BBIJIACTCH.

5. Ilocne pemmdparyu nocie10BaTeIbHOCTH 0JI0KOB, IPOM3BOIUTCS IPOBEPKA HX
LIEJIOCTHOCTH ITyTEM BBIYUCIICHUS BJIOKEHHON KOHTPOIbHOM cyMMbl CRC32 nee
CBEpKU. BexTop nHnmanmsamy 0OHOBIIIETCS [ UCTIOIb30BaHKS B TIOCJIE TYFOLIUX
oneparpsix (J1e-)muhpoBaHus.

6. [Ip1 BO3HHKHOBEHUH KaKUX-JTHOO OIIMOOK MpUeMO-Tiepead npy MG poBaHHOM
pekuMe 0OMeHa, CUYUTBIBATENb OCTAETCS B 3TOM PEXKUME JI0 €0 Mepe3arpy3KH 1o
TUTAHKIO.

Kapp otBeTa

1. Ana dbopmMupoBaHus OTBETA CUMTHIBATENIEM JOJDKHBI ObITh NPUHATHI KaK
MUHIMYM CTapTOBBINM 1 CTOTIOBBIN OaiThl, HIEHTUPHUKATOP Kaapa, KO KOMaHIIbI 1
KOHTPOJIbHAs cyMMa. Taxoke JTOJDKHBI OTCYTCTBOBAThH OIMOKH OaiircTadrmra B
npejaenax kaapa. Mnaue Hukakue oTBETHI He (OPMHUPYIOTCS M KOMIBIOTED JOJDKEH
MOBTOPUTH 3aMPOC MO OKOHYAHUM TaiiMayTa, BEICTABUB COOTBETCTBYIOIIMM MPU3HAK
TIOBTOPHOTO 3amnpoca (Mpe>KHUN WISHTUPHUKATOP Kapa).

ITone IU[ 3HaucHue
, Oair
CraproBoe ycioBue 1 0xFD
Anpec ycTpoiicTBa 1
VeHTHpUKaTOp Kazpa 1 [ToBTOpeHue nneHTrpuKaTopa u3
3arpoca
Ko xomaasl 1 [ToBTOpEHME KOJ1a KOMaH/bI U3 3arpoca
Kox sasepuwenms 1 Cwum. nanee Kojbl 3aBepiiieHust KOMaH/bl
KOMaH/IbI
BEIXO/IHbIE JAHHBIE XX 3aBUCAT OT KOMAH/IbI, MOTYT
OTCYTCTBOBATb
KoHrpoiibHas cymma ) CRC16
Kajipa
CromoBoe yclioBue 1 0xFE

2. CuureIBaTesb BIPABE UTHOPUPOBATH HOBBIN 3aIIPOC €CJIM OH HE YCTIEII MOJHOCThIO
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o0OpaboTarh npe ABIAYIINHA. [ apaHTHpyeTCst YTO CUMTHIBATEIh TOTOB K MPUEMY HOBOM
KOMaH/Ibl K MOMEHTY OKOHYaHU [Iepe1ady IEPBOTO KaJipa OTBETA HA IO CJIETHUN
3arpoc.

3. CaursIBaTesh BIPaBe MTHOPHUPOBATH 3aMPOC, €CIIM KOJIMIECTBO OANTOB MEKIY
CTapTOBBIM M CTOTIOBBIM YCJIOBHSIMHU 00JIbITIE pazMmepa ero 0ydepa oomena (300
OaifToB).

4. Ecu KoMIbIOTEp HE TIOJTy4Y Wl BAIMAHBINA OTBET, 3aMpOC TepeaaeTcsi IOBTOPHO IO
OKOHYAHWH TaliMayTa C TIPEKHUM WIEHTU(PHUKATOpOM Kajipa.

5. Ecim cuurhIBaTesb NOIy4YWI KOMaH1y, COBIAJAIOIIYIO € IPEABITYIIEH [0
WIESHTUPHUKATOPY KaJpa v KOTy KOMAaHIbI, ¥ BBITIOJIHIUT TIPS IBITYIIYEO, TO TIOBTOPHYIO
OH HE BBINOJIHAET, a TOJIBKO IOBTOPSIET OTBET HA HEE.

224 Kagp otBeTa wnd poBaHHbLIN

1. Ansa dopmMupoBaHusi OTBETA CUUTHIBATENIEM JOJDKHBI ObITh IPHHSATHI KaK
MHHUMYM CTapTOBBINA U CTOTIOBBIN OalThI, ICHTUPHUKATOP KAAPpa, KO KOMAHIbI U
KOHTpOJIbHAs cyMMa. Takoke T0JDKHBI OTCYTCTBOBAThH OIMOKH OaiircTadpunra B
npejaenax kaapa. lMraue HuKakue OTBETHI He (POPMHUPYIOTCS i KOMIILIOTEP T0JDKEH
MIOBTOPUTH 3aIPOC 10 OKOHYAHUU TaliMayTa, BHICTABUB COOTBETCTBYIOLIMI MPU3HAK
TIOBTOPHOTO 3amnpoca (MpeKHUI WISHTUPHUKATOP Kapa).

Ilone 6 aﬁm 3HaueHue

CraproBoe ycyoBHe 1 0xFD

Anpec ycTpoiicTBa 1

Wnenrudukarop xaapa 1 [ToBTOpEeHNE HIeHTHUKATOpA U3 3arpoca
[pr3Hak mmdparmn 1 0x00

BbIX01HBIE J1aHHBIE 16*m | [ludpoannsie 610ku EncData[16*m]
KoHrponbHast cymma kajgpa| 2 CRC16

CromnoBoe yclioBHE 1 0xFE

2. [omy4eHHblii ps MUPPOBAHHBIX OJOKOB PacIM(PPOBBIBACTCS MPH MOMOIITH
BBIOPAHHBIX IS 3AIIHMIIIEHHOTO PeXnMa, 128-0UTHBIX, CECCHOHHOTO KITI0Ya
SessionKey[16] u BexTopa nnmmamsammm [V[16], B pexxume AES128-CBC. 3atem
MPOM3BOIUTCS TIOUCK C KOHIIA pacirdpoBaHHOTO BekTopa Oaira 0x80. Crosiue
niepet HuM 4 Gaiira uaTepnpeThpyroTest kKak CRC32 (mosmmom 0x04C11DB7) u
MPOBEPSFOTCS MyTEM BBIUUCIICHHSI KOHTPOJIBHOW CYMMBI MPEIbITYIIEH
riocJieJoBaTeIbHOCTH. B pe3ynbTare pacmmdpoBaHus TOTydaeTcsl BEKTOP JaHHBIX,
CoJieprKalluii oCcieJOBATeIbHO KO OTIepalyt, KOJI OTBETa M HA0OP JJaHHBIX OTBETA.
[Tpy 3TOM BEKTOP MHHIMATM3AIA OOHOBIISICTCSI JIJIST TIOCJIE TYIOIITUX OTIe PALHIA.
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2.2.5

Takum 006pa3zom moJtydaeTcs cieayroias Gopmysa pacuppoBKU OJIOKOB:
{OpCode[1] || Data[XX] || CRC32({OpCode[1] || Data[XX]}), 0x80, {0x00, 0x00, ...}
= DecAES128CBC(EncData[16*m]}, SessionKey[16], IV[16])

3. CuurbIBaTesb BIPABE UTHOPUPOBATH HOBBIH 3aIPOC €CJIM OH HE YCIIEN MOJHOCTHIO
o0paboTarh npeABIAYIINA. [ apaHTHpyeTCst YTO CUMTHIBATENh TOTOB K MPUEMY HOBOM
KOMaH/Ibl K MOMEHTY OKOHYaHMs Tepeiauy IEpBOTo Kajpa OTBETA Ha IO CJIe THUN
3ampoc.

4. CyursiBaTesb BIPABE UTHOPUPOBATH 3aMPOC, €CJIM KOJIUIECTBO OAMTOB MEKIY
CTapTOBBIM U CTOIOBBIM YCJIOBHAMH O0JIbIle pazmepa ero oydepa oomena (300
0aiiToB).

5. Ecim koMIIbIOTEp HE NMOJTyY I BAIMIHBIA OTBET, 3aIPOC NEPENAETCS MOBTOPHO IO
OKOHYAHWHU TaliMayTa ¢ TIPEIKHIM HICHTUPHUKATOPOM Kajpa.

6. Eciii cuurbIBaTe b OJTYy4Y I KOMaHy, COBNAAAIOIIYIO C TPEAbIAYIIEH 10

WIEHTU(DUKATOPY KaJipa ¥ KOTy KOMaH/IbI, ¥ BBINOJIHII MPEIbIAYIIYIO0, TO IOBTOPHYIO
OH HE BBINOJIHAET, a TOJIBKO IOBTOPSIET OTBET Ha HEE.

7. I1p1 BOHUKHOBEHUU KaKHX-JIMOO OIIMOOK MpHeMO-Tiepeaadu Mpy UG POBaHHOM
pexrMe 0OMeHa, CUMTBIBATEIIb OCTAETCS B TOM PEXKUME JI0 €T0 Nepe3arpy3Ku 1o
TIMTAHHIO.

Koabl 3a BeplweHnda KoMmaHAbI

Bce ommOku, cBs3aHHble ¢ UHTEpQEiicoM, BOSHUKAIOT Ha O€CTIPOBOTHOM YUacTKe
niepe1auy JIaHHBIX MEXy KapToil U cuuThiBaTesieM. MckimoueHue cocTaBiseT omuoka
OxFE, xoTopas MO>eT BO3HUKATh TaKXKe U Ha POBOTHOM uHTepdeiice (RS232 wm
RS485 B ciryuae ecim agpec yctpoiicTBa Ha muse - 0x00).

Description Dec Hex Onucanue

MI_OK O 000 Onepanus BEINOJHEHA yCIENTHO
MI_NOTAGERR -D OxEF KapTa He oTBEUaeT

MI_CRCERR (-2) OFE KonTposnbHas cymma HeBepHa
MI_AUTHERR 4 O0xFC HesepHoe 3nauenue xmoya
MI_PARITYERR -5) 0xFB Omnbxa YeTHOCTH
MI_CODEERR (-6) OxFA HesepHr1it ko1 3aBepiICeHUS
MI_PROTOCOLERR -7 0xF9 OmmbOxa B IpoOTOKOTIE
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MI_SERNRERR -8 OxF8 HegepHnsriii 6aiiT nenoctaoctu UID
MI_KEYERR -9 OxE7 OmmoOxa B mporecce 3arpy3Ku KIroueit
MI_NOTAUTHERR (-10) 0xF6 CexTop He ayTeHTUHUIUPOBAH
MI_BITCOUNTERR (-11) OxES HesepHoe KoIM4ecTBO MPUHATHIX OUTOB
MI_BYTECOUNTERR (-12) OxF4 HesepHoe komm4ecTBO MPUHATHIX 0aifToB
MI_WRITEERR (-15) OxF1 OmmoOKa 3anKcH JAHHBIX

MI_INCRERR (-16) 0xF0 Ombkxa UHKpEMEeHTa

MI_DECRERR -17) OxEF Ommbka gekpeMeHTa

MI_READERR (-18) KEE Oumbka YTeHHS TAHHBIX

MI_OVFLERR (-19) O0xED Iepenonuenue 0ypepa ooOmeHa
MI_FRAMINGERR (21) B HesepHble cTapT/CTONOBEIE YCIOBHUS
MI_UNKNOWN_ COMMAND (-23) 0xE9 HewussecTnas onepanus

MI_COLLERR (-24) OxE8 Kommzus

MI_RESETERR (-25) OxE7 Ommbka cOpoca CYUTHIBATENS
MI_INTERFACEERR (26 OxES OmmOKa HHAIWATH3AHN CIUTEIBATEIIS
MI_NOBITWISEANTICOLL (28) OxE4 OmmoOxa MoOUTOBOH aHTUKOJUIH3UH
MI_CODINGERR (3D OxEl HesepHoe kompoBaHue MOATBEPKICHUS
UEM_HARD_IS ABSENT (-40) 0xD8 OtcyTcTBYeT HEOOXOAMMBIH KOMITIOHEHT
UEM_UNKNOWN_CMD (“41) 0xD7 Hewnspectnas komaHna
UEM_CMD_NOT_SUPPORTED (42) 0xD6 JlanHo# Bepcuell KoMaH/a He 110 JepKUBACTCS
UEM_MFRC_WRONG _MODE (43) 0xD5 TpebyeTcs yCTaHOBHUTB IPYTOH PEKIM
UEM_WRONG_CRYPTO_MODE (44 0xD4 COoii CHHXpOHHU3ALNH PEKUMOB
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UEM_FLASH_ERASING REQUIRED (-45) 0xD3 Tpebyetcs ounctka flash-mamsiti canTeIBaTEIA
UEM_KEY_IS ABSENT (46) 0xD2 Kirou otcytetByeT Bo flash
UEM_TRANSCEIVER _FAILED (-47) 0xD1 IIpuemonepenaTuuk HEUCIIPABEH
UEM_ICODE_ST ACK_OVERFLOW (48) 0xDO INepenonHeHwe cTeKa HICHTHPUKATOPOB
UEM_HALTB_ERR (-49) OCF Kapta B e nepemna B pexxum HALT
UEM_FLASH_OPERATING_ERROR (-50) 0CE Ommb6ka pa®oTel Grem-namMmaTu
MI_INTERNAL_CALL_ERR (-51) 0CD Ombka BHYTPEHHETO BBI30Ba
MI_CASCLEVEX (-52) 0xCC Ommbxa 10-6aiitosoro UID
MI_BAUDRATE_NOT_SUPPORTED | (-54) OxCA JlaHHas CKOPOCTH 0OMEHA He MO e KUBACTCS
UEM_SAM_TIMEOUT (-55) 09 [IpeBbllieHNE BpEMEHH 0KHJAHUS OTBETA
UEM_SAM_APDU_ERR (-56) 0C8 Ournbka popmara APDU
UEM_SAM_INVALID_CARD_MAC (-57) 0C7 Hesepubiit MAC kapTsl
UEM_SAM_AUTHENTICATION_ERR| (-58) 0xCo Ommoka ay TeHTU UKAITUI
UEM_SAM_BYTECOUNTERR (-59) 0CS HesepHoe 4ncio mpUHATEIX OalT
MI_WRONG_PARAMETER_VALUE (-60) 04 HenonycmiMoe 3HaueHue napamerpa
MI_MIFARE_ERR _NAK (F...0) (-65 ... (OxBF ... | Buytpennss ommbka Mifare Classic NAK
80) 0xB0) (F..0)
ﬁ*MFP*GENEML*MANIPULAT EH (-81) OxAF O6mmas ommbOKa paboTsl ¢ KAPTOH
MI_MFP_INVALID_CARD_MAC (-82) 0xAE Hegepnsliit MAC B oTBETE KapThl
EAI;—MFP—EVI ~FUNC_NOT_SUPPORT (-83) 0xAD @ynxus EVI ve noanepxuBaetcs
MI_MFP_LENGTH_ERROR (-84 0xAC HesepHo 3azana qmHa
MI_MFP_NO_STATE_FOR_COMMAN (-85) 0xAB JIJ1s1 TEKy1IETO COCTOSIHUS KapThl JaHHAs

D

KOMaH/ia HE oIy CTUMa
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MI_MFP_NOT_EXISTING_BLOCK (-86) 0xAA Bbnok ¢ ykazaHHBIM HOMEPOM HE CyIIECTBYET

MI MFP_INVALID BLOCK NUMBER | (-87) 0xAQ HesepHo yka3aH HoMep 6/10Ka, TOTBITKA
ayTeHTU(UKAIIUU KapThl B peskume SLO

MI_MFP_INVALID_MAC (-88) 0xA8 MAC B 3anpoce He BEpEH

MI_MFP_COMMAND_OVERFLOW (89) OxA7 CrMIkoM MHOTO onepanuii 3aiucy Uin
YTEHHs 32 TEKYIIYI0 CECCHIO WM TPaH3aKIHIO
He BBINOIHEHBI yCIOBUA IOCTyIa
TpeOyeMmpblii OJIOK HE CYIIECTBYET

MI_MFP_AUTHENTICATION_ERR | (-90) 0xA6
3anpoireHa onepamnus HaJ OJOKOM-
3HAYEHUEM, HO yKa3aHHBIN OJIOK TAKOBBIM HE
SIBJIIETCS

MI_MFP_EVI TMAC ERR 91 OxAS Omm6xa c TMAC

MI_NY_IMPLEMENTED (-100) 00C HensBectHas ommoOka

MI_INVALID_CRC16 (-101) 0:9B Hesepnsriit kog CRC16

MI_RECBUF_OVERFLOW (-112) 090 Iepenonnenue 0y epa mprueMHHUKa

INTERNAL RD LIB_ERR 123) 085 BryTpenHss ommbka 6u6mmoTexu
CUHTBIBATEIS

MI_VALERR (-124) 04 HesepHsrit popmat 610ka VALUE

UEM_UNSUPPORTED_PARAMETER | (-125) 083 INapametp He noanepKUBaeTCsA

UEM_CHAINING _NOT_COMPLETE | (-126) 082 Ilermouka npuema He 3aBepiIeHa

UEM_TEMPERATURE_ERROR (-127) 081 IleperpeB MUKPOCXEMBI CUUTBIBATENS

UEM_UNKNOWN_ERROR (-128) 080 HensBectHas ommoOka

2.2.6 BantctacdhpuHr

Ecnu Mexny CTapTOBBIM U CTOTIOBBIM YCJIOBHEM BCTPEUAIOTCSI CTICMATIHHbIC
cumBoJisl (0XFD, OXFE, 0xFF), To 0HM KOUPYIOTCS B COOTBETCTBUM C TaOIMIICH
Oaitrcraddumra:
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2.2.7

CrielaTbHbIN CUMBOJT Koanposanue
0xFD OxFF 0x02
OxFE OxFF 0x01
OxFF OxFF 0x00

KoHTponbHasa cymma Kagpa

. Konrponbnas cymma kaapa (CRC) ecTh CpeiCTBO KOHTPOJIS €T0 IIEJIOCTHOCTH.

CRC cuwnraeTcs Haj BCEMH MOJIIMH KaJipa KpoMe CTapTOBOTO M CTOIIOBOTO
OaiiroB u noJist camoii CRC.

. KonrponbHas cymma kaipa B JaHHOM NPOTOKOJIE PeaT30BaHa COTJIACHO

ctanmaptram CCITT X.25 wm [SO 3309 wi RFC1331 (PPP). Hwke npuBenen
NpeJIeTbHO YIPOIIEHHBIN ATOPUTM PEeATM3AIIH MPHIMEHUTEIIHHO K OJTHOMY

Oairy.

. Hns xanpa umeem HadanbHoe 3HaueHue CRC = OXFFFF, Gaitrel cuurarotcs

HaunHas ¢ nepBoro. [To okonuanuu pacueta CRC uHBepTupyeTcs.

. Beraucnienne CRC npu nepegade npomsBoaurcs 1O npoBeneHus

Gaifrctaddunra, a mpu npueMe cHauasa npom3BoauTcs OaitrcragGumr, a moTomM
npomBoaurcs nposepka CRC.

unsigned short CRC;
void DoCRC( unsigned char D)

{

unsigned char i;
unsigned short w;
w=( D" CRC) & OxFF;

1=28;
do {
if(w&l)
{
w>>=1;
w = 0x8408;
}
else
{
w>>=1;
§
} while( --1);

CRC=w" ( CRC>>8):;
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2.2.8 MHoro6antoBble NnepeMeHHble

1. Iempie MHOTOOAWTOBBIC 3HAYEHHS TIEPETAOTCS MIIAIIIAM OATOM BIIEpEI.

2. CTpoxu nepeiatoTcs EPBbIM CUMBOJIOM Briepe . KoHel| CTpoku Mpou3BOJILHOU
JUTMHBI OTMEYaeTCsI HyJIeBbIM OaiiToM. Ecii cTpoka Kopoue OTBEICHHOTO JIJIs
HEe T0JIs, OCTaBIIKNECs 0alThl HTHOPUPYIOTCS (3aMOIHAIOTCS MPOU3BOJILHBIM
3HAUECHUEM ).
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3

3.1

3.1.1

Cucrtema KkomaHp

Ornmcanrie KOMaH]I MPUBEICHO B CleyroleM ¢popmare (mpuMep):
0x05 CLSCRF __ Sound
IN: Count[1]
OUT: ACKJ1]
rae
0x05 — mecTHaATATE P HBIN KOJT KOMaH/bI JyMHOM 1 Gaifr Tuma unsigned char
CLSCRF __ Sound — nms pyHKIMM WK CUMBOJIMYECKOE HAMMEHOBAHKUE KOMAHIIbI
IN: — mepedeHp mapameTpoB, TIePe1aBaCMbIX CUUTHIBATEIIO
Count[1]— umst ouepeTHOTO TIapaMETpa U €ro JJIMHA B Oaiitax
OUT: — nepeyeHp NoJiel 0TBETA OT CUUTHIBATEJIS
ACK]J1]— nms ouepegHOTO TIOJIsI OTBETA M €T0 JIJIMHA B OaiTax

HapaMeTpH KOMaH/IbI 1 TIOJI1 OTBCTA IICPCUYUCILAIOTCS B IIOPAAKE UX CIICAO0BAHMA B
KaHaJI€ CBA3H.

Besne no texcty ACK[1]— 3T0 K01 3aBepiieHus onepaiwu — 1 Gait Trma signed
char. [Ipu ycrieritHoM BBITIOJTHEHUN OTIepalvi 10JDKeH ObITh paBeH 0. [ToyHblii crimcok
BO3MOKHBIX €T0 3HaY€HHI NPHUBEIeH 3/1eCh (11.2.2.5).

Ormmicanne oCTalIbHBIX MOJIEH OTBETA U BCEX MApaMEeTPOB KOMaH/I MPUBEJICHO JIJIst
KX0M KOMaHIbl MHIUBUIYATbHO.

YupasiieHue c4uThIBaTE €M

0x0E Bbigaya cocTtosHUA cYUTbIBaTeNd

0x0E CLSCRF GetState
OUT: ACK]J1]; State[2]
State[2] — cocTOsIHME CUUTHIBATEIS:
our 15 - MUKpOoCXeMa-CUMThIBATE b BKIIOYECHA,
our 14 - 3eKTpOMarHUTHOE TI0JI€ BKITFOYEHO,
our 13 - cuurbBarens noaaepxuBaet pexumbl [CODE,
our 12 - cuurbIBaTENb NMOAACPKUBACT pekuMbl 14443-B,
oursl 11-7 - pe3eps,
ourbl 6-4 - TEKYLIUI PEKUM JIEKTPOMArHUTHOTO TOJIA:
000 - pexum ISO 14443-A (ckopoctb cM. Outhl 3-0)
001 - pexmm ISO 14443-B (ckopoctb cM. Outhl 3-0)
100 - pexxum ICODE SLIISO 15693
¥k - pe3eps st OyAyIIET0 WCTIOJIb30BaHKS
oursl 3-2 - TeKyIasi CKOpOCTh npreMa B pexumax [SO 14443
(IOTOK JTaHHBIX OT KapThl K CUUTHIBATEJIIO):
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3.1.2

3.1.3

3.1.4

3.1.5

3.1.6

00 - 106 xOox

01 -212 xbon

10 - 424 x6on

11 - 848 xbox
outsr 1-0 - TeKyIasi CKOpoCTh Tiepeiadu B pexkumax [SO 14443
(TIOTOK JJaHHBIX OT CUMTHIBATESI K KapTe):

00 - 106 xOox

01 -212 xbonx

10 - 424 x6on

11 - 848 x6o.

0x10 UHnMumannsaumsa MMKpoOCXeMbl-CHUUTbIBaATENA

0x10 CLSCRF Mfrc On
OUT: ACK[1]

HOCKOHBKy IPU BKIIFOYCHUU IIUTAHWA CUUTBIBATCIII MUKPOCXEMA-CUUTBIBATCJIb

BBIKJIFOYEHA, TO TIEpe]l HaualoM paboThl CO CUUTHIBATEIEM JJOJDKHA ObITh BblaHa
xomanza 0x10 (ecau OTBET OTIAMYEH OT HyJIsl, KOMaHAY HEOOX0IMMO TIOBTOPHTb,
WHaue najbHeias paboTa coO CYUTHIBATENIEM HEBO3MOJKHA).

0x04 BbikrnoyeHne MUKPOCXeMbI-CHYUTbIBaTeNA

0x04 CLSCRF Mfrc Off
IN: 0x80; 0x01
OUT: ACKJ1]

0x64 Bbigaya Bepcum cuutbiBaTens

0x64 CLSCRF Get Mfrc Version
OUT: ACKJ1]; Version[6]
Version|6]— Bepcus cuurbiBaress.

0x22 Bbligaya cepumnHOro Homepa
MUKpPOCXEeMbI-CHYMTbIBATESA

0x22 CLSCRF Get Mfrc Serial Number
OUT: ACK]J1]; SerNum[4]
SerNum|[4] — cepuiiHbIif HOMEpP MUKPOCXEMbI-CUUTHIBATEJIS.

0x58 0x58 Bbigaya yHukanbsHoro ngeHtmcpukatopa
cynTbiBaTens

0x58 0x58 CLSCRF Get ReaderID
OUT: ACK]J1]; ReaderID[16]
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ReaderID|[16] — yHuKaTbHBIN WICHTHPUKATOP CUUTHIBATEIIS.

3.1.7 0x58 0x77 MNMepes3arpyska cumTbiBaTens

0x58 0x77 CLSCRF Reader Restart
IN: ReaderID[16]
OUT: ACKJ1]
ReaderID|[16] — yHuKanbHbIi WIEHTH(UKATOP CIUTHIBATEIIS.
[Tpumep: 58 77 22 CO 02 0C C9 80 35 AF29 7F 27 5B C1 1B 00 F5
OtBeT: C4 win HET OTBETA

3.1.8 0x20 Copoc/BbIKNOYEHUE INIEKTPOMArHUTHOro Nons
(RF)

0x20 CLSCRF _Mfrc Rf Off On
IN: TimePeriod[2]
OUT: ACKJ1]
TimePeriod[2]- 3HaueHue 3aaepKKH (MC).

RF Beiximouaercs, a 3arem, eciu Time period OTiMUeH OT HyJIsl, BEDKUIAETCS May3a
pazmepom (Time period) mc, nocie uero RF BkimoyaeTcst cHOBa.

3.1.9 0x51 MNepeknoyeHne pexnma 3rIeKTPOMarHUTHOro
nons (RF)

0x51 CLSCRF Mfrc Set Rf Mode
IN: RfMode[1]
OUT: ACK]1]
RfMode[1] — ko pekuma, OUTHI KOTOPOTO O3HAYAIOT CJICTYIOIIEE:
our 7 -peseps
Ourbl 6-4 - yCTaHABJIMBAEMBbII PEXKUM 3JI€KTPOMArHUTHOTO TOJIS:
000 - ISO 14443-A (ckopocThb cM. 6uThI 3-0)
001 - ISO 14443-B (ckopocThb cM. outhI 3-0)
100 - ICODE SLIISO 15693
*EE - peseps
Ourbl 3-2 - ycTaHaBJIMBaeMasi CKOPOCTh npreMa B pexkumax [SO 14443
(TMOTOK JJaHHBIX OT KapThl K CYUTHIBATEIIO):
00 - 106 x6on
01-212 xbox
10 - 424 x6on
11 - 848 xbon
outel 1-0 - ycTaHaBnMBaeMasi CKOPOCTh Mepeauu B pexkumax [SO 14443
(IOTOK JTaHHBIX OT CYUTHIBATEJIS K KapTe):
00 - 106 x6on
01 -212 xbonx
10 - 424 x6on
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11 - 848 xbox

3.1.10 0x05 NMNopga4ya 3ByKOBOro curHana

0x05 CLSCRF_Sound
IN: Count[1]
OUT: ACKJ1]
Count[1] — K0JIMYECTBO 3BYKOBBIX UMITYIbCOB. [Ip010IKUTETLHOCTD KAXKIOTO
mmiynbea - 100 mc. MaTepBan mexay mmmyiibcamu — Takxke 100 mc.

Ecnu cuurebiBaTess mOIy4Yu KOMaHIy M01a4y 3BYKOBOTO CUTHAJIA, a 3BYKOBBIE
WMITYJIbCHI OT MPEIBIIYIIEH TAKOM K€ KOMaH/IbI €111€ HE 3aKOHYWINCh, TO KOMaH/1a He
BBITIOJIHSACTCS, @ OTIPABJISIETCS TOJIBKO TIOATBEPXKICHNAE 00 YCTICIITHOM BBITOJTHE HUN
KOMaH/IbI.

3.1.11 0x07 YnpaBneHune cBeToagnoaom

0x07 CLSCRF Led
IN: BlinkColor[1]; BlinkCount[1]; PostColor[1]
OUT: ACK]1]

Crpyxkrypa 6aitroB BlinkColoru PostColor.

e bur 0 - kpacHsI;

e bur 1 - 3eneHbIi;

e bur 2 - cunuij;

e burkl 3...7 - HE UCTIOJIBL3YIOTCSL.

BlinkColor|[1} uBeT Mmuranus:

e () — He MUTaTh;

e 1 — MUraTh KpacHbIM LIBETOM;

e 2 — MUTaTh 3€JICHBIM IIBETOM;

® 3 — MHTaTh JKEITO-OPAHKEBBIM IIBETOM;

® 4 — Muratb CHHAM [BETOM(TIPH HATUY W) ;

® 5 — Murath (PHOJIETOBBIM IBETOM(TIPY HATAYUH);

® 6 — MuraTh OMPIO30BBIM LIBETOM(TIPU HATUYHH);

e 7 — murath 0€JbIM 1IBETOM(TIPH HATUY 1K)

(Yactota muranumii — 2 I'1r).

BlinkCount|[1]— xonmyecTBo Muranuii, eciim ) — He MUTraTh.

PostColor|[1]- mocTosiHHBIN peKUM CBETOAMO1 [0 OKOHYAHUA MUTAHVIS :

e () — moracurs;

e 1 — 3a)Ke4b KPaCHBIM IIBETOM;

e 2 — 3aKeYb 3€JICHBIM IIBETOM,;

® 3 — 3aKeYb KEJITO-OPAHKEBBIM IIBETOM;

® 4 — 3aKe4b CUHUM [BETOM (TP HAJIMYHH);

e 5 — 3aeyb (HUOIECTOBBIM IBETOM(TIPH HAJIMYHH);

® 6 — 3wKeYb OMPIO30BBIM IIBETOM(IIPH HATMIUH);

e 7 — 3ake4b OEJBIM BETOM(TPH HATTMIUH).
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3.1.12 O0x0F N3meHeHUue ckopocTn oomeHa no COM-nopty

0x0F CLSCRF _UART Baudrate
IN: divisor[1]
OUT: ACKJ1]
divisor|[1]= nenas gacts ot (1500000 / BaudRate),
rae BaudRate = {9600, 14400, 19200, 38400, 57600, 115200}.

JlaHHas KOMaH/Ia KCTIOJIb3yeTCs TOJILKO st mHTepdeiicoB RS232 u RS485.

[Tocne ycnenrHoro BBINOJIHEHUS KOMaH/bl He00x0a1MMo 3akpeiTh COM-TiopT
KOMIIbIOTEpA U CHOBA OTKPBITH €0 Ha HOBOM CKOPOCTH.

Ecnu tpeGyeTcest coXpaHuTh 3Ty HACTPOMKY B CUMUTHIBATENIE, YTOOHI MOCIIE
OTKJTFOUEHHS IMUTAHKSI OH CHOBA 3aITyCKaJICsl HA YCTAaHOBJIEHHOM CKOPOCTH,
He00X01MMO BBIMOTHUTE KoMaHTy 69 00 00.

Hanpumep:

Xoct: OF 0D (yctanoBka ckopoctu 115200 6011)
CuursiBaresns: 00

3akpbitue 1 oTKpbiTie COM-10pTa X0CTa HA HOBOM CKOPOCTH.
XocTt: 69 00 00 (coxpaneHre HOBOM CKOPOCTH)

CuwursiBareins: 00

3.1.13 0x70 OuucTtka flash-namsati c knrovYamun

0x70 CLSCRF EraseFlash
IN: PassPhrase[4]= 0x87654321
OUT: ACK[1]
PassPhrase[4]— KOHCTaHTHOE BBIPAKEHHE JJIS 3AILUTHI OT CIY4aiHOTO CTUPAHUS
({0x21,0x43,0x65,0x87})

BpeMst BoinosHeHUst KOMaHIbI - 250Mc.

3.1.14 0x79 3anuchb Bo flash-namATb 6N1O0Ka ¢ KNOYOM

0x79 CLSCRF WriteFlashValue

IN: Address[2]; Value[16]

OUT: ACKJ1]
Address[2] — anpec 6s0ka Bo flash {0..239};
Value[16] — 3ammcriBaeMo€ 3HaYE€HUE KITFOYa
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3.1.15 Ox6E lMNpoBepka 3anonHeHna 6noka flash-namatm
cyMTbiBaTens

0x6E CLSCRF_CheckFlashValueFilled
IN: Address[2]
OUT: ACK]1]
Address|2] — agpec 6moka Bo flash {0 ..239};
ACK]J1] — kon Bo3Bpata: 0x00 — pe3yabTaT KOMaHAbl YCTICIIHbIN 1 OJIOK 3ar0JIHeH;
OxFF — pe3ynpTaT KOMaHabl YCTICTIHBIA 1 OJIOK MYCT, APyryue 3HAYCHUS — OIIHOKA TIPH
BBITIOJTHEHUM KOMaH]IbL.

3.1.16 0x6F (Copoc) ayteHTU(pMKaLMA cuMTbIBaTENA

0x6F CLSCRF Crypto AuthenticateReader

Komanna BemosssieT (cOpoc) ayTeHTUDUKAIMIO CUUTBHIBATES U YCTAHOBKY PEKUMa
(OTKpBITOTO) MHUPPOBAHHOTO OOMEHA JAaHHBIMHU MEXK/Y CUUTHIBATEIIEM U XOCTOM.

COpoc ayTeHTHPHKAIN:
IN: AuthType[1] = 0x00; KeyNumber[2] = 0x0000
OUT: ACK]1]
AyTeHTrpHKaIs:
IN: AuthType[1] = 0xAA; KeyNumber[2]
OUT: EncKeyNrRndB[16]
IN 0x6F
IN: OxAF; KeyNumber[2]; EncKeyNhRndARndBh’[32]
OUT: EncKeyNrRndAr’[16]
Boruncnenws:
. Reader: renepaimst RndB[16];
. Reader: EncKeyNrRndB[16] = Enc(IV[16], RndB[16], KeyNr[16]);
. Host: RndBh[16] = Dec(IV[16], EncKeyNrRndB[16], KeyNh[16]);
. Host: RndBh’[16] = LHuxknCnasurBiesoHaOaurbaiir(RndBh[16]);
. Host: reneparms RndA[16];
. Host: RndARndBh’[32] = RndA[16] || RndBh’[16];
. Host: EncKeyNhRndARndBh’[32]= Enc(IV[16], RndARndBh’[32], KeyNh
[16]);
8. Reader: RndArRndBhr’[32] = Dec(IV[16], EncKeyNhRndARndBh’[32], KeyNr
[16]);
9. Reader: RndAr[16] || RndBhr’[16] = RndArRndBhr’[32];
10.Reader: RndB’[16] = HuxknCnurBresoHaOaurbaiir(RndB[16]);
11 Reader: CpaBrenne(RndB’[16], RndBhr’[16])
12 Reader: RndAr’[16] = HuxnCaprurBreBoHaOnunbaiir(RndAr[16]);
13 Reader: EncKeyNrRndAr’[16] = Enc(IV[16], RndAr’[16], KeyNr[16]);
14 Host: RndArh’[16] = Dec(IV[16], EncKeyNrRndAr’[16], KeyNh[16]);
15 .Host: RndA’[16] = HuknCnpurBneBoHaOnunbaiir(RndA[16]);
16 Host: CpaBrenne(RndA’[16], RndArh’[16])
OynKImm:

NN DN B~ W=
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DataA || DataB — onepaimst npucoeanHenust Bektopa DataA k Bektopy DataB;

Enc(IV, Data, Key) — dynxims mmdposanus AES128 B pesxxume CBC mannbix Data
kmo4yoM Key ¢ HauanbHeIM BekTOpoM [V, MeHs0111ast IOCTIe BBIYUCIICHUSI 3HAUCHUE
v,

Dec(IV, Data, Key) — pynkimst nemmdposanust AES128 B pexnmve CBC qaHHbIX
Data ximouom Key ¢ HauanbHbIM BEKTOpOM [V, MeHAIO1Ias MOCIIE BBIYNCICHUSA
3HaueHue 1V,

HuxnCrnpurBiaesoHaOaunbaitr(Data) - mukimaecky cIBUr Ha OJIMH OaiT B CTOPOHY
MJIAJIIIEeTo OaiTa;

Cpasnenne(DataA, DataB) — cpaBHeHHE BEKTOPOB Ha MPeIMET UX paBeHCTBa. B
CJIyyae HEpaBEHCTBA, POLe/lypa ayTeHTU(DHUKAIIMI CUUTACTCS HE MPOIIIE IIIEH.

ITapameTpsr:

IV[16] — HayanbHBIN BEKTOP, KOTOPBIH MpHU 3aycKe 00IIe MpoTie 1yphl
ycTtanaBmBaeTcs B 0x00, 3aTeM 0OHOBIISIETCS TIPH KOKI0U KpUrrorpadmaeckoi
OTieparyy TPH ay TeHTU(DKAIL,

RndA[16] — city4aiiHblil BEKTOP, TEHEPUPYEMBIN XOCTOM;

RndB|[16] — ciy4aliHblii BEKTOP, T€HEPUPYEMBII CUUTHIBATEIIEM

KeyN[16] — ximou u3 3amucu nox Homepom KeyNumber;

AuthType[1] — Tvm ayrenrudukarmm (0x00 — copoc ayrentudukaimm, 0xAA -
ayTeHTHKALL);

KeyNumber|[2] — Homep Onoka nanssix flash-nmamsitu cuurbiBatess,
UCTIOJIb3yeMbli B KauecTBe Kimoua AES npu mudpoBanHHOM 0OMeHe.

[TonroroBka mudpoBaHHOro 0OMeHa

[locne ynauHoroo 3aBepiiieHus IpoLe1yphl ayTeHTU(PHKAIN, CUUTHIBATEb U XOCT
TOTOBSAT CECCUOHHBIE KITIOYH JIJIs TajbHEUIIero 0OMeHa 1o mudpoBaHHOMY KaHAITy:

SessionKey[16]= RndA[0..3] || RndBJ[0..3] || RndA[12..15] || RndB[12..15]

Bekrop nHmmamzariym J1s BHINIOIHEHHS N0 CIeTYIONIHX (PYHKII mudpamn
obnymnsetcs: [V[16] = {0x00}

dopmar mudpoBaHHOTO 0OMEHa

udposanHbIit 0OMEH TaHHBIMH BBITIOJIHAETCSI TIPH MOMOIIH (J1e- )} poBanus
AES128 B pexxume CBC, kmouom SessionKey[16] 1 HauaIbHBIM BEKTOPOM
nammamsain [V[16] = {0x00}. Kaxnas nocneayrorias onepamys (ae-)mudpoBaHus
0epéT 3a 0OCHOBY BeKTOp MHHMIMABaimu [V[16], momydeHHbI OT MpeAbLAYIIeH
oTieparyu.

3.1.17 0x68 PaboTta c KOH(pUurypaumem cumtbiBaTens

0x68 CLSCRF ReadReaderConfig CLSCRF WriteReaderConfig
CLSCRF ResetReaderConfig
IN: Cmd[1]; Address[1]; Length[1]; (Data[Length])
OUT: ACK]J1]; (Data[Length])
Cmd[1]: 0x00 - Yrenue konduryparmm u3 RAM
0x01 - Yrenne xoupurypamym 3 Flash ¢ 3armcpio B RAM
0x10 - 3amich kondpurypaimu B RAM
0x11 - 3amucek koHpuryparmu Bo Flash u RAM
0x80 - Copoc xkoupurypaim B RAM Kk 3aBOJCKIM HACTpPOMKaM
0x81 - Copoc xoupuryparmm Bo Flash u 8 RAM k 3aBoackiM
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HACTPOVKaM
Address|[1] — agpec HauanbHOTO Oaiira konpuryparmu {0..7};
Length[1] — nyiHa 3arvicbIBaeMO W/ 9UTaEMOM TIOCIIEJOBATEIHHOCTH OalT
koHpuryparpm {1..8};
Data[Length] — 3amicpiBacMble/BbIYUTAHHBIE OANTHI KOHPUTYpaIiK.

Address:

Anpec Annna HaszBanue

0x00 1 Gaitr Rc663 14443A mks

0x01 1 Gaifr Rc663 14443B mks

0x02 1 Gaitr Rc663 15693 mks

0x03 1 Gaifr RFU (Rc663 18000P3M3 mks)
0x04 1 Gaifr RFU (Rc663 18092mPI mks)
0x05 1 Gaitr Char Timeout bytes

IMapameTpsl no agpecam (Offset) 0x00..0x02 npeiHa3HAYE€HBI 7151 HACTPO VKU
KagyecTBa 0OMEHa JJaHHBIMU C KapTaMU COOTBETCTBEHHO cTaHmapToB 14443-A, 14443-
B, 15693.

ITo aTM agpecam pacTiosioKeHbI 0aNTHI KOHPUTYPAIFH, OTIPE ICIITIOIIIE
BHYTPEHHIOIO 33/IeP)KKY CUMUTHIBATEIsI TP paboTe ¢ KapTaMH COOTBETCTBYIOIIHX
CTaHIapTOB B MHUKpoceKyHaax. [To ymonuanmio onn umerot 3vauenne OXFF. Ecim oo
3aJ1aHO, TO CYUTHIBATEJIb YCTAHABJIMBAECT 3HAYCHHUE 3a/ICPKKH aBTOMATUY €CKH, Ha
OCHOBE OTIPE/IEJICHHOTO M0 Pa3JIMYHBIM MPU3HAKAM THIIA KapThl. Ecii 3HaueHue
3aJIepKKHU B KOHpUryparmy Haxoaurcs B quanazone 0x01..0xFE (0x00 - pe3eps), To
aBTOMAaTHYECKOE OTpe/IeNICHNE OTKII0YACTCs, U 3TO 3HAYCHHE OY/IET HCTI0Ih30BaHO
MPUHYIUTEJIBHO JUUISL BCEX OTIEpalyii ¢ KapTOil COOTBETCTBYIOLIErO TUra. B ciryuae,
€CJIM KapTa CUUTHIBAETCS HECTAOWIHLHO, TO, BO3MOKHO, Py4HAsi pEryJIMPOBKa TaHHOTO
rapameTpa TO3BOJIUT YMEHBIIHUTh WK YOpaTh HECTAOMIHHOCTb.

MapameTpsl mo agpecam 0x03..0x04 3ape3epBrUpOBaHbI 151 UCTIOJIB30BAHUS B
Oymymem.

IMapameTp mo aapecy 0x05 npeHa3HAUEH /1JIs1 HACTPO KU NMPU3HAKA 3aBEPIICHUS
Kajpa pu oOMeHe ¢ xocToM 1o uarepdericam RS232 u RS485.

3Hauenue OxFF 1 kaxaoro napameTpa 03HadyaeT, 4TO M0JIb30BaTe b HE MEHSIT
ATOT NapaMeTp, a UCTIOJIb3YETCS 3HAUECHUE 10 YMOJTYAHUIO.

Ha cTabuisHOCTH 0OMEHA ¢ KapTaMHu BIUSIET MHOKECTBO (PAKTOPOB, BKITFOUast
HaJIMY e METAUINYECKHX IPEAMETOB, IOBEPXHOCTE N BOJIM3U CUUTHIBATEIS, IPOBOJIOB,
ANIEKTPOMATrHUTHBIX TOJIeH, Ka4eCTBO UCTOUHHMKA MUTanus. Kpome Toro, caMu KapThl
MOTYT UMeTh JieekThl. Ha npeneabHo Manbix ¥ 00IBIINX PaCCTOSTHASAX J10
CUYUTBIBATEJISI KapThl MOTYT YUTATHCSI, TUOO 3alMCHIBATHCSA HECTAOMIHHO. XOTS
peryJMpoBKa NapaMeTPOB BHYTPEHHEH 331 P)KKU K MOKET HEMHOTO TOBIIMSTH HA
KaueCcTBO 0OMEHA, OJTHAKO NEPBOCTENICHHBIM SIBJISIETCS BIIMSHHE M€ PEUUCIIEHHBIX
BbIlIEe (PAKTOPOB.
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[Tpu3Hak 3aBepieHus Kaapa (mapameTp S) - 3T0 IPOMEKYTOK CIIOKOHHOTO
COCTOSTHUSI ILIMHBI, MI3MEPseMbIil B OaiiTax (CM. OTNMCaHUe POTOKOIIA).

ITo ymouanuto 310 3HaueHUE paBHO 3. Bo3MOJKHbIE 3HAUE€HUA Il 3TOTO
rapameTpa Jexar B npejienax ot 4 qo 254.

3.1.18 0x75 KomnnekcHasa aktmBauusa Kapt ISO 14443-A u ISO

14443-B n3 coctosaHus IDLE

0x75 CLSCRF _1SO14443 ActivateEx

IN: Type Baudrate[1], RfReset[1], Disable TCL CID[1]; [eciu Type Baudrate
= 0x1X, To nomomaurenpHO: Afi[1], Param[1]];

OUT: ACK][1]; [ecrm Type Baudrate = 0x0X, to: Atq[2], Sak[1], UIDlen[1],
UID[UIDIlen], Ats[Ats[0]]]; [ecimn Type Baudrate = 0x1X, To: Mbli[1]; AtgbLen[1];
Atgb[AtgbLen]];

Type Baudrate[1] = Type (6ur 4) + Baudrate (6urs1 0..3):

- Type - Tvm kapter: 0 - [SO14443A; 1 - ISO14443B;

- Baudrate — 3HaueHHe ycTaHABIMBaeMOM CKOPOCTH OOMEHA JaHHBIMH C
KapTOM:

Ourbl 3-2 - ycTaHaBIMBaeMasi CKOpOCTh npuema B pexumax [SO 14443
(TMOTOK JJaHHBIX OT KapThl K CYUTHIBATEIIO):

00 - 106 x6ox;

01 -212 x6ox;

10 - 424 x6onx;

11 - 848 xbox;
outsl 1-0 - ycTaHaBimMBaeMasi CKOpPOCTh nepeaaun B pexxumax [SO 14443
(TOTOK JTaHHBIX OT CYUTHIBATEJIS K KapTe):

00 - 106 x6ox;

01-212 x06onx;

10 - 424 x6on;

11 - 848 xbox;

RfReset|[1] - JUTMTEIIbHOCTh [MS] OTKIFOUEHHMS T0JIA NIEPE]] BKIIOY €HUEM
(0..127) - 6urer 7..4 +
JIOTIOJTHUTEJIbHAS Tay3a [ms | nociie Bkmovenus noJist (0..127) -

owursl 3..0
Disable TCL_CID[1] = Disable TCL (6ur 7) + CID (6wuts1 0..3):
- Disable TCL - otkmodenre aBromarrdeckoro nepexosaa B T=CL (0 - ve
OTKIIIOYaTh, | - OTKITIOUUTH);
- CID - normdeckuii uIeHTUPUKATOp KapThl A1 0O0MeHa 1o npoTokory T=CL
— mo6oe uncio B quanazone 0..14 (cm. ISO 14443-3 7.10.6);
Afi[1] - Application Family Identifier (nmst ISO14443B);
Param|1] - nonosnurensubie napameTpsl (1711 [SO14443B):

- ourer 7..5 = 0;
- 6ur 4 =1 - cuurbIBatesb TpeOyeT UCTIOb30BaTh paciuupeHHslit ATQB;
-onr3=0;
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- Ourbl 2..0 - KOIMYECTBO BPEMEHHBIX CJIOTOB;
Atq|2] - ATQ xaptsl Tura ISO14443 A;
Sak|[1] - SAK kaptsi Tvina [ISO14443 A;
UlIDlen[1] — ayMHa yHUKaJIbHOTO HOMeEpa KapThl (MOXkeT ObITh 4, 7 win 10);
UID[UIDIlen] — yHUKaJIbHbIIA HOMED KapThl,
ATS[ATS|0]] — ctpykTrypa Answer To Select (s kapt Trra ISO14443 A, cm. ISO
14443-4 5.1, 5.2), mepBblii 6alT KOTOPOU CONEPKUT €€ JJIMHY;
Mbli[1]- unentudukarop pazmepa oydepa (ns ISO14443B);
AtgbLen[1] - pasmep cuuransoro ATQ xapts! (st ISO14443B);
Atgb[AtgbLen]] - ATQ xaptel (ass1 [SO14443B);

3.1.19 0x47 O6meH B pexxume T=CL

0x47 CLSCRF 1SO14443 4 Exchange
IN: Option[2]; send len[2]; send data[send len]
OUT: ACK][1];rec_len[2]; rec_data[rec len]
Option|2]— mapameTp OMmmii:
onio mw  PH EXCHANGE DEFAULT , PH EXCHANGE TXCHAINING ,
PH EXCHANGE RXCHAINING , PH EXCHANGE RXCHAINING BUFSIZE |,
CJIO’KEHHOE c moboil  KoMOumHaImer 3 PH EXCHANGE TX CRC,
PH EXCHANGE RX CRC,PH EXCHANGE PARITY ,
cioxxennoe ¢ mo0oit komOmnamperir w3 PH EXCHANGE LEAVE BUFFER BIT |,
PH EXCHANGE BUFFERED BIT ;
send_len[2]— xonmdaecTBO OalT A1 TIepe1avy;
send_data[send_len]— Oydep ¢ nanHbIME 1715 TIepeaayy;
rec_len|[2]— xoimuecTBO MPUHATHIX OailT;
rec_datarec_len]- O6ydep nisa pasmenieHys MPUHATHIX OalT;

3.1.20 0x37 YnpaBneHune BbIXOA4HbIMU NIMHNAMU

0x37 CLSCRF_Switches
IN: Control[1];
OUT: ACK[17];

Ha miate pacniosiokeHbl Tpy KOHTAKTa C HAJIIHC MU
e "Out-" - MOKET OBITh HOJKIIOYEH K 3€MJIC CUUTHIBATC]IS;
e "Out+" - MOKeT OBITh NOJKIIIOUEH K +5B;

e '"T nepeBepHyTOE" - 3€MJISI CUUTHIBATEIS.
[Tpu mogade muranwst (o ymonaganuto) Out- u Out+ He MOAKITIOYEHBI.

Control|[1]- ynpaBnenue konraktamu Out- u Out+
e 0x1X - ynpasnenre koHrakroM Out-

e 0x2X - ynpasiienue KoHTakToM Out+

e 0xX1 - Out- MOIKIIFOYUTE K 3€MJIE CUNTBIBATEIS
e 0xX2 - Out+ nmoaximouurs K +5B
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IIpumepsl

OpnHoBpeMeHHOE ynpaBiieHre koHraktamu Out- u Out+:

e 37 33 => Out- NOAKIIOYHUTE K 3eMJie cunThiBare s, Out+ noaximouurs K +5B

e 37 32 => Out- otkmounth, Out+ MoaKIFOYHUTh K +5B

e 37 31 => Out- Do AKIIOYHTH K 3eMJIe cuuThiBaTesisg, Out+ OTKIIOYHNTH

e 37 30 => otkmouurh Out- 1 Out+ (COCTOSHUE N0 YMOITYAHHIO )

NunmBunyansroe ynpasienue Out+ (mpu 3Tom Out- ocTaeTcs B MpeKHEM
COCTOSTHHH):

e 37 22 => QOut+ noAKJIIOYUTH K +5B

e 37 20 => otkmouutb Out+

NunmBunyansroe ynpasienue Out- (ipu 3roM Out+ ocTaeTcs B MpekHEM
COCTOSTHHH):

e 37 11 => Out- o AKIIIOYUTE K 3€MJIE CUUTHIBATEIISA
e 37 10 => otxmounts Out-

IMpumeuyanue
[Tpu ruranmm ot USB orpanrmienre Ha ob1mee notpebieHue TOKa CUUThIBATEIeM
300 MA.

Ha xonrakt Out+ npu noJiHOM Harpy3Kke cuuThiBaresis octaetcs He 0osee 150 MA.

3.1.21 KoHdurypaumsa yctponcts Ha wumHe RS485

3.1.21.1 0x7A YteHue agpeca yctpouctBa

0x7A CLSCRF ReadDeviceAddress
OUT: ACK[1]; Addr[1]
Addr[1] — agpec ycTpoiicTBa.

DTa KOMaH/a UCTIOJIb3YETCS JJIs OTPEIeJICHUs «TIOTEPSTHHOTO» ajpeca
cuntbiBarelisi. Ha mvHe RS485 oCTaBisitOT O/1MH CUUTHIBATE b U BBIAAIOT 3TY KOMaHIy
o agpecy 0.

3.1.21.2 0x77 3anucb agpeca ycTpoucrtea

0x77 CLSCRF WriteDevice Address
IN: Addr[1]
OUT: ACK]1]

Addr[1] — HOBBII agpec yCTPOUCTRA.

DTa KOMaH/a UCTIOJIb3YETCs AJi HA3HAYEHUsT HOBOTO a/Ipeca CUMUTHIBATEIO.
[TockoJbKyY TpH M3rOTOBJIEHMH YCTPOUCTBO TNOJTydaeT afapec 0, TO CUUThIBATE b
OCTaBJISIIOT Ha ImMHe RS485 e AMHCTBEHHBIM UM BBIAAIOT 3TY KOMaHy 1o aapecy 0.
[Tob30BaTeNs JOJDKEH caM CIIEIUTh 3a TeM, YTOObI Ha muHe RS485 He okazanoch
JIBYX YCTPOMCTB C 0/IMHAKOBBIMH aJIpECaMMU.
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3.2  ¥Ynpapienue kapramu tTuna A cranaapra ISO 14443

3.2.1 0x43 AkTmBauusa KapTbl TMNa A, HaxoasLwencsa B
cocTosiHuu ldle

0x43 CLSCRF Activate Idle A
OUT: ACK]1]; atq[2]; sak[1]; uid len[1]; uid[uid len]
atq[2] - ATQ;
sak[1] — SAK;
uid_len[1]— gnmHa yHUKaTEHOTO HOMEpPA KapThl (MOXKET ObITh 4, 7 wim 10);
uid[uid_len]— yHuKaibHbII HOMEP KapThl.

3.2.2 0x1D lMNMepeBoa akTMBHOM KapTbl TUNa A B COCTOSIHUE
Halt

0x1D CLSCRF Halt A
OUT: ACK[1]

3.2.3 0x44 AkTmBauusa KapTbl TMNa A, HaxoasLwencs B
cocTosiHMM Halt

0x44 CLSCRF Activate Wakeup A
IN: uid len[1]; uid[uid len]
OUT: ACK]J1]; atq[2]; sak[1]
uid_len|[1]— anmHa yHUKaTEHOTO HOMEPa KapThl (M.0. 4, 7 wim 10);
uid[uid_len]— yHuKaibHbII HOMED KapThl;
atq[2] - ATQ;
sak[1] — SAK.

3.2.4 0x35 Bxopa B pexum T=CL n yreHne nucpopmauuu ATS
M3 KapTbl

0x35 CLSCRF ISO14443A 4 RATS
IN: CID[1]
OUT: ACK]1]; DatalLength|2]; ATS[Datal.ength]
CID|1] - normaeckuii uaeHTUGUKATOp KapThl A1 oOmeHa o npoTokony T=CL —
mo6oe yncio B auanazone 0..14 (cm. ISO 14443-3 7.10.6);
Datal.ength|[2] — KoMueCcTBO MPUHATHIX OT KapThl OaiT qaHHbIX (ATS);
ATS[Datal.ength] — ctpykrypa Answer To Select (cm. ISO 14443-4 5.1,5.2)
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3.2.5 0x36 YcTtaHOBKa NpPOTOKOSa U napamMeTpoB paboTbl C
KapTou no npotokony T=CL

0x36 CLSCRF 1SO14443A 4 PPS
IN: CID[1] Baudrate[1]
OUT: ACK[1]
CID|[1] - norrdeckuii uaeHTUPHUKATOP KapThl 17151 oOMeHa 1o npoTokosry T=CL —
mo6oe gncio B quarmazone 0..14 (cm. ISO 14443-3 7.10.6);
Baudrate[1] — 3HaueHue ycTaHABIMBaeMOM CKOPOCTH OOMEHA TaHHBIMU C KapTOM:
burel 7-4 — yctanoButs B 0
Ourel 3-2 - ycTaHaBIIMBaeMas CKOPOCTh mpuema B pexkumax [SO 14443
(IOTOK JTaHHBIX OT KapThl K CUUTHIBATEJIIO):
00 - 106 xOox
01-212 xbox
10 - 424 x0on
11 - 848 xbon
oursl 1-0 - ycranaBimBaeMas CKOpOCTb nepeadu B pexxumax ISO 14443
(TIOTOK JJaHHBIX OT CUMTHIBATEJSI K KapTe):
00 - 106 xOox
01-212 xbon
10 - 424 x6ox
11 - 848 xbox

3.2.6 0x2B AktnBupoBatb pexum T=CL: nony4yeHune
AOCTYMNHbIX CKOPOCTEU U YCTaHOBKA CKOPOCTU paboThbl
C KapTou

0x2B CLSCRF ISO14443A 4 Activate
IN: CID[1] Baudrate[1]
OUT: ACK[1]; DataLength[2]; ATS[Datalength]
CID|1] - mormaeckuii uaeHTUGUKATOP KapThl 111 oOMeHa 1o npoTokony T=CL —
mo6oe uncio B guanazone 0..14 (cm. ISO 14443-3 7.10.6);
Baudrate[1] — 3HaueHne ycTaHaBIMBaeMOM CKOPOCTH 0OMEHA TaHHBIMU C KapTOil:
burel 7-4 — yctanoButs B 0
Oursl 3-2 - ycTaHaBIIMBaeMas CKOpPOCTh mpuema B pexkumax [SO 14443
(TIOTOK JTaHHBIX OT KaPTHI K CUUTHIBATEIIIO ):
00 - 106 xbon
01 -212 x6on
10 - 424 x6ox
11 - 848 x6on
oursl 1-0 - ycTaHaBimBaeMas CKOPOCTh nepeiadu B pexxumax [SO 14443
(TMOTOK JJaHHBIX OT CUMTHIBATEJSI K KapTe):
00 - 106 x6ox
01 -212 xbon
10 - 424 x6on
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11 - 848 xbox
Datalength|2] — xoMuecTBO MPUHATHIX OT KapThbl OaiT faHHbIX (ATS);
ATS[Datal.ength] — ctpykrypa Answer To Select (cm. ISO 14443-4 5.1,5.2)

3.3  VYnpasienue kapramu tuna B crangapra ISO 14443

3.3.1 0x56 AkTnBauumsa KapT Tuna B, Haxogawmnxca B
cocTosiHMu ldle

0x56 CLSCRF Activate Idle B
IN: AFI[1]; SNI[1]
OUT: ACKJ[1]; CARDO[11]; CARDI1[11]; CARD2[11]; ...
AFI[1] — unentudukarop cemeicTa npuwioxkeHui (Hekuid GmwibTp, ecym paBeH 0, To
aKTUBHPYIOTCSI BCE KapThl);
SNI[1] — uHAEKC KOMYecTBa BpeMeHHbIX c10TOB:
0 => SlotQuantity = 1 cnor,
1 => SlotQuantity = 2 cnora,
2 => SlotQuantity = 4 cnora,
3 => SlotQuantity = 8 ci0TOB,
4 => SlotQuantity = 16 c10TOB;
CARDi[11] = PUPI[4]; AppData[4]; ProtInfo[3] — uadopmarms 06 i-i
AKTHBHUPOBAHHOU KapTe;
PUPI|[4] — nceBroyHUKaIbHbIN WIEHTUPUKATOP KapThl;
AppData|4] — nansble 171 WIeHTH(GYKAIN TPIOKESHUN, IMEIOIITUXCS B KapTe;
ProtInfo[3]— uadopmaims o mapameTpax IpoTOKOJIa 0OMEHA C KapToil.

3.3.2 0x54 YctaHOBKa napamMmeTpoB NPOTOKOSia B AAHHOM
ceaHce CBAi3u C KapTton TMna B

0x54 CLSCRF_Attrib B
IN: ParamLen[1 ]; Params[ParamLen]
OUT: ACKJ1]; AttrLen[1]; Attrib[AttrLen]
ParamLen[1] — aimHa BXOJHBIX IapaMeTPOB;
Params|[ParamLen] — Bxoansie mapametps! (cM. ISO 14443-3 . 7.10.1, kpome
niepBoro Oaitra 0x1D u n1Byx 3akmouurebHeix 0aittoB CRC B);
AttrLen|[1] — nivHa oTBeTa;
Attrib[AttrLen] — otBet (cm. ISO 14443-3 1. 7.11, kpome nByx
3akmounTesbHbiX 6aifroB CRC_B).
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3.3.3 0x55 lNepeBoa akTMBHOM KapTbl TMNa B B coctosiHMe
Halt

0x55 CLSCRF Halt B
IN: PUPI [4]
OUT: ACKJ1]
PUPI[4]— nceBaoyHUKabHbIM HIeHTH(UKATOP KapThI.

3.3.4 0x57 AkTnBauuma KapT Tuna B, Haxogawunxca B
cocTosiHuM Halt

0x57 CLSCRF Activate Wakeup B
IN: AFI[1]; SNI[1]
OUT: ACK[1]; CARDO[11]; CARDI1[11]; CARD2[11]; ...
AFI[1] — unenrtuduxarop cemeicTBa npuosxeHui (Hekuit PrbTp, ecau paseH 0, To
aKTUBHPYIOTCSI BCE KapThl);
SNI[1] — uHAEKC KOMMYecTBa BpeMeHHbIX cI0TOB:
0 => SlotQuantity = 1 cnor,
1 => SlotQuantity = 2 cnora,
2 => SlotQuantity = 4 cnora,
3 => SlotQuantity = 8 ci0TOB,
4 => SlotQuantity = 16 c10TOB;
CARDi[11] = PUPI[4]; AppData[4]; ProtInfo[3] — madopmarms 06 i-i
AKTMBUPOBAHHOM KapTe;
PUPI|4]— nceBao-yHUKaIbHBINA WISHTU(PUKATOP KAPTHI;
AppData|4] — nansble 171 WISHTHGYKAIN TPWIOKCHUN, IMEIOIITUXCS B KapTe;
ProtInfo[3] - uadopmaims o mapameTpax IpoToKoIa 0OMEHa ¢ KapToil.

3.4 Yupasiaenune metkamu ctangapra ISO 15693

3.4.1 0x30 UHBeHTapu3auma metok 15693

PekypcrBHAsS MHBEHTApU3aLWsl METOK
0x30 CLSCRF FindAllTags 15693

IN: RFU[2]; AFI[1]

OUT: ACKJ1]; RespLen[2]; Resp[RespLen]
RFUJ[2] — 3ape3epBupoBannbie 6aittsl (yctaHoBUTH B 0X0000);
AFI[1] — unenrudukarop cemenicTBa MPIIIOKEHUI,
RespLen[2] — konmaecTBO 6ATOB OTBETA CUUTHIBATEIIS,
Resp[RespLen] — oTBET OT cUMTHIBATENS.

Jns kaxxnoi HainenHot metku Resp[Resplen] conepxur cieqyronyro
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nHpopMaIHIO:
RetCode — ko 3aBepiieHus 3anpoca B 3TOM CJIOTE - 1 Gaitr
Count — komaecTBO OAUTOB, MOJTYYEHHBIX OT METKH - 1 Gaitr

Ecmu Count oimmuen ot 0, To ganee ciielyeT OTBET OT MeTKH ymHOM Count (cM.
ISO 15693 .10.3.1):

Flags - 1 Gair

DSFID - 1 Gaitr

UID - 8 OaifToB
Ecmu RetCode omimmuen ot 0, To ganee MOXKeT MPUCYTCTBOBATh

CRCl16 - 2 Gaifra.

Ennmvanas vaBeHTapm3aiyst METOK
0x31 CLSCRF Inventory 15693
IN: Flags[1]; Inventory[1]; AFI[1]; MaskLen[1]; MaskVal [oT 0 70 8]
OUT: ACKJ1]; RespLen[2]; Resp[RespLen]
Flags[1]— dnaru 3anpoca (cMm. ISO 15693-3 1n.7.3);
Inventory[1] — xox komanas! Inventory (Bceraa pasen 0x01);
AFI[1] — unenrudukarop ceMecTBa MPUI0Ke HAU,
MaskLen[1] — komaecTBO OMTOB MacKW;
MaskVal[oT 0 10 8] — maccuB 0aifToB, CoaepIKaIInii MaCKy;
RespLen|2] — kosmuecTBO OaTOB OTBETA CUUTHIBATEIIS;
Resp[RespLen] — oTBeT OT cuuThHIBaTEIS.

Jns kaxxnoro BpeMeHHOTO cioTta Resp[ResplLen] conepkur cieayronnyto

uHpopMaIHIO:
RetCode — ko 3aBepiieHus 3anpoca B 3TOM CJIOTE - 1 Gaitr
Count — komIecTBO OAUTOB, MOJTYYEHHBIX OT METKH - 1 Gaitr

Ecmu Count oimmuen ot 0, To fganee clielyeT OTBET OT MeTKH ymHOM Count (cM.
ISO 15693 .10.3.1):

Flags - 1 Gair

DSFID - 1 Gaitr

UID - 8 OaifToB
Ecmu RetCode oimmuen ot 0, To ganee MOXKeT MPUCYTCTBOBATh

CRCl16 - 2 Gaifra.

3.4.2 0x32 NepeBoa metkn 15693 B coctosiHne QUIET

0x32 CLSCRF_Stay Quiet 15693
IN: Flags[1]; StayQuiet [1]; UID[8]
OUT: ACK]1]
Flags[1]— dnaru 3anpoca (cMm. ISO 15693-3 1n.7.3);
StayQuiet[1] — xoa komanast Stay Quiet (Bceraa paseH 0x02);
UID|8] — maccuB 0aiitoB, coaepKaliuii yHUKaTbHbIA WIIE€HTU(HUKATOP METKH.
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3.5 O0MeH nannbiMu ¢ kaptoii Mifare Classic

3.5.1 BbluncneHue abconrwTHOro Homepa 61noka

Cexkropsl 3a HoMepamu 0..31 coneprkar 4 61oka (oTHOcuTenbHbIe HOMepa 0..3).

Hauwunas ¢ 32-ro, cextop conepxur no 16 6;10k0B (OTHOCUTEIbHBIE HOMEPA
0..15).

AOGCOIOTHBIN HOMEP 0JI0KA BEIUKCIISIETCS CJICTYIOIIAM 00pa3oMm:

1. <abcomoTHbIN HOMEp OJI0Ka™> = <HOMep CeKTopa>*4 + <Homep 0Ji0Ka B
CeKTope>

2. Ecim HOMep cektopa > 32, To npubaBisieM (<HOMeEp cexropa> - 32)*12.

3.5.2 0x16 (oOpaTHasa coBMecTMMOCTb) KoapoBaHue Knro4a

0x16 CLSCRF MifareStandard HostCodeKey
IN: uncoded[6]
OUT: ACKJ1]; coded[12]
uncoded [6] — HEKOAUPOBAHHBII KITIOY;
coded|[12]— KoAUPOBAHHBII KITIOY.

3.5.3 0x18 (o6paTHass coBMecTMMOCTb) AyTeHTUd MKaLuaA
KJIFO4YOM, 3aflaHHbIM B KOMaHAae

0x18 CLSCRF MifareStandard AuthKey
IN: key type[l]; snr[4]; keys[12]; AbsBlockNo[1]
OUT: ACK]1]
key type[1] — Tvm kmtoya:
0x60 - Key A,
0x61 - Key B;
snr[4]— UID kapts! (ust kapt ¢ 7-6airoBeiv UID[0..6], moaae prkuBaroImx
npotokoa Mifare Standard, B kauectse snr[0..3] ucnoss3oBars Gaiirel UID[3..6]);
keys|[12]— xoaupoBaHHbII KITIOY;
AbsBlockNo|[1]— aGconroTHsiii HOMep OJI0Ka.

3.54 0x14 AyteHTdpMKaLmMA KNOYOM, 3afjlaHHbIM B KOMaHAae

0x14 CLSCRF MifareStandard AuthKeyDirect
IN: key type[1]; snr[4]; key[6]; AbsBlockNo[1]
OUT: ACKJ1]

key_type[1] — Tun iroua:
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3.5.5

3.5.6

3.5.7

0x60 - Key A,
0x61 - Key B;
snr[4]— UID kapts! (st kapt ¢ 7-6airoBeiv UIDJ[0..6], moaae pskuBarommx

npotokoa Mifare Standard, B kauectse snr[0..3] ucnons3oBars Gaitrsl UID[3..6]);

key[6] — ximtou;
AbsBlockNo[1]— aGcomoTHbIi HOMEp OJI0Ka.

0x17 3anuckb knrovya B EEPROM cuyuTtbiBaTens

0x17 CLSCRF_MifareStandard WriteKeyToE2
IN: key type[1]; sector[1]; uncoded keys[6]
OUT: ACKJ1]
key_type[1] — Tvn xiroua:
0x60 - Key A,
0x61 - Key B;
sector[1]— Homep cekTopa;
uncoded keys[6] — HEKOJUPOBAHHBIN KITIOY.
CuursiBaTeb MOIIEPIKUBACT B TAHHOM PEXKUME PabOTy C CEKTOpaMU C MHIEKCaMH

0..15, TOo ecTh ¢ NepBbIM KIWIOOANTOM MaMSATU KapThl.

0x15 AyteHT(pMKaLmMsa KNOYOM, HaXoasILLMMCS B
EEPROM cuunTtbiBaTens

0x15 CLSCRF MifareStandard AuthE2
IN: key type[1]; snr[4]; key num[1]; AbsBlockNo[1]
OUT: ACK]1]
key type[1]— Tun kmoua:
0x60 - Key A,
0x61 - Key B;
snr[4]— UID kaptsr;
key_num[1] — Homep xmoua B EEPROM cuwursiBarens;
AbsBlockNo[1]— abcomoTHblit HOMep Os10ka: 4 * Sector + Block;

CuurnIBaTeib NOAACPKMBACT B JAHHOM PCIKUME pa60Ty C CCKTOpaMU C MHICKCaMH

..15, To ecThb ¢ TIepBHIM KWIOOANTOM TIaAMSITH KapThl.

0x19 YteHue Onoka

0x19 CLSCRF_ MifareStandard Read

IN: AbsBlockNo[1]

OUT: ACK]J1]; Data[16]
AbsBlockNo|[1]— aGcomoTHbIit HOMep OJI0Ka.
Data[16] — npouuransabie U3 OJ0Ka JaHHBIC.
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3.5.8 0x1A 3anucb 6noka

0x1A CLSCRF MifareStandard Write

IN: AbsBlockNo[1]; Data[16]

OUT: ACKJ1]
AbsBlockNo|[1]— abcomroTHbIit HOMEp 0JI0Ka;
Data[16] — 16 GaiiTroB qaHHBIX, 3aNUCHIBACMBIX B OJIOK.

3.5.9 0x1B Onepauunsa Value

0x1B ( DTOT KOJT OTIEPAIH KCTIOJIL3YIOT TPH ()yHKITHH:
CLSCRF_MifareStandard Decrement
CLSCRF_MifareStandard Increment

CLSCRF_MifareStandard Restore )
IN: dd_mode[1]; AbsSrcBlockNo[1]; Value[4]; AbsTgtBlockNo[1]
OUT: ACK[1]

dd_mode[1] — xox onepaipm: PICC_DECREMENT 0xCO,
PICC_INCREMENT 0xCl,

PICC_RESTORE 0xC2;

AbsSrcBlockNo[1]— abcomoTHbIi HOMEp UCXOHOTO OJIOKa;
Value|[4] — 3HaueHue;

AbsTgtBlockNo|[1]— abcomoTHbIit HOMEp OJ0Ka-pe3yabTara.

3.5.10 0x1C lNepcoHanuzauusa UID

0x1C CLSCRF MifareStandard EV1 PersonalizeUid
IN: UidMode[1]
OUT: ACK]1]
UidMode[1]— pexxum UID (pexum, B KOTOPBIA IEPEBOIUTCS KapTa)
Jomnyctumo mo0oe 13 3HAYCHHI:
UIDFO0 = 0x00,
UIDF1 = 0x40,
UIDF2 = 0x20,
UIDF3 = 0x60.

3.5.11 0x26 UameHeHMe Harpy3Kku aHTEeHHbI KapT

0x26 CLSCRF MifareStandard EV1 SetloadModulationType
IN: UidMode[1]
OUT: ACKJ1]
ModType[l] — Tun Harpy3kum: Ox01 - CwipHas (mo ymomuanmo), 0x00 -
HOpMaJTbHas.
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3.5.12 0x46 HactpanBaembi 0OMeH C KapToun

0x46 CLSCRF MifareStandard CustomExchange
IN: Timeout[2]; Options[2]; TxLastBitsCount[1]; TxLength[2]; TxBuffer
[TxLength]
OUT: ACK]J1]; RxLastBitsCount[1 ]; RxLength[2]; RxBuffer[RxLength]
Timeout|2]— TalimayT oneparwy, euamna mwmMepenns = 128 / 13.56 MI'm= okoJo
9.439528 MKc;
Options|2]— HacTpoiiku 0OMeHa TaHHBIMU C KapTO:
owursl 0-3 — ycTaHOBUTH B 0;
6ur 4 — ¢nar noOaBIeHNSI KOHTPOJILKOW CYMMBI K 3alPOCY Ha KapTy
(BBICUUTBHIBAETCSI aBTOMATUUECKH);
out 5 — ¢ar oAl KOHTPOJILKON CYMMBI B OTBETE OT KapThl
(BBICUMTHIBAETCS ABTOMATUYECKH);
our 6 — Quar uCroIL30BaHUs OUTA YETHOCTH MPU OOMEHE (BBICUUTHIBACTCS
aBTOMAaTUYECKH);
outel 7, 8-15 — ycranoBurs B 0.
TxLastBitsCount|[1]— xomdaecTBO 3HaYaIMX OUT B 3aBepIIarOIeM Oaiire
3arpoca (0..7, 0 - Bce OUThI 3HaUAIKE);
TxLength|2] — nnuna 3anpoca Ha kapTy B Oaifrax;
TxBuffer[TxLength] — nansble a1 OTHpaBKU HA KapTy;
RxLastBitsCount[1]— koJmuecTBO 3HaUaIMX OWUT B 3aBEpIIIAIOIIEM Oaite OTBETa
(0..7, 0 - Bce OuThl 3HAUAIIUE);
RxLength[2] — niuHa oTBeTa OT KapThl B OaiiTax;
RxBuffer[RxLength] — npuHsTBEIE OT KapTHI 1aHHBIE;

3.6 Oo0men nannbivu ¢ kaproii Mifare UltraLight (C)

3.6.1 0x25 (yctapena) YteHne ogHou cTpaHULbI

0x25

IN: Addr[1]

OUT: ACK]1]; Data[4]
Addr[1] — HOMep cTpaHuIIbI;
Data[4] — npouyuTaHHbIC JTaHHBIC.

3.6.2 0x19 YteHMe YeTbIpEX CTPAHMUL

0x19 CLSCRF MifareUltralight Read
IN: Addr[1]
OUT: ACK]J1]; Data[16]

Addr|[1] — HOMEp CTpaHUIIBL;
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3.6.3

3.6.4

3.6.5

3.7

3.71

Data[16] — npounTaHHbIC JTaHHBIC.

0x1E 3anucb cTpaHuubl

0x1E CLSCRF MifareUltralicht Write
IN: Addr[1]; Data[4]
OUT: ACK]J1]

Addr|[1] — HOMEp CTpaHUIIBL;

Data|4] — 3ammceIBaeMbIC JJaHHBIC.

0x2C 3anucb Knro4va ayteHTU(pMKaLmmn

0x2C CLSCRF MifareUltralightC WriteKey
IN: KeyFlashAddress|2]
OUT: ACK]1]
KeyFlashAddress[2] - anpec 6;10ka Bo flash-mtamsitit caursiBaresns (0..239),
OTKYy/la CJIeAYET B3ATh KIFOY JIJIS 3aIUCH B KapTy.

0x2D AyteHTUPUKaLUA KapTbl

0x2D CLSCRF MifareUltralightC Authenticate
IN: KeyFlashAddress[2]
OUT: ACK]1]
KeyFlashAddress|2] - anpec 65oka Bo flash-namsatu cuursiBaress (0..239),
OTKYy/ia CJeAYET B3ATh KIIIOY JIJIs1 ayTeHTU(PHUKAIN.

Oo0men nannbivu ¢ kaproii Mifare UltraLight EV1

0xC460 YteHue Bepcumn KapTbl

0xC460 CLSCRF MifareUltraliechtEV1 GetVersion
IN:
OUT: ACK]J1]; VerInfo[8]

VerInfo[8] — nanHble BepcHM KapThl.
ITpumep: C4 60
Otet: 00 00 04 03 01 01 00 OE 03 (128 bytes)
OtseT: 00 00 04 03 03 01 00 0B 03 (48 bytes)
OtseT: 00 00 3421 01 01 00 OE 03 (Mikron)
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3.7.2 0xC430 YteHUue YeTbIpEX CTPAHUL

0xC430 CLSCRF MifareUltraliechtEV1 Read
IN: Addr[1]
OUT: ACK]J1]; Data[16]
Addr[1] — HOMep cTpaHuIIpI,
Data[16] — npouuTaHHbIC JTaHHBIC.
[Tpumep: C4 30 00
Otet: 00 04 C8 10 54 EAFC 38 80 AE 48 00 00 00 00 00 00 (clean)
OtseT: 00 04 BD B6 87 32 AE 41 80 5D 48 FO 00 FF FF FF FC (in use)

3.7.3 0xC43A YteHne gnanasoHa cTpaHul

0xC43A CLSCRF MifareUltralightEV1 ReadFast
IN: PageStart[1]; PageEnd[1]
OUT: ACK]J1]; Size[2]; Data[Size]
PageStart[1]— Homep HAYAIBLHOU CTpaHULIBL;
PageEnd[1] — HOMep KOHEUHOM CTpaHUIIBI,
Size[2] — KOMYECTBO MPOYMUTAHHBIX OANT;
Data[Size] — npouuTaHHbIe 1aHHbIE.
ITpumep: C4 3A 02 06
OtgeT: 00 14 00 5D 48 FO 00 FF FF FF FC 45 D9 A0 15 D3 4C ED 00 22 EO
00 00

3.7.4 0xC4A2 3anucb cTpaHuubl

0xC4A2 CLSCRF MifareUltralightEV]1 Write
IN: Addr[1]; Data[4]
OUT: ACK]1]
Addr[1] — HOMEp CTpaHUIIBL
Data[4] — 3anuchIiBacMbI€ JIaHHBIE.
[Tpumep: C4 A2 04 AOA1A2A3
Otser: 00

3.7.5 0xC41B Bepudumkauma napons

0xC41B CLSCRF MifareUltralightEV1 AuthenticatePassword
IN: Password[4]
OUT: ACK]J1]; PasswordAcknowledge[2]

Password[4]- napob.

PasswordAcknowledge[2]- moaTBep)aeHue naposi.
[Tpumep: C4 1B FFFFFFFF
OtseT: 00 00 00
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3.7.6

3.7.7

3.7.8

3.7.9

0xC439 lNpountaTtb 3Ha4YeHUE cYeTYUKA

0xC439 CLSCRF MifareUltralichtEV1 ReadCounter
IN: CounterNumber|[1]
OUT: ACK][1]; Value[3]
CounterNumber|[1] — Homep cuetyuka: 0..2;
Value|[3] — 3nauenue cueturka LSB Brepe.
[Tpumep: C4 39 02
OtBet: 00 01 00 00

0xC4A5 YBennuntb 3HaYeHUe cUyeTyMKa

0xC4A5 CLSCRF MifareUltralichtEV1 IncrementCounter
IN: CounterNumber[1]; Value[3]
OUT: ACK]1]

CounterNumber|[1] — Homep cuetyuka: 0..2;

Value|[3] — npubasisiemoe 3Hauenue cueturka LSB Bniepe.
[Tpumep: C4 A5 02 010000
Otat: 00

0xC43C Mpouutath Nognuco ECC

0xC43C CLSCRF MifareUltralightEV1 ReadSignature
IN: Addr[1]
OUT: ACK]J1]; Signature[32]
Addr[1] — 3ape3epBupoBaHo, 10KHO ObITE 0X00;
Signature[32]- npouuraHHas NoANKCH.
[Tpumep: C4 3C 00
OteT: 00 IACB 7F 6B 83 BO 9C9A 6A 36 81 82 34 CO 84 8F F4 63 60 FD

0D 66 DA 65 66 B3 EO C6 31 AC A8 F6

OtseT: 00 8B 34 F9 F2 3B 55 6F D9 AC 7A 6B FF 83 AD 1B A0 6E 17 B2

DO 7E95 A5 D9 2C E1 5E DO E6 BB 54 84

0xC43E Check if a tearing event

0xC43E CLSCRF MifareUltraliechtEV1 CheckTearingEvent
IN: CounterNumber[1]
OUT: ACK][1]; Data[1]
CounterNumber|[1] — Homep cuetuuka: 0..2;
Data|1] — Gaiir ¢uaros.
[Tpumep: C4 3E 02
Otset: 00 BD
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3.7.10 0xC44B 3aknrountenbHbIU 3anpoc noaaepxKKu

0xC44B CLSCRF MifareUltraliechtEV1 VirtualCardSupportLast

IN: IID[16]; PCDCAPS[4]

OUT: ACK]J1]; VirtualCardTypeldentifier[1]
IID[16] — unenrudukarop MHGPACTPYKTYPHI;
PCDCAPS|4] — xapakTepUCTUKH CUUTHIBATEIIS;

Virtual CardTypeldentifier[1]— unenrupukarop Trmna BUpTyaIbHOM KapThL.
[Tprmep: C4 4B AOATA2A3A4ASA6ATASA9AAABACADAEAF 00112233

OtseT: 00 05

Oo0men nannbivu ¢ kaproii Mifare Plus

Tabnuua choopmmpoBaHmua napameTpa TMNa 3Ha4YeHUs

Ha3nayenue 0J10Ka JaHHBIX

3HayeHHe mapaMeTpa

bnoxu u nanxble
MIFARE Data/Value Blocks 0x00
MIFARE Sector Trailers
Criermami3UpoBaHHBIE 0JI0KU
MFP Configuration Block 0xB0O
Installation Identifier 0xB1
ATS Information 0xB2
Field Configuration Block 0xB3
Kimtouu cektopoB
AES Sector Keys (Key A) 0x4A
AES Sector Keys (Key B) 0x4B
Crietmam3UpoBaHHbIE KITFOYH
Originality Key 0x80
Card Master Key 0x90
Card Configuration Key 0x91
Level 2 Switch Key 0x92
Level 3 Switch Key 0x93
SL1 Card Authentication Key 0x94
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ncrta

3.8.2

3.8.3

Kimtoun BUpTYyaIIbHBIX KapT
Select VC Key 0xA0
Proximity Check Key 0xAl
VC Polling ENC Key 0xA2
VC Polling MAC Key 0xA3

Tabnuua chopmmupoBaHua napameTpa pexuma 3alunTbl
nepenavun gaHHbIX

MAC B [udpoanve MAC B oTBeTE 3HaueHne
KOMaHj1e AES rapameTpa
a Ha Hert 0x00
Ha Ha Ha 0x01
Ha Hert Hert 0x02
Ha Her Ha 0x03
Her Ha Her 0x04
Her Ha Ha 0x05
Her Hert Her 0x06
Hert Her Ha 0x07

Tabnuua AonNycTMMbIX PEXUMOB 3alUTbI Nepeaayu

AaHHbIX
Oneparpst MAC B koMaH1ie [TudpoBanue MAC B oTBETE
AES
Read Data Jla/Het Jla/Her Jla/Het
Write Data Crporo Jla Ha/Het Ha/Hert
Increment Crtporo [a Crporo [la Ha/Het
Decrement Crporo Jla Crporo [la Ja/Hert
Transfer Crporo [a Crporo Hert Ha/Het
Increment Crporo Jla Crporo [la Ha/Hert
Transfer
Decrement Crporo [a Crporo [la Ha/Het
Transfer
Restore Crporo Jla Ja/Het* Ja/Het*
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* J1oJpkHBI OBITH OO 00a Jla, m1oo 06a Her.

3.84 0xA8 3anucb AgaHHbIX NepcoHanu3auum B KapTty

0xA8 CLSCRF MifarePlus WritePersoExplicit
IN: ValueType[1]; SectorNumber[1]; BlockNumber[1]; RFU[2]; Data[16]
OUT: ACK]1]
ValueType[1] - Tur 3anmcbsiBaeMoT0 3HaYEHUA (CM. TaOJHMILY );
SectorNumber[1] - Homep cexTopa (McToJIBb3yeTCs MPH 3aNMCH OJI0Ka JAHHBIX WITH
KJIFOYa, OTHOCSIIIIETOCS K OTPE/ISICHHOMY CEKTOPY);
BlockNumber|[1]- Homep G0ka (MCTIOJIL3yeTCS TIPH 3aIUCH OJI0KA TAHHBIX WITH
KJTFOYa, OTHOCSIIIIETOCS K OTPEeIeICHHOMY OJIOKY B CEKTOPE);
RFU[2] — nomwxHo O0biTh OXFFFF;
Data[16] — nanHbIe 115 3aNMCH.

3.8.5 0xAA lNepcoHanusauusa KapTbl

0xAA CLSCRF MifarePlus CommitPerso
IN: 0x21;0x43;0x65;0x87;
OUT: ACK[1];
[Tpumep: aa 21 43 65 87
Otsert: 00

3.8.6 0xA0 YnpaBneHue ayteHTU(pMKaumen

0xA0 CLSCRF MifarePlus Authenticate
IN: AuthType[1]; KeyType[1]; SectorNumber[1]; KeyFlashAddress[2]; LenCap
[1]; PCDCap2[0..6]
OUT: ACK]1]
AuthType[1] - tumn onepainu ayrentudukaimn (0x01 — neppranas, 0xOF —
nocneayrotmasi, 0x00 — copoc ayTeHTHPUKAIIN);
KeyType[1] - tun kiroua iiis ayreHTUPUKAIIK (CM. TaOJIHLL );
SectorNumber[1] - Homep cexTopa s ayTeHTHUKALL;
KeyFlashAddress|2] - anpec xmoya Bo flash-mamsitu cuurbiBaTesns 1
ayTeHTH(DUKAI Y,
LenCap|1] - nymna 610ka xapaktepucTik cuurbiBatesis (0..6, yctaHoButh B 0);
PCDCap2|0..6] - 6510k XapakTepUCTHUK CUUTHIBATEIIS (TIOKA OTCYTCTBYET).

3.8.7 0xE92D YnpaBneHue ayteHTU(hUKaLumem ¢ Krno4vom B
KomaHae

0xE92D CLSCRF MifarePlus AuthenticateDirect
IN: AuthType[1]; KeyType[1]; SectorNumber[1]; Key[16]; LenCap[1];
PCDCap2[0..6]
OUT: ACKJ1]
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AuthType[1] - tumn onepainu ayrertudukaimn (0x01 — neppranas, 0xOF —
nocneayrotmast, 0x00 — copoc ayTeHTHDUKAIIH);

KeyType[1] - tun kiroua aiis ayreHTUPUKAIIK (CM. TaOJIHLL );

SectorNumber[1] - Homep cexTopa s ayTeHTHUKALL,

Key[16] - ximtou AES-128 s ayrentndvkaimy;

LenCap|1] - nnuxa 61oka xapakrepuctik cuurbiBatesis (0..6, yctaHoButs B 0);

PCDCap2]0..6] - 6710k XapakTEpUCTHK CUUTHIBATEIIS (TIOKA OTCYTCTBYET).

3.8.8 0xA6 YteHue HeCcKONbKux onokos SL2

0xA6 CLSCRF MifarePlus MultiBlockRead

IN: AbsBlockNo[1]; BlocksCount[1]

OUT: ACK][1]; DataLength[2]; Data[16/32/48]
AbsBlockNo|[1] - aGcomoTHbIit HOMED 0JI0Ka;
BlocksCount[1]- koamaecTBO YHTaeMBIX OJIOKOB;
DatalLength[2] - nymMHa MPOYUTAHHOTO MAaCcCUBA IaHHBIX;
Data[16/32/48]— npouyuranHbiii MaccuB gaHHBIX (1,2 wim 3 6510Ka).

3.8.9 0xA7 3anucb Heckonbkux onokos SL2

0xA7 CLSCRF MifarePlus MultiBlockWrite

IN: AbsBlockNo[1]; BlocksCount[1]; Data[16/32/48]

OUT: ACKJ1]
AbsBlockNo|[1] - abcoroTHbII HOMEp OJI0Ka;
BlocksCount|[1]- KoMueCTBO 3alMCHIBACMbBIX OJIOKOB;
Data[16/32/48]- maccuB mannbix s 3amcu (1,2 wim 3 6710Ka).

3.8.10 0xA4 YteHue OaHHbIX

0xA4 CLSCRF MifarePlus ReadData
IN: EncryptionMode[1]; ValueType[1]; SectorNumber[1]; BlockNumber|[1];
BlocksCount[1]
OUT: ACK]1]; DatalLength[2]; Data[16/32/48]
EncryptionMode[1]— pe>xum 3amuntsl 0OMeHa JaHHBIMH (CM. TaOJIUIBI );
ValueType[1] - Tun uuraeMoro 3Ha4eHus (CM. TaOJIuILy );
SectorNumber|[1]— HOMep cekTopa, B KOTOPOM HY>KHO MPOU3BOIUTH YTCHUE;
BlockNumber|[1]— Homep G0Ka, ¢ KOTOPOTO TpeOyeTCsS HAYaTh CYUTHIBAHUE
JIaHHBIX;
BlocksCount[1]— konmaecTBO 6JIOKOB JaHHBIX, KOTOPOE HYXHO mpounTath (1..3);
DatalLength[2] - nyHa MpoYXTaHHOTO MacCHBa TaHHBIX (OaiiT);
Data[16/32/48]— npouuranHbiii MaccuB gaHHBIX (1,2 wim 3 6110Ka).
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3.8.11 0xA5 3anucb gaHHbIX

0xAS5 CLSCRF MifarePlus WriteData

IN: EncryptionMode[1]; ValueType|[1]; SectorNumber[1]; BlockNumber[1];

BlocksCount[1]; Data[16/32/48]

OUT: ACKJ1]
EncryptionMode|[1]— pexxum 3amursl 0OMeHa TaHHBIMU (CM. TaOJMIBI );
ValueType[1] - Tvn 3anmcpiBaeMOT0 3HAUCHUS (CM. TaOJIILY );
SectorNumber|[1]— HOMep cexTopa 115 3anmcy;
BlockNumber|[1]— HoMep HauaaIpbHOTO OJIOKA AJIS 3aIUCH;
BlocksCount|[1]— kommaecTBO 0JIOKOB JaHHBIX, KOTOPOE HYXHO 3armcarth (1..3);
Data[16/32/48]— 3ammcwiBaembIii MaccuB aHAbIX (1,2 wim 3 GJ10Ka).

3.8.12 0xA1 lNpubaBneHue 3Ha4YeHuUs

0xAl CLSCRF MifarePlus Increment

IN: OperationType[1]; EncryptionMode[1]; SourceSectorNumber[1];

SourceBlockNumber[1]; Value[4]

OUT: ACK]1]
OperationType[1] — Tvn oneparu (0xBO0);
EncryptionMode|[1]— pexxum 3amursl 0OMeHa TaHHBIMU (CM. TaOJHIBI );
SourceSector Number|[1]— HoMep HCXOAHOTO CEKTOPA;
SourceBlockNumber[1]— Homep ncxoHOTO 610K,
Value[4] — cnaraemoe, Ha KOTOPOE YBEJIMIMBACTCS 3HAUECHUE.

3.8.13 0xA1 BbluntaHue 3HauYeHus

0xAl1 CLSCRF MifarePlus Decrement

IN: OperationType[1]; EncryptionMode[1]; SourceSectorNumber[1];

SourceBlockNumber[1]; Value[4]

OUT: ACK]1]
OperationType[1] — Tvm oneparu (0xB2);
EncryptionMode|[1]— pexxum 3amursl 0OMeHa TaHHBIMU (CM. TaOJHIBI );
SourceSector Number|[1]— HoMep UCXOAHOTO CEKTOPA;
SourceBlockNumber[1]— HoMep ncxoqHOTO OJI0Ka;
Value[4] — BbiuuTacMoe, Ha KOTOPOE€ YMEHBIIIAETCS 3HAYEHHUE.

3.8.14 0xA1 3anucb gaHHbIX U3 6ycpepa nepeHoca B 610K

0xAl1 CLSCRF MifarePlus Transfer
IN: OperationType[1]; EncryptionMode[1]; DestinationSectorNumber|1 ];
DestinationBlockNumber|[1]
OUT: ACK]1]
OperationType[1] — Tvm oneparu (0xB4);
EncryptionMode|[1]— pexxum 3amursl 0OMeHa TaHHBIMU (CM. TaOJHIIBI );
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DestinationSector Number[1]- Homep cekropa 115 3anmcy;
DestinationBlockNumber[1}- Homep 6510ka 17151 3amicH.

3.8.15 0xA1 lNpnbaBneHue 3Ha4YeHNs C NnocrieayroLlen
3anucbio AaHHbIX U3 bycepa nepeHoca B 6OK

0xAl CLSCRF MifarePlus IncrementTransfer
IN: OperationType[1]; EncryptionMode[1]; SourceSectorNumber[1];
SourceBlockNumber[1]; Value[4]; DestinationSectorNumber|[1];
DestinationBlockNumber|[1 ]
OUT: ACKJ1]
OperationType[1] — Tvn oneparu (0xB6);
EncryptionMode|[1]— pexxum 3amutsl 0OMeHa TaHHBIMU (CM. TaOJHIBI );
SourceSector Number|[1]— HoMep HCXOAHOTO CEKTOPA;
SourceBlockNumber[1]— Homep ncxoqHOTO 610K,
Value[4] — ciaraemoe, Ha KOTOPOE YBEIMYMBACTCS 3HAYEHHE;
DestinationSector Number[1]- Homep cekropa 115 3anucy;
DestinationBlockNumber |1} Homep 6110Ka 77151 3anMCH.

3.8.16 0xA1 BbluntaHMe 3HAYEHUSA C nocrieagyroLEen 3aNNCbIO
AaHHbIX U3 6y epa nepeHoca B 650K

0xAl1 CLSCRF MifarePlus DecrementTransfer
IN: OperationType[1]; EncryptionMode[1]; SourceSectorNumber[1];
SourceBlockNumber|[1]; Value[4]; DestinationSectorNumber[1];
DestinationBlockNumber|[1]
OUT: ACK]1]
OperationType[1] — Tvm oneparu (0xB8);
EncryptionMode|[1]— pexxum 3amursl 0OMeHa TaHHBIMU (CM. TaOJHIBI );
SourceSectorNumber|[1]— HoMep HCXOAHOTO CEKTOPAa;
SourceBlockNumber[1]—- Homep ncxoaHoro 6;10ka;
Value[4] — BblunTaeMoO€, HA KOTOPOE YMEHBIIIAETCS 3HAY CHUE;
DestinationSector Number|[1]- Homep cekropa 115 3anMcy;
DestinationBlockNumber[1}- Homep 610Ka 7151 3anMCHh.

3.8.17 0xA1 3anucb paHHbIX 6n0Ka 3Ha4YeHUA B bydep
nepeHoca

0xAl CLSCRF MifarePlus Restore
IN: OperationType[1]; EncryptionMode[1]; SourceSectorNumber[1];
SourceBlockNumber|[1]
OUT: ACK]1]
OperationType[1] — Tun oneparm (0xC2);
EncryptionMode[1]— pexum 3anursl 0OMeHa TaHHBIMH (CM. TaOJHITBI );
SourceSector Number|[1]— HoMep UCXOHOTO CEKTOPA;
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SourceBlockNumber|1]— HoMep HCXOHOTO OJIOKA.

3.8.18 0xA2 HayanbHbI® U NPOMEXYTOUYHbIN 3anpoc
noanepXKu BUPTyanbHbIX KapT

0xA2 CLSCRF MifarePlus VirtualCardSupport
IN: OperationType[1]; [ID[16]
OUT: ACK]J1]
OperationType[1] — tun oneparm (0x00);
1ID[16] — unenTnduKaTop MHC TSN

3.8.19 0xA2 3aBeplialoWwuu 3anpoc noaaepKKn BUpTyaribHbIX
KapT

0xA2 CLSCRF MifarePlus VirtualCardSupportLast
IN: OperationType[1]; [ID[16]; KencFlashAddress[2]; KmacFlashAddress[2];
LenCap[1]; PCDCap[0..3]
OUT: ACK]J1]; Info[1]; PICCCap[2]; PaddedUID[13]
OperationType[1]— Tvm onmeparpn (0x01);
1ID[16] — unenTndUKaTOp MHC TSN
KencFlashAddress[2] - anpec kmoua VC Polling ENC Key Bo flash-namsitu
CUMTHIBATE]IS
KmacFlashAddress|2] - anpec xmoua VC Polling MAC Key Bo flash-namsitu
CUHTHIBATETIS;
LenCap|1] - mymna 610ka xapaktepucTk cuutbiBatesis (0..3, yctaHoButh B 0);
PCDCap|0..3] - 6510k XapakTEpPHCTUK CUUTHIBATEIA (TIOKA OTCYTCTBYET);
Info[1] — uadopmarmst o kapre (0x83 — 4 Gaiir UID, 0x03 — 7 6aiir UID);
PICCCap|2] — xapakTepuCTHKU KapThl;
PaddedUID[13] — unenrudukarop xaptsl (4-0alTOBBIX WK 7-0alTOBBII, B
3aBrcuMOcCTH OT Info), magupoBaHHbIil 10 JymHBL 13 Oaiir.

3.8.20 0xA3 Bbi6op BMpTyanbLHOU KapTbl

0xA3 CLSCRF MifarePlus VirtualCardSelect
IN: OperationType[1]; KselFlashAddress[2] PICCCap[2]; PaddedUID[13]
OUT: ACK]1]
OperationType[1] — Tvm oneparm (0x01);
KselFlashAddress|[2]- anpec kmoua Select VC Key Bo flash-mamsati
CUMTHIBATE]IS,
PICCCap|2] — xapakTe pucTHKH! KapThl;
PaddedUID|[13] — unenrudgukatop kapthl (4-0alTOBBIX WK 7-0aiTOBBIN),
a7 TAPOBAHHBIN 10 JIMHBI 13 OaidT.
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3.8.21 0xA3 CHAaTue BbiOOpa BUPTyaribHOMN KapTbl

0xA3 CLSCRF MifarePlus VirtualCardDeselect
IN: OperationType[1]
OUT: ACK]1]

OperationType[1] — Tun oneparm (0x00);

3.8.22 O0xA9 lNouck penemHOU aTaku

0xA9 CLSCRF MifarePlus ProximityCheck
IN: KproxFlashAddress[2]
OUT: ACK]1]
KproxFlashAddress[2] - anpec kmoua Proximity Check Key Bo flash-namsitu
CUUTHIBATEISI.

3.9 O0MeH nanubiMu ¢ KapToii Mifare Plus EV1

3.9.1 Tabnuua chopmmpoBaHua napameTpa TMNa 3Ha4YeHUs

Ha3znauenmne 0,10ka 3HavyeHue 3HayeHHe MapaMeTpPoB
AAHHBIX napametpa Value/ Sector Number, Block
Key Type Number
brnoku u nanxeie
MIFARE Data/Value 0x00 XX, XX
Blocks
MIFARE Sector Trailers
CriermamBupoBaHHbIe OJIOKU
MFP Configuration Block 0xB0 0x00, 0x00
VC Installation Identifier 0xBl1 0x00, 0x00
ATS Information 0xB2 0x00, 0x00
Field Configuration Block 0xB3 0x00, 0x00
Anti Tearing Configuration 0xB4 0x00, 0x00
Block
Kimtoun cekropoB
AES Sector Keys (Key A) Ox4A XX, 0x00
AES Sector Keys (Key B) 0x4B XX, 0x00

CrielMam3poBaHHbIE KITFOYH
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Card Master Key 0x90 0x00, 0x00

Card Configuration Key 0x91 0x00, 0x00

Level 3 Switch Key 0x93 0x00, 0x00

SL1 Card Authentication 0x94 0x00, 0x00
Key

L3 Sector Switch Key 0x96 0x00, 0x00

L1 L3 Mix Sector Switch 0x97 0x00, 0x00
Key

Kimoun BUpTYyalibHBIX KapT

VC Proximity Key 0xAl 0x00, 0x00

VC Setect ENC Key 0xA2 0x00, 0x00

VC Select MAC Key 0xA3 0x00, 0x00

broxu Transaction MAC

Transaction MAC Key 1 0xCl1 0x00, 0x00

Transaction MAC Conf. 0xCl1 0x01, 0x00
Key 1

Transaction MAC Block 1 0xCl1 0x02, 0x00

Commit Reader ID Block 0xC1 0x03, 0x00
1

TM Configuration Block 0xCl1 0x04, 0x00
1.0

TM Configuration Block 0xCl1 0x05, 0x00
1.1

TM Configuration Block 0xC1 0x06, 0x00
1.2

Transaction MAC Key 2 0xC2 0x00, 0x00

Transaction MAC Conf. 0xC2 0x01, 0x00
Key2

Transaction MAC Block 2 0xC2 0x02, 0x00

Commit Reader ID Block 0xC2 0x03, 0x00
2

TM Configuration Block 0xC2 0x04, 0x00
2.0

TM Configuration Block 0xC2 0x05, 0x00
2.1

TM Configuration Block 0xC2 0x06, 0x00
2.2
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3.9.2

Transaction MAC Key 3 0xC3 0x00, 0x00

Transaction MAC Conf. 0xC3 0x01, 0x00
Key 3

Transaction MAC Block 3 0xC3 0x02, 0x00

Commit Reader ID Block 0xC3 0x03, 0x00
3

TM Configuration Block 0xC3 0x04, 0x00
3.0

TM Configuration Block 0xC3 0x05, 0x00
3.1

TM Configuration Block 0xC3 0x06, 0x00
3.2

Transaction MAC Key 4 0xC4 0x00, 0x00

Transaction MAC Conf. 0xC4 0x01, 0x00
Key 4

Transaction MAC Block 4 0xC4 0x02, 0x00

Commit Reader ID Block 0xC4 0x03, 0x00
4

TM Configuration Block 0xC4 0x04, 0x00
4.0

TM Configuration Block 0xC4 0x05, 0x00
4.1

TM Configuration Block 0xC4 0x06, 0x00
4.2

Ta6nuua doopmupoBaHus NapamMmeTpa pexmma 3aluTbl

nepeaayn AaHHbIX

MAC B [Hudpposanve MAC B oTBETE 3HaueHUe
KOMaHzie AES napaMeTpa
Ha Ha Hert 0x00
Ha Ha Ha 0x01
Ha Her Hert 0x02
a Her Ha 0x03
Her Ha Hert 0x04
Her Ha Ha 0x05
Her Her Her 0x06
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Her

Het

Ja

0x07

Tabnuua AonycTMMbIX PEXUMOB 3alUTbl Nepeaayu

AOaHHbIX
Oneparpst MAC B xoMaHzae [Huppopanve MAC B oTBETE
AES
Read Data Jla/Het Jla/Her Ja/Het
Write Data Crporo Jla Ha/Het Ha/Hert
Increment Crporo Jla Crporo [la Ha/Het
Decrement Crporo Jla Crporo [la Jla/Het
Transfer Crporo Jla Crporo Her Ha/Het
Increment Crtporo [a Crporo [la Ha/Het
Transfer
Decrement Crporo [a Crporo [a Ha/Het
Transfer
Restore Crporo Jla Ja/Het* Ja/Het*

* JlomkHbI OBITH THOO 00a Jla, 1o 06a Her.

3.9.4 OxE8A8 3anucb AaHHbIX NepcoHanu3auum B KapTty

0xE8A8 CLSCRF MitarePlusEV1 WritePerso
IN: T _CL[1]; ValueType[1]; SectorNumber[1]; BlockNumber[1]; BlocksCount
[1]; Data[BlocksCount * 16]
OUT: ACK[1]
T_CLJ[1] - no kakoMy NpoTOKOJTy BbINOJHUTE KoMaHy (0x00: ISO14443-3;0x01:
ISO14443-4);
ValueType[1] - Tun 3anmcpiBaeMOT0 3HaY€HUST (CM. TaOJILL );
SectorNumber|[1] - Homep cekTopa (MCTIOB3YETCs MPHU 3aMCH 0JI0KA JAHHBIX W
KJIF04a, OTHOCSIIIETOCS K OTPEeIeIEHHOMY CEKTOPY);
BlockNumber|1]- Homep HadampHOTO OJIOKa;
BlocksCount|[1]- koimaecTBO 3alMCchIBaeMBIX OJIOKOB;

Data[|BlocksCount * 16] — nanHbie 1151 3aIiCHh.
[Tpumep: E8 A8 00 C0O 00 02 01 00112233445566778899 AABBCCDDEEFF

3.9.5 OxE8AA lNMepcoHanusauus KapTbl

0xESAA CLSCRF MifarePlusEVI CommitPerso
IN: Options[1]; T CL[1];0x21;0x43;0x65;0x87;
OUT: ACK[1];
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Options[1]- gonomHurenshble onmy koManasl (0x00 mwm 0x01 - nepexmounTh
kapty B pexum SL1; 0x03 - nepeximounts kapTy B pexxim SL3);
T_CLJ[1] - mo kakoMy npoTOKO.JTy BbINOJHUTE KoMaHy (0x00: ISO14443-3; 0x01:
ISO14443-4);
ITpumep: e8 aa 03 01 21 43 65 87
OrtseT: 00

3.9.6 0xE872 YnpaBneHue ayteHTUdMKaumen

0xE872 CLSCRF MifarePlusEV1 Authenticate
IN: SL[1]; T CL[1]; AuthType[1]; KeyType[1]; SectorNumber|[1];
KeyFlashAddress[2]; LenDIV[1]; DIV[LenDIV]; LenCap[1]; PCDCap[1..6]
OUT: ACKJ1]; RCOut[6]; TCOut[6]

SL[1] - rexymmii ypoBeHb SL y cextopa (0x00 - SLO, 0x01 - SL1, 0x03 - SL3);

T_CLJ[1] - mo xakoMy MpOTOKOJTy BbINOJHUTE KoMaHy (0x00: ISO14443-3; 0x01:
ISO14443-4);

AuthType|[1] - tun onepamm ayrenTrdukamm (0x01 — nepsmanas, 0xOF —
nocienyromast, 0x00 — copoc ayreHTHDVKAIIN);

KeyType[1] - tum kimroua ii1s ayreHTUPUKAIIK (CM. TaOJIIy );

SectorNumber|[1] - Homep cekropa 11 ayTeHTHDUKAIIY,

KeyFlashAddress|2] - agpec xmoua Bo flash-nmamsatu cuursiBaress s
ayTeHTU(UKaI Y,

LenDIV[1] - nyiHa BekTOpa TUBEPCHUDUKALN

DIV[LenDIV] - nanHbie avBepcUpUKaIIL;

LenCap|1] - mymna 6710Ka XapakTepucTHK cuuTbiBatess (1..6);

PCDCap|1..6] - 6110k xapakTepucTHK cunTbiBaTesst (Out 0 Oaitra 0 XpaHuT THIT
g poBanHoro oomena: 0 - EVO, 1 - EVI; octansHpie OUTHI 3ape3epBUPOBAHBI IS
OyAylIero UcToyib30BaHUs ¥ MOTYT UMETh JIFOObIE 3HAYEHMS );

RCOut[6] - 610Ka XapaKTepUCTUK CUHUTHIBATENS M3 OTBETA KapTh;

TCOut[6] - 6510k XapaKTepUCTHK KapThl U3 OTBETA KAPTHI.

[Tpumep: E8 72 03 01 01 4A 00 0300 00 01 01
[Tpumep 2: E§ 7203 01 01 4B 00 1300 0001 01
Otset: 00 01 00 00 00 00 00 01 00 00 00 00 00

3.9.7 0xE82D YnpaBneHue ayteHTU(hMKaumem ¢ Krno4vom B
KomaHae

0xE82D CLSCRF MifarePlusEV1 AuthenticateDirect
IN: SL[1]; T_CL[1]; AuthType[1]; KeyType[l]; SectorNumber[1]; Key[16];
LenDIV[1]; DIV[LenDIV]; LenCap[1]; PCDCap][1..6]
OUT: ACKJ1]; RCOut[6]; TCOut[6]
SL[1] - rexymwmii ypoeHb SL y cextopa (0x00 - SLO, 0x01 - SL1, 0x03 - SL3);
T _CL[1] - mo kakoMy poToKoJy BIMOJHATH KoMaHTy (0x00: [ISO14443-3; 0x01:
ISO14443-4);
AuthType[1] - Tun onepaiwm ayrenTudukaimm (0x0 1 — meppranas, 0xOF —
nocienyromast, 0x00 — copoc ayreHTHDVKAIIN);
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KeyType[1] - tum kiroua niist ayreHTUPUKAIIK (CM. TaOJLy );

SectorNumber|[1] - Homep cekropa A1 ayTeHTUDUKAIIY;,

Key[16] - wirou AES-128 nns ayreHTrpukaimmy;

LenDIV[1] - nnuna BekTopa AuBEepCcUbUKAIIL,

DIV[LenDIV] - nansbie nuBepcudukarmy;

LenCap|1] - nmiHa 6510Ka XxapakTepucTuK cuurbiBatesis (1..6);

PCDCap|1..6] - 610K xapakTeprcTHK cuuThiBaTesst (Our 0 Oaitra 0 XpaHuT THIT
mdpoBanHoro oomena: 0 - EVO, 1 - EVI; ocTanpHpie OUTHI 3ape3e pBUPOBAHBI IS
OyAylIero UCToIb30BaHUS U MOTYT UMETh JIFOObIE 3HAYCHM );

RCOut[6] - 650Kka XapaKTepUCTUK CUUTHIBATESI U3 OTBETA KapPThI;

TCOut[6] - 6510k XapaKTepUCTUK KapThl U3 OTBETA KAPTHI.

[Tpumep: E8 72 03 01 01 4A 00
01B48C7B65D302A647705D25D13ACDED 00 01 01

ITpumep 2: E§ 72 03 01 01 4B 00
01B48C7B65D302A647705D25D13ACDED 00 01 01

OtseT: 00 01 00 00 00 00 00 01 00 00 00 00 00

3.9.8 0xE830 YTteHue gaHHbIX

0xE830 CLSCRF MifarePlusEV1 ReadData
IN: EncryptionMode[1]; ValueType[1]; SectorNumber[1]; BlockNumber|[1];
BlocksCount[1]
OUT: ACK]1]; DatalLength[2]; Data[16/32/48]
EncryptionMode[1]— pe>xum 3amuntsl 0OMeHa JaHHBIMH (CM. TaOJIUIBI );
ValueType[1] - Tun yuraeMoro 3HaueHus (CM. TaOJIMILy );
SectorNumber|[1]— HOMep cekTopa, B KOTOPOM HY>KHO MPOU3BOIUTH YTCHUE;
BlockNumber|[1]— Homep G0Ka, ¢ KOTOPOTO TpeOyeTCsS HAYaTh CYUTHIBAHUE
JIaHHBIX;
BlocksCount[1]— konmaecTBO 6JIOKOB JaHHBIX, KOTOPOE HYXHO mpounTath (1..3);
DatalLength[2] - nyHa MpoYXTaHHOTO MacCHBa TaHHBIX (OaiT);
Data[16/32/48]— npouuranHbiii MaccuB gaHHBIX (1,2 mwm 3 6110Ka).
[Tpumep: E8 30 01 00 02 00 03

3.9.9 O0xE8AO0 3anucb AaHHbIX

0xE8A0 CLSCRF MifarePlusEV1 WriteData

IN: EncryptionMode[1]; ValueType|[1]; SectorNumber[1 ]; BlockNumber[1];

BlocksCount[1]; Data[16/32/48]

OUT: ACK[1]; TMACCounter[4]; TMACValue[8];
EncryptionMode|[1]— pexxum 3amursl 0OMeHa TaHHBIMU (CM. TaOJHIBI );
ValueType[1] - Tun 3anmcpiBaeMOT0 3HAUCHUS (CM. TaOJIIL );
SectorNumber|[1]— HOMep cexTopa 115 3anmcy;
BlockNumber|1]— HoMep HauaapbHOTO OJIOKA AJIS 3aIUCH;
BlocksCount|[1]— kommaecTBO 0JIOKOB JaHHBIX, KOTOPOE HY»HO 3armcarth (1..3);
Data[16/32/48]— 3ammchiBaembIii MaccuB JaHHAbIX (1,2 wim 3 6710Ka);
TMACCounter[4] — 3Hauenue cuetunka TMAC;
TMACValue|8] — 3nauenne TMAC.
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ITprmep: E8 A0 02 00 00 0001 00112233445566778899 AABBCCDDEEFF

3.9.10 O0xE8BO0 NpubaBneHue 3Ha4yeHUs

0xE8B0 CLSCRF MifarePlusEV1 Increment
IN: EncryptionMode[1]; SourceSectorNumber|[1]; SourceBlockNumber[1];
Value[4]
OUT: ACK]1]
EncryptionMode[1]— pexum 3amurel ooMena nanabiMu (0x00 - 6e3 3amuTsl,
0x01 - MAC B oTBETE);
SourceSectorNumber|[1]— HoMep HCXOAHOTO CEKTOPAa;
SourceBlockNumber[1]—- Homep ncxoaHoro 6110ka;
Value[4] — cnaraemoe, Ha KOTOPOE YBEJIMIMBACTCS 3HAUECHUE.
[Tpumep: EE BO 01 00 01 00112233

3.9.11 O0xE8B2 BbiuuntaHMe 3HAYEHUSA

0xE8B2 CLSCRF MifarePlusEV1 Decrement
IN: EncryptionMode[1]; SourceSectorNumber|[1]; SourceBlockNumber[1];
Value[4]
OUT: ACK[1]
EncryptionMode|[1] - pexxum 3amursl oOmeHa nanapiMu (0x00 - 63 3ammursl,
0x01 - MAC B oTBETE);
SourceSector Number|[1]— HoMep HCXOAHOTO CEKTOPA;
SourceBlockNumber[1]— Homep ncxoHOTO 010K,
Value[4] — BeiunTacMoe, Ha KOTOPOE€ YMEHBILIAETCS 3HAYEHHUE.
[Tpumep: EE B2 01 00 01 00112233

3.9.12 0xE8B4 3anucb gaHHbIX U3 bychepa nepeHoca B 650K

0xE8B4 CLSCRF MifarePlusEVI Transfer
IN: EncryptionMode[1 ]; DestinationSectorNumber][1];
DestinationBlockNumber[1];
OUT: ACK[1]; TMACCounter[4]; TMACValue|[8];
EncryptionMode[1]— pexum 3amurel ooMena nanabiMu (0x00 - 6e3 3amuTsl,
0x01 - MAC B oTBETE);
DestinationSector Number|[1]- Homep cekropa 115 3anicy;
DestinationBlockNumber|1}- Homep 6510Ka 115 3anmcy;
TMACCounter[4] — 3Hauenue cuetunka TMAC;
TMACValue|8] — 3nauenne TMAC.
ITpumep: E& B4 01 00 01
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3.9.13 0xE8B6 lNpnbaBneHue 3Ha4YeHMs ¢ nocreanyroLlen
3anucbio AaHHbIX U3 bycepa nepeHoca B 60K

0xE8B6 CLSCRF MifarePlusEV1 IncrementTransfer
IN: EncryptionMode[1]; SourceSectorNumber|[1]; SourceBlockNumber[1];
Value[4]; DestinationSectorNumber[1]; DestinationBlockNumber[1];
OUT: ACK[1]; TMACCounter[4]; TMACValue[8];
EncryptionMode|[1] - pexxum 3amursl oOMmeHa nanabiMu (0x00 - 6e3 3amuTsl,
0x01 - MAC B oTBETE);
SourceSector Number|[1]— HoMep HCXOAHOTO CEKTOPA;
SourceBlockNumber[1]— HoMep ncxoqHOTO OJI0Ka;
Value[4] — ciaraemoe, Ha KOTOPOE€ YBEIMIMBACTCS 3HAUCHHE;
DestinationSector Number[1]- Homep cexkropa 115 3anmcy;
DestinationBlockNumber[1}- Homep 61oka 115 3amicy;
TMACCounter[4] — 35auenne cueTunka TMAC;
TMACValue[8] — 3nauenne TMAC.
[Tpumep: EE B6 01 00 01 00112233 00 01

3.9.14 0xE8B8 BbluntaHue 3Ha4YeHUSA C nocriegymoLen
3anucbio AaHHbIX U3 bycepa nepeHoca B 60K

0xE8B8 CLSCRF MifarePlusEV1 DecrementTransfer
IN: EncryptionMode[1]; SourceSectorNumber|[1]; SourceBlockNumber[1];
Value[4]; DestinationSectorNumber[1]; DestinationBlockNumber[1];
OUT: ACK[1]; TMACCounter[4]; TMACValue[8];
EncryptionMode|[1] - pexxum 3atursl oOmeHa nanabivu (0x00 - 6e3 3amuTsl,
0x01 - MAC B oTBETE);
SourceSector Number|[1]— HoMep HCXOAHOTO CEKTOPA;
SourceBlockNumber[1]— Homep ncxoqHOTO OJI0Ka;
Value[4] — BeiunTaeMo€, Ha KOTOPOE YMEHBIIIAETCSI 3HAY CHHUE;
DestinationSector Number[1]- Homep cekropa 115 3anmcy;
DestinationBlockNumber[1}- Homep Groka 1151 3amicy;
TMACCounter[4] — 35auenne cueTunka TMAC;
TMACValue[8] — 3nauenne TMAC.
[Tpumep: EE B8 01 00 01 00112233 00 01

3.9.15 0xE8C2 3anucb paHHbIX 65i0Ka 3Ha4YeHUA B Oydhep
nepeHoca

0xE8C2 CLSCRF MifarePlusEV1 Restore
IN: EncryptionMode[1]; SourceSectorNumber|[1]; SourceBlockNumber][1]
OUT: ACK]1]
EncryptionMode[1]— pexum 3amurel ooMena nanabiMu (0x00 - 6e3 3ammursl,
0x01 - MAC B oTBETE);
SourceSector Number|[1]— HoMep UCXOHOTO CEKTOPA;
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SourceBlockNumber|1]— HoMep HCXOHOTO OJIOKA.
[Tpumep: E8 C2 01 00 01

3.9.16 0xE84B 3aBepwarowmmn 3anpoc noanepxku
BUPTyanbHbIX KapT

0xE84B CLSCRF MifarePlusEV1 VirtualCardSupportLastISOL3
IN: [ID[16]; PCDCapL3[4]
OUT: ACK]J1]; Info[1]
IID[16] — unenTndUKaTOp MHC TSN
PCDCapL3[4] - 610k XapaKTepUCTHK CUMUTHIBATENS (IIOKA OTCYTCTBYET);
Info[1] — uadopmarmst o kapre (0x83 — 4 Gaiir UID, 0x03 — 7 6aiir UID);
[Tpumep: E8 4B 00112233445566778899AABBCCDDEEFF 00112233

3.9.17 O0xE8F2 lNouck penenHomn ataku

0xE8F2 CLSCRF MifarePlusEV1 ProximityCheck

IN: Steps[1]; PcKeyNr[2]; GenRndC[1]; RndC[8]

OUT: ACK]J1]
Steps[1] - kommuecTBo 1MKTOB Proximity Check - momkHo 661t 0xX01.
PcKeyNr|[2] - anpec xmoua Flash Proximity Check MAC Key (LSB) Bo flash-

MIAMSITH CUUTHIBATE]IS.

GenRndC|[1] - 0x00: RndC 3amaetcs B komanne; 0x01: crenepupoBats RndC.
RndC[8] - 3anannbiit RndC (ecim GenRndC == 0x00).

ITpumep: E8 F2 01 0600 01

3.9.18 O0xE8C8 YcTtaHOoBKa ngeHtucpmukaTtopa cumtbiBaTens

0xE8C8 CLSCRF MifarePlusEV1 CommitReaderID
IN: Sector[1]; Block[1], TMACNIr[1], KeyNr[2]
OUT: ACK]J1]; PrevIMRI[16]
Sector|[1]- HOMep cexTopa, re OyaeT XpaHUTbCs WIEHTU()UKATOP CUUTHIBATEIS;
Block]|1]- Homep 6710Ka B ceKTOpE, TA€ OYET XPaHUTHCS UAECHTUDUKATOD
CUMTBIBATETIS,;
TMACNTr[1] - nomep xnacrepa TMAC B kapre (1..4);
KeyNr[1] - Homep 6J10ka BO (hJI€IIT CUUTBIBATEIS, TI€ CONEPIKHUTCS KITFOU
BerunciaeHust TMAC,;
PrevIMRI[16] - pactmdpoBaHHbIi HASHTUPHUKATOP CUNUTHIBATES OT
HpeIbIyLIe TPaH3aKIMU B OTBETE OT KapThl.
[Tpumep: E8 C8 01 00 01 0900

3.9.19 0xE882 Bbibop kapTtbl ISO, BHelwHAA ayTeHTU(pUKaumua

0xE882 CLSCRF MifarePlusEV1 ISOSelectExternal Authenticate
IN: EncKeyNr[2]; MacKeyNr[2]; [IDL[1]; ID[IIDL]
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OUT: ACK[1]; VCDatalength[2]; VCData[ VCDatalLength]
EncKeyNr|2] - anpec kimoua VC Select ENC Key Bo flash-mamsatu cunrbiBaress;
MacKeyNr|[2] - anpec xmoga VC Select MAC Key Bo flash-mamsitu cunrpiBaTens
IDDL][1] - nymna 1ID B Gaiirax;
IDD[IDDL] - Installation Identifier (DF Name wi unenrudukarop nprioxeHust

ISO);

VCDatal.ength|2] - xomuecTtBo 6aiit VCData, MpUHATHIX OT KapThl;
VCData|VCDatal.ength| - nanHble BUPTyaTbHOM KapThl.

[Tpumep: E8 82 0400 0500 10 A00000039656434101344157799DCA86

3.9.20 O0xE8A4 Bbi6op kapTbl ISO

0xE8A4 CLSCRF MifarePlusEV1 ISOSelect

IN: EncKeyNr[2]; IIDL[1]; ID[IIDL]

OUT: ACK]1]; VCDataLength|2]; VCData]VCDatalLength]
EncKeyNr[2] - anpec kimoua VC Select ENC Key Bo flash-nmamsartu cumnrbiBaress;
IDDL][1] - gmuna IID B Gatirax;
IDD[IDDL] - Installation Identifier (DF Name wm nnentudukaTop nprioKeHus

ISO);

VCDatal.ength|2] - xomuuectBo Oaiit VCData, IpuHATHIX OT KapThl;
VCData|[VCDatalength] - naHHbie BUPTyaIbHOM KapThl.

[Tpumep: E8 A4 0400 10 00112233445566778899 AABBCCDDEEFF

3.9.21 O0xE87A AyteHT(puKauLunsa nepeKknoyYeHUs1 ceKkTopa

0xE87A CLSCRF MifarePlusEVI1 AuthenticateSectorSwitch
IN: L1L3[1]; SSKeyNr[2]; Sector[1]; SKeyBNr[2]; LSS[1]; DISS[LSS]; LSK
[1]; DISK[LSK]
OUT: ACKJ1]
L1L3[1] - 0x01: L3SectorSwitch; 0x02: L1L3MixSectorSwitch;
SSKeyNr|[2] - anpec xmoua Sector Switch Key Bo flash-nmamsitu cuurbiBatesns;
Sector[1]- HOMep NEPEKITIOUAEMOTO CEKTOPA CUUTHIBATEJIS
SKeyBNr|2] - anpec kmova B cexkropa Bo flash-namsitu cuursiBaress;
LSS|[1] - nymna BekTopa quBepcudukarmn 11 kimoda Sector Switch Key;
DISS[LSS] - BexTop auBepcudukarmm 1t Sector Switch Key;
LSK][1] - nnuHa BekTopa quBepcudukaimm 11 kinoda B cexropa;
DISK|LSK] - BexTop nuBepcudukaimu s kioda B cekropa.
[Tpumep: E8 7A 02 0900 07 0B0OO 00 00

3.9.22 0xE840 CmeHa Tvna naeHtMcpumnkartopa kaptol Mifare
Classic EV1

0xE840 CLSCRF MifarePlusEV1 MF PersonalizeUID
IN: UidType|[1]
OUT: ACK]1]
UidType[1] - pexxum UID (pexum, B KOTOPBIN IEPEBOJUTCS KapTa)

© 2021 AkyuoHepHoe obwecmso “MukpodM”



74 PykoBoacTBO nporpamMmucra

Jomyctrmo mo0oe 13 3HaYCHHIA:
UIDF0 = 0x00,
UIDF1 = 0x40,
UIDF2 = 0x20,
UIDF3 = 0x60.
[Tpumep: E8 40 01

3.9.23 0xE844 KoHdurypaumsa kaptbl B SL1

0xE844 CLSCRF MifarePlusEV1 SetConfigSL1
IN: T CL_Disable[1]
OUT: ACK[1]
T_CL_Disable[1] - orkmouenne T=CL s xaptel B pesxume SL1: 0x00 mmm 0x01
- OTKJIIOYHTb.
[Tpumep: E8 44 01

3.9.24 (0xE860 YteHue Bepcuu KapTbl

0xE860 CLSCRF MifarePlusEV1 GetVersion
IN: VerInfo[28]
OUT: ACK[1]

VerlInfo[28] - Gaiirsl nHpopMaIK 0 KapTe.
[Tpumep: E8 60

3.9.25 0xE83C Bbluntath NOANUCH KapTbl

0xE83C CLSCRF MifarePlusEV1 ReadSignature
IN: T CL[1]; Addr[1]
OUT: ACKJ1]; Sign[56]
T_CLJ[1] - mo kakoMy npoTOKO.JTy BbINOJHUTE KoMaHy (0x00: ISO14443-3; 0x01:
ISO14443-4);
Addr|[1] - 0x00 (3ape3epBUpOBaHO);
Sign[56]- noxmick nposepku opuruHanbHOCcTH ECC.
ITpumep: E8 3C 01 00

3.10 O0mMen nannbiMu ¢ kaproit Mifare DES Fire

3.10.1 Tabnuua KOHCTaHTHbIX 3HAYEeHUN

HaunMeHOBaHHSI KOHCTAHT 3HavyeHus

Turb1 ayTeHTH(HKAIN KapThl WK MPIIOKESHKST HA KapTe
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DES 0x00
3DES 0x01
3K3DES 0x02
AES 0x03
MeToab! mvdpalmu JaHHBIX TIPY TPAH3AKIISX

DES wm 3DES 0x00
3K3DES 0x01
AES 0x02
Bunel nepeiaum naHHbIx

OrTkpeITast nepenaya 0x00
Hcnonms3osanre MAC-noamicu 0x01
[lepenaua ¢ mmppoBanreM 0x03

Turb! daitios
daiinn 1aHHBIX ¢ OTHOMOMEHTHBIM 00OHOBJIEHMEM 0x00
a1 1aHHBIX C PE3EPBHBIM KOIMMPOBAHUEM 0x01
Daiin, xpassuii 3HaUeHUE (32-0UTHOE YHCTIO) C 0x02
pe3epBHBIM KOTIMPOBAHUEM
Dait, XpaHALIYil IMHEHHYIO N10CJIE10BATEILHOCTD 0x03
3aImmceil ¢ pe3epBHBIM KOTIMPOBAaHUEM
Daid1, XpaHAIIHI [MKIMYE€CKYIO MOCJIeJ0BATEIbHOCTD 0x04

3anmceii ¢ pe3epBHbIM KOIIMPOBAHUEM

Tpe6oBanust 10 JOCTYITY AJIs1 BHITIOJTHEHUS! OTIepaln

TpeOyertcs ayTeHTUPHKAIIS TIO MACTEP-KITIOUY 0x00
TIPIIOKEHUS

Tpebyetcs ayTeHTUUKAIES TIO KITFOYY TIPHIOKEHHS 1 - 0x01 — 0x0D
13

CB0001HBIH TOCTYI (WK TpeOyeTCs ayTeHTU(DUKAIHST 0x0E
TI0 aHAJIOTUYHOMY Kitoay — 11t koManasl ChangeKey)

JlocTyn 3aKkpbIT (WK BCe KITFOUH MPHIOKEHUST, KpoMe 0x0F
MacTep-KiIro4a 3aMoposkeHsl — st komaHasl ChangeKey)

Turbl KIrOUEn

DES wm 3DES 0x00

3K3DES 0x01

AES 0x02

© 2021 AkyuoHepHoe obwecmso “MukpodM”




76 PykoBoacTBO nporpamMmucra

3.10.2 dopmaTt KoOMaHA Ans ynpaBrieHUs cYMTbiBaTenem npum
NOMOLLM MUKPOMNpPOrpamMmMbl BHELLHEro KOHTposepa.

Cuctema komann 1y1st padboTsl ¢ kapramu Mifare DES Fire (EV1) ommcana B
cooTBeTcTBYIOMMX crermbukarmsx or NXP ( http://www.ru.nxp.com/products/
1dentification and security/smart card ics/mifare smart card ics/mifare desfire/
). J1nst ux BemosHe HWs1, Bovnute B pexkuM T=CL u chopmupyiite COOTBETCTBYIOIITHE
KOMAaHJTHBIE TIOCBUIKH.

3.11 HenocpeacTBeHHbI 00MEH JAHHBIMU ¢ KAPTOH

Buaumanue! [ pexxnma 1SO14443 T=CL ucnons3yiire cBs3ky komadg 0x75 u
0x47.

3.11.1 0x48 HenocpeacTtBeHHbI OOMEH C KapToMn

0x48 CLSCRF DirectlO Card
IN: tx_len[2]; tx_data[tx len]; timeout[4]
OUT: ACK[1]; rx_len[2]; rx_data[rx len]
tx_len[2]— nivHa nepeiaBaeMbIX B KapTy JaHHBIX;
tx_data[tx_len]— nepenaBaemeble B KapTy NaHHbIC,
timeout[4]— TaiimayT oniepaiwy, envHuIA I3MepeHus = 128 / 13.56 MI'i= okoso
9.439528 MKc;
rx_len[2]— nnvHa NpyUHATHIX OT KAPThI JAHHBIX;
rx_data[rx_len|— npuHATEIE OT KapTHI JaHHBIE.

3.12 Padora ¢ SAM-moayjiem

Baxno! Bce komanasr paboTel ¢ SAM-Mo1ysieM BO3BpaIaoT B OTBETe 2 Oaiira
SW1, SW2 - crarycel oTBeTa 0T SAM-MO1YJIS.

Ho »tu nBa Gaiira cieyeT 0OpadaTeiBaTh TOJBKO B CJIydae, €CIIM OOIIHiA CTaTyC
otBeTa ACK[1] paBen UEM_SAM_ APDU ERR (0xCS8).

3.12.1 0xB2 CmeHa paboyero SAM-moayns

0xB2 CLSCRF SAM SetCurrentHolder
CLSCRF SAM SetCurrentHolderGetATR CLSCRF SAM SetCurrentHolderEx
IN: Options Num[1]; [WTIO[1]]; F_D[1]]
OUT: ACK[1], [LenATR[2], ATR[LenATR]];
Options_ Num|[1]— ormmu 1 HOMep XoJjaepa:
OuTHI 7..4 - OTIMK - HE3aBUCHMBI U MOTYT YCTAHABJIMBATHCSI B TFOOBIX
COYETAHISIX.
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our 7 - Opt. WT=1 - Bpems oxunanus ATR konupyetcs B cieayromieM Oaifre;
our 6 - Opt_PPS1=1 - 3Hauenue PPS1 3anaetcs B cnenyroem Oaiire;
our 5 - Opt_Deactivate=1 - BBIKIIFOUHTH MPEABITYIIYI0 pa00YyI0 KOHTAKTHYIO
Kapry,
our 4 - Opt_SendATR=1 - Bbitate ATR KOHTaKTHOM KapThl, HA3HAYEHHO I
paboueii;
6wursl 3..0 - NumHolder - Homep xonnepa= 1, 2... (0 - ocob6oe 3naucHue).
WT10[1] - mectanmaptHoe Bpems oxumannsi ATR B necsatkax muwumucekyHz (ISO
7816-3,1.8.1) (255 = RFU).
F_D|[1] -3nauenue PPS1, ommmaHoe ot rio6ansnoro 6aiira TA1 (ISO 7816-3,
m.9.2,m.8.3).
LenATR][2]| — nmnuHa npusaToro ot koHTakTHOM KapThl ATR (npu SendATR = 1).
ATR[LenATR] — npusstsiii ot koHTakTHOU KapThl ATR (mipu SendATR = 1).

[Tpu mogaue muraHust BCe KOHTAKTHBIE KAPThI aKTUBUPYIOTCS, M OJIHA U3 HUX
SBJISIETCSI paboYeil.

Eciu 3nayenne NumHolder npeBbiinaer KoJ1M4ecTBO HUMEIOLIUXCH
X0JI/1ePOB, BbIIAETCS OIIMOKA.

HNuaue, Eciu NumHolder > 0

KonraktHas kapta B xomnepe NumHolder cranoBurcst paboueil.
Bce nocnenyromiye koMaHasl 0y1yT BOCIPUHAMATHCS UIMEHHO ATOM KapTOil.
[lepeximoueHre Ha X0JIIep C BHIKIIFOUEHHOM KapToi 3aHuMaeT He MeHee S0 Mc.
[lepexmouenne Mex 1y aKTUBUPOBAHHBIMU KOHTAKTHBIMU KapTaMH 3aHUMAaeT
MeHee | mc.
[TombITKa NEPEKITFOUUTHCS HA XOJAEP C OTCYTCTBYIOLIEN WM HEUCTIPABHO M
KOHTAKTHOM
kaptoii 3annMaet Bpemst WT (oxunanue ATR ot kaptsl) cornacHo ISO 7816-3,
n8.1.
s Bei6opa nectannaprHoro WT ciyxat 6ur Opt WT u FlashParam[20]:
Eciu Opt WT=1
WT=WTI0 * 10 mc (1m0 2540 mc).
uHaue (mpu Opt WT=0)
Ecmm FlashParam[20] = OxFF
WT cootBerctByet ctannapry (ISO 7816-3, n.8.1)(oxoso 750
MC).
nHaue (mpu FlashParam[20] < 0xFF)
WT = FlashParam[20] * 10 mc (10 2540 mc).

[Tpom3BoIMTE TN HEKOTOPHIX KOHTAKTHBIX KapT IS TIOBBIIICHHS] CKOPOCTH
oOmeHa

JOTIyCKAIOT BBIOOP HECTAaHAAPTHBIX MAPAMETPOB, HE COBIMAIAIOIINX C
ykazaHHbIMH B ATR.

Hampumep, 111 SAM AV2 ot NXP npu ciiejoBaHuM CTaHAapTy

PPS1 = 0x18 (fKHz= 4800, Baudrate = 154838 60n),

OnHako, B HapyILIEHUE CTaHIapTa, JOMYCTUMBI CJIEAYIOIIME 3HAY CHUS:

PPS1 = 0x96 (fKHz= 4800, Baudrate = 300000 60x),

PPS1 = 0xD7 (fKHz= 12000, Baudrate = 375000 601).
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J1st BBIOOpa HecTaHnapTHRIX MapameTpoB ciyxat our Opt PPS1 u FlashParam
[21].
Ecmm Opt PPS1=1
PPS1 =F D;
unHaue (mpu Opt PPS1 = 0)
Ecmm FlashParam[21] = OxFF
PPS1 = TAl
(mmst SAM AV2 TAI = 0x18 (fKHz = 4800, Baudrate =
154838));
nHaue (npu FlashParam[21] < OxFF)
PPS1 = FlashParam[21].

Ecm Opt Deactivate = 1
[Ipenpinymas pabovast KOHTaKTHAs KapTa (TpY HATMYWH) BBIKITIOYAETCS.
uHaue (mpu Opt_Deactivate = 0)
[Ipenwiaymas pabodast KOHTAKTHAs KapTa (TPU HATMIUN) OCTAETCS
AKTVBUPOBAHHOM.

HNuaue (mpu NumHolder = 0)

Pa0oueit koHTaKTHOM KapThl HE OyAeT (BCE€ aKTUBMPOBAHHBIE KOHTAKTHBIC

KapThl
BBIKJIFOYAIOTCSI ), 3HAUCHUSI OUTOB 7..4 UTHOPHUPYIOTCSI.

[IpumepsbI:

BBIKIFOUNTE BCE KOHTaKTHBIE KapThl

Komanma: B2 00

OtBet: 00 - Bce KOHTAKTHBIE KapThl BHIKITFOUEHBI
D8 - HET HM OJHOTO XOJ/IEPa

Haznaunrs paboueii KOHTAKTHYIO KapTy B XoJjepe S5 (HeCyecTBYIOIIEeM )
Komanna: B2 05
OtBet: D8 - HeT Takoro xoJaepa

Haznauuts paboueii KOHTaKTHYIO KapTy B XOJiepe 2 ¥ YCTAaHOBUTH MapaMeTphbl
oomena (PPS1) F=9, D=6
Komanpa: B2 42 96
OtBet: 00
C9 - taiimayT nipu BbInoTHeHUM KoMaHibl PPS (mapameTtps! He
IO IC PAKUBAIOTCS )

Haznauuts paboueil koHTaKTHYIO KapTy B xoJaepe 2 ¢ oxuganreM ATR 50 mc u
ycTaHoBHTh MapameTpbl oomeHa (PPS1) F=1, D=3

Komanma: B2 C2 05 13

Otsetr: 00

Haznaunrs pabodeii KOHTAKTHYIO KapTy B XoJjaepe 2
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Komangna: B2 02
Otset: 00
FF - ne nonyuen ATR

Haznauurs paboueii KOHTaKTHYIO KapTy B XoJepe 2 u Bbiiath ee ATR
Komanna: B2 12
OtseT: 00 11003B7C95000045534D415254474F 53543130

BrIkmrounTh TEKyIyIo pabodyro KapTy, Ha3HAUUTh pabodeii KOHTAKTHYIO KapTy B
xoJaepe 1,

" BeIath ee ATR

Komanma: B2 31

OtBet: 00 1C003BDF 18 FF 81 F1 FE43 00 3F 03 834D 49 46 41 52 45 20
506C75732053414D 3B

3.12.2 0xB4 Nony4yeHne Homepa paboyero SAM-moayns

0xB4 CLSCRF _SAM GetCurrentHolder
OUT: ACK]1]; NumSAM[1];
NumSAM|[1] — Homep moayis oT 1 10 4 (ecm HeT SAM-MOTyJIsl HA B OJTHOM 13
xoJi1epoB, To NumSAM = 0).
[Tpumep: b4
OtseT: 00 01

3.12.3 0xB6 BbinonHeHne komaHAabl B (popmate APDU

0xB6 CLSCRF _SAM APDU
IN: send _len[2]; send data[send len];
OUT: ACK][1], rec_len[2], rec_data[rec len];
send_len[2]- anuHa KOMaH/bI,
send_data[send_len]— xomanna;
rec_len[2]- novHa oTBETA;
rec_datarec_len]- otBeT, B ToM yucie SW1 u SW2
[Tpumep: b6 05 00 80 60 00 00 00
OteT: 0021 0004 01010302280104010103022801 04253101
D528 809157 5500000C080A00A29000

3.12.4 0xBA BbinonHeHue copoca (pectapt) SAM

0xBA CLSCRF SAM Reset , CLSCRF SAM KillAuth

IN: Type[l]; 0x43; 0x65; 0x87;

Type[1] — 0x21 - xonoanslii cOpoc Mmoayns; 0x01 - msirkuii cOpoc
aytenrudukarmm kapthl 1 aktuBaimy OfflineChange wm Offline Crypto xkmoueit, 0x00
- MSITKHI COpOC ayTeHTH(UKAIMI BCETO MOTYJIS.

OUT: ACK][1];

[Tpumep: ba21 43 65 87
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OtseT: 00

3.12.5 0xB6 Halt gansa kaptbl ISO14443A 4yepe3s SAM

0xB6 CLSCRF _SAM Halt A
IN: LC[1];
OUT: ACK[1];
LC[1] - noruaeckuii kanan ot 0 10 3;
ITpumep: 58 50 00
Otser: 00

3.13 Pabora ¢ kOHTAKTHBIMM KapTamu cTanaapra ISO7816

Baxno! Bce komaHabp1 pabOThI C KOHTAaKTHRIMU KapTaMU BO3BPAIIIAlOT B OTBETE 2
Oaifra SW1, SW2 - cTarychl 0TBETa OT KOHTaKTHOM KapThl.

Ho »tu nBa 6aiira cnegyeT oOpadaTsiBaTh TOJBKO B CIIydae, €CIIM OO CTaTyC
otBeTa ACK[1] paBen UEM_SAM_ APDU ERR (0xCS8).

3.13.1 0xB2 CmeHa pabo4yel KOHTAaKTHOM KapTbl

Amnarmormanaa komagne SAM-Moayis.

3.13.2 0xB4 lNony4yeHne HomMmepa paboyen KOHTAKTHOWN KapTbl

Anastornana komagne SAM-Monyis.

3.13.3 0xB1 3anpocutb TeKkyuLiee COCTOSIHME XOJaepoB

0xB1 CLSCRF ISO7816 GetHoldersInfo
IN: NumHolder[1];

3aﬂpaHH/IBa€T TCKYHIEEC COCTOAHUE XOJIACPOB.

Ba:xkno! PaGoTaet TOJbKO 17151 CUUTHIBATEIIEN C IETEKTOPOM KOHTAKTA - C XOJIJIepaMu
Ha oTaeLHOM miate!!!

NumHolder[1] - Homep xongepa= 1, 2... (0 - ocoboe 3HaueHHE).
Ecmm 3vauenne NumHolder npeBsiiaeT KoJIMueCTBO UMEIOIIMXCSI XOJIIEPOB,
BBIIAETCS OIIINOKA.

Ecm NumHolder = 0, To
OUT: ACK[1], Count[1], Active[1], CurNo[1], WTI[1]
Count - KOJIMYECTBO XOJIIEPOB.
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3.13.4

Active - Macka aKTUBUPOBAHHBIX KOHTAKTHBIX KapT:

0x01 - xoHTakTHasA Kapta | aKTUBHPOBaHa;

0x02 - KOHTaKTHas KapTa 2 aKTMBUPOBAHA;

0x04 - xkoHTaKTHas KapTa 3 aKTMBUPOBAHA;

0x08 - KOoHTaKTHasA KapTa 4 akTUBUPOBAHA.
CurNo - HoMep xousepa paboueit konraktHOU KapTsl (0..Count).
WTI - makcumanbroe BpeMs oxxunanust ATR B gecsiTkax mc.

Ecm NumHolder > 0, To
OUT: ACK]1], State[1], Prot[1], F_DJ[1], fKHz[2], BR[4]
State - cOCTOsIHUE KOHTAKTHOM KapThl
bursl 7..2 - He UCNOJIB3YIOTCS;
bur 1 - koHTakTHAsA KapTa siBIsieTCs pabouei;
bur 0 - KOHTaKTHas KapTa aKTUBUPOBAHA.
Prot - nmporokon T=(0 wm 1).

F D - mapametpsr o6mena (3nauenne PPS1 m3 ISO 7816-3,1m.9.2, .8.3).

fKHz - vactoTa TaktupoBanms (kI 1r).
BR - ckopocTts 0OMeHna (0011).

IIpumepsr:

Brigats 001ryro uHpOpMaIo 0 Xoaaepax
Komanna: B1 00

OtseT: 00040301 4B

04 - B cuursiBarene 4 xoyaepa;

03 - akTMBUpOBaHbI KapThl B Xoyaepax 1 u2;

01 - pabouas koHTaKTHas KapTa B 1-M XoJjepe;
05 - makcumansHOe Bpems oxuganus ATR 50 mc.

Brinars nadopmarnio o xongepe 1

Komanna: B1 01

Otset: 000301 18 CO 12 D6 5C 02 00

03 - xapra B 3TOM X0Jepe sBiseTcs paboueit
01 - mpotokon T=1

18 - mapameTpsl oomeHa F=1, D=8

CO 12 - yacrora TaktpoBanus 4800 kI'ig

D6 5C 02 00 - ckopocth 0OmeHa 154838 60x.

0xB6 BbinonHeHne komaHAabl B hopmaTte APDU

Anastornana komagne SAM-Mmoayis.

81
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3.13.5 O0xBA BbinonHeHue cbpoca (pectapT) KOHTAaKTHOM
KapTbl

Ananornana komaaae SAM-Moayiis.

3.14 Padora SAM-monyas ¢ Mifare Classic

3.14.1 O0xAB BbinonHeHue ayteHTUdMKaunm kaptbl Mifare
Classic

0xAB CLSCRF _SAM MifareAuthenticate
IN: LC[1], AuthType[1], UID[4], KeyNo[1], KeyVer[1], KeyType[1], BlockNo

[1];
OUT: ACK[1], SW1[1], SW2[1];
LC[1] - noruueckwuii kanan ot 0 g0 3;
AuthType[1] - tvn ayrentudukaipr: 1 - First Authenticate, mHade - Following
Authenticate;
UID[4] - yHUKaJTbHBIII HOMEP KapThl;
KeyNo[1] - Homep Mifare-xmroua B SAM-monayne ot 1 mo 127,
KeyVer|1] - Bepcus Mifare-kimoua B SAM-monyne ot 0 1o 255;
KeyType[1] - tun Mifare-kmoua: 0x0a - KeyA, nnaue KeyB;
BlockNo|[1]- abcomoTHblii HOMep ayTeHTUDUIMPYEMOTO 0JI0Ka B KapTe;
SWI1[1] - Gaiir cTaryca;
SW2[1] - Gaiir cTaryca.
[Tpumep: ab 00 01 fc b0 a8 3¢ 20 02 0a 09
Otset: 00 90 00

3.14.2 0xAC YreHue 6noka kaptbl Mifare Classic

0xAC CLSCRF _SAM MifareRead
IN: LC[1], BlockNo[1];
OUT: ACK][1], SW1[1], SW2[1], Data[16];
LC|1] - noruaeckuii kanan ot 0 10 3;
BlockNo|[1]- abcomroTHbII HOMEp YUTaeMoro 0JI0Ka B KapTe;
SWI1[1] - Gaiir cTaryca;
SW2[1] - Gaitr cTaryca;
Data[16] - manHpie MPOYNTAHHOTO OJIOKA.
[Tpumep: ac 00 09
OtseT: 00 90 00 30 00 00 00 CF FF FF FF 30 00 00 00 0A F5 0A F5
0090 00 28 00 00 00 D7 FF FF FF 28 00 00 00 0A F5 0A F5 (mocine

Decrement)
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3.14.3 O0xAD 3anucb 6noka kapTtbl Mifare Classic

0xAD CLSCRF SAM MifareWrite
IN: LC[1], BlockNo[1], Data[16];
OUT: ACK][1], SWI[1], SW2[1];
LC|1] - mormaeckwmii kanan ot 0 10 3;
BlockNo|[1]- abcoroTHBII HOMEp YuTaeMoro 0JI0Ka B KapTe;
Data[16] — 3anmcbIBaeMbI€ JIaHHBIE.
SWI1[1] - Gaiir cTaryca;
SW2[1] - Gaiir cTaryca;
[Tpumep: ad 00 08 50 51 52 53 54 5556 57 58 59 5a5b5c¢ 5d 5e 5f
OtseT: 00 90 00

3.14.4 OxAE Pab6ota c 6nokom Value kaptbl Mifare Classic

0xAE CLSCRF SAM MifareValue
IN: LC[1], Cmd[1], BlkSrc[1], Delta[4], BlkTgt[1];
OUT: ACK[1], SW1[1], SW2[1];
LC[1] - noruueckwuii kanan ot 0 g0 3;
Cmd|1] - xon oneparmu:
0xc0 — CLSCRF_SAM_MifareDecrement;
Oxcl — CLSCRF_SAM_Mifarelncrement;
Oxc2 — CLSCRF_SAM MifareRestore;
BlKkSrc|[1]- abcomoTHBIN HOMEP UCXOTHOTO OJI0Ka B KapTe;
Delta[4] - aprymenT onepairu Decrement wim Increment;
BlkTgt[1] - abcomoTHbIi HOMED OJI0Ka pe3ysbTara B KapTe;
SWI1][1] - Gaiir cTaryca;
SW2[1] - Gaifr ctaryca.

Bosmoxnbl oneparmu Decrement, Increment win Restore, Bkmrouas Transfer.
[Tpumep: ae 00 c0 09 08 00 00 00 09
Otset: 00 90 00

3.14.5 OxAF CwmeHa knto4en kaptbl Mifare Classic

0xAF CLSCRF SAM MifareChangeKey

IN: LC[1], Crypto[1], KeyNo[1], KeyVerA[1], KeyVerB[1], BlockNo[1],

Access[4], UID[4];

OUT: ACK][1], SW1[1], SW2[1];
LC|[1] - noruueckuii kanan ot 0 10 3;
Crypto[1] - Macka MeTO1a KOMIWISA LN KITIOYE;
KeyNo[1] - Homep HOBOTO Mifare-kmoua B SAM-monyne ot 1 1o 127;
KeyVerA[1] - Bepcus HoBoro Mifare-kmoua KeyA B SAM-monyne ot 0 1o 255;
KeyVerB|1] - Bepcust HoBoro Mifare-kmoua KeyB B SAM-monyne ot 0 1o 255;
BlockNo|[1]- aGcomoTHbIif HOMEp OJI0Ka-Tpeiiepa B KapTe;
Access|[4] - HOBbIe OHUTBI TOCTYTIA B TPEWIIEpe;
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UID|[4] - ynukanbsHbIi HOMep KapThl (He TpeOyetcs, eciu Crypto paBeH 0);
SWI1[1] - 6aitr cTaryca;
SW2[1] - Gaiir cTaryca.
[Tpumep: af 00 00 20 01 01 Of ff 07 80 69
[Tpumep: af 00 01 20 01 01 Of £ 07 80 69 fc b0 a8 3¢ (ecim Crypto)
Otset: 00 90 00

3.15 Pabora SAM-moayas ¢ Mifare Ultralight C

KomaHnb! yTeHus. M 3aIicl CMOTPUTE B pa3/iesie CTaHIapTHBIX KOMaHI JJist pabOThI
c kapramu Mifare Ultralight.

3.15.1 0x2E BbinonHeHue ayteHTUOUKaumum Kaptbl Mifare
Ultralight C

0x2E CLSCRF SAM MifareUltralightC Authenticate

IN: LC[1], RFU[1], KeyNo[1], KeyVer[1], UID[7];

OUT: ACK][1], SWI1[1], SW2[1];
LC[1] - noruueckwuii kanan ot 0 g0 3;
RFU[1] - nuBepcudukaims (3apezepBupoBano Ha Oyayiiee, ycraHoBuTh B 0x00);
KeyNo|[1] - Homep Mifare-kmoua B SAM-moayne ot 1 mo 127;
KeyVer|1] - Bepcust Mifare-kmoua B8 SAM-monyine ot 0 10 255;
UID|[7] - yHuKanbHbI HOMEp KapThl,
SWI1][1] - Gaiir cTaryca;
SW2[1] - Gaifr ctaryca.

[Tpumep: 2E 03 00 03 02 04 72 63 E1 ED 25 80

OtseT: 00 90 00

3.15.2 0x2F CmeHa knroyeu kapTbl Mifare Ultralight C

0x2F CLSCRF SAM MifareUltralightC WriteKey

IN: LC[1], RFU[1], KeyNo[1], KeyVer[1], UID[7];

OUT: ACK][1], SW1[1], SW2[1];
LC|1] - noruaeckwuii kanan ot 0 10 3;
RFUJ1] - nuBepcudukaiys (3ape3epBupoBaHo Ha Oyayiiee, yctaHoButh B 0x00);
KeyNo[1] - Homep Mifare-xmoua B SAM-monayne ot 1 no 127,
KeyVer|[1] - Bepcus Mifare-kmoua B SAM-monyine ot 0 10 255;
UID|7] - yHuKa/IbHBI HOMED KapThl,
SW1[1] - Gaifr ctaryca;
SW2[1] - Gaiir cTaryca.

[Tpumep: 2F 03 00 05 02 04 72 63 E1 ED 25 80

OtseT: 00 90 00
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3.16 Padora SAM-monayus ¢ Mifare Plus

3.16.1 O0xF8 3anucb AaHHbIX NepcoHanM3aunn B KapTy

0xF8 CLSCRF _SAM MifarePlus WritePerso
IN: LogicalChannel[1]; ValueType[1]; SectorNumber[1]; BlockNumber[1];
KeyNumber|[1]; KeyVersion[1]; LenDiv[1]; DivLenDiv]
OUT: ACK[1]; SWI1[1]; SW2[1]
Logical Channel [1]— nmormaeckuii kanain ot 0 10 3;
ValueType|[1] - Tun 3anmcbiBaeMOT0 3HaU€HUS (CM. TaOJIMLLY );
SectorNumber|[1] - HoMep cexTopa (MCTIONIB3YETCS MPH 3arcH OJI0KA TaHHBIX WIH
KJIF0Ya, OTHOCSIIIETOCS K OTPE/ISIICHHOMY CEKTOPY);
BlockNumber[1]- Homep 6510ka (MCTIONB3yETCSI MPH 3aNUCH OJIOKA JAHHBIX WK
KJTIFOYa, OTHOCSIIIETOCS K ONpe/IeJICHHOMY OJIOKY B CEKTOPE);
KeyNumber|[1] - Homep Mifare-xmoua 8 SAM-monyne ot 1 1o 127;
KeyVersion|[1] - Bepcus Mifare-kimoua 8 SAM-monyine ot 0 1o 255;
LenDiv|[1] - IJTMHA BXO/THOTO BEKTOpa JUBEPCHUDPHKAIN KITH0Ya,;
Div[LenDiv] - BXO/THOY BEKTOP JUBEPCUPHUKAIMH KITFOUa;
SWI1[1] — 6aiitr ctaryca 1;
SW2[1] — Gaiir ctaryca 2.

3.16.2 OxFA lNepcoHanunsauusa KapTbl

0xFA CLSCRF _SAM MifarePlus CommitPerso
IN: LogicalChannel[1]; PassPhrase[4]= 0x87654321
OUT: ACK[1]; SW1[1]; SW2[1]
LogicalChannel [1]— noruueckwuii kanan ot 0 10 3;
PassPhrase[4]— KkoHCTaHTHOE BBIpaYKEHUE JJIs 3AILUTHI OT CIIy4aiHO U
nepconammpamyy ({0x21,0x43,0x65,0x87});
SWI1[1] — Gaiir cTaryca 1;
SW2[1] — 6aiir ctaryca 2.

3.16.3 O0xFO0 YnpaBneHue ayteHTU(pMKaLumen

0xF0 CLSCRF _SAM MifarePlus Authenticate
IN: LogicalChannel[1]; AuthType[1]; KeyType[1]; SectorNumber[1];
KeyNumber[1]; KeyVersion[1]; LenCap[1]; PCDCap2[0..6]; LenDiv{1]; Divinput
[LenDiv]
OUT: ACK[1]; SW1[1]; SW2[1]
Logical Channel [1]— normaeckwuii kanain ot 0 g0 3;
AuthType[1] - Tun onepaiwm ayrenrudukaipm (0x00 — nepruaHas, 0x02 —
NoCJIe AyI01Ias ), CII0KEHHBIN ¢ ypoBHEM Oe3omnacHocTH KapThl (0x00 - SL1, 0x04 -
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SL2, 0x0C - SL3);

KeyType|[1] - Tun xmoua a1 ayreHTUDUKAIIN (CM. TabJHLLy );
SectorNumber|1] - Homep cexTopa 11 ayTeHTUUKAIIL;,
KeyNumber|[1] - Homep Mifare-kimoua 8 SAM-monyne ot 1 1o 127 (ecnu paBeH

0x00 - copoc ayreHTUPHKAIKN KApThHI);

3.16.4

3.16.5

3.16.6

KeyVersion [1] - Bepcust Mifare-kmoua B SAM-moayne ot 0 1o 255;
LenCap|1] - nymna 610ka xapaktepucTik cuutbiBatesis (0..6, yctaHoButh B 0);
PCDCap2|0..6] - 6510k XapaKTepUCTHUK CYUTHIBATEIIS (TIOKA OTCYTCTBYET);
LenDiv|[1] - nnuHa BXOJHOTO BEKTOpa JUBEPCUPHUKAIU KITFOYa;
Divinput[LenDiv] - BXo1HO# BeKTOp AUBEpCUDUKAIH KITFOYa,;
SW1[1] — Gaiir cTaryca 1;
SW2[1] — Gaiir cTaryca 2.

[Tpumep: FO 00 0C4A 00 10 00 00 00

Otset: 0090 00

0xF6 YteHne HeckonbKkux 6nokos SL2

0xF6 CLSCRF _SAM MifarePlus MultiBlockRead

IN: LogicalChannel[1]; AbsBlockNo[1]; BlocksCount[1]

OUT: ACK[1]; SW1[1]; SW2[1]; DataLength[2]; Data[16/32/48]
LogicalChannel [1]— normueckwuii kanain ot 0 g0 3;
AbsBlockNo|[1] - aGcomoTHbIit HOMED 0JI0Ka;

BlocksCount|[1]- koamaecTBO YHTaeMBIX OJIOKOB;
DatalLength[2] - nymMHa MPOYUTAaHHOTO MAaCcCUBA IaHHBIX;
Data|16/32/48]— npouuranHbiii MaccuB AaHHBIX (1,2 wiu 3 6510Ka);
SWI1[1] — Gaiir cTaryca 1;

SW2[1] — 6aiir ctaryca 2.

0xF7 3anucb HecKoNnbKkux onokos SL2

0xF7 CLSCRF_SAM MifarePlus MultiBlockWrite
IN: LogicalChannel[1]; AbsBlockNo[1]; BlocksCount[1]; Data[16/32/48]
OUT: ACK[1]; SWI[1]; SW2[1]

LogicalChannel [1]— nmoruueckwuii kanan ot 0 10 3;

AbsBlockNo|[1] - abcoroTHbI HOMEp 0JI0Ka;

BlocksCount[1]- KoMueCTBO 3alMCHIBACMBIX OJIOKOB;

Data[16/32/48]- maccuB mannbix 115 3ammcu (1,2 wm 3 6110Ka);

SW1|[1] — Gaiir ctaryca 1;

SW2[1] — Gaiir ctaryca 2.

0xF4 YteHne AaHHbLIX

0xF4 CLSCRF _SAM MifarePlus ReadData
IN: LogicalChannel[1]; EncryptionMode[1]; ValueType[1]; SectorNumber[1];

BlockNumber[1]; BlocksCount[1]

OUT: ACK[1]; SW1[1]; SW2[1]; DataLength[2]; Data[16/32/48]

© 2021 AkuyuoHepHoe obwecmeo “MukpodM”



Cuncrema KomaHa 87

Logical Channel [1]- normueckuii kanai ot 0 g0 3;
EncryptionMode[1] - pexum 3anursl 0OMeHa TaHHBIMU (CM. TaOJUIIBI );
ValueType[1] - Tun unraemoro 3HaueHus (cM. TadIuMLy );
SectorNumber|[1]— HomMep cekTopa, B KOTOPOM HYHO MPOU3BOIUTH UYTCHHUE;
BlockNumber|[1]— Homep G0Ka, ¢ KOTOPOTO TpeOyeTCs HAYaTh CYUTHIBAHUE
JIaHHBIX;
BlocksCount[1]— konmmaecTBO 6JIOKOB JaHHBIX, KOTOPOE HYXHO mpounTath (1..3);
DatalLength[2] - nyHa MpoYXUTAaHHOTO MacCHBa TaHHBIX (OaiT);
Data[16/32/48]— npouuranHbiii MaccuB gaHHBIX (1,2 wim 3 6110Ka);
SW1[1] — 6aiir ctaryca 1;
SW2[1] — Gaiir cTaryca 2.
[Tpumep: F4 00 06 00 00 00 01
Otset: 009000 1000 00010203 04050607 0809 0A0B 0C 0D OE OF

3.16.7 O0xF5 3anucb AaHHbIX

0xF5 CLSCRF _SAM MifarePlus WriteData
IN: LogicalChannel[1]; EncryptionMode[1]; ValueType[1]; SectorNumber[1];
BlockNumber[1]; Data[16/32/48]
OUT: ACK[1]; SWI[1]; SW2[1]
Logical Channel [1]— normueckuii kanain ot 0 10 3;
EncryptionMode[1]— pexum 3anursl 0OMeHa TaHHBIMH (CM. TaOJMIIBI );
ValueType|[1] - Tun 3anmcbiBaeMOT0 3HaU€HUSI (CM. TaOJIHLLY );
SectorNumber|[1]— Homep cekTopa 115 3anucy;
BlockNumber|[1]— Homep HauanpHOTO OJIOKA JJIS 3AIUCH;
BlocksCount[1]— xommaecTBo 0JIOKOB JIaHHBIX, KOTOPOE Hy»HO 3amucarth (1..3);
Data[16/32/48]— 3amicwiBaeMblii MaccuB AaHHBIX (1,2 wim 3 6j0Kka);
SWI1[1] — Gaiir ctaryca 1;
SW2[1] — Gaiir cTaryca 2.
[Tpumep: F5 00 01 00 02 0001 0001 02 03 04 050607 08 09 0A0B0C
0D OE OF
OtseTt: 0090 00

3.16.8 O0xFD CmeHa knroua

0xFD CLSCRF SAM MifarePlus ChangeKey
IN: LogicalChannel[1]; EncryptionMode[1]; KeyType[1]; SectorNumber[1];
KeyNumber|[1]; KeyVersion[1]; LenDiv{1]; Divinput[LenDiv]
OUT: ACK[1]; SWI1[1]; SW2[1]
Logical Channel [1]— noruueckwuii kanan ot 0 10 3;
EncryptionMode|[1] - pexxum 3amursl oOmeHa nanapiMu (0x00 - mmdpoBanue,
MAC B 3anpoce; 0x01 - mmdposanne, MAC B 3anpoce, MAC B oTBeTE);
KeyType[1] - tum kiroua (cM. Tadamy );
SectorNumber|[1]— Homep cekTopa;
KeyNumber|[1] - somep Mifare-kmoua B SAM-moayne ot 1 mo 127;
KeyVersion [1] - Bepcust Mifare-kimoua 8 SAM-moayine ot 0 1o 255;
LenDiv[1] - qryimHa BX0AHOTO BEKTOpa JUBEPCUPUKAIMMN KITHOYa,;
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Divinput[LenDiv] - BxoaH0# BeKTOp AUBEpCUDUKAIM KITFOYA;
SW1[1] — 6aiitr ctaryca 1;
SW2[1] — Gaiir cTaryca 2.

ITpumep: FD 00 01 4A 01 10 02 00

OtseT: 00 90 00

3.16.9 OxF1 NpubaBneHue 3Ha4yeHuUsA

0xF1 CLSCRF SAM MifarePlus Increment

IN: LogicalChannel[1]; OperationType[1]; EncryptionMode([1];

SourceSectorNumber|[1]; SourceBlockNumber[1]; Value[4]

OUT: ACK[1]; SW1[1]; SW2[1]
LogicalChannel [1]— normueckuii kanain ot 0 10 3;
OperationType[1] — Tvm oneparu (0xBO0);
EncryptionMode|[1]— pexxum 3amursl 0OMeHa TaHHBIMU (CM. TaOJHIBI );
SourceSectorNumber|[1]— HoMep UCXOHOTO CEKTOPA;
SourceBlockNumber[1]— HoMep ncxoHOTO OJI0Ka;
Value[4] — 3HaueHre, Ha KOTOpOe TPeOyeTCs MPUPACTUTH OJIOK 3HAUCHUS,
SW1[1] — 6aiir ctaryca 1;
SW2[1] — Gaiir cTaryca 2.

3.16.10 0xF1 BbluutaHue 3HauYeHus

0xF1 CLSCRF SAM MifarePlus Decrement

IN: LogicalChannel[1]; OperationType[1]; EncryptionMode([1];

SourceSectorNumber[1]; SourceBlockNumber[1]; Value[4]

OUT: ACK[1]; SW1[1]; SW2[1]
Logical Channel [1]— normaeckuii kanain ot 0 g0 3;
OperationType|[1] — Tun oneparyu (0xB2);
EncryptionMode[1]— pe>xum 3amutsl 0OMeHa JaHHBIMH (CM. TaOJIUIBI );
SourceSector Number[1]— HoMep HCXOTHOTO CEKTOPa;
SourceBlockNumber[1]— HoMep ncxoqHOTO OJI0Ka;
Value|4] — 3Hauenne, KOTOpoe TpeOyeTcs BhMECTh U3 OJIOKA 3HAUCHUS,
SW1[1] — Gaiir cTaryca 1;
SW2[1] — Gaiir ctaryca 2.

3.16.11 0xF1 3anucb paHHbIX U3 b0ychepa nepeHoca B 6NOK

0xF1 CLSCRF_SAM MifarePlus Transfer
IN: LogicalChannel[1]; OperationType[1]; EncryptionMode[1];
DestinationSectorNumber|[1]; DestinationBlockNumber[1]
OUT: ACK[1]; SW1[1]; SW2[1]
LogicalChannel [1]— noruueckwuii kanan ot 0 10 3;
OperationType|[1] — Tvn oneparyu (0xB4);
EncryptionMode[1]— pexum 3anursl 0OMeHa TaHHBIMU (CM. TaOJMIIBI );
DestinationSector Number[1]- Homep cekropa 115 3anmcy;
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DestinationBlockNumber|[1}- Homep G10ka 11 3anmcy;
SW1[1] — 6aiitr ctaryca 1;
SW2[1] — Gaiir cTaryca 2.

3.16.12 O0xF1 NpubaBneHue 3Ha4YeHUA C nNocrieayroLlen
3anucbio AaHHbIX U3 0ycepa nepeHoca B 6nOK

0xF1 CLSCRF _SAM MifarePlus IncrementTransfer
IN: LogicalChannel[1]; OperationType[1]; EncryptionMode([1];
SourceSectorNumber[1]; SourceBlockNumber|[1]; Value[4];
DestinationSectorNumber|[1]; DestinationBlockNumber|[1]
OUT: ACK[1]; SW1[1]; SW2[1]
LogicalChannel [1]— nmoruueckwuii kanan ot 0 10 3;
OperationType[1] — Tvn oneparyu (0xB6);
EncryptionMode[1]— pexum 3anursl 0OMeHa TaHHBIMH (CM. TaOJMIIBI );
SourceSectorNumber|1]— HOMep HCXOTHOTO CEKTOPA;
SourceBlockNumber[1]— Homep ucxoHOTO 610K,
Value[4] — 3HaueHne, Ha KOTOPOE TPeOYyeTCs MPUPACTUTH OJIOK 3HAYCHUS;
DestinationSector Number[1]- Homep cekropa 115 3anmcy;
DestinationBlockNumber[1}- Homep 61oka 115 3amicy;,
SWI1[1] — Gaiir ctaryca 1;
SW2[1] — Gaiir cTaryca 2.

3.16.13 O0xF1 BbluntaHue 3Ha4YeHUA C nocriegyroLwen 3anncbio
AaHHbIX U3 6ydhepa nepeHoca B 650K

0xF1 CLSCRF _SAM MifarePlus DecrementTransfer
IN: LogicalChannel[1]; OperationType[1]; EncryptionMode[1];
SourceSectorNumber[1]; SourceBlockNumber|[1]; Value[4];
DestinationSectorNumber|[1]; DestinationBlockNumber|[1]
OUT: ACK[1]; SWI1[1]; SW2[1]
Logical Channel [1]— normueckuii kanain ot 0 10 3;
OperationType[1] — Tvm oneparu (0xB8);
EncryptionMode|[1]— pexxum 3amursl 0OMeHa TaHHBIMU (CM. TaOJHIBI );
SourceSector Number|[1]— HoMep UCXOAHOTO CEKTOPA;
SourceBlockNumber[1]— HoMep ncxoqHOTO OJI0Ka;
Value[4] — 3HaueHne, KOTOPOE TPeOYETCs BHIUECTh W3 OJI0KA 3HAYCHHS
DestinationSector Number|[1]- Homep cekropa 115 3anicy;
DestinationBlockNumber|1}- Homep 6510Ka 115 3anmcy;
SW1[1] — Gaiir ctaryca 1;
SW2[1] — Gaiir ctaryca 2.
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3.16.14 0xF1 3anucb gaHHbIX 6510Ka 3Ha4YeHUA B bydhep
nepeHoca

0xF1 CLSCRF SAM MifarePlus Restore

IN: LogicalChannel[1]; OperationType[1]; EncryptionMode[1];

SourceSectorNumber[1]; SourceBlockNumber[1]

OUT: ACK[1]; SW1[1]; SW2[1]
Logical Channel [1]— noruueckwuii kanan ot 0 10 3;
OperationType[1] — Tvn oneparpu (0xC2);
EncryptionMode[1] - pexum 3anursl 0OMeHa TaHHBIMH (CM. TaOJHUIIBI );
SourceSectorNumber|1]— HOMEp HCXOTHOTO CEKTOPA;
SourceBlockNumber[1]— Homep ucxoqHOTO 010K,
SWI1[1] — Gaiir cTaryca 1;
SW2[1] — Gaiir cTaryca 2.

3.16.15 0xF2 3anpoc nogaepXKu BUPTyasribHbIX KapT

0xF2 CLSCRF SAM MifarePlus VirtualCardSupport
IN: LogicalChannel[1]; IDCount[1]; [IDs[16*IIDCount]; LenCap[1]; PCDCap
[LenCap]; DuosCount[1]; Duos[4* DuosCount];
OUT: ACK[1]; SWI[1]; SW2[1]; RndQ[1]; Info[1]; PICCCap[2]; UID[7];

LogicalChannel [1]— nmoruueckwuii kanan ot 0 10 3;

IIDCount[1] — koymuecTtBo 11D B KOMaHze;

IIDs[16*IIDCount] — nneHTHPUKATOPHI MHCTATUISAIIY,

LenCap|1] - nmuHa 61oka xapakrepuctk cuurbiBatesis (0..3, yctanoButs B 0);

PCDCap|LenCap] - 6510k XapaKTepUCTHK CUUTHIBATENS (TIOKA OTCYTCTBYET);

DuosCount[1] - koJmuecTBO nap 3ammcei KIoyei;

Duos[4*DuosCount] — yxa3arenu Ha napsl 3anmceil kimoueid KencNum([1|;
KencVer[1]; KmacNum|[1]; KmacVer[1] B SAM-monysne, rae Kenc — kiou
i poBanusi, Kmac — kiou noamcy;

RndQ[1] — ciryuaiinblii BEKTOp, COOTBETCTBYIOIIMI B SAM-MO1yIe 3arvicyu KapThl;

Info[1] — undopmarms o kapre (0x83 — 4 Gaiir UID, 0x03 — 7 Gaiir UID);

PICCCap|2] — xapakTeprUCTUKU KapThl;

UID|[7] — unenrudukatop kaptel (4-0aiTo BB WK 7-0aWTOBBIIA, B 3aBUCUIMOCTH OT
Info);

SWI1[1] — Gaiir cTaryca 1;

SW2[1] — 6aiir ctaryca 2.

3.16.16 0xF3 Bbi6op BMpTyanbLHOM KapTbl

0xF3 CLSCRF _SAM MifarePlus VirtualCardSelect
IN: LogicalChannel[1]; OperationType[1 ]; KeyNumber|[1]; KeyVersion[1];
RndQ[12]; LenDiv{1]; Divinput[LenDiv];
OUT: ACK[1]; SWI1[1]; SW2[1]
Logical Channel [1]— normueckuii kanain ot 0 g0 3;
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OperationType[1] — Tun oneparpn (0x01);

KeyNumber|[1] — Homep 3ammcu kioua Virtual Card Select Key;

KeyVersion[1] — Bepcus 3amicu kmoda Virtual Card Select Key;

RndQ[12] — ciyuaiinas ociie 10BaTeabHOCTh, COOTBETCTBYIOIIAS 3aIIUCH O KapTe
B SAM-Moyse (moJrydeHa B pe3ysbTare BbinosHeHust komaHasl VirtualCardSupport);

LenDiv|[1] - nnuHa BXOAHOTO BEKTOpa AUBEPCUPHUKAIMU KITIOYa;

Divinput[LenDiv] - BxogHO# BEeKTOp JUBEPCUPUKAIN KITFOUA;

SW1[1] — Gaiir cTaryca 1;

SW2[1] — Gaiir ctaryca 2.

3.16.17 0xF3 CHaTMe BbIGOpa BUPTYyaribHOM KapTbl

0xF3 CLSCRF_SAM MifarePlus VirtualCardDeselect
IN: LogicalChannel[1]; OperationType[1]
OUT: ACK[1]; SWI1[1]; SW2[1]
Logical Channel [1]— normueckuii kanain ot 0 g0 3;
OperationType[1] — Tvm oneparu (0x00);
SWI1[1] — Gaiir cTaryca 1;
SW2[1] — 6aiir ctaryca 2.

3.16.18 O0xF9 lNouck penenHon aTaku

0xF9 CLSCRF SAM MifarePlus ProximityCheck

IN: LogicalChannel[1]; KeyNumber[1]; KeyVersion[1]; LenDiv{1]; Divinput

[LenDiv];

OUT: ACK[1]; SWI1[1]; SW2[1]
LogicalChannel [1]— normueckuii kanai ot 0 g0 3;
KeyNumber|[1] — Homep 3ammcu kmoda Proximity Check Key;
KeyVersion|1] — Bepcus 3amicu kmoda Proximity Check Key;
LenDiv|[1] - nmuHa BXOAHOTO BEKTOpa JUBEPCUPHUKAIN KITFOU;
DivInput[LenDiv] - BX0oHO# BEKTOP JUBEPCUPHUKALIMH KITFOUa;
SWI1[1] — Gaiir ctaryca 1;
SW2[1] — 6aiir ctaryca 2.

3.17 VYupasieHnue ycTpoiicTBamMu U MeTKamMu ctanaapra ISO 18092

3.17.1 0x11 AktuBauumsa yctpouctsa 1ISO18092

0x11 CLSCRF NFC663 ActivateCard
IN: Nfcid3i[10],Did[1],NadEnable[1],Nad[1],Dsi[1],Dri[1],FsI[1],GiLength[1],
Gi[GiLength]
OUT: ACKJ1]; RespLen[2]; Resp[RespLen]
Nfcid3i[10]- maccuB u3 10 Gaitr: npu HauanbHOM ckopocTH B 106kbps - NFCID3,
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TeHepUpYeTCs CIIydaiHbpIM 00pa3oM; mpu ckopocTsx 212/424kbps - Gaitrer 0-7
cootBeTcTBYIOT NFCID2, a Gaiirel 8-9 n0imKHBI OBITH YCTaHOBIIEHBI B ().

Did[1]— unenTndukarop yctpoicTpa, "0" - He UCTIOIB30BaTh, MO0 1-14;
NadEnable[1] — BkItoueHHe UCTIONBb30BaHMUS aJIpeca IIHUHBI, JJI1 BKIIOYEHUS
yctanosuth HE B 0"

Nad[1] — anpec y3na: urHopupyeTtcsi, eciu bNadEnabled = 0;

Dsi[1]— unanexc aenurenst oTpaBky (OT 1S K uarmaropy) 0-2 (

PHPAL 118092MPI DATARATE 106 , PHPAL 118092MPI DATARATE 212,
PHPAL 118092MPI DATARATE 424 );

Dri[1]— unnekc nemnuresns npuema (0T uHUIMaTopa K 1esm) 0-2 (

PHPAL 118092MPI DATARATE 106 , PHPAL 118092MPI DATARATE 212,
PHPAL 118092MPI DATARATE 424 );

Fsl|[1]— Gaiir mymne! kagpa 0-3 (PHPAL 118092MPI FRAMESIZE 64,

PHPAL 118092MPI FRAMESIZE 128, PHPAL 118092MPI FRAMESIZE 192,
PHPAL 118092MPI FRAMESIZE 254);

GiLength[1]— kommecTBo Oaiit 001Iei nHbOpPMALIL;

Gi|[1]- ommoHnanbHO, GaiiThl 001IeH HHDOpMAaIIY;,

RespLen|2] — qymHa cYuTaHHBIX aTprOyTOB B OaiiTax;

Resp[RespLen] — 6ydep, kyna 6yayt 3amucans! 6aittel ATR (oTBeta ¢ atpudyTan),
JIOJDKEH OBITh He MEHbIIE 64 OaliT;

3.17.2 0x12 OtmeHa BbiO6opa ISO18092

0x12 CLSCRF NFC663 Deselect

IN: DeselectCommand[1]

OUT: ACK]1]
DeselectCommand|1]— 3anpoc Ha oTpaBKy:
PHPAL 118092MPI DESELECT DSL , mu60
PHPAL 118092MPI DESELECT RLS

3.17.3 0x13 O6meH ISO18092

0x13 CLSCRF NFC663 Exchange
IN: Option[2]; send len[2]; send data[send len]
OUT: ACK]J1];rec_len[2];rec_data[rec_len]
Option|[2]— mapameTp ormmif:
oqio mw  PH EXCHANGE DEFAULT , PH EXCHANGE TXCHAINING ,
PH EXCHANGE RXCHAINING , PH EXCHANGE RXCHAINING BUESIZE |,
CJI0KEHHOE C 000 H KOMOMHAIEH m PH EXCHANGE TX CRC,
PH EXCHANGE RX CRC,PH EXCHANGE PARITY ,
cinoxennoe c¢ Jro6oit komOmnaimern w3 PH EXCHANGE LEAVE BUFFER BIT |
PH EXCHANGE BUFFERED BIT ;
send_len[2]— xommuecTBO Oaifr 17151 nepeauy;
send_data[send_len]— O6ydep ¢ naHHbIME 1715 TIEpe a4y,
rec_len|[2]— xoimuecTBO MPUHATHIX OaifT;
rec_data[rec_len]- Oydep nns pasmenieHus IpUHATHIX OAAT;
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3.17.4 0x40 Copoc npotokona ISO18092

0x40 CLSCRF NFC663 ResetProtocol
OUT: ACK]J1]

3.17.5 0x33 3anpoc atpubyToB ISO18092

0x33 CLSCRF NFC663 AttributeRequest
IN: Nfcid3i[10],Did[1],NadEnable[1],Nad[1],Fsl[1],GiLength[1],Gi[GiLength]
OUT: ACKJ1]; RespLen[2]; Resp[RespLen]
Nfcid3i[10]— maccuB w3 10 Gaiir: mpu HavamsHO#M ckopocTu B 106kbps - NFCID3,
reHepupyeTcsl ClydaiiHbIM 00pa3zoM; rpu ckopocTax 2 12/424kbps - Gaitrer 0-7
cootBeTcTBYIOT NFCID2, a Gaiirel 8-9 nomkHbI ObITH yeTaHOBIEHBI B ().
Did[1] - unenrudukarop yctpoiictsa, "0" - He UCTIOIB30BATh, OO 1-14;
NadEnable[1] — BkIItOu€HHE UCTIOJIB30BaHUS aAPECa IIMHBL, 111 BKIFOYEHUS
yctaHoButh HE B 0"}
Nad[1] — anpec y3na: uraopupyetcs, eciu bNadEnabled = 0;
Fsl[1]— Gaiir mumne! kagpa 0-3 (PHPAL 118092MPI FRAMESIZE 64,
PHPAL 118092MPI FRAMESIZE 128, PHPAL 118092MPI FRAMESIZE 192,
PHPAL 118092MPI FRAMESIZE 254);
GiLength[1]- xommaecTBo Gair oOme nHpopmarwy;
Gi[1]- ommoHantsHO, GaiiTel 0011 HHbOpPMaIWY;
RespLen|2] — nnvHa cyuTaHHbIX aTpuOyTOB B OaiTax;
Resp[RespLen] — 6ydep, kyna 6yayt 3amucans! 6aittel ATR (oTBeTta ¢ atpubyTan),
JIOJDKEH OBITh He MEHbIIIE 64 OaliT;

3.17.6 0x34 Bbi6op napameTpoB ISO18092

0x34 CLSCRF NFC663 ParameterSelect
IN: Dsi[1],Dri[1],Fsl[1]
OUT: ACKJ1]
Dsi[1]— uanexc aenurens oTnpaBky (OT 1eiu K uarmaropy) 0-2 (
PHPAL 118092MPI DATARATE 106, PHPAL 118092MPI DATARATE 212,
PHPAL 118092MPI DATARATE 424 );
Dri[1]— uanekc nemurens npueMa (0T uHUAIMaTopa K reim) 0-2 (
PHPAL 118092MPI DATARATE 106, PHPAL 118092MPI DATARATE 212,
PHPAL 118092MPI DATARATE 424 );
Fsl[1]- Gaiir qommet kagpa 0-3 (PHPAL 118092MPI FRAMESIZE 64,
PHPAL 118092MPI FRAMESIZE 128, PHPAL 118092MPI FRAMESIZE 192,
PHPAL 118092MPI FRAMESIZE 254);

3.17.7 O0x1F MNpoBepka npucyrcteusa ISO18092

0x1F CLSCRF NFC663 PresenceCheck
OUT: ACKJ1]
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3.17.8 0x41 YctaHoBKa KoHdurypauumm

0x41 CLSCRF NFC663 SetConfig
IN: ParameterNumber|2],ParameterValue[2]
OUT: ACKJ1]
ParameterNumber|[2] — unentudukarop napameTpa - OJTHO U3:
PHPAL 118092MPI CONFIG PACKETNO , PHPAL 118092MPI CONFIG DID,
PHPAL 118092MPI CONFIG NAD, PHPAL 118092MPI CONFIG WT,
PHPAL 118092MPI CONFIG FSL,
PHPAL 118092MPI CONFIG MAXRETRYCOUNT ;
ParameterValue|[2] - 3Hauenue napameTpa;

3.17.9 0x42 YteHune KOHpUrypaumm

0x42 CLSCRF NFC663 GetConfig
IN: ParameterNumber[2]
OUT: ACK]1]; ParameterValue[2]
ParameterNumber|[2] — unentndukarop napameTpa - OJTHO H3:
PHPAL 118092MPI CONFIG PACKETNO , PHPAL 118092MPI CONFIG DID,
PHPAL 118092MPI CONFIG NAD, PHPAL 118092MPI CONFIG WT,
PHPAL 118092MPI CONFIG FSL,
PHPAL 118092MPI CONFIG MAXRETRYCOUNT ;
ParameterValue[2] - yka3aTrenb Ha 3HaU€HUE MTAPAMETPA;

3.17.10 0x28 YteHue cepumnHoro Homepa (NFCID3)

0x28 CLSCRF NFC663 GetSerialNo
OUT: ACKJ1]; NFCID3[10]
NFCID3[10] — cepwitnbiii Homep NFCID3 - 10 6aitr;

3.17.11 0x23 YteHue 3agaHHOro Konu4yecrtsa 6auT us
yKaszaHHoro agpeca EEPROM

0x23 CLSCRF NFC663 E2 Read
IN: Addr[2]; Length[1];
OUT: ACK][1]; Data[Length]
Addr|2] — agpec Oaiira 192(0x00C0)..6143(0x17FF);
Length[1] — komM4ecTBO BEIYUTHIBAEMBIX OalT JaHHBIX 1..127;
Data|Length] — maccus, Kyga Oy1yT CKOTIMPOBAHBI MPOYHUTAHHBIE OANTHI TAHHBIX;
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3.17.12 0x24 3anucb ogHOro 6amMTta AaHHbIX B yKa3aHHbIN
aapec EEPROM

0x24 CLSCRF _NFC663 E2 Write
IN: Addr[2]; Data[1];
OUT: ACKJ1]
Addr|2] — agpec 6aiira 192(0x00C0)..6143(0x17FF);
Data|1] — 3anmceiBacMbIi OAWT TaHHBIX;

3.17.13 0x2A 3anucb HEeCKONbKUX OAaUT AaHHbIX B YKa3aHHYIO
ctpaHnuy EEPROM

0x2A CLSCRF NFC663 E2 WritePage
IN: PageAddr[2]; Length[1]; Data[Length];
OUT: ACKJ1]
PageAddr|[2] — agpec ctpanuiipt 3..95(0x5F);
Length[1] — xoyimuecTBO 3armMchIBaeMBbIX OalT JaHHBIX 1..64;
Data|Length] — ykazaresb Ha MacCUB OaiT TaHHBIX;

3.18 PaoGora c TDAS8029

Baxno! Bce komanas paboTsl ¢ SAM-Mo1ysieM BO3BpaliaroT B OTBETE 2 Oaiira
SW1, SW2 - crarycel oTBeTa 0T SAM-MOIYIS.

Ho »>1u nBa Gaiira cneyeT oOpadarsiBaTh TOJBKO B CiIydae, €CJIM OO CTaTyC
otBeta ACK[1] paen UEM_SAM APDU_ ERR (0xCS8).

3.18.1 0x85 HenocpeactBeHHbI o6mMeH ¢ TDA

0x85 CLSCRF TDA8029 Exchange
Ortnpasisier komaHay B popmare ALP ARI va mukpocxemy TDA8029.
IN: CmdCode[1]; send len[2]; send data[send len];
OUT: ACK]J1], rec_len[2], rec_data[rec_len];
CmdCode[1] — xox komanel, otapasisieMoit Ha TDA8029 (cM. JOKyMeEHTAIHIO
Ha TDA8029).
send_len|2]— nmmHa koMaHABI (He BKIFOYAs 3ar0JI0OCOK M OalT KOHTPOJILHOM
cymmbl LRC, Miaammmii 6aift - Briepen);
send_data[send_len]— xomanza (He BKJItOYAET 3aroJIOBOK M OANUT KOHTPOJILHOM
cymmsl LRC);
rec_len[2]— nymmHa oTBeTa (MIIaAMIMiA OaifT Biepen);
rec_data[rec_len]- otBeT oT TDA8029 (He BKIIOYAET 3ar0JIOBOK U OaiT
KOHTpoJibHOM cymMmMBbI LRC).
Ecmm ACK[1]= 0x80, To TDA8029 BepHyna omuoky. Kox 3Toit ommoku OyaeT
coxpaneH B rec_data, arec_lenOymer = 0x0001.
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[Tpumep: 85 00 05 00 80 60 00 00 00
OtseT: 0021 0004 01 01 0302280104010103022801 04253101
D528 809157 5500000C080A00A29000

3.18.2 0x86 0xBA C6poc TDA

0x86 0xBA CLSCRF TDA8026 Reset
BrimonHsie T nepesarnyck MUKPOCXEMEL.
IN: Interval[1];
OUT: ACK]1];
Interval [1]— unTepBas BRIKIIIOUEHHOTO cocTOsiHUS, Mc. Eciu paen 0, To TDA ne
BKJIFOYACTCS.
ITpumep: 86 BA OA
OtseT: 00
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4 Buonuoteka Clscrfl.dll

4.1 Ynpasiaenue uarepgencom

4.1.1 CLSCRF_Create

LONG CLSCRF_Create( IN OUT LPVOID* ppReader );

Coznaet o0bexT-uHTEpdEiic. DTa PyHKIMSA JOJDKHA BBI3BIBATHCSA | pa3 B Hauaie
PabOTHI PHITOKEHYA.

ppReader — anpec nepeMeHHOH, B KOTOPYIO OyAET NOMEIIeHa CChUIKA HA

CO3JIaHHBIN
00BeKT-uATEpPENC M KOTOpasi OyIeT UCTIONH30BaThCS B BEI30BAX
BCEX OCTATBHBIX (DYHKIIHIA.
Bo3sBparmiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

4.1.2 CLSCRF_Destroy

LONG CLSCRF_Destroy( IN LPVOID* ppReader );

YHuuTokaeT 00beKT-unTepderic. Ita QyHKIMS 10JDKHA BRI3BIBATECS 1 pa3 B KOHIE
PabOoTHI PHIIOKEHYS.

ppReader — agpec nepeMeHHOM, KOTOpasi COAEPKUT CChUIKY Ha YHAYTOKACMBbIN
oobexT-uHTepdeiic (cMm. pynkimro CLSCRFE Create).

BosBpamaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHKE,

VHave — OIIMOKA TPH BBITIOJTHEHAML

4.1.3 CLSCRF_Open

LONG CLSCRF_Open( IN LPVOID pReader,
IN DWORD dwPortNumber = 0,
IN DWORD dwBaudrate = 9600,
IN DWORD dwLogFile =0 );
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VYcTapepast QyHKIWS, OCTaBJIEHA TOJILKO /ISl COBMECTHUMOCTH C ykKe
CYIIECTBYIOIMMH MPHIOKESHISIMHE. J[J1s1 BHOBB pa3padarhiBaeMbIX TPHIIOKEHUN
cnenyet nonb3oBarbes GyakimsiMu CLSCRE OpenRS u CLSCRFE OpenUSB .

OtkpeiBaeT uaTEpdEiic. ITa HYHKIMS JODKHA BRI3BIBATHECS | pa3 mepe.1 HadainoM
oOMeHa CO CUMThIBATENIeM U KKIbIN pa3 Mpu I3MEHEHHH CKOpocTr 0OMeHa o COM-
TIOPTY.

pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create);

dwPortNumber — BeiOOp uHTEpdeEiica:

0 - uarepdeiic USB;

1 - nocnenoBarenbHbii moptr COM1 ;

2 - nocnenoBarebHbli opt COM2;

3 - nocnenoBarenabHblid mopT COM3 u T.1.
dwBaudrate — ckopocTts 00MeHa mo COM-nopry;
dwLogFile- BbiBon B ailn XpoHOJIOTHMH OOMEHA:

1 - co3naBars dailr;

0 - He co3aaBars (aiin.

Bo3Bparmiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

vHave — OIIMOKA TPH BBITIOJTHEHAML.

4.1.4 CLSCRF_OpenRS

LONG CLSCRF _OpenRS( IN LPVOID pReader,
IN DWORD dwiIndex = 0,
IN DWORD dwBaudrate = 9600,
IN DWORD dwLogFile =0 );

OtkpoeiBaeT COM-nopt (unrepdeiic RS232 wm RS485). Ora dpynkims nomkHa
BBI3BIBATHCS | pa3 mepes; Had4aloM 0OMEHa CO CUUTHIBATEIIEM U KKJIBIH pa3 MpH
m3MeHeHnH ckopocTi oOmeHa o COM-nopry.

pReader — ccpuika Ha 00bekT-uHTEpPEiic (cM. pyrkimro CLSCRFE Create);

dwIndex — Homep COM-mopraot 0 (0 - COM1, 1 - COM2 ut.1.);

dwBaudrate — ckopocTts 00MeHa mo COM-nopry;

dwLogFile- BeiBog B (haitn xpoHOIOTHH OOMEHa:

1 - co3pnaBars dailr;
0 - He co3aaBars (aiin.

BosBpamaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

vHave — OLIMOKA NPY BBITIOJTHEHHHL.

4.1.5 CLSCRF_OpenUSB

LONG CLSCRF OpenUSB(  IN LPVOID pReader,
IN DWORD dwindex = 0,
INDWORD dwLogFile =0 );

OtxpeiBaeT USB-untepdeiic. Ota pyHKIms q0DKHA BBI3BIBATHCA 1 pa3 nepen
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HayajioM 0OMEeHa CO CUMTHIBATEIIEM.
pReader — ccoiika Ha 00bekT-uaTEpPeiic (cM. pynkimo CLSCRFE Create);
dwlIndex — Homep USB-ycTpolicTBa B 1epeBe ycTpoiicTB oT 0;
dwLogFile- BeBog B (haitn xpoHOIOTHH OOMEHa:
1 - co3naBars dailr;
0 - He co3aaBarh ¢aiin.
Bo3Bpariaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
vHave — OILIMOKA MPY BBITIOJTHEHHHL.

41.6 CLSCRF_OpenETH

LONG CLSCRF_OpenETH( IN LPVOID pReader,
IN DWORD dwPort,
IN PCHAR szIP,
IN DWORD dwLogFile);

OrtkpoiBaet Ethernet-unrepdeiic. Ita GpyHKIMS 10KHA BhI3bIBaThCA 1 pa3 nepen
HadajioM 0OMEeHa CO CUMTHIBATEIIEM.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create);
dwPort— nopr cuursBaress
sZIP — IP aapec cuursiBarens B popmare "aaa.bbb.ccc.ddd"
dwLogFile- BoBoa B (haiin xpoHosorum oomMeHa:
1 - co3naBars daitr;
0 - He co3maBarh (hai.
BosBpaiiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.1.7 CLSCRF_IsOpened

BOOL CLSCRF _IsOpened( IN LPVOID pReader );

[IpoBepsieT 1OCTYNMHOCTH HHTEPdEHCa.
pReader — ccpuika Ha 00BekT-uHTEpdeiic (cm. pynkimro CLSCRFE Create).
BosBpamiaemoe 3HaueHue:

0 — unTepdeiic 3aKpoIT,

1 — yHTEepdEiic OTKPBIT.

4.1.8 CLSCRF_Close

LONG CLSCRF _Close( IN LPVOID pReader );

3akpeiBaeT uHTepdeiic. ITa PyHKIMS JODKHA BBI3BIBATHCA | pa3 mepen
YHUUTOKEHUEM HHTepderica 1 KaKIbIN pa3 MpH W3MEHEHUH CKOPOCTH 0OOMEeHa 1o
COM-tnopry.

pReader — ccpuika Ha 00BbekT-uHTEepdeiic (cm. pynkimro CLSCRFE Create).
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Bo3Bpamaemoe 3HaueHuUE:
0 — YCIIEIIHOE BBIIOJIHEHME,
VHaue — OIIMOKA NPY BBITIOJTHEHAML.

4.1.9 CLSCRF_GetlOTimeout

LONG CLSCRF_GetIOTimeout( IN LPVOID pReader,
OUT LPDWORD pdwTimeout );

Bbinaet Tekypii ”HTE pBal 0KUAHKS BBITOTHEHUS (DYHKIA.

pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyrkimro CLSCRFE Create);

pdwTimeout — anpec nepemMeHHOH, B KOTOPYIO OyI€T MOMEIIEHO 3HAYCHUE
TaiiMayTa B MWUIACEKYH/IaX.

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITNIOJIHEHKE,

VHaue — OILIMOKA MPY BBINOJIHEHHHL.

4.1.10 CLSCRF_SetlOTimeout

LONG CLSCRF _SetlOTimeout( IN LPVOID pReader,
IN DWORD dwTimeout );

Bpewmst BbInosHeHUS (QYHKIMIA OMOJIMOTEKH CKIIABIBACTCS U3 CJIEIYIOIINX
KOMIIOHEHTOB:

e 1iepe1aya KOMaHAbl U3 KOMIIBIOTEPA B CUUTHIBATEb

® BBINOJHEHNE KOMAaH/Ibl B CUUTBIBATENIE

e Tiepe/jaya OTBETAa U3 CUUTHIBATEIS B KOMITBIOTEP

® HaKJIa/{HbIE PACXO bl ONEPALMOHHOM CUCTEMBI

[Ipu co3nanmm naTepdeiica yctanaBmBaercs TaimayT, paBsbiii 1000 mc. C
TIOMOTIIBIO 3TOH (PYHKIMHM MOKHO M3MEHUTh MHTEPBAJT OKUIAHHST BHITIOTHEHUS
(pyHKIwL

pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create);

dwTimeout — 3HaueHue TaiiMayTra B MWUIMCEKYH1aX. Ecim 310 3Hauenue pasHo 0,
TO yCTaHaBJIMBaeTCA TaiMayT 1o ymordanuo (1000 mc).

MunumanbHoe oTiimdHOe oT () 3HaueHue Taiimayta 50 mc.

MaxkcumanbHoe 3HaueHue Taitmayrta 86400000 mc.

Bo3sBpaiaemoe 3naueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHaue — OIIMOKA MPY BBITIOTHSHHN.

4.1.11 CLSCRF_GetLastInternalError

LONG CLSCRF _GetLastInternal Error( IN LPVOID pReader,
OUT LPBYTE pbError );

Ecym npenpiaymas ¢hyHKIwps JaHHOM OMOJTMOTEKH 3aBEPIIIACH C KOJIOM
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4.2

4.2.1

0x80100001, 3HauuT NpOM3011LIa OMIMOKA BHIIOJIHEHUS OTIEpALUM BHYTPU
cuurbiBaress. JlanHas GyHKIWS BbIIAaeT 3HAYEHUE KO 3TOM BHYTPEHHEH OTIIHOKHY.
Hanbonee yacto u3 BHyTpeHHUX omrooK BcTpeuaetcs: OXFF - kapra He oTBeUaeT.

pReader — ccpuika Ha 00bekT-uHTEpPeiic (cM. pyrkimro CLSCRFE Create);

pbError — anpec nepeMeHHO, B KOTOPYO Oy/1€T MOMEIIEHO 3HaY€HHUE KOJ1a
BHYTpEHHE ! OLTMOKY CUUTHIBATEJIS.

Bo3Bpariaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHHE,

vHave — OILIMOKA MPY BBITIOJTHEHHHL.

YupasiieHue c4uThIBaTE 1M

CLSCRF_GetState

LONG CLSCRF_GetState( IN LPVOID pReader,
OUT LPDWORD pdwState );

Brinaet cocTostnue cunThIBaTesl.
pReader — ccpuika Ha 00bekT-uHTEpPeiic (cM. pyrkimro CLSCRFE Create);
pdwState — cchiika Ha IEGpEMEHHYI0, B KOTOPYIO OY/IET MOMEIICHO 3Ha4EHUE
COCTOSTHUSI YCTPOICTBA:
our 15 - MUKpOcXeMa-CUUThIBATE b BKIIIOUEHA,
our 14 - 5MeKTpPOMAarHUTHOE T0JIE BKIIOUEHO,
our 13 - cuurbBarens noaaepxusaet pexumbl [CODE,
our 12 - cunThIBaTENb MOAACPKUBACT pekuMbl 14443-B,
oursl 11-7 - pe3eps,
outsl 6-4 - TEKYILHN PEKUM 3JI€KTPOMArHUTHOTO TOJIS:
000 - pexxum ISO 14443-A (ckopocTb cM. 6uthl 3-0)
001 - pexxim ISO 14443-B (ckopocTb cM. 6uthl 3-0)
100 - pexxum ICODE SLIISO 15693
% _ pe3eps st OyAyIIEro WCTIOJIb30BaHKS
oursl 3-2 - TEeKyIasi CKOpoCTh npuemMa B pexxumax 1SO 14443
(TIOTOK JJaHHBIX OT KapThl K CYUTHIBATEITIO ):
00 - 106 xOox
01 -212 xbon
10 - 424 x6on
11 - 848 xbox
outsl 1-0 - TeKyIasi CKOpoCTh Tiepeiauu B pexxumax [SO 14443
(TIOTOK JJaHHBIX OT CUMTHIBATESI K KapTe):
00 - 106 xOox
01 -212 xbonx
10 - 424 x6on
11 - 848 k0ox.
Bo3sBpamiaemoe 3HaueHue:
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0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.2.2 CLSCRF_Mfrc_On

LONG CLSCRF_Mfrc_On( IN LPVOID pReader );

BximrouaeT MUKpOCXeMy-CUUTHIBATEITh.

pReader — ccpiika Ha 00bekT-uaTepPeiic (cMm. pynkimo CLSCRFE Create);
Bo3sspamaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHaue — OIIHMOKA TMPH BBIIOTHSHHN.

[Tpumeuanue. [Ipu BKIFOUEHHO M MUKPOCXEME-CUUTBIBATENE B paboUeM pexnme
YCTPOUCTBO MoTpeOsieT ToK 10 120 mA.

4.2.3 CLSCRF_Mfrc_Off

LONG CLSCRF_Mfrc_Off( IN LPVOID pReader );

BrIKiIIOUaeT MEKpPOCXEeMY-CUUTHIBATE .

pReader — ccouika Ha 00bekT-uHTepPeiic (cm. pynkimo CLSCRFE Create);
BosBpaiiaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

VHaue — OIIMOKA MPY BBITIOJTHEHHUML. .

[Tpumeuanue. [Ipy BBIKITFOUEHHO I MUKPOCXEME-CUUTHIBATENIE YCTPOMCTBO
BOCIIPMHUMAET KOMaH/Ibl, HO HE BBITNOJIHAET T€ U3 HUX, KOTOPbIE KacaroTcsl 3TOH
MUKpOCXeMBL. B 3TOM cocTosiHMM yCTPOUCTBO MOTPEOIsieT TOK 0K0JI0 50 mA.

4.2.4 CLSCRF_Get_Mfrc_Version

LONG CLSCRF_Get Mfrc Version( IN LPVOID pReader,
OUT LPBYTE pbMfrcVersion );

Brinaet nneHTHpUKAIMOHHBINA KOJT TIPOTYKTa MUKPOCXEMBbI-CUHUTHIBATEIIS U BEPCUU
MUKPOCXEMbI U MUKPOTIPOTPaMMBI.

pReader — ccpuika Ha 00bekT-uHTEpPEiic (cM. pynkimro CLSCRFE Create);

pbMfrcVersion— agpec maccuBa, B KOTOPbIM OyieT nomeiieHo 6 6aiToB Bepcun
CUMTBHIBATEIIS

BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML
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4.2.5 CLSCRF_Get_Mfrc_Serial Number

LONG CLSCRF_Get Mfrc_Serial Number( IN LPVOID pReader,
OUT LPBYTE pbMfrcSN );

Brinaet cepuiiHblii (YHUKQIbHBINM) HOMEP MUKPOCXEMBbI-CUUTHIBATE]IS.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create);
pbMfrcSN — agpec MaccuBa, B KOTOPBIN OyaeT nomeieHo 4 6aifta cepuiiHOTO

HOMepa.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIHMOKA TMPH BBIIOTHSHHN.

4.2.6 CLSCRF_Get_ReaderID

LONG CLSCRF_Get ReaderID( IN LPVOID pReader,
OUT LPBYTE pbReaderID );

BeimaeT yHuKanbHbIM HIeHTA(DUKATOP CUUTHIBATEIIA.

pReader — ccpuika Ha 00bekT-uHTEpPEiic (cM. pynkimio CLSCRFE Create);

pbReaderID — agpec maccuBa, B KOTOPBIH Oy1eT nomeiieHo 16 6aiT yHUKaIbHOTO
WICHTU(DUKATOPA.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

4.2.7 CLSCRF_Reader_Restart

LONG CLSCRF_ Reader Restart( IN LPVOID pReader,
IN LPBYTE pbReaderID );

[lepesarpyxaeT cCUUTHIBATEb.

pReader — ccpiika Ha 00bekT-uaTEpPeiic (cMm. pynkimo CLSCRFE Create);

pbReaderID — anpec maccuBa, B KOTOPOM coJepXutcs 16 0aiT yHUKaIbHOTO
WIEHTHPHUKATOpA CUUTHIBATEIIS.

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHKE,

VHave — OIIMOKA TPH BBITIOJTHEHAML

4.2.8 CLSCRF_Mfrc_Rf Off On

LONG CLSCRF_Mfrc Rf Off On( IN LPVOID pReader,
IN USHORT usDelay );

COpacbiBaeT win BeIKIIIOUAET AekTpoMarautHoe nosie (RF) cuursiBaresns. Copoc
RF Heo6xoaum 1171st pectapTa MUKPOCXEMbI TPAHCTIOHAEPA.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyrkimro CLSCRFE Create);
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usDelay — unTepBan Bpemenu [Mc], B TeueHrue KoToporo RF BeIKIIFOUEHO.
Ecmu stoT napametp paBeH 0, To RF octaeTcst BBIKIIIOUE€HHBIM.

Bo3sspamaemoe 3HaueHue:

0 — YCIIEIIHOE BBIIOJIHEHME,

VHaue — OIIMOKA MPY BBITIOTHEHHN.

4.2.9 CLSCRF_Mfrc_Set Rf Mode

LONG CLSCRF_Mfrc_Set Rf Mode(IN LPVOID pReader,
IN BYTE bRfMode );

Y cTaHaBNHMBaeT PEKIM MOIYIIIIAN IIEKTPOMArHATHOTO TI0JISI CYUTHIBATEIIS HA
niepeiady KOMaHabl U OCJIETYIOIIHII PUEM OTBETA OT KapThl.
pReader — ccpuika Ha 00bekT-uHTEpPeiic (cM. pyrkimro CLSCRFE Create);
bRfMode — Gaiir pexnma moayssiimn RF:
our 7 -peseps
OuThl 6-4 - yCTaHABIMBAEMBIN PEKUM JIEKTPOMArHUTHOTO TIOJIS:
000 - ISO 14443-A (ckopocThb cM. 6uthl 3-0)
001 - ISO 14443-B (ckopocTb cM. 6uthl 3-0)
100 - ICODE SLIISO 15693
*EE - peszeps
Outel 3-2 - ycTaHaBIMBaeMasi CKOPOCTh NpreMa B pexkumax [SO 14443
(TOTOK JTaHHBIX OT KapThl K CUUTHIBATEJIIO):
00 - 106 x0Oox
01 -212 xbonx
10 - 424 x6on
11 - 848 xbox
outel 1-0 - ycTaHaBnmMBaeMasi CKOPOCTh Tepeiaduu B peskumax [SO 14443
(TIOTOK JTaHHBIX OT CYUTHIBATEJISI K KapTe):

00 - 106 xbonx

01 -212 xbon

10 - 424 x6on

11 - 848 k0o
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIHMOKA TPH BBIIOTHSHHN.

4.2.10 CLSCRF_Sound

LONG CLSCRF_Sound( IN LPVOID pReader,
IN BYTE nBeepCount );

[lonaeT 3ByKOBO# CUTHAIL.

pReader — ccpuika Ha 00bekT-uHTEpPEiic (cM. pynkimro CLSCRFE Create);

nBeepCount — KOJIMUE€CTBO OJUHOYHBIX CUTHAIOB JIITMTEIHbHOCTHIO 100 Mc ¢
MPOMEKYTKAMHU TAKOU e JJIUTETbHOCTH.

Bo3sBpaiiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,
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VHaue — OIIMOKA MPH BBITIOJTHEHAWL.

4.2.11 CLSCRF_Led

LONG CLSCRF _Led( INLPVOID pReader,
IN BYTE bBIlinkColor,
IN BYTE bBIlinkCount,
IN BYTE bPostColor );
MuraeT ABYXIBETHBIM CBETOIHOI0M, 3aTEM T'aCHUT WIH 3QKUI'aeT €ro MOCTOSHHO.
Yactota Mmuranmii - 2 ['11.
Crpykrypa 6aitroB bBlinkColorubPostColor.
e bur 0 - kpacHsbIif;
e bur 1 - 3eneHsIi;
e bur 2 - cunmi;
e burhl 3...7 - HE UCTIOJIB3YIOTCS.
pReader — ccpuika Ha 00bekT-uHTEpPEiic (cM. pyrkimro CLSCRFE Create);
bBlinkColor— uget MuraroIero CBETo U0 1a;

0 — He MUTaTh;

1 — Murare KpacHbIM;

2 — MHTaTh 3€JICHBIM;

3 — MUraTh KeITO-0PAHKEBBIM;

4 — MHUraTh CMHAM LBETOM(TIPU HATUYHH);

5 — murarb (pHOJIETOBBIM IIBETOM (TP HATTMYHH);

6 — MHraTh OGUPIO30BBIM IBETOM(TIPH HATUYUN);

7 — Murarh 0€JpIM 1BETOM(TIPH HAJTUY WH) ;
bBlinkCount— xommuectBo Muranuii (ecimu 0 - He MUTaTh);
bPostColor— nocrienyroiiee cOCTOsIHAE CBETOIUO/IA:

0 — moracurn;

1 — 3axKeub KpacHbIM;

2 — 3aKedb 3€JICHBIM;

3 — 3aKeUb KEITO-OPAHKEBBIM;

4 — 3aKe4Yb CHHUM LIBETOM(IIPH HATMY UH);

5 — 3akeub (ProIeTOBBIM IBETOM(TIPH HATUYHH);

6 — 3aKe4b OUPIO30BBIM LBETOM(TIPY HATTUYHH);

7 — 3akeub 0€JIbIM BETOM(TIPU HAJTMY UH).
Bo3sBpamiaemoe 3HaueHue:

0 — YCIIETIIHOE BBITIOJTHEHIE,
VHaue — OIIMOKA MPY BBITIOTHSHHN.

4.2.12 CLSCRF_Switches

LONG CLSCRF _Switches( IN LPVOID pReader,
INBYTE ucControl );

VcTaHaBMMBAaET COCTOSIHHUE BBIXOHBIX JIMHUIA.

Ha miate pacmioiokeHbl Tpy KOHTAKTa C HAJIIHIC MU

e "Out-" - MOeT OBITh TIOJAKIIOYEH K 3€MJIC CUMTHLIBATEIIS
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e "Out+" - MOXeT OBITh NOJKITIOYEH K +5B;

¢ '"T nepeBepHyTOE" - 3€MJISI CUUTBIBATEIIA.
[Ipu nogade muranwst (o ymosuanuto) Out- u Out+ He MOJAKITIOYEHBI.

ucControl — ynpasnenue koHtaktamu Out- u Out+
e 0x1X - ynpasienue konrakTom Out-

e 0x2X - ynpaienue koHrakTom Out+

e 0xX1 - Out- NOAKIIOYUTH K 3€MJI€ CUMUTHIBATEIS
e 0xX2 - Out+ noakimoyurs K +5B

IIpumepsl

OnHoBpeMeHHOE yrpaBiieHue KoHTaktamu Out- u Out+:

e 37 33 => Out- NOAKIIOYHUTE K 3eMJie cunThiBare s, Out+ noaximouuts K +5B

e 37 32 => Out- otkmouuth, Out+ MoaKIFOYHUTh K +5B

e 37 31 => Out- NOAKIIOYHUTE K 3eMJje cunuThiBaresi, Out+ OTKIIIOYHUTH

e 37 30 => otkmouurh Out- 1 Out+ (COCTOSHUE MO YMOITYAHHIO )

NunuBunyansroe ynpasienue Out+ (mpu 3Tom Out- ocTaeTcs B MPeKHEM
COCTOSTHHH):

e 37 22 => Qut+ o aKIFOYUTh K +5B

e 37 20 => otxmouutb Out+

NunuBunyansroe ymnpasienue Out- (pu 3roM Out+ ocTaeTcs B NMpesKHEM
COCTOSTHHH):

e 37 11 => Out- HOAKIIFOYUTH K 3€MJI€ CUUTHIBATEIIS

e 37 10 => oTtkmouuts Out-

[Mpumeuyanue
[Tpu muranmm ot USB orpannuenye Ha obiiee noTpedieHue ToKa CUUThIBaTeNIeM
300 MA.

Ha xonrakt Out+ npu noJIHOM Harpy3Ke CUUThIBaTelsl ocTaeTcs He 6omnee 150 MA.

Bo3sBparmiaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA MPY BBITIOTHEHHN.

4.2.13 CLSCRF_UART_Baudrate

LONG CLSCRF_UART Baudrate( IN LPVOID pReader,
IN DWORD dwBaudrate );

VYcraHnaBnmBaeT CKOpoCcTh 0OMeHa co cuurbiBaresieM nmo COM-niopry.
pReader — ccouika Ha 00bekT-uHTEpdeiic (cM. pynkimio CLSCRFE Create);
dwBaudrate — HoBast ckopocth 00MeHa o COM-nopTy; BO3MOKHBIE 3HAYEHHS :
9600,
14400,
19200,
38400,
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57600,

115200.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIEIIIHOE BBITIOJIHEHHE,
VHaue — OIIMOKA MPY BBITIOTHEHHN.

4.2.14 CLSCRF_EraseFlash

LONG CLSCRF _EraseFlash( IN LPVOID pReader );

Ouninaet flash-namsaTh cunTHIBATENS JJIS TIOCJICAYIOIICH 3aKCH OJIOKOB JTAHHBIX U
KIIFOYEH.

BpeMst BbinosHeHUst KOMaHIbI - 250Mc.

pReader — ccpuika Ha 00bekT-uHTEpPeiic (cM. pyrkimro CLSCRFE Create);

BosBpamaemoe 3HaueHue:

0 — YCTICIITHO€ BBITIOJIHEHHE,

VHaue — OIIMOKA MPH BBITIOTHEHHN.

4.2.15 CLSCRF_WriteFlashValue

LONG CLSCRF_WriteFlashValue( IN LPVOID pReader,
IN DWORD dwAddress,
IN LPBYTE pbValue );
pReader — ccouika Ha 00bekT-uHTepPeiic (cM. pynkimo CLSCRFE Create);
dwAddress — aapec 6noka flash-namsTi, B KOTOpBIH Cie1yeT 3anucaTh JaHHbIE
(0..239);
pbValue — ykazarenb Ha MmaccuB JaHHbIX (16 OaiiT), coepxaiuii JaHHbIe IS
3ammcu B 610k flash-maMsiTv cuuthiBaTe .
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHE HAML

4.2.16 CLSCRF_CheckFlashValueFilled

LONG CLSCRF _CheckFlashValueFilled( IN LPVOID pReader,
IN DWORD dwkFlashAddr,
OUT LPBYTE pbStatus );
pReader — ccoiika Ha 00bekT-uaTEpPeiic (cM. pynkimo CLSCRE Create);
dwFlashAddr — agpec 6;10ka ganseix Bo flash {0 ..239};
pbStatus — ko Bo3Bpara:
0x00 — pe3ynbTaT KOMaHAbl YCTICIIHbIM 1 OJIOK 3aI0JIHEH;
OxFF — pe3ynpTaT KOMaHAbl YCTICIIHBIA 1 OJIOK MYCT, APyrye 3HAYCHUS —
OIIMOKa MPH BINOJHEHUM KOMAaHIbI.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TMPH BBITIOTHSHHN.

© 2021 AkuyuoHepHoe obwecmeo “MukpodM”



BuonuoTteka Clscrfl.dll 109

4.2.17 CLSCRF_DirectlO_Reader

LONG CLSCRF DirectlO Reader( IN LPVOID pReader,
IN LPCBYTE pbSendBuffer,
IN DWORD dwSendLength,
OUTLPBYTE pbRecvBuffer,
IN OUT LPDWORD pdwRecvlLength );
OTmpaBisieT Ha CUUTHIBATEIh KOMAH/Y YIPABJICHHS .
OyHKIWET TO3BOJIAET MPOTPAMMIUCTY CaMOCTOSITENHHO (DOPMHUpPOBATh KOMAHIY HA
CUUTBIBATEIIb, 0€3 BHI30BA CTICIMAMBUPOBAHHBIX  (DYHKIMI OMOIMOTEKHN.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pynkimo CLSCRFE Create);
pbSendBuffer — maccuB 6aiiToB, Iepe1aBaeMbIX Ha CUUTHIBATEIb;
dwSendLength — xomuecTBO nepe1aBacMbIX HA CYUTHIBATEIb OANTOB;
pbRecvBuffer — MaccuB 17151 OTBETa OT CUMTHIBATEIA,
pdwRecvLength — ccbuika Ha mepeMeHHyI0, KOTOpas TMepe]] BhI30BOM (DYHKIMU
JIOJDKHA COJiepaTh pazMep maccuBa pbRecvBuffer, a Ha BbIxoze OyaeT comepxarh
KOJIMYECTBO MPUHATHIX OT CYUTHIBATESI OAUTOB OTBETA.
Bo3sspamaemoe 3HaueHue:
0 — YCTICUTHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.2.18 CLSCRF_WriteReaderConfig

LONG CLSCRF_WriteReaderConfig( IN LPVOID pReader,

IN BYTE ucMemType,

IN BYTE ucAddress,

IN BYTE ucLength,

IN LPBYTE pbValue );
[TumeT B maMATh CYUTHIBATEIIS N0 YKA3aHHOMY aJpecy psiJ 0aliToB KOH(UTyparyy.
pReader — ccpuika Ha 00bekT-uHTEpPEiic (cM. pynkimro CLSCRFE Create);
ucMemType — tun namsitu: 0x00 - RAM; 0x01 - Flash u RAM;
ucAddress — agpec HaganmbHOTO Oaiira korpuryparuu (0x00..0x07);
ucLength — nymHa 3anmcpIBacMOii oCIe10BATEILHOCTH OANT KOHPUTryparyn

(0x01..0x08);

pbValue — yka3arensb Ha MaCCUB JaHHBIX, COJICPXKAILIUIA JaHHbIE KOHDUTYPAIH.
Bo3Bpamiaemoe 3HaueHue:

0 — YCIIEIIIHOE BBITNIOJIHEHKE,

HHA4YEC — OIIHOKa IPH BBIIIOJIHCHNUN.

ucAddress:
Aapec Jdauna HazBanmue
0x00 1 Gaiir Rc663 14443A mks
0x01 1 Gaitr Rc663 14443B mks
0x02 1 Gaitr Rc663 15693 mks
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0x03 1 Gaitr RFU (Rc663 18000P3M3 mks)
0x04 1 Gaitr RFU (Rc663 18092mPI mks)
0x05 1 Gaitr Char Timeout bytes

IMapameTpsl no agpecam (Offset) 0x00..0x02 npeiHa3HAYE€HBI JJ1s1 HACTPO KU
KadyecTBa 0OMEHa JJaHHBIMU C KapTaMU COOTBETCTBEHHO cTaHmapToB 14443-A, 14443-
B, 15693.

ITo aTM agpecam pacTiosioKeHbI 0aNThI KOH(PHUTYPAIFH, OTIPE ICIITIOIIHIE
BHYTPEHHIOIO 33/IeP)KKY CUMTHIBATEIsI P paboTe ¢ KapTaMH COOTBETCTBYIOIIHX
CTaHIapTOB B MHUKpoceKyHaax. [To ymonuanmio onn umerot 3sauenne OXFF. Ecim oo
3aJ1aHO, TO CYUTHIBATEJIb YCTAHABJIMBAECT 3HAYCHHUE 3a/ICPKKH aBTOMATUY €CKH, Ha
OCHOBE OTIPE/IEJICHHOTO M0 Pa3JIMYHBIM MPU3HAKAM THIIA KapThl. Ecii 3HaueHue
3aJIepKKHU B KOHpUryparmn Haxoaurcs B quanazone 0x01..0xFE (0x00 - pe3eps), To
aBTOMAaTHYECKOE OTpe/IeNICHNAE OTKIIYAETCs, U 3TO 3HAYEHHE OY/ET HCTI0JIh30BaHO
MPUHYTUTEJIBHO JUUISL BCEX OTIEpalyii ¢ KapTOil COOTBETCTBYIOLIErO TUra. B ciryuae,
€CJIM KapTa CUUTHIBAETCS] HECTAOWIHLHO, TO, BO3MOKHO, Py4Hasi pErYJIMPOBKa TaHHOTO
napameTpa TO3BOJIUT YMEHBIIHUTh WK yOpaTh HECTAOMIHHOCTD.

MapameTpsl mo agpecam 0x03..0x04 3ape3epBrUpOBaHbI 1151 UCTIOJIB30BaHUS B
Oymymem.

IMapameTp no aapecy 0x05 npeHa3HAUEH /1JIs1 HACTPO KU MPU3HAKA 3aBEPIICHUS
Kajpa pu oOMeHe ¢ xocToM 1o uarepdericam RS232 u RS485.

3uauenue OxFF 11 kaxaoro napameTpa 03HadyaeT, 4To M0JIb30BaTE b HE MEHSIT
ATOT NapaMeTp, a UCIIOJIb3YETCS 3HAUECHUE TI0 YMOJTYAHUIO.

Ha ctabuisHOCTH 0OMEHA ¢ KapTaMHu BIMSIET MHOKECTBO (PAKTOPOB, BKITFOUast
HaJIMY e METAUINYECKHX IPEAMETOB, IOBEPXHOCTE N BOJIM3U CUUTHIBATEIS, IPOBOJIOB,
ANIEKTPOMATrHUTHBIX TOJIeH, Ka4eCTBO UCTOYHHMKA IUTanus. Kpome Toro, caMu KapThl
MOTYT UMeTh JteekThl. Ha npeneabHo Manbix ¥ 00JIBIINX PACCTOSTHHASAX J10
CUUTBIBATEJISI KapThl MOTYT YUTATHCSI, TUOO 3alMCHIBATHCSA HECTAOMIHHO. XOTS
peryJMpoBKa NapaMeTpOB BHYTPEHHEH 331 PyKKU K MOXKET HEMHOTO TOBIIMSTH HA
KaueCcTBO 0OMEHA, OJTHAKO NEPBOCTENICHHBIM SIBJIICTCS BIMSHUE M€ PEYUCIIEHHBIX
BbIlIEe (PAKTOPOB.

[Tpu3Hak 3aBepiieHus Kaapa (mapameTp 5) - 3TO IPOMEXKYTOK CIIOKOWHOTO
COCTOSTHUSI IIIMHBI, MI3MEPSEMBIi B 0aiiTax (CM. OTIHCaHKEe TIPOTOKOJIA).

[To ymomuanuio 310 3HaUeHUE paBHO 3. BO3MOXkHbIE 3HAUEHUS JIJIS1 ITOTO
rapaMeTpa Jiexkar B rpejienax oT 4 1o 254.

4.2.19 CLSCRF_ReadReaderConfig

LONG CLSCRF_ReadReaderConfig( IN LPVOID pReader,
IN BYTE ucMemType,
IN BYTE ucAddress,
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IN BYTE ucLength,
OUTLPBYTE pbValue );
BrrauThiBaeT U3 naMsTH CUMTHIBATENS 10 YKa3aHHOMY afipecy psij 0alToB
KOH(pUryparmm.
pReader — ccpiika Ha 00bekT-uaTEpPeiic (cMm. pynkimo CLSCRFE Create);
ucMemType — v namsti: 0x00 - RAM; 0x01 - Flash ¢ 3amucsio B RAM;
ucAddress — anpec HavanpHOTO Oaiita koHpuryparmu (0x00..0x07);
ucLength — nyHa BerauTHIBaEMO¥ TIOCIIE JOBATEILHOCTH OalUT KOHPHUTryparmn
(0x01..0x08);
pbValue — ykazareinp Ha MacCUB JJaHHbIX, B KOTOPBIN OY/1yT BBIYUTAHbI 1AHHBIE
KOH(pUryparmm.
BosBpaiiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.2.20 CLSCRF_ResetReaderConfig

LONG CLSCRF_ResetReaderConfig( IN LPVOID pReader,
IN BYTE ucMemType,
IN BYTE ucAddress,
IN BYTE ucLength );
COpacbiBaeT KOHPUrypalMio B CYUTHIBATENIE TI0 YKa3aHHOMY aJIpeCy B 3HAUEHUSI TI0
YMOJTYaHHIO.
pReader — ccpuika Ha 00bekT-uHTEpPEiic (cM. pyrkimro CLSCRFE Create);
ucMemType — tun mamsiti: 0x00 - RAM; 0x01 - Flash u RAM;
ucAddress — agpec HauambHOTO Oaiita koHpuryparmu (0x00..0x07);
ucLength — nnvHa cOpackBaeMoii MoCIe10BaTEILHOCTH OAT KOH(HTyparmn
(0x01..0x08);
pbValue — yka3atenb Ha MacCHB J1aHHBIX, B KOTOPBINA OYAYT BEIYUTAHbI JJAaHHbIE
KOHPUTyparyu.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TMPH BBITIOTHSHHN.

4.2.21 CLSCRF_ISO14443_ActivateEx

LONG CLSCRF _1S014443 ActivateEx(IN LPVOID pReader,
IN BYTE ucCardStandard,
IN BYTE ucCID,
IN BYTE ucBaudrate,
IN BYTE ucRfOffTime,
IN BYTE ucRfOnPause,
IN BYTE ucDisable TCLSwitch,

IN BYTE ucAFI,
IN BYTE ucExtATQ,
IN BYTE ucSni,
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OUT LPBYTE pbATQ,

OUT LPBYTE pucSAK,

OUT LPBYTE pbATS,

OUT LPBYTE pbUID,

IN OUT LPBYTE pucUIDLength,

OUT LPBYTE pucMBLI,
OUT LPBYTE pbATQB,
IN OUT LPBYTE pucATQBLength);
AxtuBupyet kapthbl ISO 14443-A wm -B w3 coctosiusa IDLE u nepeBoaur ux B
pexxum T=CL.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucCardStandard — ucnonb3yemsbiii ctannapr (ISO14443A - 0x00, 1SO14443B -
0x01);
ucCID — noruueckuii uneHTUPUKaTOp KapThl 17151 0OMeHa o npotokoiay T = CL (cm.
ISO 14443-3 7.10.6);
ucBaudrate — yctanaBimmBaeMasi CKOpOCTbh 0OMEHA C KapTOil:
ourel 7-4 — pe3epB
Ourbl 3-2 — ycTaHaBIMBaeMasi CKOpPOCTh npruema B peskumax SO 14443
(MOTOK JAHHBIX OT KapThl K CUYUTHIBATEIIO):

00— 106 x0o;
01-212 x6ox;
10— 424 x6onx;
11— 848 xbox;

ourpl 1-0 — ycTaHaBimmBaeMasi CKOpOCTh nepeaadn B pexumax [SO 14443
(TIOTOK TaHHBIX OT CUMTHIBATEISI K KapTe):

00— 106 x6os;
01-212 k6o,
10—-424 x6ox;
11— 848 xbon;

ucRfOffTime — nnurensHOCTH [MS] OTKIIIOUEHMS 1014 niepe ] BkirouenueM (0..127);
ucRfOnPause — nonosurensHas nay3a [ms] nocie Bmoyenus noiist (0..127);
ucDisableTCLSwitch — ve nepexoaurs B T=CL (0x00 - mepexomuts, 0x01 - =He
MIEPEXO/IUTD );

ucAfi — wienrudukarop cemericta npwioxennii (st [SO14443B);

ucExtATQ - wcnonb3oBanue pacimpenHoro ATQ (mis 1SO14443B, 0x00 - ne
ucnoJib3oBark, 0x01 - ucnosnb3oBars);

ucSni — ko konmmyecTBa BpeMeHHbIx ciotoB: 0 => SlotQuantity = 1 cior;

1 => SlotQuantity = 2 ciora;

2 => SlotQuantity = 4 ciora;

3 => SlotQuantity = 8 cJ0TOB;

4 => SlotQuantity = 16 c10TOB;
pbATQ - ccriika Ha MaccuB (2 Oaiira), B koTopble OyneT nomemnieH ATQ kapThl (st
ISO14443A);
pucSAK — ccrpuika Ha maccuB (1 Oaiir), B koTOpbIil OyneT nomemieH SAK kapThl (171st
ISO14443A);
pbATS — ykazareib Ha MacCHB JaHHBIX, B KOTOPBINA OyJeT 3anucan npountanHeii ATS

© 2021 AkuyuoHepHoe obwecmeo “MukpodM”



BuonuoTteka Clscrfl.dll 113

kaptel (ans [SO14443A);

pbUID — ccpuika Ha MaccuB He MeHee 10 OaiftoB, B KOTOpbIM OyneTr momemieH
yHuKabHbl  waeHrugukarop kaptel (UID nns ISO14443 A, PUPI niis [SO14443B);
pucUIDLength — ccbulka Ha NepeMEHHyI0, KOTOpas Iepe]] BbI30BOM (YHKLMU
JIOJDKHA cojepxkarh pazmep MaccuBa pbUID, a Ha BbIXone OyaeT conaepxkarhb
JEHCTBUTENIbHYIO JUIMHY YHUK&IbHOTO WIAEHTU(UKATOpa KapThl, NOMELICHHOTO B
maccuB pbUID (Bo3mosxHbIe 3HaueHws - 4, 7 wm 10);

pucMBLI — cchuika Ha IEpeMEeHHyI0, B KOTOpYI0 OyaeT nomemieHo 3nadenne MBLI
CID (nns ISO14443B);

pbATQB — cchuika Ha MaccuB, B KOTOpbIM OyneT momemieH ATQ kaprtel (s
ISO14443B):
- PUPI — 4 Gaiira;

- AppData — 4 Gaiira;
- ProtInfo — 3 wm 4 Gaiira;
pucATQBLength — ccruika Ha nepeMeHHyl0, B KOTOPYIO OyJeT MOMEIIeH pa3Mep
cuuranHoro ATQ kaptel (s ISO14443B).
Bo3sspamaemoe 3HaueHue:
0 — YCTICUTHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.2.22 CLSCRF_ISO14443_4_Exchange

LONG CLSCRF _ISO14443 4 Exchange( IN LPVOID pReader,
IN DWORD dwOption,
IN LPCBYTE pbSendBuffer,
IN DWORD dwSendLength,
OUT LPBYTE pbRecvBuffer,
IN OUT LPDWORD pdwRecvLength );
BrimosiasieT 00MeH JaHHBIMU ¢ KapToi 1o npotokoiay T=CL.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
dwOption— mapameTp OIIMiL:
omvo w3  PH EXCHANGE DEFAULT , PH EXCHANGE TXCHAINING ,
PH EXCHANGE RXCHAINING , PH EXCHANGE RXCHAINING BUEFSIZE .,
CJIOKEHHOE c Mmo00H  KoMOHMHAIMEH m PH EXCHANGE TX CRC,
PH EXCHANGE RX CRC,PH EXCHANGE PARITY ,
cioxxennoe ¢ mo0oit komOmnHaiperr w3 PH EXCHANGE LEAVE BUFFER BIT |,
PH EXCHANGE BUFFERED BIT ;
pbSendBuffer — Oydep ¢ nanHbIMU 114 IEpe1aum;
dwSendLength — xonmmuecTBO Gailr 17151 epeauy;
pbRecvBuffer — 6ydep ni1s pazmenieHus NpUHITHIX OaiT;
pdwRecvLength — komuuecTBO NPUHATHIX OAAT;
Bo3sspamaemoe 3HaueHue:
0 — YCTICITHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUM.
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4.3

4.3.1

4.3.2

4.3.3

Koundurypauus ycrpoiicts Ha munHe RS485

CLSCRF_GetlOAddress

LONG CLSCRF_GetlOAddress( IN  LPVOID pReader,
OUT LPBYTE pblOAddr );

Beimaer anpec ycTpoicTBa, ¢ KOTOPBIM MPOU3BOIUTCS OOMEH JaHHBIMU.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
pbIOAddr — anpec nepemMeHHOH, B KOTOPYIO OyAET MOMEIIeH

aJpec yCTPOWCTBA, C KOTOPBIM MPOM3BOIUTCST OOMEH JTAHHBIMH.
BosBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML

CLSCRF_SetlOAddress

LONG CLSCRF_SetlOAddress( IN LPVOID pReader,
IN BYTE bIOAddr );
3amaeT agpec yCTpOICTBa, C KOTOPBIM OyIeT MPOM3BOIUTHCS OOMEH JTaHHBIMMU.

3Hauenune aapeca 0 JOMyCTHMMO JIMIIb NPU YCJIOBUM, YTO Ha mmHe RS485 Haxomurcs
TOJIKO OJIUH CUUTHIBATEb.
pReader — ccriika Ha 00bekT-uaTEpPeiic (cMm. pynkimro CLSCRFE Create);
bIOAddr — anpec ycTpoicTBa, ¢ KOTOPBIM OyIET MPOM3BOIUTHCSI OOMEH JaHHBIMH.

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIETIIHOE BBITIOJTHEHIE,

VHaue — OIIMOKA MPY BBIIOTHSHHN.

CLSCRF_ReadDeviceAddress

LONG CLSCRF ReadDeviceAddress( IN LPVOID pReader,
OUT LPBYTE pbDevAddr );
Beinaet agpec yctpoiictBa. Ecim agpec ycTpolicTBa HEM3BECTEH, HEOOXOIUMO
OCTaBUTh YCTPOUCTBO Ha mimHe RS485 enauHCTBEHHBIM, 3a1aTh ajgpec oomena 0 (cM.
CLSCRF_SetlOAddress ()) v BbI3BaTh TaHHYIO (DYHKIMFO.

pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
pbDevAddr — anpec nepeMeHHOMH, B KOTOPYIO OYAET MOMEIIeH
aJpec yCTpOMCTBA.
Bo3sBparmiaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML
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4.3.4 CLSCRF_WriteDeviceAddress

LONG CLSCRF_WriteDeviceAddress( IN LPVOID pReader,
IN BYTE bDevAddr );
3aaeT yCcTpoiCTBY HOBBIH apec U 3amickiBaeT ero Bo flash-mamsitu.

pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
bDevAddr — HOBBII agpec yCTpOUCTBA.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.4  YnpaspiieHue 3alIUIIEHHBIM PeKHMOM

4.4.1 CLSCRF_Crypto_SaveAESKeysToFile

LONG CLSCRF_Crypto SaveAESKeysToFile( IN LPSTR IsFileName,
IN LPBYTE pblV,
IN LPBYTE pbKeys,
INDWORD dwKeysCount,
IN LPSTR IsPassword);
IsFileName— ASCII-ctpoka ¢ mMeHeM (aiina, 10JHKHA 3aKaHIUBAThCST HYJIEM;
pbIV — ykasarenp Ha MaccuB (16 Oaifr), coaepkamuii BEKTOP HHUIMAIMBAIN
3amMchIBaeMblid B (paiii KiTtoue U CITy Kalluii 1J1s ero 3a/pacin@poBKY;
pbKeys — ykazatenb Ha mMaccMB Kmodel (Kakaelid mo 16 OaiiT), 3ammchIBacMBbIA B
(pait,
dwKeysCount — ko1M4eCcTBO 3aICHIBAEMBIX B (Daidsl KITIOYEi;
IsPassword — cTtpoka ¢ mapojem, UCNOJb3YEeMbIM JUId mdpaipm ¢ailia KiIroden
(ASCII-cTpoka, 3aBepIaroIascs HyJeM).
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.4.2 CLSCRF_Crypto_GenerateAndSaveAESKeysToFile

LONG CLSCRF_Crypto GenerateAndSave AESKeysToFile(IN LPSTR IsFileName,
INDWORD dwKeysCount,

IN LPSTR IsPassword);

IsFileName— ASCII-ctpoka ¢ mMeHeM (aiina, 10JHKHA 3aKaHIUBATHCST HYJIEM;

dwKeysCount — K0JIM4ECTBO F€HEPUPYEMBIX U 3aIUCHIBAEMBIX B (paill Kitoueis;

IsPassword— ctpoka ¢ mapojyiem, UCTIOJIb3YeMbIM JUIs HudpoBanus Gaiiia KIrodei

(ASCII-

CTPOKA, 3aBEPIIAOLIAsACS HyJIEM ).
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4.4.3

4.4.4

4.4.5

Bo3Bpamaemoe 3HaueHuUE:
0 — YCIIEIIHOE BBIIOJIHEHME,
VHaue — OIIMOKA NPY BBITIOJTHEHAML.

CLSCRF_Crypto_LoadAESKeysFromFile

LONG CLSCRF_Crypto LoadAESKeysFromFile( IN LPVOID pReader,

IN LPSTR IsFileName,

IN LPSTR IsPassword,

OUT LPDWORD IdKeysCount);
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pynkimo CLSCRFE Create);
IsFileName— ASCII-ctpoka ¢ nmeHeM (aita, 10DKHA 3aKaHIUBATHCS HyJIEM;
IsPassword — ctpoka ¢ maposiem, koTtopbiM 3ammuppoBan ¢aitn kmoueit (ASCII-
CTPOKA, 3aBEPIIAIOIASACS HYJIEM);
l1dKeysCount — KoIM4eCcTBO KIFOUYEi, KOTOpoe TpeOyeTcsl 3arpy3urh M KOJINYECTBO
10 (aKTy 3arpy’KeHHBIX KIIFOUEH MoCIIe OTeparH.

BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

CLSCRF_Crypto_WriteFlash_AESKeys

LONG CLSCRF_ Crypto WriteFlash AESKeys( IN LPVOID pReader,

IN DWORD dwStartKey,

IN DWORD dwKeysCount );
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
dwStartKey — Homep ki1r04a, ¢ KOTOPOTo TpeOyeTCsl HavaTh 3ariCh;
dwKeysCount — konrdecTBO KIItOUeH, KoTopoe TpeOyeTcs 3armmcars Bo flash-mamsrs
CUMTBIBATEIIs (3alMCh NPOU3BEAETCS B aHAOTMYHbIe OJokH flash-mamsiTy).

BosBpaiiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHUML.

CLSCRF_Crypto_AuthenticateReader

LONG CLSCRF_Crypto_AuthenticateReader( IN LPVOID pReader,

IN BYTE ucAuthType,

INDWORD dwKeyNumber );
[TpomsBoaut ayreHTH(DUKAIMIO (COPOC ayTeHTU(DUKAIIM) CUYUTHIBATEIISI U XOCTA

0 yKa3aHHOMY KJTFOUY M BKJIFOUAET PEKUM MTU(PPOBAHHOTO 0OMEHa MEKITY HUMMU.
Knrou nomkeH ObITh TipeiBapUTeNIbHO 3arpyskeH Bo flash cuurbiBaresst u Bo
BHYTPEHHHI MaccHB Kirodeit 6nomotexn. Homepa kimroueit 10mKHbI COBIIAAaTh.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucAuthType - tun ayrenrmpukaimm (0x00 — cOpoc ayrenrupukammm, 0x01 -
ayTeHTApYKaIs ),
dwKeyNumber — nomep 6s10ka flash-nmamsiTi cuuteiBaTesns 1 0OTHOBPEMEHHO HOMED
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3alcy BO BHYTPEHHEM MacCHBE KIIOUeil OMOIMOTEKH, U3 KOTOPOTO TpeOyeTcs B3SITh
3HAUYCHWE B KAYECTBE KIIOYA IS AYyTCHTU(PUKAIMK M TOCJEAYIOIIETO BBIYHCIICHUS
CECCHOHHOTO KITF0Ya MU(PPOBaHKS JTAaHHBIX B 3aIIMIICHHOM PEKHME.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

VHaue — OIIMOKA NPY BBITIOJTHEHAML

4.4.6 CLSCRF_Crypto_SetEncryptionMode

LONG CLSCRF_Crypto_SetEncryptionMode( IN LPVOID pReader,
IN BOOL fEncryptionMode );

[TpyHy TUTEITFHO yCTaHABIMBACT PEXKIM OOMEHA Ha CTOPOHE XOCTA.
Bb3bIBacTCS B Cilydae, €CIM CUUTHIBATEIIh BBIIIEI B OTKPBITHINA PEKHM OOMEHa 1
TpeOyeTcst BpyUdHYI0 MI3MEHHUTH PEXUM 0OMEHa XOCTa.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
fEncryptionMode — pexxum o6meHa (1 - mmdpoBanHbiii, 0 - OTKPBITHIN)

BosBpamaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHKE,

VHave — OIIMOKA TPH BBITIOJTHEHAML

4.4.7 CLSCRF_Crypto_GetEncryptionMode

LONG CLSCRF_Crypto_GetEncryptionMode(IN LPVOID pReader,
OUT PBOOL pfEncryptionMode );

CUuThIBaeT TEKYIIHI peXUM 0OMEHA Ha CTOPOHE XOCTa.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
pfEncryptionMode — ykazarens Ha nepemennyto tiria BOOL, B koTopyro Oyaer
noMenI¢H NpoYUTaHHbIN pexxuM oOMmeHa (1 - mmppoBaHHbIi, 0 - OTKPHITHIN)

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIETIIHOE BBITIOJTHEHIE,

VHaue — OIIMOKA MPY BBITIOJTHSHHN.

4.5 PadoTa co CIUCKOM KapT

451 CLSCRF_Cards_Add

LONG CLSCRF_Cards_Add( IN CLSCRF CARD * pCard );
JloGaBmnsieT ykazaresb Ha 0ObEKT KapThl B CIIHICOK KapT.
pCard — yka3aresnb Ha 00BEKT KapThl.
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.
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4.5.2 CLSCRF_Cards_GetFirst

LONG CLSCRF_Cards_GetFirst( OUT CLSCRF _CARD ** ppCard );
Bo3sBpamaer ykasarenp Ha NEpByIO KapTy B crmcke Kapr. Bosspamaer NULL,
€CJIM TAKOM KapThl HE B CIIUCKE.
ppCard — yka3aresb Ha yKa3zaresb Ha 00BEKT KapThl.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TMPH BBITIOTHSHHI.

4.5.3 CLSCRF_Cards_GetLast

LONG CLSCRF_Cards_GetLast( OUT CLSCRF _CARD ** ppCard );
Bo3sBparaeT yka3aresps Ha OCJIEAHIOK KapTy B crMcke KapT. Bo3spamaetr NULL,
€CJIM TaKO} KapThl HE B CIIUCKE.
ppCard — yka3zatenb Ha yka3arelb Ha 00BEKT KapThl.
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

4.5.4 CLSCRF_Cards_Get

LONG CLSCRF_Cards_Get( IN int iCardIndex, OUT CLSCRF CARD ** ppCard );
Bo3BpamaeT ykazarenb Ha KapTy € 3aJaHHbIM HHIEKCOM B CIINCKE KapT.
Bo3sspamaer NULL, eciu Tako# KapTsl HE B CIIMCKE.
iCardIndex — MHIEKC KapThl B CIMCKE KapT;
ppCard — yka3aresp Ha yKa3zaTesb Ha 00BEKT KapThl.
Bo3sspamaemoe 3HaueHue:
0 — YCTICUTHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.5.5 CLSCRF_Cards_GetCount

LONG CLSCRF_Cards_GetCount(OUT int* piCardsCount );
Bo3BpaiaeT KomuecTBO KapT B CIUCKE.
piCardsCount — ykazaTesb Ha IEPEMEHHYIO, IPUHUMAIOIIYIO 3HAYE€HHUE KOJIMYECTBA.
Bo3sspamaemoe 3HaueHue:
0 — YCTICITHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.5.6 CLSCRF_Cards_Clear

LONG CLSCRF Cards_Clear();
OuMiaeT CrMcoK KapT (HO He yAaseT U3 MaMsITU 0OBEKTHI KapT).
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Bo3Bpamaemoe 3HaueHuUE:
0 — YCIIEIIHOE BBIIOJIHEHME,
VHaue — OIIMOKA NPY BBITIOJTHEHAML.

4.5.7 CLSCRF_Cards_SetCurrent

LONG CLSCRF_Cards_SetCurrent( IN CLSCRF CARD * pCard );
YcTaHaBIMBaeT KapTy, Kak TEKYIIYIO.
pCard — yka3arenb Ha 00BEKT KapThl.
Bo3sspamaemoe 3HaueHue:
0 — YCTICUTHOE BBINOJTHEHNE,
VHaue — OIIMOKA NPY BBITIOJTHEHUML.

4.5.8 CLSCRF_Cards_GetCurrent

LONG CLSCRF_Cards_GetCurrent( OUT CLSCRE _CARD ** ppCard );
BosBparaeT ykasaresb Ha TEKYIIYIO KapTy.
ppCard — yka3aresp Ha yKa3zaTesb Ha 00BEKT KapThl.
Bo3sspamaemoe 3HaueHue:
0 — YCTICUTHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.5.9 CLSCRF_Cards_Search

LONG CLSCRF_Cards_Search( IN int UID_Len,
IN PBYTE pUID,
OUT CLSCRF_CARD ** ppCard );
Bemomnser nouck xaptel no 3amanHoMy UID. Bosspamaer NULL, ecim takoi
KapThl HE B CIIMCKE.
UID_Len — nqyvna UID kaprsr;
pUID — ykazarenb Ha maccuB Oaiit ¢ UID kaptsr;
ppCard — yka3aresp Ha yKa3zaresb Ha 00BEKT KapThl.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIHMOKA TPH BBIIOTHSHHN.

4.5.10 CLSCRF_Cards_CreateNew_A

LONG CLSCRF_Cards_CreateNew_A( IN BYTE bRfMode,
IN PBYTE pbATQ,
IN PBYTE pbSAK,
IN PBYTE pbUID,
INDWORD UID_Len,
OUT CLSCRF_CARD ** ppCard );

Coznaér o0bexT kaptel [SO14443A.
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bRfMode — pexum RF;
pbATQ — ykazarenb Ha MaccuB, conepxamuii ATQ KapTsr;
pbSAK — yka3zaresb Ha MaccuB, cogepxammmii SAK kapTsr;
pbUID — ykazarenb Ha maccuB Oaitt ¢ UID kaptsr;
UID_Len — nqnvnHa UID kaprtsr;
ppCard — yka3zatenb Ha yka3arelb Ha 00BEKT KapThl.
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML.

4.5.11 CLSCRF_Cards_CreateNew_B

LONG CLSCRF_Cards CreateNew B( IN BYTE bRfMode,
IN DWORD* pdwPUPI,
IN DWORD* pdwAppData,
IN DWORD?* pdwProtlnfo,
IN int CardCount,
OUT CLSCRF_CARD ** ppCard );
Coznmaér 00bekThl KapT 1SO14443B u aBToMaTHiecku 100aBISIET UX B CIHMCOK
Kapr.
bRfMode — pexum RF;
pdwPUPI — ykazarens Ha maccus, conepxamuii PUPI kapr;
pdwAppData — yka3arens Ha MaccuB, cojiepxamiuii AppData kapr;
pdwProtInfo — yka3arens Ha maccuB, cogepxaruii ProtInfo xapr;
CardCount — KOIMYECTBO CO34aBa€MBIX OOBEKTOB;
ppCard — yka3aresp Ha yKa3zaTesb Ha 00BEKT MOCJIeAHEeH CO3TaHHO I KapThI.
Bo3sBpaiiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHaue — OIIMOKA MPH BBITIOJTHEHAML.

4.5.12 CLSCRF_Cards_CreateNew15693

LONG CLSCRF_Cards CreateNew15693( IN BYTE bRfMode,
IN BYTE* pbData,
IN DWORD dwCount,
OUT CLSCRF_CARD ** ppCard );
Coznaér o6wextsl Kapt ISO15693 u aBTOMarHMyecku N00aBISIET UX B CIHCOK
Kapr.
bRfMode — pexxum RF;
pbData — yka3arenb Ha MaccuB, coaepxammii DSFID, UID kapr;
dwCount — KOJIMYECTBO KapT;
ppCard — yka3aresp Ha yKa3zaTesb Ha 00BEKT MOCJIeIHEeH CO3/TaHHO M KapThI.
Bo3sspamaemoe 3HaueHue:
0 — YCTICITHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUM.
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4.5.13 CLSCRF_Cards_Delete

LONG CLSCRF_Cards Delete( IN int UID_Len,
IN PBYTE pUID );
VY nanser kapry no 3agansomy UID.

UID_Len — nqnvnHa UID kaprtsr;

pUID — ykazarens Ha maccuB Oaift ¢ UID kapThi.
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.5.14 CLSCRF_CARD

typedef struct CLSCRF _CARD
{
unsigned int Timeout; //etu= 128/fc = 9,4 us
unsigned int CardType;
int UID Len;
unsigned char UID[32];
union {
struct { //14443-A
unsigned char ATQA [2];
unsigned char SAK;
unsigned char ATS [37]; //if 14443-4 only
§5
struct { //14443-B
unsigned char AppData [4];
unsigned char ProtInf [3];
unsigned char Attrib [33];
}s
struct { // 15693
unsigned char DSFID;
unsigned char SLI Data[39]; // not used
}s
struct { //ICODE EPC
unsigned char CRC16 [2];
unsigned char EPC_Data[38]; // not used

}9
} ATQ;
unsigned char CID;
unsigned char Active;
unsigned char RfMode;
unsigned char BlockNumberBit;

} CLSCRF_CARD;
- uapopMaIys O Kapre:
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Timeout — TaiimayT oTBeTa KapThl = <tnepuo >/ 9,4us (6800 myst neprioga 64Mc — 1o

YMOJTUaHHIO )

CardType — Tum kapTsI:
#define CLSCRF _ICC TYPE 14443A  0x01
#define CLSCRF _ICC _TYPE 14443B  0x02
#define CLSCRF_ICC TYPE 15693  0x04
#define CLSCRF _ICC TYPE ICODE 1  0x08
#define CLSCRF _ICC _TYPE ICODE EPC 0x20
#define CLSCRF _ICC TYPE ICODE UID 0x40
#define CLSCRF_ICC _TYPE NEXT RFU 0x80

UID_Len — qymHa uneHtudukaropa KapThr,

UID — uneHtudukaTop KapThl;

ATQATQA - cootBetcTBeHHO, ATQ KapThl [SO14443A;

ATQ.SAK - cootBeTcTBeHHO, SAK KapThl [SO14443 A,

ATQ.ATS — cootBetcTBeHHO, ATS KapThl [SO14443A;

ATQ.AppData — nannbie npwioxenus kaptsl [SO14443B;

ATQ.ProtInf — undopmarus o npotoxose kaptel [SO14443B;

ATQ.Attrib — artpuoyTs! KapTel [ISO14443B;

ATQ.DSFID — DSFID xapts1 ISO15693;

ATQ.SLI Data — nansble kaptsl [ISO15693;

ATQ.CRC16 — CRC16 kapte1 ICode EPC;

ATQ.EPC Data — xon xaptsl [Code EPC;

CID — ceccHOHHBIH HIIEHTU(HUKATOD KapThl;

Active — IpU3HaK aKTUBHOCTY KapThI,

RfMode — pexiM KOMMYHUKALIMU KapThl;

BlockNumberBit— 6ur uéTHOCTH HOMEpa OJI0Ka.

4.6  YnpapieHue kapramu Tuna A cranaapra ISO 14443

4.6.1 CLSCRF_Activate_Idle_A

LONG CLSCRF_Activate Idle A( IN LPVOID pReader,

OUTLPBYTE pbATQ,

OUT LPBYTE pbSAK,

OUT LPBYTE pbUID,

IN OUT LPDWORD pdwUIDLength );

AxtrBrpyeT Kapty 14443-A m3 coctostaust IDLE (cm. ISO 14443-3 1.6.3).

pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
pbATQ — ccriika Ha MaccuB (2 Oaiira), B koTopble OyaeT nomenieH ATQ kapTsr;
pbSAK — ccpuika Ha maccuB (1 6aiir), B KoTophIii OyaeT nomenieH SAK kapTsl;
pbUID — cchuika Ha mMaccuB He MeHee 10 OaifroB, B KOTOpBI OyAeT MOMEIIEH
yHUKQTbHBI wieHrupukarop kaptsl (UID);
pdwUIDLength — cchuika Ha TEepeMEHHYIO, KOTOpas Iepe]] BbI30BOM (DYHKLMU
JOJDKHA cojepxkarh pazmep MaccuBa pbUID, a Ha BbIxone OyaeT conaepxkarhb
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JNEUCTBUTENILHYIO JJIMHY YHUKAIBHOTO WICHTHU(HUKATOpa KapThl, MOMEIICHHOTO B
maccuB pbUID (Bo3MoxHbIe 3Hauenus - 4, 7 wm 10).

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIETIIHOE BBITIOJTHEHIE,

VHaue — OIIMOKA MPY BBITIOTHEHHN.

4.6.2 CLSCRF_Halt_A

LONG CLSCRF_Halt_A( IN LPVOID pReader );
JHeaxtuBupyeT kapty 14443-A B coctosinne HALT (cm. ISO 14443-3 1.6.3).
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pynkimo CLSCRFE Create);
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIETIIHOE BBITIOJTHEHIE,
VHaue — OIIMOKA MPH BBITIOTHSHHN.

4.6.3 CLSCRF_Activate_Wakeup_ A

LONG CLSCRF_Activate Wakeup A( IN LPVOID pReader,
IN LPBYTE pbUID,
IN DWORD UIDLength,
OUT LPBYTE pbATQ,
OUT LPBYTE pbSAK );
AxtvBrpyet Kapty 14443-A us coctosinmst HALT (cm. ISO 14443-3 1.6.3).
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
pbUID — ccpuika Ha mMaccuB He Menee 10 0GaifToB, B KOTOPOM TNepes BHI30BOM
GyHKIMM  JTOKEH OBITh MOMENIEH YHUKAbHbIA uiaeHTtudukarop kaptsl (UID);
UIDLength — nnvHa yHUKaTbHOTO WICHTU(UKATOPA KapThl, KOTOPBIM CONEPKUTCS B
maccuse pbUID;
pbATQ — ccruika Ha MaccuB (2 Oaiira), B koTopble OyaeT nomenieH ATQ kapTsr;
pbSAK — cchuika Ha maccuB (1 6aifr), B koTopblii OyaeT nomenieH SAK kapTsl.
Bo3Bpariaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
vHave — OLIMOKA NPY BBITIOJTHEHHHL.

4.6.4 CLSCRF_ISO14443A_4_RATS

LONG CLSCRF ISO14443A 4 RATS( IN LPVOID pReader,
INBYTE ucCID,
OUTLPBYTE pbATS);
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucCID — noruueckuii uaeHTuduKarop Kaptel At oomena o npotokory T= CL (cm.
ISO 14443-3 7.10.6);
pbATS — ykazareib Ha MacCHB JaHHbBIX, B KOTOPBINA OyJeT 3amucad npountanHbii ATS

KapThL.
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITNIOJIHEHKE,
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VHaue — OIIMOKA MPH BBITIOJTHEHAWL.

4.6.5 CLSCRF_ISO14443A_4_PPS

LONG CLSCRF ISO14443A 4 PPS( IN LPVOID pReader,
IN BYTE ucCID,
IN BYTE ucBaudrate );
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucCID — ormyeckuii uneHTUrKarop KapThl 11 ooMena 1o npotokoiry T= CL (cM.
ISO 14443-3 7.10.6);
ucBaudrate — yctaHaBimmBaeMas cKOpOCTh OOMEHA C KapTOK:
ourel 7-4 - pe3epB
Ourbl 3-2 - ycTaHaBIMBaeMas CKOpOCTH mpriema B pexumax [SO 14443
(TIOTOK JTAHHBIX OT KApThl K CYUTHIBATEITIO):
00- 106 x6on
01-212 xbox
10-424 xbonx
11-848 xbon
Ourbl 1-0 - ycTaHaBmMBaeMas CKOpOCTb repenadu B pexumax [SO 14443
(MOTOK JJaHHBIX OT CUUTHIBATEJIS K KapTe):
00-106 xOox
01-212xbon
10-424 x6on
11- 848 xbox
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHE HAML

4.6.6 CLSCRF_ISO14443A_4 Activate

LONG CLSCRF 1SO14443A 4 Activate( IN LPVOID pReader,
INBYTE ucCID,
IN BYTE ucBaudrate,
OUTLPBYTE pbATS);
pReader — ccpuika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucCID — noruueckuii waeHTHpUKaTop KapThl 111 oOMeHa no nporokony T= CL (cwm.
ISO 14443-3 7.10.6);
ucBaudrate — yctaHaBimBaeMas cKOpOCTh OOMEHaA C KapTOM:
oursl 7-4 - pezepB
Ourbl 3-2 - ycTaHaBIMBaeMas CKOpOCTb mpriema B pexumax 1SO 14443
(TIOTOK JJAHHBIX OT KapThI K CYUTHIBATEIIO):
00-106 xbonx
01-212 x0ox
10-424 x0ox
11-848 xbon
ourbl 1-0 - ycTaHaBmMBaemas CKOpOCTb nepenaqu B pexumax [SO 14443
(TIOTOK TaHHBIX OT CUMTHIBATEJSI K KapTe):
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00- 106 x6on
01-212 x0ox
10-424 x6on
11- 848 xbox
Bo3Bpariaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
vHave — O1IKOKa MPH BHITIOJTHEHUL
pbATS — ykazareib Ha MacCHB JaHHBIX, B KOTOPBINA OyJeT 3amucad npountanHbii ATS
KapThL
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITNIOJIHEHKE,
VHaue — OIIMOKA MPH BBITIOJTHEHAML.

4.7  VYnpasiaenue kapramu tuna B crangapra ISO 14443

4.71 CLSCRF_Activate Idle B

LONG CLSCRF_Activate Idle B(IN LPVOID pReader,

IN BYTE DbAfi,

IN BYTE bSni,

OUT LPDWORD pdwPUP],

OUT LPDWORD pdwAppData,

OUT LPDWORD pdwProtInfo,

IN OUT LPDWORD pdwCardCount );

AxtvBupyeT Kapthbl 14443-B u3 coctosinus IDLE (ewm. ISO 14443-3 1.7.7).

pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bAfi — unenrnpukarop cemencTBa MPUIOKEHNUI,
bSni — ko KommaecTBa BpeMeHHbIX ¢c10TOB: 0 => SlotQuantity = 1 cior;

1 => SlotQuantity = 2 ciora;

2 => SlotQuantity = 4 ciora;

3 => SlotQuantity = 8 ci10TOB;

4 => SlotQuantity = 16 c10TOB;
pdwPUPI — cceuika Ha maccuB tumia DWORD pasmepom 16, B KOTOpBIM OyayT
MOMEIIEHbI TICEBI0YHUKATIbHBIE WACHTUPUKATOPBI OOHAPYKEHHBIX KapT, 1o 4 Oaifra
JUTS OJTHOM KapThl Ha 3JIEMEHT MacCHBa;
pdwAppData — ccriika Ha maccuB Tra DWORD pa3zmepom 16, B KoTOpbIii OyneT
noMenieHa uHhpopMalmsi O TPWIOKEHUIX B OOHAPY)KEHHBIX KapTax, mo 4 Oaifra s
OJIHOM KapThl Ha AIEMEHT MaCCHBA;
pdwProtInfo — cceuika va maccuB Tuma DWORD pazmepom 16, B koTopblil OyneT
nomelieHa nHpopmaimsi 0 MPOTOKOJIAX OOHAPYKEHHBIX KapT, Mo 3 Gaifra 11 0JHOM
KapThl HA AJIEMEHT MaccuBa B Ourax ¢ 0 mo 23;
pdwCardCount — ccpUlka Ha TMEPEMEHHYI0, KOTOpas Tepe] BbI3OBOM (DYHKIMU
JoJbkHa conepkarb pazmep maccuBoB pdwPUPIL, pdwAppData u pdwProtInfo, a Ha
BBIXOJI€ Oy/IET CO/IepKaTh KOJMUECTBO OOHApykeHHbIX KapT (0T 0 o 16).
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4.7.2

4.7.3

Bo3Bpamaemoe 3HaueHuUE:
0 — YCIIEIIHOE BBIIOJIHEHME,
VHaue — OIIMOKA NPY BBITIOJTHEHAML.

CLSCRF_Attrib_B

LONG CLSCRF_Attrib B(IN LPVOID pReader,
IN LPBYTE pbPUPI,
IN BYTE bParaml,
IN BYTE bParam2,
IN BYTE bParam3,
IN BYTE bParam4,
IN OUTLPBYTE pbHigherLayerBuf,
IN DWORD dwHLBufSize,
IN OUT LPDWORD pdwHLInfLength,
OUTLPBYTE pbMbliCid );

Brioupaet kapty 14443-B (cm. ISO 14443-3 1.7.10) 1 Ha3HaYaeT € JTOTHUYECKHI
unenrupukarop CID nns o6mena no npotokoiry T= CL (cm. ISO 14443-4).
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
pbPUPI — cchuika Ha maccuB (4 Oaiita), B KOTOPOM HaXOJUTCS TICEB0YHUKATHHBIN
WICHTU(DUKATOP BBIOUPAEMOM KapThl;
bParam1 — gopmar kazipa oT cyuTHIBaTENs K KapTe;
bParam2 — makcumarnbHbIe pa3Mep KaJipa U CKOPOCTH 0OMEHa CUUTHIBATEIS;
bParam3 — noaaepxka cuursiBaresieM rnpotokoia [SO 14443-4;
bParam4 — normaeckuii unenrupukarop kaptsi (CID);
pbHigherLayerBuf — 6ydep nis  Higher layer — INF na Bxone u Higher layer
Response Ha BeIXoz€;
dwHLBufSize — nymna maccusa pbHigherLayerBuf;
pdwHLInfLength — cchuika Ha IepeMeHHy10, B KOTOPOIl HA BXO/I€ YKa3bIBAIOT JIJIMHY
Higher layer — INF B maccuBe pbHigherLayerBuf, a Ha BbIXOme B Heli Oyaer
nomenieHa JumHa Higher layer Response, 3amcannoro B maccus pbHigherLayerBuf;
pbMbliCid- ccpuika Ha IepeMEeHHYI0, B KOTOPYIO OYAET MOMEIICHO

3nayenne MBLI CID.
Bo3sspamaemoe 3HaueHue:
0 — YCTICIITHOE BBITOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

CLSCRF_Halt B

LONG CLSCRF_Halt B( IN LPVOID pReader,
IN LPBYTE pbPUPI );
JHeaxtuBupyet kapty 14443-B B coctosinnme HALT (cm. ISO 14443-3 n.7.12).

pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
pbPUPI — ccriika Ha maccuB (4 Oaifra), B KOTOPOM HAXOJMTCS TICEBI0YHUKATLHBIN
WICHTUDUKATOD J€aKTUBUPYEMOU KapThl.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

© 2021 AkuyuoHepHoe obwecmeo “MukpodM”



BuonuoTteka Clscrfl.dll 127

VHaue — OIIMOKA MPH BBITIOJTHEHAWL.

4.7.4 CLSCRF_Activate_Wakeup_B

LONG CLSCRF_Activate Wakeup B( IN LPVOID pReader,

IN BYTE DbAfi,

IN BYTE bSni,

OUT LPDWORD pdwPUPI,

OUT LPDWORD pdwAppData,

OUT LPDWORD pdwProtInfo,

IN OUT LPDWORD pdwCardCount );

AxtvBrpyeT Kapthl 14443-B m3 coctostamst HALT (cm. ISO 14443-3 m.7.7).

pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bAfi — unenrupurkaTop cemencTBa MPUIOKEHH,
bSni — ko KomMuecTBa BpeMeHHbIX C0TOB: 0 => SlotQuantity = 1 cior;

1 => SlotQuantity = 2 ciora;

2 => SlotQuantity = 4 crnoTa;

3 => SlotQuantity = 8 cJ0TOB;

4 => SlotQuantity = 16 c10TOB;
pdwPUPI - ccpuika Ha maccuB tvma DWORD pasmepom 16, B koTopseiii OymyT
MOMEIIEHbI TICEBOYHUKATbHBIE WACHTUPUKATOPHI OOHAPYKEHHBIX KapT, 1o 4 Oaifra
JUTSL OJTHOM KapThl HA 3JIEMEHT MacCHBa;
pdwAppData — cceuika Ha MmaccuB Tuma DWORD pasmepom 16, B koTopblil OyneT
noMenieHa uHpopMalmsi O TPIIOKESHWSIX B OOHAPYKEHHBIX KapTax, 1o 4 Oaira JJist
OJIHOM KapThl Ha BJIEMEHT MacCHBa;
pdwProtInfo — cceuika va MmaccuB Tuma DWORD pazmepom 16, B koTopbIil OyneT
noMeInieHa nHpopMarms 0 MPOTOKOJax OOHAPYKEHHBIX KapT, 1o 3 Oaifra JjIsi OHOMU
KapThl HA AJIeMEHT MaccuBa B Ourax ¢ 0 no 23;
pdwCardCount — cchUlka Ha TEPEeMEHHYIO, KOTOpas Iepe]] BbI30BOM (DYHKLMU
JOJDKHA cojepxkath pazmep MaccuBoB pdwPUPIL, pdwAppData u pdwProtInfo, a na
BBIXOJIe OY/IET COIepKaTh KOJMUEeCTBO OOHApykeHHBIX KapT (0T 0 o 16).

BosBpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.8  VYnpasiaenue Mmetkamu ctanaapra ISO 15693

4.81 CLSCRF_FindAllTags_15693

LONG CLSCRF_FindAllTags 15693 (IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE DbAfi,
OUTLPBYTE pbRecvBuffer,
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4.8.2

IN OUT LPDWORD pdwRecvLength );

[Ipom3BoauT peKypcHBHYIO HHBEHTapy3alMio MeTok craHmapra ISO 15693 (cwm.
ISO 15693-3m.10.3.1).
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
bFlags— ycranoBurs B 0x00 (3ape3epBupoBaHo Ha Oyayliee);
bAfi — unenrnpukarop cemencTBa MPUIOKEHUI
pbRecvBuffer — maccuB 1711 0TBETa OT CUNUTHIBATEIIS;
pdwRecvLength — ccpulka Ha TEepeMEHHYI0, KOTOpas Tiepell BBI30BOM (DYHKIH
JIOJDKHA COJiepKaTh pasMep MaccuBa pbRecvBuffer, a Ha BbIxoze OyaeT coaepikaTh
KOJIMYECTBO MPUHESITBIX OT CYUTHIBATEIIST OANTOB.

Jns kaxmoid HaimeHHOM MeTkM B MaccmBe pbRecvBuffer pacmonoxena
cieayronas nHhopmars:

RetCode — xoj 3aBepinieHus 3arpoca B 3TOM cjioTe - 1 Gair

Count — konM4IECTBO OAUTOB, MOTYYECHHBIX OT METKH - 1 OaiiT
Ecrm Count ommmuen ot 0, To panee cieayeT orBeT oT MeTku (cMm. ISO 15693

n.10.3.1):
Flags - 1 Gaitr
DSFID - 1 Gaiir
UID - 8 OaifToB
Ecm RetCode otimmuen ot 0, To anee MOKeT IPUCYTCTBOBATh
CRC16 - 2 Gaiira
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TMPH BBITIOTHSHHN.

CLSCRF_Inventory 15693

LONG CLSCRF _Inventory 15693(IN LPVOID pReader,

IN BYTE bFlags,

IN BYTE blnventory,

IN BYTE DbAfi,

IN BYTE bMaskLen,

IN LPCBYTE pbMaskVal,

OUTLPBYTE pbRecvBuffer,

IN OUT LPDWORD pdwRecvLength );

[IpomsBoauT enMHIMYHYIO MHBEHTapIBalMi0 MeTok ctamapta ISO 15693 (cm. ISO

15693-3m.10.3.1).
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 .7.3.1);
bInventory — ko komanzs! Inventory (Bcerna pasen 0x01);
bAfi — unenrudurkaTop cemencTBa MPUIOKESHHUM,
bMaskLen — KOJIMIeCTBO OUTOB MacKH;
pbMaskVal — maccuB 6aiiToB, coiepKallvii MacKys;
pbRecvBuffer — maccuB 111 0TBETa OT CUUTHIBATEJIS;
pdwRecvLength — cchulka Ha nepeMeHHyI0, KOTOpas Iepell BbI30BOM (DYHKLMU
JIOJDKHA COJiepKaTh pasMep MaccuBa pbRecvBuffer, a Ha BbIxose OyaeT coaepikaTh
KOJIMYECTBO MPUHTHIX OT CYUTBIBATEIs OaitToB 1o 1 wmm 16 BpemennblM crnotam.
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Jns xaxmoro BpemeHHOTO ciota B MaccuBe pbRecvBuffer pacmonoxena
cienyromasi nHpopMarys:

RetCode — xox 3aBepiieHus 3ampoca B 3TOM cJioTe - 1 Oair

Count — KOJIMYECTBO OANTOB, MOTYyYEHHBIX OT METKH - | Oaifr
Ecrm Count ommuen ot 0, To manee cieayeT orBeT oT MeTku (cMm. ISO 15693

n.10.3.1):
Flags - 1 Gaiir
DSFID - 1 Gaitr
UID - 8 OaiiroB
Ecmm RetCode oimuen ot 0, To ganee MOXKeT NPUCYTCTBOBATh
CRCI16 - 2 Oaifra
BosBpaiiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.8.3 CLSCRF_Stay Quiet 15693

LONG CLSCRF _Stay Quiet 15693( IN LPVOID pReader,
INBYTE bFlags,
INBYTE bStayQuiet,
IN LPBYTE pbUID );

[lepeBoaur MeTKy B cocTosinuie Quiet (cm. ISO 15693-3 .10.3.2).
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pynkimo CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bStayQuiet — ko komanzb Stay Quiet (Bcerna paBen 0x02);
pbUID - ccpuika Ha MaccuB (8 0aiiToB), B KOTOPOM HAXOJWTCS YHHUKATbHBIA
WICHTUDUKATOP METKH.

Bo3sBpamiaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA MPY BBIIOTHEHHN.

4.8.4 CLSCRF_Select 15693

LONG CLSCRF_Select 15693(IN LPVOID pReader,
IN  BYTE bFlags,
IN BYTE bSelect,
IN LPBYTE pbUID,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode );
[lepeBonur meTky B coctostnue Selected (cm. ISO 15693-3 .10.4.6).
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
bFlags— ¢dnaru 3anpoca (cm. ISO 15693-3 n.7.3.1);
bSelect— xox komannst Select (Bcerma paBen 0x25);
pbUID — cchuika ©Ha MaccuB (8 0ailiToB), B KOTOPOM HAaXOJMTCSl YHUKATHHBINA
WICHTUDUKATOD METKH;
pbFlags — ccbuika Ha IEpeMEeHHYIO, B KOTOPYIO OyIyT MOMEIIEHbI (yiar 0TBeTa (CM.
ISO 15693-3 n.7.4.1);
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4.8.5

4.9

4.9.1

pbErrorCode — cchuika Ha IEPEMEHHYI0, B KOTOPYIO OyJIeT MOMEIIeH KOJI OIIHOKH
(cm.ISO 15693-3 1.7.4.2).

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIETIIHOE BBITIOJTHEHIE,

VHaue — OIIMOKA MPY BBITIOTHEHHN.

CLSCRF_ResetToReady 15693

LONG CLSCRF_ResetToReady 15693( IN LPVOID pReader,
IN BYIE bFlags,
IN BYTE bResetToReady,
IN LPBYTE pbUID,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode );
[TepeBoaur meTky B cocTosiare Ready (cm. ISO 15693-3 1.10.4.7).
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
bFlags — ¢marn 3ampoca (cm. ISO 15693-3 1m.7.3.1) (pekoMeHIyeTCsl BKIIOYHUTH
¢mar Select flag);
bResetToReady — ko komanas! Reset to ready (Bcerna pasen 0x26);
pbUID — ccbuika Ha MaccuB (8 O0aiiToB), B KOTOPOM HAXOJMTCSl YHHUKATbHBIA
wieHTUPUKarop MeTKd, MoxeT ObiTh paBeH NULL mnpu BxmodeHHoM (iare
Select flag(pekomenmyercs);
pbFlags — cchuika Ha mepeMeHHyt0, B KOTOPYIO OyayT moMenieHsl ¢uiaru oTBeTa (CMm.
ISO 15693-3 n.7.4.1);
pbErrorCode — ccphulka Ha epeMEHHYI0, B KOTOPYIO OyJeT IOMEIIEH KOJI OIIHOKA
(cM.ISO 15693-3 .7.4.2).
BosBpamaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
vHave — OILIMOKA MPY BBINOJIHEHHHL.

Oo0men nannbivu ¢ kapramu Mifare Classic

(o6bpaTHas coBMeCTUMOCTL)
CLSCRF_MifareStandard_HostCodeKey

LONG CLSCRF_MifareStandard HostCodeKey( IN LPVOID pReader,
IN LPBYTE pbUncoded,
OUT LPBYTE pbCoded );
Koampyet xmou Mifare Standard.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
pbUncoded — maccuB (6 6aiiToB) UCXOHOTO (HEKOJUPOBAHHOTO) KITI0Ya;
pbCoded — maccug (12 6aifToB) KOUPOBAHHOTO KITFOYA.
BosBpamaemoe 3HaueHue:
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0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.9.2 (obpaTHas coBMeCTUMOCTL)
CLSCRF_MifareStandard_AuthKey

LONG CLSCRF_MifareStandard AuthKey( IN LPVOID pReader,
INBYTE bKeyType,
IN LPBYTE pbUID,
IN DWORD dwSector,
IN LPBYTE pbCodedKey );
[TpomsBoauT ayTeHTUDHKAIMIO CEKTOPa HETIOCPEICTBEHHO 33/IaHHBIM KITFOYOM.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bKeyType — tun kmouya:  0x60 - Key A,
0x61 - Key B;
pbUID — maccuB (4 Oaiira), conepaminii YHUKQTbHBIA WISHTUPHUKATOP KapThl (s
kapr ¢ 7-6aviroBeiM UID[0..6], mognepxwuBaromumx mnpoTokon Mifare Standard, B
kauectse snr[0..3 ] ucnonp3osare Oaiirer UID[3..6]);
dwSector — HoMep ayTeHTUDULIPYEMOTO CEKTOPA;
pbCodedKey — maccuB (12 6aifToB) KOJUPOBAHHOTO KJIIOYa.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIETIIHOE BBITIOJTHEHIE,
VHaue — OIIMOKA MPY BBIIOTHEHHN.

4.9.3 CLSCRF_MifareStandard_AuthKeyDirect

LONG CLSCRF_ MifareStandard AuthKeyDirect( IN LPVOID pReader,
IN BYTE bKeyType,
IN LPBYTE pbUID,
IN DWORD dwSector,
IN LPBYTE pbKey );
[Tpom3BOIUT ayTeHTHPUKAIIO CEKTOPA HETIOCPEACTBEHHO 3a/IaHHBIM KITFOYOM.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bKeyType — tumn kmouya:  0x60 - Key A,
0x61 - Key B;
pbUID — maccuB (4 0Gaiira), conepKamiuii YHAKIbHBIA WICHTUPUKATOP KapThl (11
kapr ¢ 7-6aiiroBeiM UID[0..6], mognepxkuBarommx mpoTokos Mifare Standard, B
kauectBe pnUIDJ[0..3] ucnonp3osars Gaiirer UID[3..6]);
dwSector — HoMep ayTeHTUDULIPYEMOTO CEKTOPA;
pbKey — maccus (6 6aiir) Kimoya.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIHMOKA TPH BBIIOTHSHHN.
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49.4

4.9.5

4.9.6

CLSCRF_MifareStandard_WriteKeyToE2

LONG CLSCRF_MifareStandard WriteKeyToE2( IN LPVOID pReader,
INBYTE bKeyType,
IN DWORD dwSector,
IN LPBYTE pbUncoded );
3arMchlBaeT KJIIOY 3aJlaHHOTO Tvna Juisl 3agaHHoro cektopa B EEPROM
CUMTHIBATEIS.
CuuThIBaTeb MOAICPKUBAET B JAHHOM PEKIME pabOTy ¢ CEKTOPaMU C MHIEKCAMHU
0..15, TOo ecTb ¢ MepBbIM KIIOOANTOM MaMSATH KapThl.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pynkimo CLSCRFE Create);
bKeyType —tunm kioua:  0x60 - Key A,
0x61 - Key B;
dwSector — HOMep ceKTopa, A1 KOTOPOTO 3aMMCHIBACTCS KITIOY;
pbUncoded — maccuB (6 6aiiToB) HEKOUPOBAHHOTO KITFOUA.
BosBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

CLSCRF_MifareStandard_AuthE2

LONG CLSCRF_MifareStandard AuthE2( IN LPVOID pReader,
INBYTE bKeyType,
IN LPBYTE pbUID,
IN DWORD dwSector );
[TpomsBoauT ayTeHTHhUKAIMIO CeKTopa KmodoM, HaxoxsmuMmcs B EEPROM
CUUTHIBATEIIS.
CuursIBaTeIb TIOJEPIKUBACT B TAHHOM PEKUME PabOTY C CEKTOpaMH C HHIEKCaAMH
0..15, TOo ecTb ¢ MepBbIM KIIOOANTOM MaMATH KapThl.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bKeyType —munm kiroua:  0x60 - Key A,
0x61 - Key B;
pbUID — maccuB (4 0Oaiirta), comepKamuii YHUKTbHBIA WIESHTHPUKATOP KapThl (IS
kapr ¢ 7-6aitroBeiM UID[0..6], mognepxuBarommx npotokos Mifare Standard, B
kauectse snr[0..3] ucnonp3oBare Oaiirer UID[3..6]);
dwSector — HoMep ayTeHTUDUIPYEMOTO CEKTOpA.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIETIIHOE BBITIOJTHEHIE,
VHaue — OIIMOKA MPY BBITIOTHSHHN.

CLSCRF_MifareStandard_AuthE2Ex

LONG CLSCRF_MifareStandard AuthE2Ex( IN LPVOID pReader,
INBYTE bKeyType,
IN LPBYTE pbUID,
IN DWORD dwE2RecNo,
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IN DWORD dwSector );
[IpomBoaur ayreHTHpUKaipro cekropa KimouoM, HaxoasmmMmcs B EEPROM
CUHTHIBATEJIS.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
bKeyType —munm kiroua:  0x60 - Key A,
0x61 - Key B;
pbUID — maccuB (4 0Oaiirta), coaepamuii YHUKQTbHBIA WISHTHPHUKATOP KapThl (s
kapr ¢ 7-6aitroBeiM UID[0..6], mognepxuBatommx npotokos Mifare Standard, B
kauectse snr[0..3] ucnonb3osars Oaiirer UID[3..6]);
dwE2RecNo — nHomep 3amicu B EEPROM cuureiBatesns, 13 KOTOpOH HyXHO B3ATb
ko4 (0..15);
dwSector — HoMep ayTeHTUPUIPYEMOTO CEKTOpA.
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
VHAue — OIIMOKA TPH BBITIOJTHEHAML

4.9.7 CLSCRF_MifareStandard_Read

LONG CLSCRF_MifareStandard Read( IN LPVOID pReader,
IN DWORD dwSector,
IN DWORD dwBlock,
OUT LPBYTE pbRecvBuffer );
Uwuraet 16 OaittoB m3 3aaHHOTO 0JIOKA B 33JTaHHOM CEKTOPE.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
dwSector — HOMep ceKTOpa, COAEPIKAILET0 YUTAEMbIH OJIOK;
dwBlock— Homep yuraemoro 6710Ka;
pbRecvBuffer — maccuB (He MeHee 16 6aliTOB) JJI POYUTAHHOTO OJIOKA.
Bo3sBpamiaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA MPY BBIIOTHEHHN.
[lepen BbI3OBOM 5TOil (YHKIMHM JOJDKHA OBITH TPOBEIEHA AayTCHTU(DUKAIMT
CEeKTopa.

4.9.8 CLSCRF_MifareStandard_Write

LONG CLSCRF_MifareStandard Write( IN LPVOID pReader,
INDWORD dwSector,
IN DWORD dwBlock,
IN LPBYTE pbSendBuffer );
3armceBaeT 16 GalTOB B 3a/1aHHBIA OJIOK B 3aITaHHOM CEKTOPE.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
dwSector — HOMep ceKTOpa, COAEPIKAILETO 3aMChIBAEMBbIN 0JI0K;
dwBlock— Homep 3ammceBaeMOTo 0JI0Ka;
pbSendBuffer — maccuB 16 6aifToB JaHHBIX, 3alUCHIBAEMBIX B OJIOK.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIETIIHOE BBITIOJTHECHIE,
VHaue — OIIMOKA MPH BBITIOJTHSHHN.
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[lepen BbI3OBOM 5TOil (YHKIMHM JOJDKHA OBITh TPOBEIECHA AayTeHTU(DUKAIMT
CEeKTopa.

4.9.9 CLSCRF_MifareStandard_Decrement

LONG CLSCRF_MifareStandard Decrement( IN LPVOID pReader,
IN DWORD dwSector,
IN DWORD dwSourceBlock,
IN DWORD dwValue,
IN DWORD dwTargetBlock );
YMeHpIaeT 3HaueHue 0Ji0ka Thna Value.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
dwSector— HoMep ceKkTopa, coaepalero 0opadarsiBaeMbli 0JI0K;
dwSourceBlock— HoMep ucxoaHoro 6J10Ka;
dw Value — BerunTaemoe, Ha KOTOpPO€ YMEHBIIACTCS 3HAYCHHUE;
dwTargetBlock— Homep 610Ka-pe3ysbrara, MoxeT ObITh paBeH dwSourceBlock.
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML
[lepen BbI30OBOM 5TOil (YHKIMM JOJDKHA OBITH TMPOBEIECHA ayTeHTHU(DUKAIMT
cektopa. bioku dwSourceBlock u dwTargetBlock momknpl mpuHaaniexatb CEKTOpY
dwSector.

4.9.10 CLSCRF_MifareStandard_Increment

LONG CLSCRF_MifareStandard Increment( IN LPVOID pReader,
IN DWORD dwSector,
IN DWORD dwSourceBlock,
IN DWORD dwValue,
IN DWORD dwTargetBlock );
YBemmuuBaeT 3HaueHue 0soka Tvra Value.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
dwSector— HOMep ceKTopa, coaepkaiero oopadarsbiBaeMblil 0JI0K;
dwSourceBlock— HoMep ncxogHoro 6J10Ka;
dwValue — ciaraemoe, Ha KOTOPO€ YBEJMUMBACTCS 3HAYCHNUE
dwTargetBlock— Homep G110Ka-pe3ysbrara, MoxeT ObITh paBeH dwSourceBlock.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIETIIHOE BBITIOJTHEHIE,
VHaue — OIIMOKA MPY BBITIOTHSHHN.
[lepen BbI3OBOM 53TOil (YHKIMHM JOJDKHA OBITH TPOBEIEHA ayTCHTU(DUKAIT
cekropa. bioku dwSourceBlock u dwTargetBlock momknbl mpuHamniexatb CEKTOpPY
dwSector.
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4.9.11 CLSCRF_MifareStandard_Restore

LONG CLSCRF_MifareStandard Restore( IN LPVOID pReader,
IN DWORD dwSector,
IN DWORD dwSourceBlock,
IN DWORD dwTargetBlock );
KommpyeTt 3nauenne m3 oiHOoTO OJ10Ka THa Value B Apyroii B 3a1aHHOM CEKTOPE.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
dwSector— HOMep cekTopa, coaepxaiiero o0a 0J0Ka;
dwSourceBlock— HoMep rcxoaHoTO 00K,
dwTargetBlock— Homep Onoka-pe3yibTara.
BosBpamaemoe 3HaueHue:
0 — YCIIETIIHOE BBITIOJTHEHIE,
VHaue — OIIMOKA MPH BBITIOTHSHHN.
[lepen BbI30OBOM 5TOil (YHKIMHM JOJDKHA OBITH TPOBEIEHA AayTCHTU(DUKAIMT
cekropa. bioku dwSourceBlock u dwTargetBlock momknbl mpuHamiiexxath CEKTOpPY
dwSector.

4.9.12 CLSCRF_MifareStandard _EV1_PersonalizeUid

LONG CLSCRF_MifareStandard EV1 PersonalizeUid( IN LPVOID pReader,
INBYTE
ucUidMode );
Komanna BobImosiHsieTCSt OJTUH pa3 B MEPHOJ JKMBHU KapThl, YCTAHABIIMBAS OJIMH U3
pexumoB UID.

pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucUidMode — pexxum UID (pesxuM, B KOTOPBII IEPEBOIUTCS KapTa)
Homnyctumo mo00e 13 3HaYCHUI:

UIDFO0 = 0x00,
UIDF1 = 0x40,
UIDF2 = 0x20,
UIDF3 = 0x60.

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAYe — OIIMOKA MPH BBITIOJTHEHUML

[lepen BBI30OBOM 3TO# (YHKIMM JOJDKHA OBITH TPOBEICHA AayTeHTU(DUKAIT
cekropa 0.
4.9.13

CLSCRF_MifareStandard_EV1_SetLoadModulationType

LONG CLSCRF_MifareStandard EV1_SetLoadModulationType( IN LPVOID
pReader,

INBYTE
ucModType );
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Komanna mMeHeHseT Harpy3Ky aHTeHHBI KapT.

pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create);

ucModType — v Harpy3ku: 0x01 - CwibHast (o ymomaannio), 0x00 - HopmanbHast.
BosBpaiiaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPY BBITIOJTHEHAML
Ilepen BbI3OBOM 3TOil (YHKIMM JOJDKHA OBITH TPOBEICHA AayTeHTU(DUKAIT
cexropa 0.

4.9.14 CLSCRF_MifareStandard_CustomExchange

LONG CLSCRF_MifareStandard CustomExchange( IN LPVOID pReader,
WORD  wOption,
LPCBYTE pbSendBuffer,
DWORD dwSendLength,
BYTE bTxLastBitsCount,
DWORD dwTimeout,
OUTLPBYTE pbRecvBuffer,
IN OUT LPDWORD pdwRecvlLength,
OUTLPBYTE pRxLastBitsCount
);

Ocy1iecTBIsIET HACTPaUBaeMbIid 0OMEH JaHHbIX ¢ Kaptoit Trmna Mifare Classic.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pynkimo CLSCRFE Create);
wOption— HacTpoiiku 0OMeHa JaHHPIMH C KapTOU:

outsl 0-3 — yctanoButh B 0;
our 4 — ¢uar 1o0aBIeHMSI KOHTPOJLHOU CYMMBI K 3alpOCy Ha KapTy
(BBICUMTHIBAETCS ABTOMATUUECKH);
our 5 — Quar oxxunaHus KOHTPOJILHON CYMMBI B OTBETE OT KapThbl
(BBICUUTBHIBAETCSI aBTOMATUUECKH);
our 6 — (yar ucroIb30BaHUs OWTa YETHOCTH MPU 0OMEHE (BBHICUUTHIBACTCS
AaBTOMATHYECKH);
ourel 7, 8-15 — ycranoBurs B 0;
pbSendBuffer — maccuB 6aifToB, iepeaBaeMbIX KapTe;
dwSendLength — xonmuecTBO nepeaBaeMbIX B KapTy OANTOB;
bTxLastBitsCount — koJM4eCTBO 3HAaYalMX OWT B 3aBeplarolieM Oaifre 3ampoca
(0..7,0 - Bce OuTbI 3HAUAIIKE);
dwTimeout — BenmmuuHa Taiimayta xapTel B enuHunax (128 / 13,56 MI'm) = okono
9.439528MKkc;
pbRecvBuffer — MaccuB 17151 0TBETa OT KapThI;
pdwRecvLength — cchulka Ha mepeMeHHyI0, KOTOpas Tepell BbI30BOM (DYHKLMU
JIOJDKHA COJIepKaTh pasMep MaccuBa pbRecvBuffer, a Ha BbIxoze OyaeT coaepikaTh
KOJIMYECTBO MPUHSTBIX OT KapThI OaifT;
pRxLastBitsCount — xoymuecTBO 3HAa4alMX OWT B 3aBepliarolieM OaiiTe OTBETa
(0..7,0 - Bce OuTHI 3HAYAILKE).

ZZ2Z2Z27Z2

Bo3sBpamaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
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nHa4ye — OIIKOKa TIpH BBITIOJIHCHHM.

4.10 OO0men nannbivu ¢ kaprtamu Mifare Ultralight (C)

4.10.1 CLSCRF_MifareUltralight_Read

LONG CLSCRF_MifareUltralight Read( IN LPVOID pReader,
IN BYTE bPage,
OUT LPBYTE pbRecvBuftfer );
UYuraet 4 ctpanmiipl (16 6aifToB), HAYMHAS C 3a/IaHHOM CTPAHMUIIBL.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
bPage — HOMep ynUTaeMO CTPaHUIIBI;
pbRecvBuffer — maccuB (He MmeHee 16 6alTOB) AJIs MPOYUTAHHON CTPAHHUIIBL
BosBpamaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
vHave — OILIMOKA MPY BBINOJIHEHHHL.

4.10.2 CLSCRF_MifareUltralight_Write

LONG CLSCRF_MifareUltralight Write( IN LPVOID pReader,
INBYTE bPage,
IN LPBYTE pbSendBuffer );
3armchBaeT 4 Oaiita B 3aaHHYIO CTpPAHMILY.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
bPage — HoMep 3amMchIBAeMOW CTPAHHULIBL;
pbSendBuffer — maccuB 4 GaiiTOB JaHHBIX, 3aNMCHIBAEMBIX B CTPAHHUILY.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TMPH BBITIOTHSHHN.

4.10.3 CLSCRF_MifareUltralightC_WriteKey

LONG CLSCRF_MifareUltralight Write( IN LPVOID pReader,
IN DWORD dwKeyFlashAddress );
3armchBaeT B Kapty Kitou u3 flash cuureiBarens.

pReader — ccouika Ha 00bexT-uHTEpdeiic (cMm. pyHkimo CLSCRE Create);
dwValueFlashAddress - anpec 6;10ka Bo flash-amsitu caursiBaTess, oTKyaa
CJIeJTyeT B3ATh KIIIOY JIJIS 3aIHCH.

Bo3sspamaemoe 3HaueHue:

0 — YCTICITHOE BBINOJTHEHNE,

VHa4ue — OIIMOKA NPY BBITIOJTHEHUM.
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4.10.4 CLSCRF_MifareUltralightC_Authenticate

LONG CLSCRF_MifareUltralight Authenticate( IN LPVOID pReader,
IN DWORD dwKeyFlashAddress );
[TpomBoauT ayTreHTUPUKAIIO KapThI [0 YKa3aHHOMY KIFOUY.

pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
dwValueFlashAddress - anpec 6;0ka Bo flash-namsitu cuursiBatesns, oTkyaa
CJeIyeT B3STh KIIIOY JIJIsl ayTeHTU(DUKAIIN.

BosBpamaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHKE,

VHave — OIIMOKA TPH BBITIOJTHEHAML

4.11 OO0mMen nannbivu ¢ kapramu Mifare Ultralight EV1

4.11.1 CLSCRF_MifareUltralightEV1_GetVersion

LONG CLSCRF_MifareUltralightEV1 GetVersion(  IN LPVOID pReader,
OUT LPBYTE pbVersion );
BbraursBacT BEPCHIO KapThl.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
pbVersion — ykazarenr, Ha MaccuB w3 8 Oaiit, KyJa OyneT 3amMcaHa BbIYWTaHHAS

BEpCUs;
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHaue — OILIMOKA MPY BBINOJIHEHHHL.

4.11.2 CLSCRF_MifareUltralightEV1_Read

LONG CLSCRF_MifareUltralightEV1 Read( IN LPVOID pReader,
IN BYTE ucPageAddress,
OUT LPBYTE pData );
UYuraet 4 ctparvipl (16 6aifToB), HAYMHAS C 3a/IaHHOM CTPAHMUIIBL.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucPageAddress — HoMep YUTaEMOM CTPAHULIBL;
pData — maccuB (He MeHee 16 6aiiToB) A1 POYUTAHHON CTPAHHITBL.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIHMOKA TPH BBIIOTHSHHN.
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4.11.3 CLSCRF_MifareUltralightEV1_ReadFast

LONG CLSCRF_ MifareUltralightEV1 ReadFast( IN LPVOID pReader,
IN BYTE ucPageStart,
IN BYTE ucPageEnd,
IN OUT PDWORD pdwSizeRead,
OUT LPBYTE pData );
3armchiBaeT 4 Oaiita B 3aaHHYIO CTpPAHMILY.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucPageStart — HoMep HaUATLHOI YMTAEMOM CTPAHULIBL,
ucPageEnd — HOmMep KOHEUHOM YUTAEMOM CTPaHHULIB,
pdwSizeRead — mpu BbI3OBe (QyHKIMM - pasmep Oydepa pData; mpu BbIXoae u3
GyHKIIM - KOJIMYECTBO MPOYMTAHHBIX OailT;
pData — maccuB (pasmepom He meHee 4 * (ucPageEnd - ucPageStart + 1) GaiiroB)
JUTSI TIPOYMTAHHBIX CTPAHMIL
BosBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

4.11.4 CLSCRF_MifareUltralightEV1_Write

LONG CLSCRF_MifareUltralightEVI Write( IN LPVOID pReader,
IN BYTE ucPageAddress,
IN LPBYTE pData );
3ammchiBaeT 4 Oaifra B 3aaHHYIO CTPAHHLLY.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucPageAddress — HoMep 3anMCHIBAEMOM CTPAHULIBL;
pData — maccuB 4 6aifTOB 1aHHBIX, 3aNMCHIBAEMBIX B CTPAHHILLY.
Bo3Bpaijaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA MPY BBITIOJTHSHHN.

4.11.5 CLSCRF_MifareUltralightEV1_AuthenticatePassword

LONG CLSCRF_MifareUltralightEV1 AuthenticatePassword( IN LPVOID pReader,
IN LPBYTE pPassword,
OUT LPBYTE pPasswordAcknowledge );
[MpomsBoIUT ayTeHTUPHKAIMIO KapThI [0 YKa3aHHOMY KITIOUY.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
pPassword— ykazarens Ha MacCHB, COAEprKaIlMil apoJb (4 Oaira);
pPasswordAcknowledge— ykazarenb Ha MmaccuB u3 2 Oaift, Kyja OyaeT 3amrcaHo
TMIOATBEPXKICHUE TTAPOJIAL.
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML
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4.11.6 CLSCRF_MifareUltralightEV1_ReadCounter

LONG CLSCRF_MifareUltralightEV1 ReadCounter( IN LPVOID pReader,
IN BYTE ucCounterNumber,
OUT PDWORD pdwCounterValue
);
3armchBaeT 4 Oaiita B 3aaHHYIO CTpPAHHMILY.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucCounter Number — Homep cuetynka 0..2;
pdwCounterValue — ykazarenp Ha nepeMenHyto tima DWORD, B kotopyto OyneT
3alMCaHO0 BBIYUTAHHOE 3HAYEHHE CUETUHKA.
BosBpamaemoe 3HaueHue:
0 — YCIIETIIHOE BBITIOJTHEHIE,
VHaue — OIIMOKA MPH BBITIOTHSHHN.

4.11.7 CLSCRF_MifareUltralightEV1_IncrementCounter

LONG CLSCRF_MifareUltralightEV1 IncrementCounter( IN LPVOID pReader,
IN BYTE ucCounterNumber,
IN DWORD dwCounterValue );
3armchBaeT 4 Oaiita B 3aaHHYIO CTpPAHHMILY.
pReader — ccpuika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucCounterNumber — Homep cuetynka 0..2;
dwCounterValue — no6aBnsiemoe 3HaueHue (TOJHLKO 3 HAUMEHEe 3HAUMMBIX Oaifra
OyIyT UCTIOJTb30BaHBI).
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHE HAML

4.11.8 CLSCRF_MifareUltralightEV1_ReadSignature

LONG CLSCRF_MifareUltralightEV1 ReadSignature( IN LPVOID pReader,
IN BYTE ucAddr,
OUT LPBYTE pSignature );
3armchBaeT 4 Oaiita B 3aaHHYIO CTpPAHMILY.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucAddr — 3ape3epBupoBano, 10KHO O6ITH = 0X00);
pSignature — maccuB u3 32 GaiT I POYUTAHHOM TIOIIHCHL
BosBpaiiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHUML
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4.11.9 CLSCRF_MifareUltralightEV1_CheckTearingEvent

LONG CLSCRF_MifareUltralightEV1 CheckTearingEvent(  IN LPVOID pReader,
IN BYTE ucCounterNumber,
OUT PBYTE pucValidFlagByte );
3armchiBaeT 4 Oaiita B 3aaHHYIO CTPAHMILY.
pReader — ccouika Ha 00bexT-uHTEpdeiic (cMm. pynkimo CLSCRE Create);
ucCounterNumber — HoMep cueTunka 0..2;
pucValidFlagBytes — ykazarens Ha nepemennyto Tvna BYTE, kynma Oyner 3ammcan
valid flag (nns HopmanbHO# paboTel o/bkeH ObITh 0XBD).
BosBpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITNIOJIHEHKE,
vHave — OIIMOKA MPY BBITOJIHEHHHL.

4.11.10 CLSCRF_MifareUltralightEV1_VirtualCardSupportLast

LONG CLSCRF_MifareUltralightEV1 Virtual CardSupportLast(
IN LPVOID pReader,
IN LPBYTE plID,
IN LPBYTE pPCDCAPS,
OUT LPBYTE pucVirtualCardTypeldentifier );
3ammchiBaeT 4 Oaifra B 33aHHYIO CTPAHMILY.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
bIID — unenrudukarop uxbpactpykTypsl (16 Gaifr);
bPCDCAPS — 610K XapakTepUCTUK CUUThIBaTe s (4 Oaifra);
pucVirtual CardTypeldentifier — nienmudukarop Tuna BUpTya-HON KapThl (1 Oaift).
Bo3sspamaemoe 3HaueHue:
0 — YCTICUTHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.12 OO0MeH n1aHHbIMM ¢ MeTKamMu ctanaapra ISO 15693

4.12.1 CLSCRF_ReadSingleBlock_15693

LONG CLSCRF_ReadSingleBlock 15693( IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bReadSingleBlock,
IN LPBYTE pbUID,
IN BYTE bBlockNumber,
OUT LPBYTE pbFlags,
OUT LPBYTE pbBlockSecurityStatus,
OUT LPBYTE pbData,
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OUT LPBYTE pbErrorCode );
Uwuraet 4 OGaiira u3 3aganHoro 0yoka (cm. ISO 15693-3 m.10.4.1).

pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bFlags — ¢naru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bReadSingleBlock— xon komannst Read Single Block (Bcerna pasen 0x20);
pbUID - ccbuika Ha MaccuB (8 0aiiToB), B KOTOPOM HAXOJMTCSI YHHUKATbHBIA
WICHTU(PUKATOP METKH;
bBlockNumber — Homep unraemoro 670ka (ot 0);
pbFlags — ccpuika Ha mepeMeHHy0, B KOTOPYIO OyayT moMenieHsl ¢uiaru oTBeTa (CMm.
ISO 15693-3 .7.4.1);
pbBlockSecurityStatus — ccpiika Ha TIEpEeMEHHYIO, B KOTOPYIO OyAET TOMEIICH
CTaTyC 3alIUThl OJIOKA OT 3aIUCH;
pbData — ccriika Ha MaccuB (He MeHee 4 0ailTOB) Ui POYUTAHHOTO OJIOKA;
pbErrorCode — ccpuika Ha TIEpEMEHHYIO, B KOTOPYIO Oy/IEeT TIOMEIIEH KOJI OIIHOKA
(cm.ISO 15693-3 .7.4.2).

Bo3sBparniaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHKE,

VHave — OIIMOKA TPH BBITIOJTHEHAML

4.12.2 CLSCRF_WriteSingleBlock 15693

LONG CLSCRF_WriteSingleBlock 15693( IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bWriteSingleBlock,
IN LPBYTE pbUID,
IN BYTE bBlockNumber,
IN LPBYTE pbData,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode );
3armchBaeT 4 Oaiira B 3amanHbii 0710k (cM. ISO 15693-3 m.10.4.2).
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bWriteSingleBlock- xon komannsr Write Single Block (Bcerna pasen 0x21);
pbUID - ccpuika Ha MaccuB (8 0aiiToB), B KOTOPOM HAXOJWTCS YHHUKATbHBIA
WICHTU(PUKATOp METKH
bBlockNumber — Homep 3amicsiBaemoro 60ka (ot 0);
pbData — ccriika Ha MaccuB 4 0alTOB JTaHHBIX, 3aIUCHIBAEMBIX B 0JIOK;
pbFlags — cchiika Ha IepeMeHHy10, B KOTOPYIO OyIyT OMEIIeHbI (hjlark oTBETa (CM.
ISO 15693-3 n.7.4.1);
pbErrorCode — cchiika Ha IEpEMEHHYI0, B KOTOPYIO OYAET MOMEIIEH KOJI OITHOKU
(cM.ISO 15693-3 .7.4.2).
Bo3sspamaemoe 3HaueHue:
0 — YCTICITHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUM.
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4.12.3 CLSCRF_LockBlock_15693

LONG CLSCRF_ LockBlock 15693(IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bLockBlock,
IN LPBYTE pbUID,
IN BYTE bBlockNumber,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode );

[IpenoxpansieT 3amannpiii 010K OT niepe3amicu (cM. ISO 15693-3 m.10.4.3).
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pynkimo CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 .7.3.1);
bLockBlock— xonx komannsr Lock Block (Bcerna paBen 0x22);
pbUID - cchiika Ha MaccuB (8 0alWTOB), B KOTOPOM HAXOJUTCS YHUKATHHBINA
WICHTUDUKATOD METKH;
bBlockNumber — sHomep 3akpeiBaemoro 61o0xa (ot 0);
pbFlags — ccpiika Ha IepeMeHHy10, B KOTOPYIO OyIyT OMEIIeHHI (hjlark oTBETa (CM.
ISO 15693-3 n.7.4.1);
pbErrorCode — cchiika Ha IEpeMEHHYI0, B KOTOPYIO OYAET MOMEIIEH KOJI OITHOKA
(cm.ISO 15693-3 1.7.4.2).

BosBpaiiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.12.4 CLSCRF_ReadMultipleBlocks_15693

LONG CLSCRF_ReadMultipleBlocks 15693( IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bReadMultipleBlock,
IN LPBYTE pbUID,
IN BYTE DbFirstBlockNumber,
IN ouT LPBYTE
pbNumberOfBlocks,
OUT LPBYTE pbFlags,
ouT LPBYTE
pbBlockSecurityStatus,
OUT LPBYTE pbData,
OUT LPBYTE pbErrorCode );
Uwuraet Heckouibko 0s10k0B (cM. ISO 15693-3 1.10.4.4).
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bReadMultipleBlock- xon komanasr Read Multiple Block (Bcerna paBen 0x23);
pbUID - ccpuika Ha MaccuB (8 0aiiToB), B KOTOPOM HAXOJWTCS YHHUKATbHBIA
WICHTU(PUKATOP METKH;
bFirstBlockNumber— nomep nepsoro uyuraemoro 610ka (ot 0);
pbNumberOfBlocks — ccpiika Ha epeMeHHyI0, KOTOpasi iepe/l BHI30BOM (DYHKLMU
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JIOJDKHA coJiepkarth KoymdecTBO (0T () uynraeMbIx OJIOKOB, a Ha BBIXOJE OyaeT
coJiepkath KOIM4ecTBO (ToXke OT () TeHCTBUTEIHHO MPOUYUTAHHBIX OJIOKOB;
pbFlags — ccbuika Ha mepeMeHHyt0, B KOTOPYIO OyayT nmoMenieHsl ¢uiaru oTBeTa (CMm.
ISO 15693-3 n.7.4.1);
pbBlockSecurityStatus — ccpiika Ha MaccuB (70 256 0alTOB), B KOTOPBIA OyIyT
MIOMEIIEHbI 3HAYEHUS CTAaTyCa 3alUThl OJOKOB OT 3anvcH (TOJBKO Npu HAM4uMM (priara
Option_flag);
pbData — ccriika Ha MaccuB (710 8192 6aiToB) I POYUTAHHBIX JTaHHBIX (TI0 4 Oaifra
H KX 0JI0K);
pbErrorCode — ccriika Ha IEpeMEHHYI0, B KOTOPYIO OYAET MOMEIIEH KOJI OITHOKA
(cm.ISO 15693-3 .7.4.2);

Bo3sBparniaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.12.5 CLSCRF_WriteAFI_15693

LONG CLSCRF_WriteAFI 15693(IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bWriteAFI,
IN LPBYTE pbUID,
IN BYTE bAFL
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode );
3ammceBaet 1 Oaiir AFI (cm. ISO 15693-3 1.10.4.8).
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bWriteAFI — xon komannst Write AFI (Bcerna paBen 0x27);
pbUID — cchuika Ha MaccuB (8 O0alTOB), B KOTOpPOM HAXOJWTCS YHUKAIbHBIA
WICHTU(PHUKATOP METKY;
bAFI — 3amuceiBaemoe 3HaueHne AFI;
pbFlags — ccbuika Ha IepeMeHHYI0, B KOTOPYIO OyIyT MOMEIIeHbI (iark 0TBeTa (CM.
ISO 15693-3 n.7.4.1);
pbErrorCode — cchulka Ha IEPEMEHHYI0, B KOTOPYIO OyJIeT MOMEIIEeH KOJI OIIHOKH
(cM.ISO 15693-3 .7.4.2).
Bo3Bpaijaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA MPY BBITIOTHSHHN.

4.12.6 CLSCRF_LockAFI 15693

LONG CLSCRF_LockAFI 15693(IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bLockAFI,
IN LPBYTE pbUID,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode );
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[Ipenoxpansier AFI ot nepe3ammcu (cMm. ISO 15693-3 .10.4.9).

pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 .7.3.1);
bLockAFI — xon xomanast Lock AFI (Bcerna paBen 0x28);
pbUID - cchiika Ha MaccuB (8 0alWTOB), B KOTOPOM HAXOJUTCS YHUKATHHBINA
WICHTUDUKATOD METKH;
pbFlags — ccbuika Ha IepeMeHHYI0, B KOTOPYIO OyIyT MOMEIIeHbI (iard 0TBeTa (CM.
ISO 15693-3 n.7.4.1);
pbErrorCode — cchuika Ha IEPEMEHHYI0, B KOTOPYIO OyJIeT MOMEIIEeH KOJI OIIHOKH
(cM.ISO 15693-3 .7.4.2).

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIETIIHOE BBITIOJTHEHIE,

VHaue — OIIMOKA MPH BBITIOTHSHHN.

4.12.7 CLSCRF_WriteDSFID_15693

LONG CLSCRF_WriteDSFID 15693( IN LPVOID pReader,
IN BYIE bFlags,
IN BYTE bWriteDSFID,
IN LPBYTE pbUID,
IN BYTE bDSFID,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode );
3ammceBaer 1 Oaiir DSFID (cm. ISO 15693-3 1.10.4.10).
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
bFlags— ¢bnaru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bWriteDSFID — kon komanasr Write DSFID (Bcernma paBen 0x29);
pbUID — ccbuika Ha MaccuB (8 0aiiToB), B KOTOPOM HAXOJMTCSl YHHUKAIbHBIA
WICHTU(PUKATOp METKH;
bDSFID — 3ammcwsiBaemoe 3Hauenre DSFID;
pbFlags — ccbuika Ha epeMeHHy0, B KOTOPYIO OyayT moMenieHsl ¢uiaru oTBeTa (CMm.
ISO 15693-3 n.7.4.1);
pbErrorCode — ccpuika Ha TIEpEMEHHYI0, B KOTOPYIO OyIeT TOMEIIEH KOJI OIIHOKA
(cM.ISO 15693-3 .7.4.2).
BosBpamiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

4.12.8 CLSCRF_LockDSFID_15693

LONG CLSCRF _LockDSFID 15693(IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bLockDSFID,
IN LPBYTE pbUID,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode );
[Ipenoxpansier DSFID ot nepe3ammcu (cm. ISO 15693-3 m.10.4.11).
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pReader — ccpuika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bLockDSFID — ko komannsl Lock DSFID (Bcerna paBen 0x2A);
pbUID — ccouika Ha MaccuB (8 OalTOB), B KOTOpPOM HAXOJWTCS YHUKAIbHBIA
WICHTUPHUKATOP METKY;
pbFlags — ccpuika Ha mepeMeHHy0, B KOTOPYIO OyayT nmoMenieHsl ¢uiaru oTBeTa (CMm.
ISO 15693-3 n.7.4.1);
pbErrorCode — ccpuika Ha TIEpEMEHHYI0, B KOTOPYIO OyAeT TOMEIIEH KOJI OIIHOKA
(cM.ISO 15693-3 n.7.4.2).

BosBpamiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITNIOJIHEHKE,

vHave — OIIMOKA MPY BBITOJIHEHHHL.

4.12.9 CLSCRF_GetSysteminfo_15693

LONG CLSCRF_GetSystemInfo 15693( IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bGetSystemlInfo,
IN OUT LPBYTE pbUID,
OUT LPBYTE pbFlags,
OUT LPBYTE pblnfoFlags,
OUT LPBYTE pbDSFID,
OUT LPBYTE pbAF]I,
OUT LPWORD pbMemorySize,
OUT LPBYTE pbICReference,
OUT LPBYTE pbErrorCode );

BrinaeT 3nauenus cucremuoit mapopmarym (cM. ISO 15693-3 m.10.4.12).
pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
bFlags — ¢naru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bGetSystemInfo — ko komanne! Get System Information (Bcerna pasen 0x2B);
pbUID — ccruika Ha MaccuB (8 0alTOB), KOTOPBIN Mepe]] BHI30BOM (DYHKIMA MOMKET
COJEPKaTh YHUKAIBHBIA WICHTUPHUKATOP METKH, a Ha BBIXOJE OyAeT coaepikarb
VHUKQIGHBIA MACHTH(PUKATOP METKHU, IPOUYUTAHHBIA KaK 9acTh CUCTEMHOM MHpOpMAaI;
pbFlags — ccpuika Ha epeMeHHy0, B KOTOPYIO OyayT moMenieHsl ¢uiaru oTBeTa (CM.
ISO 15693-3 .7.4.1);
pbInfoFlags — cchuika Ha TnepeMeHHyl0, B KOTOPYIO OyIyT MOMeuIieHbl ¢uaru
CUCTEMHOH HHpOpMaIY;
pbDSFID — ccrika Ha IepeMeHHyI0, B KOTOpYIo OyaeT nomenieHo 3Hauenre DSFID;
pbAFI — cchiika Ha IepeMeHHYI0, B KOTOPYIO OyneT nomerieHo 3Hauenre AFI;
pbMemorySize — cchiika Ha TIEPEMEHHYIO, B KOTOPYIO Oy/IeT TIOMEIIEHO 3HaueHHe
Information on VICC memory size;
pbICReference — cchulka Ha EPEeMEHHYIO, B KOTOPYIO OyJIeT TOMEIICHO 3HAa4YCHHE
Information on IC reference;
pbErrorCode — ccpuika Ha IEpEeMEHHYI0, B KOTOPYIO Oy/IeT MOMEIIeH KOJI OIIHOKH
(cM.ISO 15693-3 .7.4.2).

BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,

© 2021 AkuyuoHepHoe obwecmeo “MukpodM”



BuonuoTteka Clscrfl.dll 147

VHaue — OIIMOKA MPH BBITIOJTHEHAWL.

4.12.10 CLSCRF_GetMultipleBSS_15693

LONG CLSCRF_GetMultipleBSS 15693( IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bGetMultipleBSS,
IN LPBYTE pbUID,
IN BYTE DbFirstBlockNumber,
IN OUT LPBYTE pbNumberOfBlocks,
OUT LPBYTE pbFlags,
OUT LPBYTE pbBlockSecurityStatus,
OUT LPBYTE pbErrorCode );
Boimaet 3Hauenus craryca 3ammrbl 6710k0B oT 3ammcu (block security status) (cM.
ISO 15693-3 m.10.4.13).
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
bFlags— ¢naru 3ampoca (cm. ISO 15693-3 1.7.3.1);
bGetMultipleBSS— xon xomannst Get Multiple Block Security Status (Bcerma
paseH 0x2C);
pbUID — ccbuika Ha MaccuB (8 O0aiiToB), B KOTOPOM HAXOJMTCSl YHHUKATbHBIA
WICHTU(PUKATOp METKU;
bFirstBlockNumber— nomep nepBoro unraemoro 6joxka (ot 0);
pbNumberOfBlocks — cchiika Ha niepeMeHHyI0, KOTOpasi Mepe]l BI30BOM (DYHKIMN
JIOJDKHA COJEepKaTh KOoJMdecTBO (0T ) UMTaeMbIX 3HAYEHUI CTaTyca 3alluThl OJIOKOB
OT 3aIiCH, a Ha BBIXOJIe OyZIET Conepk aTh KomuecTBO (Toxe oT 0) HeHCTBUTEIIHHO
NPOYMTAHHBIX 3HAYECHUIL;
pbFlags — ccpuika Ha IepeMeHHYI0, B KOTOPYIO OyIyT MOMEIIEeHbI (iar 0TBeTa (CM.
ISO 15693-3 n.7.4.1);
pbBlockSecurityStatus — cceuika Ha maccuB (70 256 06aifToB), B KOTOPBIM OymyT
TIOMEIICHBI 3HAYEHHS CTaTyca 3allUThl OJIOKOB OT 3aIUCH;
pbErrorCode — ccpuika Ha TIEpEMEHHYIO, B KOTOPYIO Oy/IEeT TOMEIIEH KOJI OIIHOKA
(cM.ISO 15693-3 .7.4.2).
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.12.11 CLSCRF_SetEAS 15693

LONG CLSCRF_SetEAS 15693(IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bSetEAS,
IN BYTE bICMfgCode,
IN LPBYTE pbUID,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode );
VYcranamBaer EASB 1.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
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bFlags — ¢naru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bSetEAS — xon xomannbl Set EAS (Bcerna paBen 0xA2);
bICMfgCode — ko1 POU3BOIUTENSI MUKPOCXEMBI METKH;
pbUID — ccouika Ha MaccuB (8 OalTOB), B KOTOpPOM HAXOJWTCS YHUKAIbHBIA
WICHTUPHUKATOP METKY;
pbFlags — ccpuika Ha mepeMeHHy0, B KOTOPYIO OyayT nmoMenieHsl ¢uiaru oTBeTa (CMm.
ISO 15693-3 n.7.4.1);
pbErrorCode — ccpuika Ha TIEpEMEHHYI0, B KOTOPYIO OyAeT TOMEIIEH KOJI OIIHOKA
(cM.ISO 15693-3 n.7.4.2).

BosBpamiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITNIOJIHEHKE,

vHave — OIIMOKA MPH BBITIOJTHEHAML.

4.12.12 CLSCRF_ResetEAS_15693

LONG CLSCRF_ResetEAS 15693(IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bResetEAS,
IN BYTE bICMfgCode,
IN LPBYTE pbUID,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode );
C6paceBaeT EAS B 0.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
bFlags— ¢dnaru 3anpoca (cm. ISO 15693-3 1.7.3.1);
bResetEAS — xox komannsl Reset EAS (Bcerna paBen 0xA3);
bICMfgCode — ko1 pOM3BOAUTENSI MUKPOCXEMBI METKH;
pbUID — ccbuika Ha MaccuB (8 0aiiToB), B KOTOPOM HAXOJMTCSl YHHUKAIbHBIA
WICHTU(PUKATOp METKH
pbFlags — ccpiika Ha IepeMeHHy10, B KOTOPYIO OyIyT OMEIIeHbI (hjlark oTBETa (CM.
ISO 15693-3 n.7.4.1);
pbErrorCode — cchiika Ha IEpEMEHHYI0, B KOTOPYIO OYAET MOMEIIEH KOJI OITHOKU
(cM.ISO 15693-3 .7.4.2).
Bo3sspamaemoe 3HaueHue:
0 — YCTICIITHOE BBITOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.12.13 CLSCRF_LockEAS_15693

LONG CLSCRF_LockEAS 15693(IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bLockEAS,
IN BYTE bICMfgCode,
IN LPBYTE pbUID,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode );
[Ipenoxpansier EAS ot nepe3ammcu.
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pReader — ccpuika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bLocKkEAS — xon xomanasl Lock EAS (Bcerna pasen 0xA4);
bICMfgCode — ko1 pOM3BOAUTENSI MUKPOCXEMBI METKH;
pbUID - cchiika Ha MaccuB (8 0alWTOB), B KOTOPOM HAXOJUTCS YHUKATHHBINA
WICHTUDUKATOD METKH;
pbFlags — ccbuika Ha IepeMeHHYI0, B KOTOPYIO OyIyT MOMEIIeHbI (iard 0TBeTa (CM.
ISO 15693-3 n.7.4.1);
pbErrorCode — cchuika Ha IEPEMEHHYI0, B KOTOPYIO OyJIeT MOMEIIEeH KOJI OIIHOKH
(cM.ISO 15693-3 .7.4.2).

Bo3Bpaijaemoe 3HaueHue:

0 — YCIIEIIIHOE BBITIOJIHEHHE,

VHaue — OIIMOKA MPH BBITIOTHSHHN.

4.12.14 CLSCRF_EASAlarm_15693

LONG CLSCRF_EASAlarm_15693(IN LPVOID pReader,
IN BYTIE bFlags,
IN BYTE bEASAlarm,
IN BYTE bICMfgCode,
IN LPBYTE pbUID,
OUT LPBYTE pbFlags,
OUT LPBYTE pbEASData,
OUT LPBYTE pbErrorCode );
Yuraer EAS-niocnenoBarensHOCTh, ecii Our EAS ycTanosnen B 1.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bEASAlarm — xox komannsl EAS Alarm (Bceraa paBen 0xAS);
bICMfgCode — ko1 pOM3BOAUTENSI MUKPOCXEMBI METKH;
pbUID - cchuika Ha MaccuB (8 0alWTOB), B KOTOPOM HAXOJUTCS YHUKATHHBINA
WICHTUDUKATOD METKH;
pbFlags — ccbuika Ha IepeMeHHYI0, B KOTOPYIO OyIyT MOMEIIeHbI (iark 0TBeTa (CM.
ISO 15693-3 n.7.4.1);
pbEASData — ccpuika Ha wMaccuB (32 Oaifra) g mpoumranHo  EAS-
TMOCJIeI0BATEILHOCTH;
pbErrorCode — ccpuika Ha IEpeMEHHYI0, B KOTOPYIO Oy/IeT MOMEIIeH KOJI OIHOKH
(cM.ISO 15693-3 .7.4.2).
Bo3Bpariaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
MHAue — OIIMOKA TPH BBITIOJTHEHAML

4.12.15 CLSCRF_15693 ICode_GetRandomNumber

LONG CLSCRF 15693 ICode GetRandomNumber( IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bICMfgCode,
IN LPBYTE pbUID,
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OUT LPDWORD pdwRandomNumber,
OUT LPBYIE pbFlags,
OUT LPBYIE pbErrorCode);
UYuraet EAS-niocnegoBarenbHOCTh, eciu Out EAS yctanoBien B 1.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 .7.3.1);
bICMfgCode — ko1 POM3BOAUTENSI MUKPOCXEMBI METKH;
pbUID — cceuika Ha MaccuB (8 0alWTOB), B KOTOPOM HAaXOJUTCS YHUKATHHBINA
WICHTUDUKATOD METKH;
pdwRandomNumber — cchuika Ha mnepemenHyto (4 Oaifra), B KOTOpYylO OyIeT
TIOMEILIECH NPOYMTAHHBIN CITydaliHbIiI HOMED;
pbFlags — ccpuika Ha IepeMeHHy0, B KOTOPYIO OyayT moMenIeHb! ¢uiaru oTBeTa (CM.
ISO 15693-3 n.7.4.1);
pbErrorCode — ccpuika Ha TIEpEMEHHYIO, B KOTOPYIO Oy/IEeT TIOMEIIEH KOJI OIIHOKA
(cM.ISO 15693-3 .7.4.2).
Bo3sBparniaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.12.16 CLSCRF_15693 ICode_ SetPassword

LONG CLSCRF 15693 ICode SetPassword(IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bICMfgCode,
IN LPBYTE pbUID,
IN BYTE
ucPasswordldentifier,
IN DWORD dwPassword,
IN DWORD dwRandomNumber,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode);
[lepenaua Ha kapty Tekymiero naposs (Toysko [Code SLIX/SLIX2).
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
bFlags — ¢naru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bICMfgCode — ko1 pOM3BOAUTENSI MUKPOCXEMBI METKH;
pbUID — ccbuika Ha MaccuB (8 0aiiToB), B KOTOPOM HAXOJMTCSl YHHUKATIbHBIA
WICHTU(PUKATOp METKU;
ucPasswordldentifier — unenrupukarop maposisi: 01h - Read, 02h - Write, 04h -
Privacy, 08h - Destroy, 10h - EAS / AFI;
dwPassword— naposis, 32 Oura;
dwRandomNumber - cnygaiilHoe 4ucio, 16 Our, TOJIydeHHOE KOMAaHIOM
GetRandomNumber;
pbFlags — ccpuika Ha IepeMeHHYI0, B KOTOPYIO OyIyT MOMEIIEeHbI (iark 0TBeTa (CM.
ISO 15693-3 n.7.4.1);
pbErrorCode — cchiika Ha IEPEMEHHYI0, B KOTOPYIO OYAET MOMEIIEH KOJI OIITHOKU
(cm.ISO 15693-3 .7.4.2).
Bo3sspamaemoe 3HaueHue:
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0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.12.17 CLSCRF_15693 ICode_ WritePassword

LONG CLSCRF 15693 ICode WritePassword(IN LPVOID pReader,
IN BYIE bFlags,
IN BYTE bICMfgCode,
IN LPBYTE pbUID,
IN BYTE
ucPasswordldentifier,
IN DWORD dwPassword,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode);

Nzmenurs mapons Ha kapte (Tosbko [Code SLIX/SLIX2).

pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
bFlags— ¢naru 3ampoca (cm. ISO 15693-3 1.7.3.1);
bICMfgCode — ko1 MpOM3BOAUTENSI MUKPOCXEMBI METKH;
pbUID — cchuika Ha MaccuB (8 0alToB), B KOTOPOM HAaXOJUTCS YHUKATHHBINA
WICHTUDUKATOD METKH;
ucPasswordldentifier — unenruduxarop mapossi: 01h - Read, 02h - Write, 04h -
Privacy, 08h - Destroy, 10h - EAS / AFI;
dwPassword— maposs, 32 Oura;
pbFlags — ccbuika Ha IepeMeHHYI0, B KOTOPYIO OyIyT MOMEIIeHbI (iard 0TBeTa (CM.
ISO 15693-3 n.7.4.1);
pbErrorCode — cchuika Ha IEPEMEHHYI0, B KOTOPYIO OyJIeT MOMEIIEeH KOJI OIIHOKH
(cM.ISO 15693-3 .7.4.2).

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHHE,

VHaue — OIIMOKA MPY BBIIOTHEHHN.

4.12.18 CLSCRF_15693 ICode_ LockPassword

LONG CLSCRF 15693 ICode LockPassword(IN LPVOID pReader,
IN BYIE  bFlags,
IN BYTE  bICMfgCode,
IN LPBYTE pbUID,
IN BYTE
ucPasswordldentifier,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode);
3anpeTuth M3MEHATH NapoJb Ha KapTe (Toapko [Code SLIX/SLIX2).
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bICMfgCode — ko1 POU3BOIUTENSI MUKPOCXEMBI METKH;
pbUID — ccouika Ha MaccuB (8 O0alTOB), B KOTOPOM HAXOJWTCS YHUKAIbHBIA
WICHTU(PHUKATOP METKY;
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ucPasswordldentifier — unenruduxarop mapossi: 01h - Read, 02h - Write, 04h -
Privacy, 08h - Destroy, 10h - EAS / AFI;
pbFlags — ccbuika Ha mepeMeHHyt0, B KOTOPYIO OyayT nmoMenieHsl ¢uiaru oTBeTa (CMm.
ISO 15693-3 n.7.4.1);
pbErrorCode — cchuika Ha IEpEMEHHYI0, B KOTOPYIO OyAeT MOMEIIEH KO/ OIIMOKU
(cM.ISO 15693-3 .7.4.2).

BosBpaiiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAYe — OIIMOKA MPH BBITIOJTHEHUML.

4.12.19 CLSCRF_15693 ICode_PasswordProtectEAS_AFI

LONG CLSCRF 15693 ICode PasswordProtectEAS AFI(IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bICMfgCode,
IN LPBYTE pbUID,
OUT LPBYTE pbFlags,
ouT LPBYTE
pbErrorCode);
Bxmounrs naposbhyto 3amury 11 EAS/AFI (Tossko ICode SLIX).
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bFlags— ¢naru 3ampoca (cm. ISO 15693-3 n.7.3.1);
bICMfgCode — ko1 pOM3BOAUTENSI MUKPOCXEMBI METKH;
pbUID — ccouika Ha MaccuB (8 OaiTOB), B KOTOPOM HAXOJWTCS YHUKAIbHBIHA
WICHTUPHUKATOP METK;
pbFlags — ccpuika Ha mepeMeHHy0, B KOTOPYIO OyayT moMenieHsl ¢uiaru oTBeTa (CMm.
ISO 15693-3 n.7.4.1);
pbErrorCode — ccpuika Ha IEpeMEHHYI0, B KOTOPYIO OyZIeT MOMEIIeH KOJI OIIHOKH
(cM.ISO 15693-3 .7.4.2).
BosBpamaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
vHave — OIIMOKA TPH BBITIOJTHEHAML.

4.12.20 CLSCRF_15693 ICode 64BitProtection

LONG CLSCRF 15693 ICode 64BitProtection(IN LPVOID pReader,
IN BYIE bFlags,
IN BYTE bICMfgCode,
IN LPBYTE pbUID,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode);
Brmouaer 3ammry mocTyna mo JBOMHOMY MApoJit0 (Ha YTEHWE W HA 3aIiCh)
(tTompko ICode SLIX?2).
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 .7.3.1);
bICMfgCode — ko1 POM3BOAUTENSI MUKPOCXEMBI METKH;
pbUID — cceuika Ha MaccuB (8 0alWTOB), B KOTOPOM HAXOJUTCS YHUKATHHBINA
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WICHTUDUKATOD METKH;
pbFlags — ccpuika Ha IepeMeHHYI0, B KOTOPYIO OyIyT MOMEIIEeHbI (iark 0TBeTa (CM.
ISO 15693-3 n.7.4.1);
pbErrorCode — cchiika Ha IEPEMEHHYI0, B KOTOPYIO OYAET MOMEIIEH KOJI OLTHOKU
(cm.ISO 15693-3 1.7.4.2).

Bo3sspamaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHaue — OIIMOKA TMPH BBITIOTHSHHI.

4.12.21 CLSCRF_15693_ICode_ProtectPage

LONG CLSCRF 15693 ICode ProtectPage(IN LPVOID pReader,
IN BYIE bFlags,
IN BYIE bICMfgCode,
IN LPBYTE pbUID,

IN BYIE
ucProtectionPointerAddress,
IN BYIE

ucExtendedProtectionStatus,
OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode);
Bximouaet 3amury nocTyna K ctpanvie aaHHbix (Tosibko [Code SLIX2).
pReader — ccouika Ha 00bexT-uHTEpdeiic (cMm. pyHkimo CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 m.7.3.1);
bICMfgCode — ko1 POU3BOIUTENS] MUKPOCXEMBI METKH;
pbUID - ccpuika Ha MaccuB (8 0aiiToB), B KOTOPOM HAXOJWTCS YHHUKATbHBIA
WICHTU(PUKATOP METKH;
ucProtectionPointer Address- HauanbHbIil aapec cTpanuibl H;
ucExtendedProtectionStatus — pacimpennbie mapameTpbl 3ammrhl (cM. Table 27.
Extended Protection status byte);
pbFlags — ccbuika Ha epeMeHHy0, B KOTOPYIO OyayT moMenieHsl ¢uiaru oTBeTa (CMm.
ISO 15693-3 n.7.4.1);
pbErrorCode — ccpuika Ha TIEpEMEHHYI0, B KOTOPYIO OyIeT TOMEIIEH KOJI OIIHOKA
(cM.ISO 15693-3 .7.4.2).
BosBpamiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

4.12.22 CLSCRF_15693_ICode_LockPageProtectionCondition

LONG CLSCRF 15693 ICode LockPageProtectionCondition(
IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bICMfgCode,
IN LPBYTE pbUID,
IN BYTE
ucProtectionPointerAddress,
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OUT LPBYTE pbFlags,
OUT LPBYTE pbErrorCode);
broxupyeT m3MeHeHre napaMeTpoB 3aIUThl JOCTYIA K CTPAHHIE JTaHHBIX (TOJIBKO
ICode SLIX2).
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 .7.3.1);
bICMfgCode — ko1 POM3BOAUTENSI MUKPOCXEMBI METKH;
pbUID — cceuika Ha MaccuB (8 0alWTOB), B KOTOPOM HAaXOJUTCS YHUKATHHBINA
WICHTUDUKATOD METKH;
ucProtectionPointer Address- HauanbHbIi agpec cTpanuipl H;
pbFlags — ccbuika Ha mepeMeHHyt0, B KOTOPYIO OyayT nmoMenieHsl ¢uiaru oTBeTa (CMm.
ISO 15693-3 n.7.4.1);
pbErrorCode — cchuika Ha IEpEMEHHYI0, B KOTOPYIO OyAeT MOMEIIEH KOJI OIIMOKU
(cM.ISO 15693-3 .7.4.2).
BosBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.12.23 CLSCRF_15693_ICode_Destroy

LONG CLSCRF 15693 ICode Destroy(IN LPVOID pReader,
IN BYTE bFlags,
IN BYTE bICMfgCode,
IN LPBYTE pbUID,
IN DWORD dwPassword,
IN DWORD dwRandomNumber,
OUT LPBYIE pbFlags,
OUT LPBYIE pbErrorCode);
BeBoaur u3 ctpost kapty HaBcera (Toabko [Code SLIX2).
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
bFlags— ¢naru 3anpoca (cm. ISO 15693-3 .7.3.1);
bICMfgCode — ko1 POM3BOAUTENSI MUKPOCXEMBI METKH;
pbUID — cceiika Ha MaccuB (8 0alWTOB), B KOTOPOM HAaXOJUTCS YHUKATHHBINA
WICHTUDUKATOD METKH;
dwPassword— mapoJis, 32 Oura;
pdwRandomNumber — ccbuika Ha mepemenHyio (4 Oaifra), B KOTOpylO OyaeT
MIOMEILIECH IIPOYMTaHHbI CIIy4alHbII HOMED;
pbFlags — cchiika Ha IepeMeHHy10, B KOTOPYIO OyIyT OMEIIeHbI (hjlark oTBETa (CM.
ISO 15693-3 n.7.4.1);
pbErrorCode — cchiika Ha IEpEMEHHYI0, B KOTOPYIO OYAET MOMEIIEH KOJI OITHOKU
(cM.ISO 15693-3 .7.4.2).
Bo3sspamaemoe 3HaueHue:
0 — YCTICITHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUM.
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4.12.24 CLSCRF_15693_ICode_EnablePrivacy

LONG CLSCRF 15693 ICode EnablePrivacy(IN LPVOID pReader,

IN BYIE bFlags,

IN BYTE bICMfgCode,
IN LPBYTE pbUID,

IN DWORD dwPassword,
IN DWORD
dwRandomNumber,

OUT LPBYIE pbFlags,
OUT LPBYIE pbErrorCode);
AkTUBUpYeT Ha KapTe NpuBaTHbIl pexkuM (Tosbko ICode SLIX?2).
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
bFlags— ¢naru 3ampoca (cm. ISO 15693-3 n.7.3.1);
bICMfgCode — ko POU3BOIUTENSI MUKPOCXEMBI METKH;
pbUID — ccouika Ha MaccuB (8 O0aliTOB), B KOTOPOM HAXOJWTCS YHUKAIbHBIA
WICHTUPHUKATOP METK;
dwPassword— maposs, 32 Oura;
pdwRandomNumber — cchuika Ha miepemenHyto (4 Oaifra), B KOTOpYylO OyIeT
TIOMEILIECH NPOYMTAHHBIN CITydaliHbIiI HOMED;
pbFlags — ccpuika Ha IepeMeHHy0, B KOTOPYIO OyayT MmoMenIeHb! ¢uiaru oTBeTa (CM.
ISO 15693-3 n.7.4.1);
pbErrorCode — ccpuika Ha TIEpEMEHHYIO, B KOTOPYIO Oy/IEeT TIOMEIIEH KOJI OIIHOKA
(cM.ISO 15693-3 .7.4.2).
Bo3sBparniaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHE HAML

4.13 OO0mMeH nannbiMu ¢ kKaprtamu Mifare Plus

4.13.1 CLSCRF_MifarePlus_WritePersoExplicit

LONG CLSCRF_MifarePlus WritePersoExplicit( IN LPVOID pReader,
IN BYTE ucValueType,
IN BYTE ucSectorNumber,
IN BYTE ucBlockNumber,
IN LPBYTE pData );
3anuchIBaeT JaHHbIC TIEPCOHATM3AIMU B KapTy. [laHHbIe 3a/1at0TCs SIBHO.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucValueType — Tur 3anmcbIBaeMOT0 3Ha4€HHS (CM. TaOJIHILLY );
ucSectorNumber — HoMep cekTopa (UCTIOIb3yeTCs Y 3aNrcH 0JI0Ka JTaHHBIX WK
KJTI0Ya, OTHOCSIIIETOCS K OTIPEICIEHHOMY CEKTOPY);
ucBlockNumber — Homep 6710Ka (MCTIONB3YETCS TIPH 3AIMUCH 0JI0KA JAHHBIX WIH
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KJTIO4a,
OTHOCSIIETOCS K OTIpeIeJIEHHOMY OJIOKY B CEKTOPE);
pData — nansbie GJI0Ka IS 3aIHCH;

BosBpaiiaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

VHaue — OIIMOKA NPY BBITIOJTHEHAML

4.13.2 CLSCRF_MifarePlus_CommitPerso

LONG CLSCRF_MifarePlus_CommitPerso(  IN LPVOID pReader );
3aBepiIaeT NepCoOHAM3AIMIO KapThL.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
BosBpaiiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.13.3 CLSCRF_MifarePlus_Authenticate

LONG CLSCRF_MifarePlus Authenticate( IN LPVOID pReader,
IN BYTE ucAuthType,
IN BYTE ucKeyType,
IN BYTE ucSectorNumber,
IN DWORD dwKeyFlashAddress,
IN BYTE ucLenCap,
IN LPBYTE pbPcdCap );
Bemonnssier ayreHTMpUKAIFIO KapThI.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucAuthType — tum oneparm ayrerTrdukaimm (0x01 — neppuaHas, 0xOF —
nocienyromast, 0x00 — copoc ayreHTHDVKAIIN);
ucKeyType — tum xmoua auist ayreHtddukaimy  (cM. Taduiy );
ucSectorNumber — HOMep ceKTOpa 1JIs Ay TeHTUDUKALL,
dwKeyFlashAddress — agpec xmouya Bo flash-mamst cuwurbBarens ms
ayTeHTH(UKAILL;
ucLenCap — mmHa 610Ka xapaktepucTuk cuntbiBatesis (0..6, yctaHoButh B 0);
pbPcdCap — ykazarenb Ha OalWTOBBIM MAacCHB - OJIOK XapaKTePHCTHK CYMTHIBATEIIS
(yctanoBurs B NULL).
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIETIIHOE BBITIOJTHEHIE,
VHaue — OIIMOKA MPY BBITIOTHSHHN.

4.13.4 CLSCRF_MifarePlus_AuthenticateDirect

LONG CLSCRF_MifarePlus AuthenticateDirect( IN LPVOID pReader,
IN BYTE ucAuthType,
IN BYTE ucKeyType,
IN BYTE ucSectorNumber,
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IN LPBYTE pbKey,
IN BYTE ucLenCap,
IN LPBYTE pbPcdCap );
BbimonmHsgeT ayTeHTHPHKAIMIO KapThl.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucAuthType — tumn onepaivm ayrentudukaimn (0x01 — nepsuunas, 0xOF —
nocneayrotas, 0x00 — copoc ayTeHTHDUKAIIH);
ucKeyType — v xroua i ayreHrubukammm  (CM. TadmILy );
ucSectorNumber — HoMep cexTOpa AJis ayTeHTUDUKALK;
pbKey — ykazarenp Ha OaiitoBbIii MaccuB - K04 AES-128 nns ayrenmndukarmm (16
Oaitr);
ucLenCap — mymHa 6;10ka xapakrepuctik cuutbiBatesis (0..6, yctaHoBuTh B 0);
pbPcdCap — ykazarenb Ha OalTOBBIM MAacCUB - OJIOK XapaKTEPHCTHK CYUTHIBATEJIS
(yctanoBurs B NULL).
BosBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.13.5 CLSCRF_MifarePlus_MultiBlockRead

LONG CLSCRF_MifarePlus_ MultiBlockRead( IN LPVOID pReader,
IN BYTE ucSectorNumber,
IN BYTE ucBlockNumber,
IN BYTE ucBlocksCount,
OUT LPBYTE pbData );
Jlns kapTel B pexume SL2, MpOM3BOIUT MHOYKECTBEHHOE YTEHUE OJIOKOB.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
ucSectorNumber — nopsakoBsIif HoMmep cextopa (o1 0);
ucBlockNumber — nopsiikoBsiii Homep 610ka (0T 0);
ucBlocksCount — kouuecTBO YHTAEMBIX OJIOKOB;
pbData — yxa3zatens H 0alTOBBIN MacCHB, B KOTOPBIM Oy1yT NIPOUYHUTAaHbI JaHHbIE.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.13.6 CLSCRF_MifarePlus_MultiBlockWrite

LONG CLSCRF_MifarePlus_ MultiBlockWrite( IN LPVOID pReader,
IN BYTE ucSectorNumber,
IN BYTE ucBlockNumber,
IN BYTE ucBlocksCount,
IN LPBYTE pbData );

Jlns kapTel B pexume SL2, MpoM3BOIUT MHOKECTBEHHYIO 3aIUCh OJIOKOB.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucSectorNumber — nopsakoBsIif Homep cextopa (o1 0);
ucBlockNumber — nopsiKoBbIi HOMEp HauaTbHOTO OJ10Ka /171 3armicu (ot 0);
ucBlocksCount — KoIM4ECTBO 3aNKCHIBAEMBIX OJIOKOB;
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pbData — yka3arenb H 0aHTOBBI MacCHB C JaHHBIMU JIJIS 3AITUCHL.
Bo3sBpamaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
vHaJe — OIIMOKA MPH BBITIOJTHEHAML.

4.13.7 CLSCRF_MifarePlus_ReadData

LONG CLSCRF_MifarePlus ReadData( IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucValueType,
IN BYTE ucSectorNumber,
IN BYTE ucBlockNumber,
IN BYTE ucBlocksCount,
OUT LPBYTE pbData );
Jns1 kapThl B pexxume SL3, IpOU3BOIUT YTEHUE JTaHHBIX.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
ucEncryptionMode - pexum 3ammrbl 00MeHa JaHHBIMU (CM. TaOJHIIBI );
ucValueType - T ynraemMoro 3HadeHust (CM. TabJHILy );
ucSectorNumber - HomMep cekTopa, B KOTOPOM HY>KHO MPOU3BOIUTH YTEHHUE;
ucBlockNumber - Homep 6110k, ¢ KOTOpOro TpeOyeTcsl HauaTh CUUTHIBAHUE JJAHHBIX;
ucBlocksCount - koimuecTBO GJI0KOB JJaHHBIX, KOTOPOE HyXHO mpounTats (1..3);
pbData — yka3aresb H 0alTOBBI MacCHUB, B KOTOPBIN OY/TyT MPOYUTAHBI TaHHBIE.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TMPH BBITIOTHSHHN.

4.13.8 CLSCRF_MifarePlus_WriteData

LONG CLSCRF_MifarePlus_WriteData( IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucValueType,
IN BYTE ucSectorNumber,
IN BYTE ucBlockNumber,
IN BYTE ucBlocksCount,
IN LPBYTE pbData );
Jnst kapThl B peskume SL3, MpOU3BOIUT 3aIHCh JAHHBIX.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucEncryptionMode - pexum 3amursl 0OMeHa JaHHBIMU (CM. TaOJIHIIEL );
ucValueType - Tvn 3anvceiBaeMOT0 3HaYEHUS (CM. TaOJHMILY );
ucSectorNumber - HoMep ceKTOpa 1JIs1 3aNUCH;
ucBlockNumber - Homep HauambHOTO OJI0Ka JJIs1 3aIHCH;
ucBlocksCount - komaecTBO 0JI0KOB JJaHHBIX, KOTOPOE Hy>KHO 3armcath (1..3);
pbData — yka3aresb H 0alTOBBII MacCHUB C JaHHBIMU JIJIS 3AITUCH.
BosBpamiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.
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4.13.9 CLSCRF_MifarePlus_Increment

LONG CLSCRF_ MifarePlus Increment( IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucSourceSectorNumber,
IN BYTE ucSourceBlockNumber,
IN DWORD dwValue );
J7st kapTel B pexxume SL3, MpOU3BOIUT YBEIMUCHNE 3HAYCHUSI CUCTUHKA U
O CJICTYIONIIYIO 3aICh YBEJIMUeHHOTO 3HaueHus B Oydep nepenoca (Transfer Buffer).
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucEncryptionMode - pexxiM 3aiursl 0OMeHa TaHHBIMH (CM. TaOJMIIbI );
ucSourceSectorNumber - HOMEp HCXOTHOTO CEKTOPA;
ucSourceBlockNumber- Homep ucxoasoro 610ka;
dwValue - 3HaueHre, Ha KOTOpoe TpeOyeTCs MPUPACTUTh OJIOK 3HAYCHH.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TPH BBIIOTHSHHN.

4.13.10 CLSCRF_MifarePlus_Decrement

LONG CLSCRF_MifarePlus_Decrement( IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucSourceSectorNumber,
IN BYTE ucSourceBlockNumber,
IN DWORD dwValue );
st kapThl B pesxkume SL3, pOM3BOAUT YMEHBIIICHNE 3HAYEHUS CUETYHKA U
MO CJIeAYIOIIYIO 3alMCh YMEHBIICHHOTO 3HaueHust B Oydep nepeHoca (Transfer
Buffer).
pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucEncryptionMode - pexum 3amursl 0OMeHa JaHHBIMU (CM. TaOJIUIIEL );
ucSourceSectorNumber - HOMep UCXOTHOTO CEKTOPA;
ucSourceBlockNumber - Homep rcxoaHOTO 0JI0KA;
dw Value - 3HaueHre, KOTOpOe TpeOyeTCs BEIUECTh U3 0JI0OKA 3HAUCHUS.
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.13.11 CLSCRF_MifarePlus_Transfer

LONG CLSCRF_MifarePlus_Transfer( IN LPVOID pReader,
IN BYTE ucEncryptionMode,
INBYTE
ucDestinationSectorNumber,
IN BYTE
ucDestinationBlockNumber );
s xaptel B pexxume SL3, 3anmcsiBaeT nanHbie Oydepa nepeHoca (Transfer
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Buffer) B yka3anHsIii 6J10K.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create);
ucEncryptionMode - pexum 3ammrbl 00MeHa JaHHBIMA (CM. TaOJHIIRI );
ucDestinationSector Number- HoMep cexTopa 115 3armicy;
ucDestinationBlockNumber- Homep 6710Ka 117151 3armicy.

Bo3sspamaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHaue — OIIMOKA TMPH BBITIOTHSHHI.

4.13.12 CLSCRF_MifarePlus_IncrementTransfer

LONG CLSCRF_MifarePlus_IncrementTransfer(IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucSourceSectorNumber,
IN BYTE ucSourceBlockNumber,
INBYTE
ucDestinationSectorNumber,
INBYTE
ucDestinationBlockNumber,
IN DWORD dwValue );
st kapTel B pexxume SL3, MpOU3BOIUT YBEIMUEHNE 3HAYCHUS CUETUHKA, 3aMUCh
yBeNIM4eHHOTO 3HaueHust B Oydep nepeHoca (Transfer Buffer) u3arem B ykazanHblii
0JI0K.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
ucEncryptionMode - pexum 3ammrbl 00MeHa JaHHBIMU (CM. TaOJIHIIBI );
ucSourceSector Number - HOMep UCXOJHOTO CEKTOPA;
ucSourceBlockNumber - HoMep ucxogHoro 6J10ka;
ucDestinationSector Number- HoMep cexTopa s 3a1icy;
ucDestinationBlockNumber- Homep 6710Ka 1151 3ammicy;
dwValue - 3HaueHre, Ha KOTOpOE TPeOYeTCs MPUPACTUTh OJIOK 3HAYCHHUS.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TMPH BBITIOTHSHHN.

4.13.13 CLSCRF_MifarePlus_DecrementTransfer

LONG CLSCRF_MifarePlus_DecrementTransfer(IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucSourceSectorNumber,
IN BYTE ucSourceBlockNumber,
INBYTE
ucDestinationSectorNumber,
INBYTE
ucDestinationBlockNumber,
IN DWORD dwValue );
st kapTel B pexxume SL3, MpoU3BOIUT YMEHBIIICHHE 3HAUCHHUS CUETYHMKA, 3aIUCh
YMEHbBIIIEHHOTO 3HaYeHus B Oydep nepeHoca (Transfer Buffer) u3atem B ykazanHbIi
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0JI0K.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create);
ucEncryptionMode - pexum 3ammrbl 00MeHa JaHHBIMA (CM. TaOJHIIRI );
ucSourceSectorNumber - HOMEp UCXOJTHOTO CEKTOPA;
ucSourceBlockNumber - Homep rcxoaHoTO 0JI0KA;
ucDestinationSector Number- HoMep cekTopa s 3a1icy;
ucDestinationBlockNumber- Homep 610ka aJ1s1 3armcy;
dwValue - 3Hauenre, KoTOpoe TpeOyeTCs BIYECTh U3 0JI0KA 3HAYCHHS.
Bo3sspamaemoe 3HaueHue:
0 — YCTICUTHOE BBINOJTHEHNE,
VHaue — OIIMOKA NPY BBITIOJTHEHUML.

4.13.14 CLSCRF_MifarePlus_Restore

LONG CLSCRF_MifarePlus_Restore( IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucSourceSectorNumber,
IN BYTE ucSourceBlockNumber );
J1ns kapTel B pexxume SL3, Mpou3BOAUT 3aMCh 3HAYEHMSI YKa3aHHOTO OJI0Ka-
3HaueHus B 0ydep nepenoca (Transfer Buffer).
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucEncryptionMode - pexum 3ammrbl 00MeHa JaHHBIMU (CM. TaOJIHIIBI );
ucSourceSectorNumber - HOMEp HCXOJTHOTO CEKTOPA;
ucSourceBlockNumber - HoMep ncxoHOTO OJ0KA.
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHE HAML

4.13.15 CLSCRF_MifarePlus_VirtualCardSupport

LONG CLSCRF_ MifarePlus_Virtual CardSupport( IN LPVOID pReader,
IN LPBYTE plID );
[lepenaet kapTe ouepeHON HIEHTUPHUKATOP UHPPACTPYKTYPBL.

pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
plID — ykazarespb Ha wneHrupukarop uHbpacTpykTypbl (16 Oaiir).

Bo3Bpamiaemoe 3HaueHue:

0 — YCIIEIIIHOE BBITNIOJIHEHKE,

vHave — OILIMOKA MPY BBINOJIHEHHHL.

4.13.16 CLSCRF_MifarePlus_VirtualCardSupportLast

LONG CLSCRF_MifarePlus_Virtual CardSupportLast(
IN LPVOID pReader,
IN LPBYTE plID,
IN DWORD dwKencFlashAddress,
IN DWORD dwKmacFlashAddress,

© 2021 AkyuoHepHoe obwecmso “MukpodM”



162

PyKOBOACTBO nporpamMmmMmucTa

IN BYTE ucLenCap,
IN LPBYTE pbPcdCap,
OUT PBYTE puclnfo,
OUT PBYTE pPiccCap,
OUT PBYTE pPaddedUID);
[lepenaer kapre moOCHenHHMI UWIEHTHPHUKATOP HMHPPACTPYKTYpPhl, a TakKKe
COOCTBEHHBIE XapaKTEPUCTUKU Y TIPUHUMAET XapaKTUPUCTUKH KapThl.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
plID — ykazaresnpb Ha wieHrupukarop uHbpacTpykTypbl (16 Oaiir);
dwKencFlashAddress — agpec wmoua VC Polling ENC Key Bo flash-mamsaru
CUMTBIBATETIS,;
dwKmacFlashAddress — agpec xmoua VC Polling MAC Key Bo flash-nmamsaru
CUMTBIBATEIIS,
ucLenCap — nnvna 6moxa xapakreprctuk cuurbiBatelis (0..3, ycraHoButh B 0);
pbPcdCap — ykazarenp Ha MaccuB (3 Oaiita) ¢ GJIOKOM XapaKTePUCTHK CUYUTHIBATEJISI
(TIoOKa OTCYTCTBYET);
puclnfo — yka3zatens Ha Gaiit, B KOTOpBIi OyneT 3ammcana uHpopmamms o kapre (0x83
— 4 6aiir UID, 0x03 — 7 6aiir UID);

pPiccCap — ykazarenp Ha MaccuB (2 Oaifta), B KOTOpPbIM OyayT 3ammcaHbl
MPOYUTAHHBIE XAPAKTEPUCTUKUA KAPTHI;
pPaddedUID - ykazarenp Ha maccuB (13 Oaiir), B KOTOpbIM OyaeT 3ammcaH

TIOJIy4eHHbIA WAeHTU(dUKaTOp KapThl (4-0aiit wm 7-0aiit, B 3aBUCUMOCTU OT
*pucInfo), nononHeHHplt 10 13 Gaiit JOoMOTHUTENHHBIMU OaiiTaMu (MOHAT00SATCS
B ¢pynkimm CLSCRE MifarePlus VirtualCardSelect ).

Bo3sspamaemoe 3HaueHue:

0 — YCTICUTHOE BBINOJTHEHNE,

VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.13.17 CLSCRF_MifarePlus_VirtualCardSelect

LONG CLSCRF_MifarePlus_VirtualCardSelect(IN LPVOID pReader,

IN DWORD
dwKselFlashAddress,
IN PBYTE pPiccCap,
IN PBYTE pPaddedUID );
Bei6upaeT BUpTyaibHYyIO KapTy.

pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
dwKselFlashAddress— anpec xmoua Select VC Key Bo flash-mamsiti cuurbiBarens;
pPiccCap — ykazarenp Ha MaccuB (2 Oaiita), U3 KOTOPOro OYyIyT MPOYUTAHBI
XapPaKTEPUCTUKU KapThI;
pPaddedUID — ykazarenp Ha wmaccuB (13 Oaiir), 3 KoTOporo OyneTr B3ST
WIESHTH(PHUKATOp KapThl, JOTIOJHEHHBIA 10 13 OalT JOTOHUTEIHLHBIMK OaiTaMu,
TIOJTyY€HHBIMU B pe3ynbTare BBITIOJTHEHUSI (GyHKIIH
CLSCRF MifarePlus VirtualCardSupportlLast .
Bo3sBparmiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHUML
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4.13.18 CLSCRF_MifarePlus_VirtualCardDeselect

LONG CLSCRF_MifarePlus VirtualCardDeselect( IN LPVOID pReader );
OtMeHnsieT BEIOOP BUPTYaTbHOM KApThI.
pReader — ccpuika Ha 00bekT-uHTEpPeiic (cM. pyrkimo CLSCRFE Create).
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
VHaue — OIIKMOKA TPH BBITIOJTHE HHHL.

4.13.19 CLSCRF_MifarePlus_ProximityCheck

LONG CLSCRF_MifarePlus ProximityCheck(IN LPVOID pReader,
IN DWORD dwKproxFlashAddress
);
BoImonnseT npoBepKy pesieHOM aTakH.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cMm. pynxkimro CLSCRFE Create);
dwKproxFlashAddress — agpec wmoua Proximity Check Key Bo flash-mamsaru

CUMTBIBATEISI.
Bo3Bpamaemoe 3HaucHuE:
0 — YCIIEIIHOE BBIIOJIHEHME,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.14 OO0mMeH nannbiMu ¢ kaprtamu Mifare Plus EV1

4.14.1 CLSCRF_MifarePlusEV1_WritePerso

LONG CLSCRF_MifarePlusEV1 WritePerso( IN LPVOID pReader,

INBYTE ucT CL,

IN BYTE ucValueType,

IN BYTE ucSectorNumber,

IN BYTE ucBlockNumber,

IN BYTE ucBlocksCount,

IN LPBYTE pData );

3anMchIBacT JaHHBIC TIEPCOHATIM3AIMN B KapTy. [laHHbIe 3a/1at0TCs SIBHO.

pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucT CL — 0x00: ISO14443-3 protocol; 0x01: ISO14443-4 protocol;
ucValueType — Ty 3anuceiBaeMOro 3HaYeHus (CM. Ta0JIvLLy );
ucSectorNumber — HoMep cekTopa (KCOIb3yeTCs MpH 3aMKcy 0JI0Ka TaHHBIX WK
KJIF0Ya, OTHOCSIIIETOCS K OTPEIEICHHOMY CEKTOPY);
ucBlockNumber — HoMep 60Ka (MCTIONTE3YETCS TIPH 3AIUMCH OJI0KA JAHHBIX WIH
KJII0Ya,
OTHOCSIIIETOCS K OTIpe/IeJICHHOMY OJIOKY B CEKTODE);
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ucBlocksCount— xosmuecTBo 3amickiBaeMbIx 0J10k0B (1..15);
pData — nanHble GJ10Ka JJIs 3aICH;

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIETIIHOE BBITIOJTHEHIE,

VHaue — OIIMOKA MPY BBITIOTHEHHN.

4.14.2 CLSCRF_MifarePluseV1_CommitPerso

LONG CLSCRF_MifarePlusEV1 CommitPerso( IN LPVOID pReader,
IN BYTE ucOption,
INBYTE ucT CL);
3aBepIaeT NepCOHATM3ALMIO KapThL.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucOption— 0x00 or 0x01: nepeectu B SL1; 0x03: nepeBectu B SL3;
ucT CL — 0x00: ISO14443-3 protocol; 0x01: ISO14443-4 protocol.
BosBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.14.3 CLSCRF_MifarePluseEV1_Authenticate

LONG CLSCRF_MifarePlusEV1 Authenticate( IN LPVOID pReader,
IN BYTE ucSecLevel,
INBYTE ucT CL,
IN BYTE ucAuthType,
IN BYTE ucKeyType,
IN BYTE ucSectorNumber,
IN DWORD dwKeyFlashAddress,
IN BYTE ucLenDIV,
IN LPBYTE pbDIV,
IN BYTE ucLenCap,
IN OUT LPBYTE pbPcdCap,
OUT LPBYTE pbRetPiccCap);
BrmonHseT nepBHUHYIO ayTeHTU(DUKAIMIO KapThl.
pReader — ccpuika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucSecLevel — Security Level: 0x00, 0x01 wm 0x03;
ucT CL — 0x00: ISO14443-3 protocol; 0x01: ISO14443-4 protocol;
ucAuthType — tum oneparu ayrentudukaimm (0x01 — neppuanas, 0xOF —
nocienyromasi, 0x00 — copoc ayreHTHhMKAIIN);
ucKeyType — tun kiroua 1iist ayreHTUbUKaIpM  (CM. TaOJIvLLy );
ucSectorNumber — HomMep cekTopa AJis ayTeHTUDUKALL;
dwKeyFlashAddress — anpec xmoua Bo flash-mamsatu cuureBarens s
ayTeHTH(UKAIIL;
ucLenDIV — qmiHa BeKTOpa TUBEPCUDUKALLL
pbDIV — BekTOp MHBEPCUBHUKAIII
ucLenCap — nymHa 6J10Ka XapakTepuCTUK cUYuThiBaTesis (1..6, yCTAHOBUTh MUHIMYM B

1);
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pbPcdCap — ykazarenb Ha OalWTOBBI MAacCUB - OJIOK XapaKTePHCTHK CYMTHIBATEIIS
(manpumep, 3aaars 0x01);

pbRetPiccCap — 0ok XapakTepucTHK KapThbl (yKa3aTeslb Ha BBIICJICHHYIO MaMsTh 6
0aifT, He KOHCTAHTHYIO).
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
VHAue — OIIMOKA TPH BBITIOJTHEHAML

4.14.4 CLSCRF_MifarePluseEV1_AuthenticateDirect

LONG CLSCRF_MifarePlusEV1 AuthenticateDirect( IN LPVOID pReader,
IN BYTE ucSecLevel,
INBYTE ucT CL,
IN BYTE ucAuthType,
IN BYTE ucKeyType,
IN BYTE ucSectorNumber,
IN LPBYTE pbKey,
IN BYTE ucLenDIV,
IN LPBYTE pbDIV,
IN BYTE ucLenCap,
IN OUT LPBYTE pbPcdCap,
OUT LPBYTE pbRetPiccCap);
BrImomnHseT nepBUUHYIO ayTeHTU(DUKAIMIO KapThl.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
ucSecLevel — Security Level: 0x00, 0x01 wm 0x03;
ucT CL - 0x00: [ISO14443-3 protocol; 0x01: ISO14443-4 protocol;
ucAuthType — tum oneparm ayrerTrdukaimm (0x01 — neppuaHas, 0xOF —
nocienyromast, 0x00 — copoc ayreHTHDVKAIIN);
ucKeyType — tum xmoua auist ayreHtddukaimy  (cM. Taduiy );
ucSectorNumber — HOMep cekTopa i1 ayTeHTUDUKALL,
pbKey — ykazarenb Ha OaiiroBbiii MaccuB - ko4 AES-128 nns ayrenmudukamm (16
Oaitr),
ucLenDIV — mmHa BekTOpa MUBepCUbUKAIN;
pbDIV — BexTOp AMBepCUbUKAIIL
ucLenCap — qmmHa 6J10Ka XapaKTepUCTHK cUYUThIBaTe s (1..6, YCTAHOBUTh MUHUMYM B
1);
pbPcdCap — yka3artesnr Ha OaifTOBBIM MacCHB - OJIOK XapaKTePUCTUK CUUTHIBATEIIS
(manpumep, 3amats 0x01);
pbRetPiccCap — 0ok XapakTepucTHK KapThbl (yKa3aTeslb Ha BBIICJICHHYIO MaMsTh 6
0aifT, He KOHCTAHTHYIO).
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML
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4.14.5 CLSCRF_MifarePlusEV1_ReadData

LONG CLSCRF_MifarePlusEV1 ReadData( IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucValueType,
IN BYTE ucSectorNumber,
IN BYTE ucBlockNumber,
IN BYTE ucBlocksCount,
OUT LPBYTE pbData );
Jnst kapThl B pesxxume SL3, TpOU3BOIUT YTEHUE JTaHHBIX.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pynkimo CLSCRFE Create);
ucEncryptionMode — pexwum 3amumel 00MeHa TaHHBIMH (CM. TaOJHITBI );
ucValueType — Turm untaemMoro 3Ha4eHus (CM. TabIMILy );
ucSector Number — HOMep ceKTOpa, B KOTOPOM HY>KHO HPOU3BOAUTH YTECHUE;
ucBlockNumber — HoMep 0650ka, ¢ KOTOporo TpeOyeTcsi HayaTh CUMTHIBAHUE
JIaHHBIX;
ucBlocksCount— xommaecTBo 0JI0KOB JaHHBIX, KOTOPOE Hy>KHO mpodurarts (1..3);
pbData — yka3aresb H 0alTOBBII MacCHUB, B KOTOPBIN OY/TyT MPOYUTAHBI TAHHBIE.
Bo3sBpaiiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHaue — OIIMOKA MPH BBITIOJTHEHAML

4.14.6 CLSCRF_MifarePlusEV1_WriteData

LONG CLSCRF_MifarePlusEV1_ WriteData(  IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucValueType,
IN BYTE ucSectorNumber,
IN BYTE ucBlockNumber,
IN BYTE ucBlocksCount,
IN LPBYTE pbData,
OUT PDWORD pdwMACCounter,
OUT PBYTE pMACValue );
st kapThel B pexnMe SL3, MPOU3BOIUT 3alKCh JAHHBIX.
pReader — ccpuika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucEncryptionMode — pexxum 3aiursl 0OMeHa TaHHBIMH (CM. TaOJMIIbI );
ucValueType — Tur 3anmcbpIBaeMOTo 3Ha4€HHS (CM. TaOJIHILL );
ucSector Number — HoMep CEKTOpa 1JIs 3aIKCH;
ucBlockNumber — Homep HauabHOTO OJIOKA JJ1s 3aIUCH;
ucBlocksCount— xommaecTBo 0JI0KOB JaHHBIX, KOTOPOE Hy)KHO 3armcath (1..3);
pbData — yka3arens H OalTOBBIN MacCHB C IaHHBIMU JIJIS 3aIUCH;
pdwMACCounter — ykazareqr Ha mnepemenHyro Tumia DWORD, kyma Oymet
CKOIMPOBaH MpoyuTaHHblii cueT4yuk MAC;
PMACValue — ykazarenb Ha MaccuB u3 § Oaift, Kyma OyJaeT CKOIMPOBAHO 3HAYCHHE
MAC.
Bo3sBpaiiaemoe 3HaueHue:
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0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.14.7 CLSCRF_MifarePlusEV1_Increment

LONG CLSCRF_MifarePlusEV1 Increment(  IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucSourceSectorNumber,
IN BYTE ucSourceBlockNumber,
IN DWORD dwValue );

Jns xapThl B pexumMe SL3, Mpor3BoIUT yBeIMYEHUE 3HAUCHHS CUETYMKA U
NOCJIeAYIOIIYIO 3aNKCh YBEIMUEHHOTO 3HaueHus B Oydep neperoca (Transfer Buffer).
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucEncryptionMode — pexxum 3amursl 0OMeHa TaHHBIMH (CM. TaOJHIIbI );
ucSourceSectorNumber — HOMEp HUCXOTHOTO CEKTOPA;
ucSourceBlockNumber— HoMep ucxo1HOTO 0JI0KA;
dwValue — 3HaueHre, Ha KOTOpOE TPeOyETCs MPUPACTUTh OJIOK 3HAYCHUA.

Bo3sspamaemoe 3HaueHue:
0 — YCTICUTHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.14.8 CLSCRF_MifarePlusEV1_Decrement

LONG CLSCRF_MifarePlusEV1 Decrement( IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucSourceSectorNumber,
IN BYTE ucSourceBlockNumber,
IN DWORD dwValue );
JIns xapTsel B pexxume SL3, TpOM3BOAUT YMEHBIICHUE 3HAYCHUS CUETUNKA U
MO CJIe AYIOIIIYIO 3alMCh YMEHBIICHHOTO 3HaueHusI B Oydep nepeHoca (Transfer
Buffer).
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucEncryptionMode — pexum 3aiursl 0OMeHa TaHHBIMK (CM. TaOJUIbI );
ucSourceSectorNumber — HOMep UCXOTHOTO CEKTOPa;
ucSourceBlockNumber— HoMep ucxo HOTO 0JI0KA;
dwValue — 3Hauenue, koTopoe TpeOyeTcs BIYECTh U3 0JI0KA 3HAYECHHUS.
Bo3sBpamiaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA MPY BBITIOTHSHHN.

4.14.9 CLSCRF_MifarePluseEV1_Transfer

LONG CLSCRF MifarePlusEV1 Transfer( IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucDestinationSectorNumber,
IN BYTE ucDestinationBlockNumber,
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OUT PDWORD pdwMACCounter,
OUT PBYTE pMACValue );
s xaptel B pexxume SL3, 3anmcsiBaeT nanHbie Oydepa nepeHoca (Transfer

Buffer) B ykazanHblii 0J10K.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucEncryptionMode — pexum 3amuTel 00MeHa TaHHBIMH (CM. TaOJUITBI );
ucDestinationSectorNumber— HoMep cexTopa sl 3a1cy;
ucDestinationBlockNumber— Homep 6110Ka 17151 3ammicy;
pdwMACCounter — ykazareqb Ha nepemeHHyro Tumla DWORD, kxyma Oymet
CKOIMPOBAaH MpoYMTaHHblii cueTyuk MAC;
PMACValue — ykazarenb Ha MaccuB U3 § Oaifr, Kyzna OyJaeT CKOIMMPOBAaHO 3HAUYEHHUE

MAC.
Bo3sBpariaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
VHAue — OIIMOKA TPH BBITIOJTHEHAML

4.14.10 CLSCRF_MifarePlusEV1_IncrementTransfer

LONG CLSCRF_MifarePlusEV1 IncrementTransfer( IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucSourceSectorNumber,
IN BYTE ucSourceBlockNumber,
IN BYTE ucDestinationSectorNumber,
IN BYTE ucDestinationBlockNumber,
IN DWORD dwValue,
OUT PDWORD pdwMACCounter,
OUT PBYTE pMACValue );

Jns1 kapTel B pexxume SL3, NpOM3BOIUT YBEIMUEHHUE 3HAUECHUS CUETUMKA, 3AIHCh
yBeIM4eHHOTO 3HaueHusI B Oydep nepeHoca (Transfer Buffer) u3arem B ykazanHbIit
0JI0K.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucEncryptionMode — pexum 3aiursl 0OMeHa TaHHBIMK (CM. TaOJUIbI );
ucSourceSectorNumber — HOMep UCXOTHOTO CEKTOPa;
ucSourceBlockNumber— HoMep ucxo HOTO 0JI0KA;
ucDestinationSectorNumber— HoMep cexTopa IS 3aicy;
ucDestinationBlockNumber— Homep 6110ka /1711 3armcy;
dwValue — 3HaueHre, Ha KOTOPOE TpeOyeTCs MPUPACTUTH OJIOK 3HAYCHUS,
pdwMACCounter — ykazareqr Ha nepemeHHyro Ttuia DWORD, kyma Oynet
CKOIMPOBaH MpoyuTaHHblii cueTdyuk MAC;

PMACValue — ykazarenb Ha MaccuB u3 § Oaift, Kyna OyJaeT CKONMPOBAHO 3HAYCHHUE

MAC.
Bo3Bpamaemoe 3HaueHuE:
0 — YCIIEIIHOE BBIIOJIHEHME,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUM.
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4.14.11 CLSCRF_MifarePlusEV1_DecrementTransfer

LONG CLSCRF_ MifarePlusEV1 DecrementTransfer( IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucSourceSectorNumber,
IN BYTE ucSourceBlockNumber,
IN BYTE ucDestinationSectorNumber,
IN BYTE ucDestinationBlockNumber,
IN DWORD dwValue,
OUT PDWORD pdwMACCounter,
OUT PBYTE pMACValue );

Jns1 xapThl B pesxxume SL3, IpOM3BOAUT YMEHBIICHUE 3HAYEHUS CUETUHKA, 3aIUCh
yMEHbIIIEHHOTO 3HaueHus B Oydep nepenoca (Transfer Buffer) u3atem B ykazaHHbII
0JIOK.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucEncryptionMode — pexxum 3aiursl 0OMeHa TaHHBIMK (CM. TaOJUIBI );
ucSourceSectorNumber — HOMep UCXOTHOTO CEKTOPa;
ucSourceBlockNumber— HoMep ucxogHOTO 0JIOKA;
ucDestinationSectorNumber— HoMep cexTopa IS 3aicy;
ucDestinationBlockNumber— Homep 6710Ka 17151 3ammicy;
dwValue — 3nauenre, KOTOpoe TpeOyeTCs BbIYECTh U3 0JI0KA 3HAUCHUS;
pdwMACCounter — ykazareqr Ha nepemeHHyro Ttuia DWORD, kyma Oynet
CKOIMPOBaH MpoyuTaHHblii cueTdyuk MAC;

PMACValue — ykazarenb Ha MaccuB u3 § Oaift, Kyna OyJaeT CKONMPOBAHO 3HAYCHHUE

MAC.
Bo3Bpamaemoe 3HaucHuE:
0 — YCIIEIIHOE BBIIOJIHEHME,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.14.12 CLSCRF_MifarePlusEV1_Restore

LONG CLSCRF_MifarePlusEV1_Restore( IN LPVOID pReader,
IN BYTE ucEncryptionMode,
IN BYTE ucSourceSectorNumber,
IN BYTE ucSourceBlockNumber );
J1ns kapTel B pexxume SL3, Mpou3BOAUT 3aMCh 3HAYEHUSI YKa3aHHOTO OJI0Ka-
3HaueHus B 0ydep nepenoca (Transfer Buffer).
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucEncryptionMode — pexxum 3aiursl 0OMeHa TaHHBIMH (CM. TaOJHIIbI );
ucSourceSectorNumber — HOMEp UCXOTHOTO CEKTOPA;
ucSourceBlockNumber— HoMep ncxoaHOTO OJI0KA.
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML
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4.14.13 CLSCRF_MifarePlusEV1_VirtualCardSupportLastiISOL3

LONG CLSCRF_MifarePlusEV1 _VirtualCardSupportLastISOL3(
IN LPVOID pReader,
IN LPBYTE plID,
IN LPBYTE pbPcdCapL3,
OUT PBYTE puclnfo );
[lepenaeT kapte mNOCHEeNHMA WICHTHPHUKATOp WHPPACTPYKTYpbl, a TaKKe
COOCTBEHHBIC XapPAaKTEPUCTHKHA Y TIPUHIMAET XapaKTUPUCTUKH KapThL.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pynkimo CLSCRFE Create);
plID — ykasaresp Ha wieHTUpUKaTop MHPpacTpyKTypbl (16 Oaiir);
pbPcdCapL3 — 610k XapakTepUCTHK CUUTHIBATEIIS;
puclnfo — yka3atens Ha Oaiit, B KOTOpbIi Oynet 3ammcana uHpopmarms o kapre (0x83
— 4 6aiir UID, 0x03 — 7 6aiir UID).
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TPH BBIIOTHSHHN.

4.14.14 CLSCRF_MifarePlusEV1_ProximityCheck

LONG CLSCRF_MifarePlusEV1 ProximityCheck( IN LPVOID pReader,
IN BYTE ucSteps,
IN DWORD dwPcKeyNr,
IN BYTE ucGenRndC,
IN LPBYTE pbRndC );
BoImonnsieT npoBEpKy pesieHO M aTakH.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucSteps — kommaecTBO MKIOB ProximityCheck, momkHo 661t paBHO 0%01;
dwPcKeyNr — anpec xmoua Proximity Check Key Bo flash-mamsitu cuursiBaresns
(LSB);
ucGenRndC — 0x00: RndC Bxmouen B komanny; 0x01: remepupoBats RndC;
pbRndC — npomsBosbHbli RndC (Tonpko ecim GenRndC == 0x00).
BosBpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.14.15 CLSCRF_MifarePluseV1_CommitReaderIiD

LONG CLSCRF_MifarePlusEV1 CommitReaderID( IN LPVOID pReader,
IN BYTE ucSectorNumber,
IN BYTE ucBlockNumber,
IN BYTE ucTMACNumber,
IN DWORD
dwFlashKeyNumber,

)

OUT LPBYTE pbPrevIMRI
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[lepenaer kapre mnocHenHHM UWIEHTHPHUKATOP HHOPACTPYKTYpPhl, a TaKKe
COOCTBEHHBIE XapaKTEPUCTUKH U IPUHUMAET XapaKTUPUCTUKU KapThl.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create);
ucSector Number — HOMep ceKkTopa;
ucBlockNumber — Homep 6J10ka B cexTope;
ucTMACNumber — nomep knactepa TMAC B kapre (1..4);
dwFlashKeyNumber — Homep 6;10ka Bo (prierit cunThIBaTesi, T1e COASPIKUTCS KITFOY
BeunciieHnst TMAC;
pbPrevIMRI — yka3zarens Ha MmaccuB u3 16 Oaiir, kyna OyneT MOMeIleH BhIUUTAHHbIN
m Kaptel pacmmdpoBannbli Transaction MAC Reader ID mnpenpiymieit

OTIeparynL.
Bo3Bpamaemoe 3HaueHwe:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHAML
4.14.16
CLSCRF_MifarePlusEV1_ISOSelectExternalAuthenticat
e
LONG CLSCRF_MifarePlusEV1 ISOSelectExternal Authenticate(
IN LPVOID pReader,
IN DWORD dwEncKeyNr,
IN DWORD dwMacKeyNr,
IN BYTE ucLenlID,
IN LPBYTE pblID,
IN OUT LPDWORD pdwVCDataLength,
OUT LPBYTE pbVCData );

[lepenaer kapre mocHenHHM UWIEHTHPHUKATOP HHOPACTPYKTYpPhl, a TaKKe

COOCTBEHHBIE XapaKTEPUCTUKK Y TIPUHIMAET XapaKTUPUCTUKH KapThl.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create);
dwEncKeyNr — anpec xmoua VC Polling ENC Key Bo flash-namsitu cuursiBarens;
dwMacKeyNr — agpec kmoua VC Polling MAC Key Bo flash-tiamsitu cuursiBares;
ucLenlID — gmna I1D;
pblID — ykazarens Ha uneHtudukarop Installation IDentifier (DF Name or ISO
application identifier) (16 Gaiir);
pdwVCDataLength — ykazarens Ha nepemenHyro tina DWORD, B koTopo#l mpu
BbI30BE (DYHKIMM JOJDKHO XPaHUTHCSI 3HAUYEHHE, COOTBETCTBYIOIIEE pazMepy Oydepa
pbVCData, a mocie yCHeIIHOTO BBINOJHEHUS (PYHKIMKM OyJeT 3amicaHo KOJMYEeCTBO
NPOYMTaHHBIX M3 KapThl 6aiiT VCData;
pbVCData — nansbie BUpTyabHOUM KapThl (16 Oair).

Bo3sspamaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHaue — OIIHMOKA TPH BBIIOTHSHHN.
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4.14.17 CLSCRF_MifarePluseEV1_ISOSelect

LONG CLSCRF_ MifarePlusEV1 ISOSelect( IN LPVOID pReader,
IN DWORD dwEncKeyNr,
IN BYTE ucLenlID,
IN LPBYTE pblID,
IN OUT LPDWORD pdwVCDatal.ength,
OUT LPBYTE pbVCData );
[lepemaer kapre mnocnenHuid WAEHTHUKATOP HHDPACTPYKTYphl, a TaKKe
COOCTBEHHBIC XapaKTEPUCTUKH | MPUHUMACT XapaKTUPUCTUKU KapThl.
pReader — ccoiika Ha 00bekT-unTepPeiic (cMm. pynkimo CLSCRFE Create);
dwEncKeyNr — agpec ximoua VC Polling ENC Key Bo flash-namsitu cuursiBatens;
ucLenlID — gyumna I1D;
pblID — ykazarenp Ha waeHtnpukarop Installation Identifier (DF Name wm
yneHrupukarop npuwioxenust [SO) (16 Oaiir);
pdwVCDataLength — ykazarens Ha nepemenHyro Tina DWORD, B koTopoi#t mpu
BbI30BE (DYHKIMM JTOJDKHO XpaHUThCS 3HAYEHHE, COOTBETCTBYIOIEE pasmepy Oydepa
pbVCData, a mociie yCHEIIHOTO BBINOJHEHMS (DYHKIMM OyJeT 3allcaHo KOJMYECTBO
NPOYMTaHHBIX M3 KapThl 6aiT VCData;
pbVCData — nannbie BupTyansHO#l kapThl (*pdwVCDatalength Gaifr).
BosBpaiiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.14.18 CLSCRF_MifarePluseV1_AuthenticateSectorSwitch

LONG CLSCRF_MifarePlusEV1 AuthenticateSectorSwitch( IN LPVOID pReader,
IN BYTE ucL1L3,
IN DWORD dwSSKeyNr,
IN BYTE ucSector,
IN DWORD dwSKeyBNr,
IN BYTE ucLSS,
IN LPBYTE pbDISS,
IN BYTE ucLSK,
IN LPBYTE pbDISK );
[lepenaer kapte mnocienHUA WICHTHPHUKATOp WHPPACTPYKTYphl, a TaKKe
COOCTBEHHBIC XapaKTEPUCTUKH U MPUHUMACT XapaKTUPUCTUKU KapThl.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucL1L3 — 0x01: L3SectorSwitch; 0x02: L1L3MixSectorSwitch;
dwSSKeyNr — nomep kmoua SectorSwitchKey Bo (rem-namsaté cyurhiBaTess
(LSB);
ucSector — HOMep NEPEKIIIOYAEMOTO CEKTOPA;
dwSKeyBNr — nHomep ximoua SectorKeyB Bo ¢uerni-namstu cuursiBatesns (LSB);
ucLLSS — nymHa BekTopa auBepcupukammm s kimoda SectorSwitchKey;
pbDISS — BexTop nuBepcubukaym 1711 Kiroda SectorSwitchKey;
ucLL.SK — nimHa BexTopa auBepcubmkaimm 17s koua SectorKeyB;
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pbDISK — BekTop nuBepcudukaipm 1 kimroda SectorKeyB.
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
vHave — OIIMOKA MPY BBITOJIHEHHHL.

4.14.19 CLSCRF_MifarePlusEV1_MF_PersonalizeUID

LONG CLSCRF_MifarePlusEVl _MF PersonalizeUID( IN LPVOID pReader,
IN BYTE ucUidType
);

[lepemaer kapte mnoOcienHMA WICHTHPHUKATOp WHPPACTPYKTYphl, a TaKKe
COOCTBEHHBIC XapaKTEPUCTHKHA Y TPUHIMAET XapaKTUPUCTUKH KapThL.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucUidType — (cm. MIFARE Classic EV1).
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TPH BBIIOTHSHHN.

4.14.20 CLSCRF_MifarePlusgV1_SetConfigSL1

LONG CLSCRF_MifarePlusEV1_SetConfigSL1( IN LPVOID pReader,
IN BYTE ucT CL Disable );
[lepemaeT kapte mNOCHEeNHWA WICHTHPHUKATOP WHPPACTPYKTYpPhL, a TaKke
COOCTBEHHBIC XapaKTEPUCTUKH | MPUHUMACT XapaKTUPUCTUKU KapThl.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimro CLSCRFE Create);
ucT CL_Disable — otkmouenne T=CL st kaptsl B pesxxume SL1: 0x00 mwm 0x01.
Bo3sspamaemoe 3HaueHue:
0 — YCTICUTHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.14.21 CLSCRF_MifarePlusEV1_GetVersion

LONG CLSCRF_MifarePlusEV1 GetVersion( IN LPVOID pReader,
OUT LPBYTE pbVerInfo );
[lepemaer kapre mnocnenHuid WIASHTHUKATOP HMHDPACTPYKTYphl, a TaKKe

COOCTBEHHBIC XapaKTEPUCTUKH | MPUHUMACT XapaKTUPUCTUKU KapThl.
pReader — ccoiika Ha 00bekT-unTepPeiic (cMm. pynkimo CLSCRFE Create);
pbVerInfo — ykazaresns Ha maccuB u3 28 Gaift, Ky/a OyayT 3anmcaHbl JaHHbIE BEPCHUM.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

VHaue — OIIMOKA NPH BBITIOJTHEHUML
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4.14.22 CLSCRF_MifarePluseEV1_ReadSignature

LONG CLSCRF_ MifarePlusEV1 ReadSignature( IN LPVOID pReader,
IN BYTE ucT CL,
IN BYTE ucAddr,
OUT LPBYTE pbSignature );
[lepenaer kapre mOCHenHHMI UWIEHTHPHUKATOP HMHPPACTPYKTYphl, a TaKKe
COOCTBEHHBIC XapaKTEPUCTHKH ¥ MPUHAMACT XapPaKTUPUCTUKU KapThl.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucT CL - 0x00: [ISO14443-3 protocol; 0x01: ISO14443-4 protocol;
ucAddr — 0x00 (RFU);
pbSignature — ykasarenp Ha maccuB W3 56 Oaifr, Kymga OyayT 3ammcaHbl JaHHbIE
TIOJITUCHL.
BosBpamaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
vHave — OIIMOKA TPH BBITIOJTHEHAML.

4.15 Oo0men nanubivu ¢ kKapramu Mifare DES Fire (EV1)

4.15.1 CLSCRF_MifareDesFire_ Authenticate

LONG CLSCRF_MifareDesFire Authenticate( IN LPVOID pReader,
IN BYTE ucAuthType,
IN PBYTE pKey,
IN BYTE ucKeyNumber );
[TpomsBoauT ayreHTUDUKAIIIO (KapThI WM MPWIOKEHNS ) YKA3aHHOTO THIA U C
YKa3aHHBIM KITFOUOM.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
ucAuthType — tun ayrenrudukammm (0x00 — DES, 0x01 — 3DES, 0x02 — 3K3DES,
0x03 - AES);
pKey — yka3aress Ha MaccuB Oaift, coaeprkaniuii Kiro4 (8 — 24 Gaiira);
ucKeyNumber — HoMep KiTt04a Ha KapTe, KOTOPBIN OYAET UCTIOIb30BaH NPU
ayTeHTU( VKA.
BosBpamaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
vHave — OIIKMOKA MPY BHITIOJIHEHHHL. .

4.15.2 CLSCRF_MifareDesFire_SetTransferType

LONG CLSCRF_MifareDesFire SetTransferType( IN LPVOID pReader,
IN BYTE ucTransferType );
YcranaBimBaeT popmar 0OMEHa CUYUTHIBATEIND - KapTa.
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pReader — ccpuika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucTransferType — tvn nepenaun qansbix (0x00 — otkpsrtas, 0x01 — MAC, 0x03 -
mdpoBaHHas ).

BosBpaiiaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

VHaue — OIIMOKA NPY BBITIOJTHEHAML

4.15.3 CLSCRF_MifareDesFire_ChangeKeySettings

LONG CLSCRF_MifareDesFire ChangeKeySettings( IN LPVOID pReader,
IN CLSCRF DESFIRE MASTER KEY SETTINGS * pMasterKeySettings );
MeHnsieT nmapameTpbl MacTep-KIIH0Ya JIJIsl TEKYIIETO TPIOKEHHS.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
pMasterKeySettings — ykazaresb Ha CTPyKTYpy
CLSCRF _DESFIRE MASTER KEY SETTINGS ¢ mapameTpaMu Kiroya.
BosBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.15.4 CLSCRF_MifareDesFire_GetKeySettings

LONG CLSCRF_MifareDesFire GetKeySettings( IN LPVOID pReader,
OUT CLSCRF _DESFIRE MASTER KEY SETTINGS AND LENGTH *
pKeyData );

CuuThIBaeT MapaMeTpbl MacTEP-KITF0Ya JAJIs1 TEKYILIETO MPUIOKEHHS.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
pKeyData — yka3aress Ha CTpyKTypy
CLSCRF DESFIRE MASTER KEY SETTINGS AND LENGTH , B koTopyto
OyAyT 3arycaHbl CYUTAHHBIE TIAPAMETPHI MacTep-KiII0va.

BosBpaiiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHUML.

4.15.5 CLSCRF_MifareDesFire_ChangeKey

LONG CLSCRF_MifareDesFire ChangeKey( IN LPVOID pReader,
IN CLSCRF DESFIRE KEY DATA *

pKeyData );

MeHnseT K04 B TEKYILEM MPUIOKEHUN.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
pKeyData — ykaszaresnb Ha cTpykTypy CLSCRE DESFIRE KEY DATA |, B koTOpOii
XpaHsATCS MapaMeTpbl HOBOTO KIFOYa.

Bo3sBparniaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHave — OIIMOKA TPH BBITIOJTHEHAML
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4.15.6 CLSCRF_MifareDesFire_GetKeyVersion

LONG CLSCRF_ MifareDesFire GetKeyVersion( IN LPVOID pReader,
IN BYTE ucKeyNumber,
OUTPBYTE
pucKeyVersion );
CuuThIBacT BEPCHUIO KIIIOYA.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucKeyNumber — Homep Kiroua KapThl;
pucKeyVersion — ykazarens Ha IepeMEHHYI0, B KOTOPYIO OyJ€T 3anmcana Bepcus

KITIOYa.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITIOJIHEHHE,
VHaue — OIIMOKA MPH BBITIOTHSHHN.

4.15.7 CLSCRF_MifareDesFire_CreateApplication

LONG CLSCRF_MifareDesFire CreateApplication( IN LPVOID pReader,
IN PBYTE pAID,
IN CLSCRF _DESFIRE APPLICATION MASTER KEY SETTINGS * pKeySettl,
IN CLSCRF DESFIRE NEW_ APPLICATION KEY SETTINGS * pKeySett2,
IN PBYTE plsoFilelD,
IN PBYTE plso7816DfName,
IN int iIso78 16 DfNameLength );
Co3naét npuosxeHue.

pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
pAID — ykazarens Ha MaccuB (3 Oaifra), coepxaIimii Homep co371aBaeMoTO
TIPITIOKEHYS,
pKeySettl— yka3areis Ha CTPyKTypy
CLSCRF _DESFIRE APPLICATION MASTER KEY SETTINGS , coaepkaiiyto
napaMeTpbl MacTep-KIro4a MpUIOKEHS;
pKeySett2— yka3areib Ha CTPYKTypy
CLSCRF _DESFIRE NEW_APPLICATION KEY SETTINGS , coxepkaiiyto
MAPaMEeTPbI KITFOUEN MPIIOKEHUS;
pIsoFilelD— ykazarens Ha maccus (2 6aiira), [SO-unenrudukarop daitna (NULL,
€CJIM HE UCTIOJIb30BaTh);
plso7816DfName — ykazarens Ha MaccuB (pazmepoM ilso7816DfNameLength),
coaepkanuit [ISO7816 Df-ums coznaBaemoro npuioxenus (NULL, ecnui He
HCTIOJIb30BAaTh);
ilso7816DfNameLength— pazmep [SO7816 Df-umenn co3gaBaeMoro MPIIIOKEHUS
B Oaifrax.

Bo3sBparmiaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHave — OIIMOKA TPH BBITIOJTHEHAML
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4.15.8 CLSCRF_MifareDesFire_DeleteApplication

LONG CLSCRF_MifareDesFire Delete Application( IN LPVOID pReader,
IN PBYTE pAID );
Y nanseT npuioKeHve.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
pAID — ykazarens Ha MaccuB (3 Oaifra), coiepKalinii Homep yaaiieMoro

TPWIOKEHYS.
Bo3sBpariaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.15.9 CLSCRF_MifareDesFire GetApplicationlDs

LONG CLSCRF_MifareDesFire GetApplicationIDs(  IN LPVOID pReader,
OUT PBYTE pAIDs,
OUTPBYTE
pucApplicationsCount);
CuwurbiBaeT WICHTUPUKATOPBI IPWIOKEHUI HA KapTe.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
pAIDs — ykazaresb Ha MacCuUB, B KOTOPBIH OYyT MOCJIEI0BATEILHO 3aUCaHbI 3-
OaifroBble WIEHTU(DHKATOPBI MPIIIOKEHII,
pucApplicationsCount— ykazaTeib Ha IEpEMEHHYIO, B KOTOPYIO OyIET 3anrcaHo
KOJIMYECTBO UMEIOIIMXCS HA KapTe MPIIO0KEHHIL
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

4.15.10 CLSCRF_MifareDesFire_GetDFNames

LONG CLSCRF_MifareDesFire GetDFNames( IN LPVOID pReader,
OuT CLSCRF _DESFIRE DENAME *

pDFNames,
OUT PBYTE pucDFNamesCount );
CuursBaeT Df-MeHa npriioKeHYiA KapThl.

pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
pDFNames — ykazaresis Ha MacCHB, B KOTOPBIN OyAyT MOCJIeJ0BATEIHHO 3aIHCaHbI
ctpyktpsl CLSCRF DESFIRE DFNAME , conepxarve Df-nmena npuioxeHuis;
pucDFNamesCount — yka3arenb Ha IEpEMEHHYIO, B KOTOPYIO Oy/IeT 3arricaHo
KOJIMYECTBO MMEIOITUXCS Ha KapTe npwioxeHuii ¢ Df-nmenamm.

Bo3sspamaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHaue — OIIHMOKA TPH BBIIOTHSHHN.
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4.15.11 CLSCRF_MifareDesFire_SelectApplication

LONG CLSCRF_MifareDesFire SelectApplication( IN LPVOID pReader,
IN PBYTE pAID );
[lepekmoydaeT TeKyliee MpwIoKeHUE KapThl.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
pAID — ykazarens Ha MaccuB (3 Oaifra), coiepKalinii HoMep MPIIOKEHHS.
BosBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.15.12 CLSCRF_MifareDesFire_FormatPICC

LONG CLSCRF_MifareDesFire FormatPICC(IN LPVOID pReader );
dopmarupoBanre KapThl (TpeOyeTcs MpeIBapuTeibHas ayTeHTU(PHUKAIMS MacTep-
KIIFOYOM KapThl).
pReader — ccpuika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create).
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.15.13 CLSCRF_MifareDesFire_GetVersion

LONG CLSCRF_MifareDesFire GetVersion( IN LPVOID pReader,
OUT CLSCRF DESFIRE HW_ SW_INFO * pHWInfo,
OUT CLSCRF DESFIRE HW_SW_INFO * pSWinfo,
OUT CLSCRF DESFIRE MORE INFO * pMorelnfo );
CuurpiBaeT MHOOPMAIMIO O KapTe.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
pHWInfo — yxazarens va ctpykrypy CLSCRE DESFIRE HW_SW_INFO , B
KOTOpYIO Oy/eT 3amicana napopmarms o Hardware xapTsr;
pSWInfo — ykazarens Ha ctpykTypy CLSCRF _DESFIRE HW_SW_INFO , B
KOTOpYI0 OyneT 3anucana nuHpopmaimst o Software KapTsr;
pMorelnfo — yxa3arens Ha ctpykTypy CLSCRE DESFIRE MORE INFO , B
KOTOPYIO Oy/IeT 3anvcana JOTIOJIHUTE IbHasi TH(OpPMAIs 110 BEPCHM KapThI.
Bo3sspamaemoe 3HaueHue:
0 — YCTICIITHOE BBITOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.15.14 CLSCRF_MifareDesFire_FreeMemory

LONG CLSCRF_MifareDesFire FreeMemory( IN LPVOID pReader,
ouT PDWORD
pdwMemSize );
OcB0OOOXKIACT MaMATh KapThl.
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pReader — ccpuika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
pdwMemSize — yka3aTesb Ha IEPEMEHHYIO, B KOTOPYIO OyAET 3armcaH pazmep

MIAMSITU KapThl.
Bo3Bpamaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPY BBITIOJTHEHAML

4.15.15 CLSCRF_MifareDesFire_SetConfiguration

LONG CLSCRF_MifareDesFire SetConfiguration(  IN LPVOID pReader,
IN CLSCRF _DESFIRE CONFIGURATION * pCfg);
Y cTanapnmBaeT KOHQUIypaIyiO KapThl.

pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
pCfg — ykazarens Ha cTpykTypy CLSCRF DESFIRE CONFIGURATION |,
COJICPIKAIIYI0 YCTAHABJIMBACMbIC TIAPAMETPHI KOHPHTyPAIIHHL.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.15.16 CLSCRF_MifareDesFire_GetCardUID

LONG CLSCRF_MifareDesFire GetCardUID( IN LPVOID pReader,
OUT PBYTE pUID );
CuursiBaet UID kapThl

pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
pUID — ykazarenb Ha MmaccuB Gaift, kK KoTopbiii OyaeT 3amucan UID kapTbl.

Bo3sspamaemoe 3HaueHue:

0 — YCTICUTHOE BBINOJTHEHNE,

VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.15.17 CLSCRF_MifareDesFire_GetFilelDs

LONG CLSCRF_MifareDesFire GetFileIDs(  IN LPVOID pReader,
OUT PBYTE pFilelDs,
OUT PBYTE pucFilesCount );
CuursiBacT HOMepa (HaillioB B TEKYIIEM MPUIO0KESHUN.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
pFilelDs— ykazaresp Ha MaccuB OaiiT, B KOTPbIA Oy IyT MOCIE10BATEIbHO 3aMCaHbI
HoMepa (haiinoB (1 GaifT Ha KaXKIbIi) B TEKYIIIEM MPUIO0KEHAM,
pucFilesCount— ykazarens Ha iepeMEHHYIO, B KOTOPYIO Oy/IE€T 3aIicaHo
KOJIMYECTBO (PAIOB B TEKYILIEM MPUIOKESHUM.
BosBpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML
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4.15.18 CLSCRF_MifareDesFire_GetISOFilelDs

LONG CLSCRF_MifareDesFire GetISOFileIDs( IN LPVOID pReader,
OUT PWORD pISOFilelDs,
OUT PBYTE pucFilesCount
);
CuursiBaeT [SO-HOMEpa PaifioB B TEKYILEM NPHITOKEHUU.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
pISOFilelDs — yka3atens Ha MaccuB OaiiT, B KOTpbI OyayT MOCIIeJ0BaTEILHO
3armcanbl [ISO-HOMepa (aitos (2 Oaiira Ha KaX/IbIi) B TEKYIIEM MPUIO0KESHHUY;
pucFilesCount— ykazaresp Ha lepeMEHHYI0, B KOTOPYIO Oy/IeT 3alicaHo
KoJmIecTBO (haitioB, nveromux [ISO-uneHTnduKaTop, B TEKYIIEM MPIOKSHH.
BosBpaiiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.15.19 CLSCRF_MifareDesFire_GetFileSettings

LONG CLSCRF_MifareDesFire GetFileSettings( IN LPVOID pReader,
IN BYTE ucFileNumber,
OUT CLSCRF _DESFIRE FILE SETTINGS * pFileSettings );
CuurpIBaeT MaMeTphl yKa3aHHOTO Gaifna.

pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucFileNumber— Homep (aiina;
pFileSettings- ykazarens Ha ctpykrypy CLSCRF DESFIRE FILE SETTINGS , B
KOTOPYIO OY/yT 3anMcaHbl mapaMmeTpsl daiiia.

Bo3sspamaemoe 3HaueHue:

0 — YCTICUTHOE BBINOJTHEHNE,

VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.15.20 CLSCRF_MifareDesFire_ChangeFileSettings

LONG CLSCRF_MifareDesFire ChangeFileSettings( IN LPVOID pReader,
INBYTE
ucFileNumber,
INBYTE
ucCommSettings,
IN CLSCRF DESFIRE FILE ACCESS RIGHTS * pAccessRights );
M3MmenseT napameTpbl yKazaHHOTO (haiina.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucFileNumber— Homep aiina;
ucCommSettings — HacTpoiiku kaHama oomena (0x00 — otkpeiThiil, 0x01 — MAC,
0x03 - mmdpoBaHHBIN);
pAccessRights — yka3arenb Ha CTpyKTypy
CLSCRF _DESFIRE FILE ACCESS RIGHTS , comepixaliyro HaCTPOMKH TOCTYyTIa.
Bo3sBpamiaemoe 3HaueHue:
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0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.15.21 CLSCRF_MifareDesFire_CreateStdDataFile

LONG CLSCRF_MifareDesFire CreateStdDataFile( IN LPVOID pReader,
IN BYTE ucFileNumber,
IN PBYTE pISOFilelD,
IN BYTE ucCommSettings,
IN CLSCRF _DESFIRE FILE ACCESS RIGHTS *

pAccessRights,
IN DWORD dwFileSize );
Co3naét cTanmapTHBIN (aiil JaHHBIX.

pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucFileNumber— Homep (aiina;
pISOFilelD — ykazarens Ha maccuB, cofepkamuii [ISO-Homep daitna (2 Gaiira, eciu
NULL, to npomyckaetcs);
ucCommSettings — HacTpoiiku kanama oomena (0x00 — otkpsiThiil, 0x01 — MAC,
0x03 - mmppoBaHHbIN);
pAccessRights — ykasarenb Ha CTpyKTypy
CLSCRF _DESFIRE FILE ACCESS RIGHTS , comepixaiilyto HaCTPOMKH JOCTYTIa;
dwFileSize— pazmep daiina.

Bo3sspamaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHaue — OIIMOKA TMPH BBITIOTHSHHN.

4.15.22 CLSCRF_MifareDesFire CreateBackupDataFile

LONG CLSCRF_MifareDesFire CreateBackupDataFile( IN LPVOID pReader,

INBYTE
ucFileNumber,
IN PBYTE pISOFilelD,
IN BYTE ucCommSettings,
IN CLSCRF _DESFIRE FILE ACCESS RIGHTS *
pAccessRights,

IN DWORD dwFileSize );
Co3znaét Qaiiit aHHBIX ¢ PE3€PBHBIM XPAHIIITUILIEM.

pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucFileNumber— Homep ¢aiina;
pISOFilelD — ykazarens Ha maccuB, coaepkaiuii [ISO-Homep daitna (2 Gaiira, eciu
NULL, to nponyckaercs);
ucCommSettings — HacTpoiiku kanaina oomena (0x00 — otkpsIThii, 0x01 — MAC,
0x03 - mmdpoBaHHBbIii);
pAccessRights — ykazatenb Ha CTPyKTYpy
CLSCRF _DESFIRE FILE ACCESS RIGHTS , conepialiyro HACTPOMKH JOCTYTIA;
dwFileSize— pazmep daitna.

BosBpamaemoe 3HaueHue:
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0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.15.23 CLSCRF_MifareDesFire_CreateValueFile

LONG CLSCRF_MifareDesFire CreateValueFile( IN LPVOID pReader,
IN BYTE ucFileNumber,
IN BYTE ucCommSettings,
IN CLSCRF DESFIRE FILE ACCESS RIGHTS * pAccessRights,
IN DWORD dwLowerLimit,
IN DWORD dwUpperLimit,
IN DWORD dwValue,
IN CLSCRF _DESFIRE LIMITED CREDIT ENABLED * pLimitedCreditEnabled );
Cozna€t (aiin 3HaUEeHUSI C PE3EPBHBIM XPAHIWIUILIEM.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucFileNumber— Homep ¢aiina;
ucCommSettings — HacTpoiiku kanaina oomena (0x00 — otkpsIThii, 0x01 — MAC,
0x03 - mmdppoBaHHBIii);
pAccessRights — ykazatenb Ha CTPyKTYpy
CLSCRF _DESFIRE FILE ACCESS RIGHTS , conepsaliyro HaCTPOMKH JOCTYTIA;
dwLowerLimit— HoKxHWII Ipe e 3HaYeHus,
dwUpperLimit— BepxHuii npeaesn 3HAYCHNUS,
dw Value — HauanbHOE 3HAYCHUE;
BosBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

4.15.24 CLSCRF_MifareDesFire_CreateLinearRecordFile

LONG CLSCRF_MifareDesFire CreateLinearRecordFile(  IN LPVOID pReader,

INBYTE
ucFileNumber,

IN PBYTE
pISOFilelD,

INBYTE
ucCommSettings,

IN CLSCRF _DESFIRE FILE ACCESS RIGHTS *

pAccessRights,

IN DWORD
dwRecordSize,

IN DWORD

dwMaxNumOfRecords );

Co3naét nuHeiHbIi (hailn 3amiceii ¢ pe3epBHBIM XPAHIITUIIIEM.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucFileNumber— Homep aiina;
pISOFilelD — ykazarenb Ha maccuB, coaepkaiuii [ISO-Homep daitna (2 Gaiira, ecu
NULL, To mporyckaetcsi);
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ucCommSettings — HacTpoiiku kanama oomena (0x00 — otkpsithiil, 0x01 — MAC,
0x03 - mmppoBaHHbIN);
pAccessRights — yka3arenb Ha CTpyKTypy
CLSCRF _DESFIRE FILE ACCESS RIGHTS , comepixaiilyto HaCTpPOMKU JOCTYTIA;
dwRecordSize — pazmep 3amicy;
dwMaxNumOfRecords — MmakcuManbHOE KOJMYECTBO 3AIHCE.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAYe — OIIMOKA MPH BBITIOJTHEHUML.

4.15.25 CLSCRF_MifareDesFire_CreateCyclicRecordFile

LONG CLSCRF_MifareDesFire CreateCyclicRecordFile(  IN LPVOID pReader,

IN BYTE
ucFileNumber,
IN PBYTE
pISOFilelD,
IN BYTE
ucCommSettings,
IN CLSCRF DESFIRE FILE ACCESS RIGHTS *
pAccessRights,
IN DWORD
dwRecordSize,
IN DWORD

dwMaxNumOfRecords );
Co3aéT KM e CKuii (haii 3armiceii ¢ pe3epPBHBIM XPAHIITUIIIEM.

pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
ucFileNumber— Homep (aiina;
pISOFilelD — ykazarens Ha maccuB, coaepxkaiuii [SO-Homep daitna (2 Gaiira, eciu
NULL, To mporyckaetcsi);
ucCommSettings — HacTpoiiku kaHaina oomena (0x00 — otkpoIThiif, 0x01 — MAC,
0x03 - mmppoBaHHbIN);
pAccessRights — ykazarenb Ha CTpyKTypy
CLSCRF _DESFIRE FILE ACCESS RIGHTS , comepsalilyto HaCTPOMKH JOCTYTIA;
dwRecordSize — pazmep 3ammcy;
dwMaxNumOfRecords — MakCUMalbHOE KOJIMYECTBO 3alMCEH.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHaue — OIIMOKA NPH BBITIOJTHEHUML

4.15.26 CLSCRF_MifareDesFire_DeleteFile

LONG CLSCRF_MifareDesFire DeleteFile( IN LPVOID pReader,
IN BYTE ucFileNumber );
VY nanset ¢aiin.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucFileNumber— Homep daitna.
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Bo3Bpamaemoe 3HaueHuUE:
0 — YCIIEIIHOE BBIIOJIHEHME,
VHaue — OIIMOKA NPY BBITIOJTHEHAML.

4.15.27 CLSCRF_MifareDesFire_ReadData

LONG CLSCRF_MifareDesFire ReadData( IN LPVOID pReader,
IN BYTE ucFileNumber,
IN DWORD dwOffset,
IN DWORD dwLength,
OUT PBYTE pData,
OUT PDWORD pdwDatal.ength);
CuurpiBaeT NaHHbIe W3 (hailna JaHHBIX.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucFileNumber— Homep (aiina;
dwOffset — agpec HauabHOTO Oaiira;
dwLength — xoIIecTBO CUNTHIBAEMBIX OaMT;
pData — yka3atesir Ha MacCcUB OaifT, B KOTOPBI OyAyT CUUTaHbI JaHHBIC,
pdwDatal.ength — ykazarens Ha IepeMeHHYI0, B KOTOPYIO Oy/IET 3arvcaHo
KOJIMYECTBO CYUTAHHBIX OailT.
Bo3Bpamaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.15.28 CLSCRF_MifareDesFire_WriteData

LONG CLSCRF_MifareDesFire WriteData( ~ IN LPVOID pReader,
IN BYTE ucFileNumber,
IN DWORD dwOffset,
IN DWORD dwLength,
IN PBYTE pData );
3amichIBaeT JaHHbIE B (Paii JaHHBIX.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucFileNumber— vomep daitna;
dwOffset — agpec HawasHOTO Oaiira;
dwLength — xomyecTBO 3anMchIBaeMbIX OaWT;
pData — yka3atesis Ha MaccHB OaiiT, CoIepKaIlHii 3aNMChIBAEMbIE JTaHHbIE.
BosBpaiiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHUML

4.15.29 CLSCRF_MifareDesFire_GetValue

LONG CLSCRF_MifareDesFire GetValue( IN LPVOID pReader,
IN BYTE ucFileNumber,
OUT PDWORD pdwValue );
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CuursiBaeT 3HaYeHHE 13 (haiiia-3Had CHUS.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create);
ucFileNumber— Homep (aiina;
pdw Value — yka3zarens Ha IepEMEHHYIO, B KOTOPYIO Oy/IeT 3alrcaHo CYUTAHHOE

3HAYCHHE.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TMPH BBITIOTHSHHI.

4.15.30 CLSCRF_MifareDesFire_Credit

LONG CLSCRF_MifareDesFire Credit( IN LPVOID pReader,
IN BYTE ucFileNumber,
IN DWORD dwValue );
VYBenuuuBaeT 3HaueHUE B (aiiie-3HAYCHUM HA 33/1aHHYIO BEJIMYUHY.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
ucFileNumber— vomep daitna;
dwValue — 3HaueHIE, HA KOTOPOE HY)KHO YBEJIMIHUTh 3HAUCHHE (TIPOCTHTE 32

TaTATIOTHIO).
Bo3Bpaijaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITIOJIHEHHE,
VHaue — OIIMOKA MPH BBITIOTHSHHN.

4.15.31 CLSCRF_MifareDesFire_Debit

LONG CLSCRF_MifareDesFire Debit( IN LPVOID pReader,
IN BYTE ucFileNumber,
IN DWORD dwValue );
YMeHbIaeT 3HaueHre B (paitiie-3HaueHUM Ha 38/JaHHYIO BEJIMIUHY.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucFileNumber— Homep ¢aiina;
dwValue — 3HaueHue, Ha KOTOPOE HYKHO YMEHBIIIUTH 3HAY€HUE (TIPOCTHTE 32

TaTATIOTHIO).
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.15.32 CLSCRF_MifareDesFire_LimitedCredit

LONG CLSCRF_MifareDesFire LimitedCredit(IN LPVOID pReader,
IN BYTE ucFileNumber,
IN DWORD dwValue );
OrpaHrdeHHO yBEJIMYMBACT 3HAYCHHUE B (hailiie-3HaueHUM Ha 33JaHHYO BETUUHHY.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucFileNumber— Homep ¢aiina;
dwValue — 3HaueHue, Ha KOTOPOE HY>KHO YBEJIMIUTh 3HAYEHHE (TIPOCTHUTE 32
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Tadranormo).
Bo3sBpaiiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHaue — OIIMOKA MPH BBITIOJTHEHAML.

4.15.33 CLSCRF_MifareDesFire_WriteRecord

LONG CLSCRF_MifareDesFire WriteRecord( IN LPVOID pReader,
IN BYTE ucFileNumber,
IN DWORD dwOffset,
IN DWORD dwLength,
IN PBYTE pData );
3amickIBaeT JaHHbIe B (ail 3amiceil.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucFileNumber— Homep (aiina;
dwOffset — agpec HauabHOTO Oaiira;
dwLength — xonmaecTBO 3anMchIBaeMBbIX OaWT;
pData — yka3aresb Ha MacCuB 0aiT, COIEPIKaIIIHi 3aIHChIBACMBIC JTaHHBIC.
Bo3sBpaiiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML

4.15.34 CLSCRF_MifareDesFire_ReadRecords

LONG CLSCRF_MifareDesFire ReadRecords( IN LPVOID pReader,

IN BYTE ucFileNumber,

IN DWORD
dwRecordOffset,

IN DWORD
dwRecordsCount,

IN DWORD dwRecordSize,

OUT PBYTE pData,

ouT PDWORD
pdwDatal_ength);

CuursiBaeT naHHbIe U3 (paiiia 3arvcen.

pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
ucFileNumber— Homep (aiina;
dwRecordOffset — anpec HauanpHOU 3amiCH;
dwRecordsCount — K0JIM4eCTBO CUMTLIBAEMBIX 3aITHCE;
dwRecordSize — pazmep cuUTBIBAEMOI 3aIHCH;
pData — yka3ateir Ha MacCcHUB OaiiT, B KOTOPBI OyAyT CUUTaHbI JaHHBIC,
pdwDatal.ength — ykazarens Ha iepeMeHHYI0, B KOTOPYIO OyIET 3anrcaHo
KOJIMYECTBO CYUTAHHBIX OaiiT.

Bo3Bpamiaemoe 3HaueHue:

0 — YCIIEIIIHOE BBITNIOJIHEHKE,

VHaue — OIIMOKA MPH BBITIOJTHEHAML.
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4.15.35 CLSCRF_MifareDesFire_ClearRecordFile

LONG CLSCRF_ MifareDesFire ClearRecordFile( IN LPVOID pReader,
IN BYTE ucFileNumber );
OumnaeT ¢aiin 3amicei.

pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucFileNumber— nHomep aiina.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.15.36 CLSCRF_MifareDesFire_CommitTransaction

LONG CLSCRF_MifareDesFire CommitTransaction( IN LPVOID pReader );
Kompyet nannesie u3 pezepHoro Oydepa (aiiia B 0CHOBHOMA.

pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create).
BosBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

4.15.37 CLSCRF_MifareDesFire _AbortTransaction

LONG CLSCRF_ MifareDesFire AbortTransaction(  IN LPVOID pReader );
KompyeT nanasie u3 ocHOBHOTO Oydepa daitia B pe3epBHBIN.

pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create).
BosBpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAWL.

4.15.38 CLSCRF_DESFIRE_HW_SW_INFO

typedef struct  CLSCRF _DESFIRE HW_SW _INFO
{

BYTE ucVendorID;

BYTE ucType;

BYTE ucSubType;

BYTE ucMajorVer;

BYTE ucMinorVer;

BYTE ucStorageSize;

BYTE ucProtocol;
4 CLSCRF_DESFIRE HW_SW _INFO;
- uadopmarys 00 anmapaTHOM/IPOrPaMMHOM 00eCTieYeHUN KapThI:
ucVendorID — wieHTHOUKATOP MPOUZBOTUTEIS;
ucType — Tur kapThI;
ucSubType — noaTHN KapThL;
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ucMajorVer — ctapiias Bepcus;
ucMinorVer — mnajias Bepcus;
ucStorageSize — pasmep namsry;
ucProtocol- nporokou.

4.15.39 CLSCRF_DESFIRE_MORE_INFO

typedef struct CLSCRF_DESFIRE MORE INFO
{

BYTE pUID[7];

BYTE pBatchNumber[5];

BYTE ucCwProd;

BYTE ucYearProd;
} CLSCRF_DESFIRE _MORE INFO;
- TOTIOJTHATEIbHAsI HHpOPMAIIHS O KapTe:
pUID — unenrudukarop KapTol;
pBatchNumber — Homep naptiu (cepun);
ucCwProd- xanennapsas Heaelsl IPOU3BOICTBA,
ucYearProd — rox npomsBoicTsa.

4.15.40 CLSCRF_DESFIRE_FILE_ACCESS_RIGHTS

typedef struct CLSCRF _DESFIRE FILE ACCESS RIGHTS
{
BYTE ChangeAccessRights :4;
BYTE ReadAndWriteAccess :4;
BYTE WriteAccess :4;
BYTE ReadAccess :4;
4 CLSCRF_DESFIRE FILE ACCESS RIGHTS;
- TpaBa AOCTYyNa K (aiiy:
ChangeAccessRights — npaBa Ha cMeHy KIroueir;
ReadAndWriteAccess — npaBa Ha YTEHUE U 3aIKCh;
WriteAccess— npaBa Ha 3aI1Ch;
ReadAccess — npaBa Ha uTeHHE.
3Hauenwust: 0 — o mactep-kmouy; 1-13 — no kmouy 1-13, 14 — cBoGOAHBIHM HOCTYIT
(10 COOTBETCTBYIONIEMY KIIFOUY JIJIs OTIEPAIMii CMEHBI Kiltoua), 15 — MoJIHbIHA 3ampeT.

4.15.41 CLSCRF_DESFIRE_FILE_SETTINGS

typedef struct CLSCRF DESFIRE FILE SETTINGS
{
BYTE ucFileType;
BYTE ucCommSettings;
CLSCRF _DESFIRE FILE ACCESS RIGHTS AccessRights;
union

{
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struct

{
DWORD dwkFileSize :24;

}+ DataFile;

struct

{
DWORD dwLowerLimit;
DWORD dwUpperLimit;
DWORD dwLimitedCreditValue;
BYTE ucLimitedCreditEnabled;

} ValueFile;

union
{
struct
{
DWORD dwRecordSize :24;
5
struct
{
BYTE Paddingl[3];
DWORD dwMaxNumberOfRecords :24;
1
struct
{
BYTE Padding?[6];
DWORD dwCurrentNumberOfRecords :24;
5

} RecordFile;

55
} CLSCRF_DESFIRE FILE SETTINGS;
- mapameTpsl daiina:
DataFile.dwFileSize- pazmep (daiina nanspix;
ValueFile.dwLowerLimit- nwknnii npegen 3HaueHyst (aitna 3amicei;
ValueFile.dwUpperLimit— Bepxuauii npeaen 3HaueHus ¢aitia 3arvicer;
ValueFile.dwLimitedCreditValue- MakcyuMaisHO€E 3HAUYEHHUE 111 KOMAaHIbI
LimitedCredit;
RecordFile.dwRecordSize- pasmep 3ammicu B Oaiirax;
RecordFile.dwMaxNumberOfRecords— MakcumMaabHOE KOJIMUECTBO 3aIHCEH;
RecordFile.dwCurrentNumberOfRecords— Tekyiiee KOJIMIECTBO 3alUCEN.

4.15.42 CLSCRF_DESFIRE_CONFIGURATION

typedef struct CLSCRF DESFIRE CONFIGURATION

{
BYTE ucOption;

union

{
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4.15.43 CLSCRF_DESFIRE_DFNAME

typedef union CLSCRF DESFIRE DFNAME

union
{
BYTE ucConfigurationByte;
struct
{
BYTE fFormatCardDisabled 1
BYTE fRandomIDEnabled 1
BYTE RFU :6;
5
5
struct
{
BYTE Key[24];
BYTE KeyVersion;
55
struct
{
BYTE ATS[32];
BYTE ATSSize;
55

X

} CLSCRF_DESFIRE CONFIGURATION;

- KOH(Uryparws KaprbL:

ucOption — tum o (0 — KOHGUryparMoOHHBIM O0alT; 1 — KITFOY 1 ero Bepcus; 2 —

ATS u ero nnna);

ucConfigurationByte — KoHDUTypaIMOHHBIN OAKT IIETTMKOM;
fFormatCardDisabled— oTkmo4yeHre BO3MOKHOCTH (POPMATHUPOBAHUSI KapThI;
fRandomIDEnabled — Bxmouenue ciryqallHOro uaeHTU(HUKATOPa KapThl;

Key — maccuB ¢ kmouom;

KeyVersion — Bepcus kimoua;

ATS — ATS xaprsr;

ATSSize — pazmep ATS kaptsl B Oaiirax.

{
DWORD AID:24;

struct

{
BYTE Padding|3];
WORD FID;
BYTE DFName[16];
BYTE DFNameSize;

55

} CLSCRF _DESFIRE DFNAME;

- TaHHBIC, TIoJTydaeMble BMecTe ¢ DfName npmmosxeHus:
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AID — HOMep NPUIIOKEHUS,

FID — nomep caiina;

DFName — Df-ums npiioxenus;
DFNameSize — pazmep Df-umenn npunosxeHus.

4.15.44 CLSCRF_DESFIRE_LIMITED_CREDIT_ENABLED

typedef struct CLSCRF DESFIRE LIMITED CREDIT ENABLED

{

BYTE fEnableLimitedCredit :1;
BYTE fEnableFreeGetValue :1;
BYIE RFU :6;

+ CLSCRF_DESFIRE LIMITED CREDIT ENABLED;

- YIpaBJICHUE TIapamMeTpaMu (hailia-3Hau CHUS:

fEnableLimitedCredit— pazpemmurs komanny LimitedCredit;
fEnableFreeGetValue— oTkmuuts mmdpaimo 1aHHpIX B Komanae GetValue..

4.15.45 CLSCRF_DESFIRE_PICC_MASTER_KEY_SETTINGS

typedef struct CLSCRF DESFIRE PICC MASTER KEY SETTINGS

{

BYTE fAllowChangingPiccMasterKey:1;

BYTE fFreeDirectoryListAccessWithoutPiccMasterKey:1;
BYTE fCreate AndDelete WithoutPiccMasterKey:1;

BYTE fConfigurationChangeable:1;

BYIE RFU:4;

} CLSCRF_DESFIRE PICC_MASTER KEY SETTINGS;

- apaMeTpbl MaCTEP-KIII0Ya KapThI:

fAllowChangingPiccMaster Key- pa3pemurs cMEHy MacTep-KJIroua KapThl,
fFreeDirectoryListAccessWithoutPiccMasterKey pa3pemurs 10CcTyn K CIIHCKY
MPIIOKEeHUH U (haillioB 0€3 ayTeHTU(PHKAIA MaCTEP-KITFOUOM KapThI;
fCreateAndDeleteWithoutPiccMaster Key— pazpemurs co3ianue v yJaaieHue
TPWIOKeHUI 0€3 ayTeHTU(PHKAII MaCTeP-KITFOUOM KapThI;
fConfigurationChangeable — pa3pemurs MEHITh KOHPUTypAIIO KapThl.

4.15.46
CLSCRF_DESFIRE_APPLICATION_MASTER_KEY_SETT
INGS

typedef struct CLSCRF DESFIRE_APPLICATION MASTER KEY SETTINGS

{

BYTE fAllowChangingApplicationMasterKey:1;

BYTE fFreeDirectoryListAccess WithoutApplicationMasterKey:1;
BYTE fCreate AndDelete WithoutApplicationMasterKey:1;

BYTE fConfigurationChangeable:1;
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BYTE ChangeKeyAccessRights:4;
4 CLSCRF_DESFIRE APPLICATION MASTER KEY SETTINGS;
- IAPaMETPbI MACTEP-KITI0YA MPUIOKEHH:
fAllowChanging ApplicationMaster Key— pa3pemurs cMeHy MacTep-Kito4a
TIPWIOKEHUSL;
fFreeDirectoryListAccessWithoutApplicationMaster Key pazpemmrs 10CcTym K
CIMCKY TPIIOKEeHHH U (haiiiioB 0e3 ayTeHTH(HUKALMA MacTEP-KITFOYOM MPUIOKEHUS;
fCreateAndDeleteWithoutPiccMaster Key— pazpemurs co31anue v yJaineHue
TIPIWIOKEHHH 0€3 ayTeHTU(HKAIAM MAaCTeP-KIFOYOM TPHIOKCHHS
fConfigurationChangeable — pa3pemmrs MEHATh KOHOUTYPAIFO TPHIIOKEHIIS;
ChangeKeyAccessRights — npaBa noctyna 151 cmens! kimtoya (0 — mo mactep-
Kkmouy; 1-13 — mo kmouy 1-13, 14 — 110 cooTBETCTBYIOIIEMY KIItOUY, 15 — NOJHBIH

3arperT.).

4.15.47

CLSCRF_DESFIRE_NEW_APPLICATION_KEY SETTING
S

typedef struct CLSCRF DESFIRE NEW_APPLICATION KEY SETTINGS
{

BYTE MaxNumberOfKeys :4;

BYIE RFU :1;

BYTE Supported2ByteFilelDs :1;

BYTE CryptoMethod :2;
} CLSCRF_DESFIRE NEW_APPLICATION KEY SETTINGS;
- apaMeTpbl KIIF0UeH CO3/1aBaeMOT0 MPHIOKEHHUS :
MaxNumberOfKeys — makcuMalibHOE€ KOJIMUECTBO KIIHOUEH;
Supported2ByteFilelDs— pazpemurs noanepxky 2-0aitroBsix [SO-
UIeHTUPUKATOPOB (ailioB;
CryptoMethod — pexum mudpamnm (0 — DES wm 3DES, 1 — 3K3DES, 2 - AES).

4.15.48 CLSCRF_DESFIRE_MASTER_KEY_SETTINGS

typedef union CLSCRF DESFIRE MASTER KEY SETTINGS

{
CLSCRF DESFIRE PICC MASTER KEY SETTINGS
PiccMasterKeySettings;
CLSCRF_DESFIRE APPLICATION MASTER KEY SETTINGS
ApplicationMasterKeySettings;
+ CLSCRF_DESFIRE MASTER KEY SETTINGS;
- IApaMeTpbl MacTepP-KIIIOUei:
PiccMasterKeySettings— 11 kapTsl;
ApplicationMaster KeySettings— 171 npuioxeHusl.
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4.15.49 CLSCRF_DESFIRE_KEY_DATA

typedef struct CLSCRF_DESFIRE KEY DATA
{

union

{

struct

{
BYTIE SetToZero :6;

BYTE KeyType :2;
} PiccMasterKey;
BYTE ApplicationKeyNumber;
+ KeyNumber;
BYTE Key[24];
BYTE ucKeySize;
BYTE ucAESKeyVersion;
bool fIsAESKey;
} CLSCRF_DESFIRE KEY DATA;
- MapaMeTpsl KIF0Ya:
KeyNumber.PiccMasterKey.KeyType — tvn xmoua (0 — DES wm 3DES, 1 —
3K3DES, 2 - AES);
KeyNumber.ApplicationKeyNumber — koyimuecTBO KIro4eil B IPIIIOKE HAM,
Key — xmou;
ucKeySize — pazmep kimoua;
ucAESKeyVersion — Bepcus kmoua AES;
fIsAESKey — true, ecou kimrou AES.

4.15.50
CLSCRF_DESFIRE_MASTER_KEY_ SETTINGS_AND_LE

NGTH

typedef struct CLSCRF DESFIRE MASTER KEY SETTINGS AND LENGTH
{
CLSCRF_DESFIRE MASTER KEY SETTINGS MasterKeySettings;
union
{

struct

BYTE MaxPiccKeysNumber :6;
BYIE KeyType :2;
} PiccMasterKey;
BYTE MaxApplicationKeysNumber;
} MaxNumberOfKeys;
} CLSCRF_DESFIRE_MASTER KEY SETTINGS AND LENGTH;
- IapaMeTpbl U IJIMHA MacTep-KIroya:
MasterKeySettings — ycTaHOBKM MacTep-KIIt04a;
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4.16

MaxNumberOfKeys.MaxApplicationKeysNumber — makcumaibHOE KOJIMYECTBO
KITHOUY€H B PWIOKECHUY,

MaxNumberOfKeys.PiccMasterKey — macTep-Kito4 KapTsl;
MaxNumberOfKeys.PiccMaster Key.MaxPiccKeysNumber — makcumainbHoe
KOJIMYECTBO KIIIOUEH B KapTe;

MaxNumberOfKeys.PiccMasterKey.KeyType — tumn kmova (0 — DES wmu 3DES, 1
—3K3DES, 2 - AES).

Pabora ¢ SAM-monaynem

Ba:xkno! Bece ¢ynkimm pabotsl ¢ SAM-Moaynem BO3BpaliaoT B OTBeTe 2 Oaifra
SW1, SW2 - crarycel oTBeTa OT SAM-MO1YJIS.

OtH 1Ba OaifTa ciielyeT BEIUUTHIBATH B CIydasX:

1) ecom oOmmii ko otBeta PyHkimu papeH SCARD F INTERNAL ERROR
(0x80100001), a ko1 BHyTpeHHE 1 OTITHMOKH OMOTMOTEKH (TIOJTYIaETCS TP TIOMOIIH
¢ynkimm GetLastInternalError) pasen UEM_SAM_APDU_ERR (0xC8);

2) eciu uctiosb3oBanack ¢ynkiwsi/komanna CLSCRF_SAM APDU, o6uwmit koj
oteTa ¢pyHkimu paBeH SCARD S SUCCESS (0x00000000), u ko1 BHyTpeHHE I
omuoku OubmoTeku (motydaetcs npu nomoiu ¢pyakimu GetLastInternal Error) paBen
UEM_SUCCESS (0x00).

4.16.1 CLSCRF_SAM_GetStatusDescription

LONG CLSCRF_SAM_GetStatusDescription( IN BYTE ucSW1,
IN BYTE ucSW2,
OUT LPSTR pError);

BosBpamaet no 6aitram cratyca SW1, SW2 cTpoky ¢ ommcaHueM OMIMOKH OOIIETo
Xapaxrepa.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucSW1- Gaiir craryca 1;
ucSW2— Gaifr craryca 2;
pError — MaccuB st 3ammicu CTPOKH C OTBETOM (256 Oaiir).

BosBpamaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

VHAue — OIIMOKA TPH BBITIOJTHEHAML.

4.16.2 CLSCRF_SAM_GetCurrentHolder

LONG CLSCRF_SAM GetCurrentHolder( IN LPVOID pReader,

OUT LPBYTE pucNumHolder);
BosBparaer Homep pabouero xongepa SAM-Mo1yIIs WM KOHTAKTHOM KapThl.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
pucNumHolder — yka3zarens Ha 6aifTOBYIO IEpEMEHHYIO, B KOTOPYIO Oy/eT 3anucaHo
npouuTaHHelii Homep xomnepa (1..4, 0 — ecim MOTyJb/KOHTAKTHAS KapTa He HAIeH).
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Bo3Bpamaemoe 3HaueHuUE:
0 — YCIIEIIHOE BBIIOJIHEHME,
VHaue — OIIMOKA NPY BBITIOJTHEHAML.

4.16.3 CLSCRF_SAM_SetCurrentHolder

LONG CLSCRF_SAM_SetCurrentHolder( IN LPVOID pReader,
IN BYTE ucNumHolder );

Memnsiet pabouwmii xosaep SAM-Mo1ysis / KOHTaKTHOM KapThl.
Bce mocnenyromiye koMaHasl 0yyT BOCIPHUHAMATHCS UMEHHO ATUM MOJTYJIEM.
CocrosHue npenbpaynero pabo4ero Moy PU 3TOM HE U3MEHSIETCS.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucNumHolder — Homep xonnepa ot 1 g0 4.

BosBpamaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAue — OIIMOKA TPH BBITIOJTHEHAML.

4.16.4 CLSCRF_SAM_ SetCurrentHolderGetATR

LONG CLSCRF _SAM SetCurrentHolderGetATR( IN LPVOID pReader,
IN BYTE ucNumHolder,

IN DWORD
dwATRBufSize,

OUTPBYTE pATR,

OUTPDWORD
pdwATRSize);

MemnsieT pabounii xonnep SAM-Moayss / KOHTaKTHOM KapThl.
Bce nocnenyroniyie koMasapl 0yyT BOCIPHUHUMATHCS UMEHHO 3TUM MOJYJIEM.
CocTostHue mpebIayIero paboyero Moayss MpH 3TOM He H3MEHsETCS.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucNumHolder — Homep xonaepa ot 1 10 4;
dwATRBufSize — pazmep maccuBa, BbIICJICHHOTO 3anpaiiyBaroimmM JJs 3amcu ATR;
PATR — ykazareiis Ha 0O'bSIBIICHHBIH 3aMpaniiBaroIIM MacCUB, Ky/a JOJDKEH ObITh
3armcad ATR;
pdwATRSize — pasmep ATR, coxpaHEHHOTO B MacCHBE.

Bo3Bpamiaemoe 3HaueHue:

0 — YCIIEIIIHOE BBITNIOJIHEHKE,

VHaue — OIIMOKA MPH BBITIOJTHEHAML.

4.16.5 CLSCRF_SAM_SetCurrentHolderEx

LONG CLSCRF_SAM SetCurrentHolderEx( IN LPVOID pReader,
IN BYTE ucNumHolder,
IN BYTE ucWTI10,
IN BYTE ucPPSI,
IN BYTE ucDeactivate,
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IN DWORD
dwATRBufSize,

OUTPBYTE pATR,

OUTPDWORD
pdwATRSize);

MemnsieT pabounii xonep SAM-Moayssi / KOHTaKTHOM KapThl ¢ PacIMPeHHBIMU
OTILISIMH.

pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucNumHolder — Homep xonaepa ot 1 10 4 (ecm 0, TO Bce MOyJH BBIKIFOYAIOTCS );
ucWT10 - ecim He paBHO OXFF, To 3anare HectannaptHoe BpeMst oxunanusi ATR B
necstkax mwuticekyss (ISO 7816-3, m.8.1);

ucPPS1 - eciu e pasuo OxFF, To 3anats HoBoe 3Hauenue PPS1, omimunoe ot
riobanpHoro Oaiira TAl (ISO 7816-3,1.9.2, m.8.3);

ucDeactivate - eciu > 0, TO BBIKIIIOUUTH NPEABIAYIIYIO PA0O0UYIO0 KOHTAKTHYIO KapTy;
dwATRBufSize — pazmep maccuBa, BbIIEJICHHOTO 3anpaiimrBarommm i 3amicu ATR,
eciu 0, To ATR He 3anpaiivBars;

PATR — ykazaresb Ha 0ObSIBICHHBIN 3aMpalIMBAIOIIUM MAaCCHB, Ky/a TODKEH OBITh
3ammcald ATR (mosx#Ho NULL, eciu He 3anpanvBars ).

pdwATRSize — pazmep ATR, coxpanénroro B maccuse (MoxHo NULL, ecim He
3aMparivBarh).

Bo3sBpariaemoe 3HaueHuMe:
0 — YCIIEIITHOE BBITIOJIHEHHE,
VHAue — OIIMOKA MPH BBITIOJTHEHAML.

[Tpu nojaue muTaHust Bce KOHTAKTHBIE KapThl AKTUBUPYIOTCSI, ¥ OJIHA U3 HHX
SABJISIETCSL paboYeil.

Ecan 3nauenne ucNumHolder npeBbimaer Ko1M4ecTBO MM EIOLIUXCSH
X0J1/1€pOB,

BBIIAETCA OIIINOKA.
HNuaue, Ecian ucNumHolder > 0

KownrakThas kaprta B xonnepe NumHolder ctanoBurcst paboueil.

Bce mocnenyroriye koMaHabl Oy yT BOCIPHHAMATHCS UIMEHHO TOM KapTOil.

[TepexmroueHre Ha XOJIIEp C BBIKIIFOUEHHOM KapToi 3aHMMaeT He MeHee S0 Mmc.

[lepexmouenre Mex Ty aKTUBUPOBAHHBIMU KOHTAKTHBIMU KapTaMH 3aHUMAET
MeHee 1 mc.

[TombITKa NEPEKITIOUUTHCS HA XOJIAEP C OTCYTCTBYIOLIEN WM HEUCTIPABHO M
KOHTaKTHOM kapToii 3aHnMaeT BpeMs WT(oxunanne ATR ot kaptei) cornacuo ISO
7816 - 3, n.8.1.

s Beioopa HectannaptHoro WT ciyxar ucWT10 u FlashParam([20]:

EcmnucWTI0 = OxFF

WT=ucWTI10 * 10 mc(no 2540 mc).
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uHaue(mpu ucWT10 == 0xFF)
Ecmu FlashParam[20] = OxFF
WT cootBerctByet ctannapty(ISO 7816 - 3, n.8.1)(okomo 750
MC).
nnHaue(npu FlashParam[20] < 0xFF)
WT = FlashParam[20] * 10 mc(m0 2540 mc).

[Ipou3BOAUTE I HEKOTOPBIX KOHTAKTHBIX KapT JJIs MOBBIIIEHUS CKOPOCTH
oOMeHa T0TMyCKal0T BEIOOP HECTAHIAPTHBIX MAPaMETPOB, HE COBIAAIOIINX C
ykazanHbIMH B ATR.

Hanpumep, nst SAM AV2 ot NXP npu ciie1oBaHuy cTaHaapry

PPS1 = 0x18 (fKHz = 4800, Baudrate = 154838 60x),
Onnako, B HapyLIEHUE CTaHIAPTA, IOMYCTUMBbI CJIEAYIOIINE 3HAUSHNS :
PPS1 = 0x96 (fKHz = 4800, Baudrate = 300000 60x),

PPS1 = 0xD7 (fKHz= 12000, Baudrate = 375000 60x).
J s BeIOOpa HecTaHIapTHRIX napameTpoB ciykat ucPPS1 u FlashParam[21].
Ecmm ucPPS1 != 0xFF
PPS1 =ucPPSI;
uHauye(mpu Opt PPS1 =0)
Ecmu FlashParam[21] = OxFF
PPS1 =TAI
(mt SAM AV2 TA1 = 0x18 (fKHz = 4800, Baudrate =
154838));
nHaue(npu FlashParam[21] < 0xFF)
PPS1 = FlashParam[21].

Ecmu ucDeactivate > 0
[Ipenpinyias pabouast KOHTAKTHAs KapTa(TpH HAJTMY UH) BBIKITIOYAETCS.
nHaude(npu ucDeactivate == 0)
[penpinyinas paboydas KOHTAKTHAS KapTa(Tpy HATMYHH) OCTACTCS
AKTUBHMPOBAHHOM.

HNuaue (mpu ucNumHolder = 0)

Paboueit koHTaKTHOM KapThl He OyaeT(BCe aKTMBUPOBAHHBIE KOHTAKTHBIE KAPThI
BBIKJIFOYAIOTCSI ), 3HAUCHUSL OUTOB 7..4 UTHOPHUPYIOTCSI.

4.16.6 CLSCRF_SAM_APDU

LONG CLSCRF_SAM_APDU( IN LPVOID pReader,

IN LPCBYTE pbSendBuffer,

IN DWORD dwSendLength,

OUT LPBYTE pbRecvBuffer,
IN OUT LPDWORD pdwRecvLength );

Ortmnpasiisier B SAM-moaynb komanny B popmare APDU.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
pbSendBuffer — maccuB GaiitoB, nepe1aBaeMbIX MOIYIIIO;
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dwSendLength — xonmuecTBO nepe1aBaeMbIX B MOTYJIb OAUTOB;
pbRecvBuffer — MmaccuB 17151 oTBETa OT MOYJIS;
pdwRecvLength — ccbulka Ha mepeMeHHyI0, KOTOpas Mepe] BbI30BOM (PYHKIMH
JIOJDKHA coJiepkaTh pazMep maccuBa pbRecvBuffer, a Ha BbIxoze OyaeT comepxarh
KOJIMYECTBO MPUHATHIX OT MOJIYJIsi OaNTOB.

Bo3sspamaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHaue — OIIMOKA TMPH BBITIOTHSHHI.

4.16.7 CLSCRF_SAM Lock

LONG CLSCRF_SAM_Lock( IN LPVOID pReader,
IN BYTE ucLC,
IN BYTE ucKeyKind,
IN BYTE ucKeyNo,
IN BYTE ucKeyVer,
IN PBYTE pUnlockKey,
IN BYTE ucUnlockKeyNo,
IN BYTE ucUnlockKeyVer,
OUTLPBYTE pucSWI,
OUT LPBYTE pucSW2 );
bioxupyer SAM-mo1ynb.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pynkimo CLSCRFE Create);
ucLC — nmormueckwmii kasan ot 0 10 3;
ucKeyKind — pon kimoua:

0: TDEA - DESFire;

1: TDEA-1SO 10116 (CRC16);
2: MIFARE;

3:3 Key TDEA-ISO 10116;

4: AES 128;

5: AES 192;

6: TDEA - ISO 10116 (CRC32);
ucKeyNo — HoOMep KIIt04a J1JIs1 BBINOJIHEHHS OTIEPaliH;
ucKeyVer — Bepcus Kiro4a Ui BBIIOJHEHUS OTICPALY;
pUnlockKey[24] — xmou aist pa36J10KUpOBKU
ucUnlockKeyNo — HoMmep kiro4a 71 pa30JI0KUpOBaHHS;
ucUnlockKeyVer — Bepcus kinoya Juis pa3010KUpOBaHNS;

(Ecmu NULL, To Mmoyns 6510kupyeTcs 0e3 Kiroua);
pucSWI1 — ykazaresnn Ha OaliT cTaTyca;
pucSW2 — ykazaresn Ha OaiiT cTaTtyca.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML
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4.16.8 CLSCRF_SAM Unlock

LONG CLSCRF _SAM Unlock( IN LPVOID pReader,
IN BYTE ucLC,
IN BYTE ucKeyKind,
IN BYTE ucKeyNo,
IN BYTE ucKeyVer,
IN PBYTE pUnlockKey,
OUTLPBYTE pucSW1,
OUT LPBYTE pucSW2 );
Paz610xupyeT SAM-MO 1y,
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucLC — nmormueckwmii kasan ot 0 10 3;
ucKeyKind — pon xroua:

0: TDEA - DESFire;
1: TDEA-ISO 10116 (CRC16);
2: MIFARE;
3:3 Key TDEA-ISO 10116;
4: AES 128;
5: AES 192;
6: TDEA - ISO 10116 (CRC32);
ucKeyNo — HoMep kiro4a j171st pa30JI0KUPOBAHKS
ucKeyVer — Bepcust kimoua aiist pa30I0KUPOBaHNS;
pUnlockKey[24] — kimoy 151 pa3010KupoBaHus
(Ecim NULL, To Motynb G510KupyeTcst 6€3 Kitoua);

pucSWI1 — ykazaresnn, Ha OalT cTaTyca;
pucSW2 — ykazaress Ha OaifT cTaTyca.

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIETIIHOE BBITIOJTHEHIE,

VHaue — OIIMOKA MPY BBIIOTHSHHN.

4.16.9 CLSCRF_SAM_AuthenticateHost

LONG CLSCRF_SAM AuthenticateHost( IN LPVOID pReader,
IN BYTE ucLC,
IN BYTE ucHostMode,
IN BYTE ucKeyKind,
IN BYTE ucKeyNo,
IN BYTE ucKeyVer,
IN PBYTE pKey,
OUTLPBYTE pucSW1,
OUT LPBYTE pucSW2 );
Aytentndukarms SAM-Mo1ysIs U XOCTa.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create);
ucLC — normueckwuii kanan ot 0 1o 3;
ucHostMode — pexuM ayTeHTUDUKAIIN:
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: Plain;

: MAC Protection; (He moaiepKuBacTCs)
: Full Protection; (He moanep:xuBaeTcs)

: RFU;

W — O

ucKeyKind - pon kimoua:
: TDEA - DESFire;
: TDEA - ISO 10116(CRC16);
: MIFARE;
:3 Key TDEA -ISO 10116;
: AES 128;
: AES 192;
: TDEA - ISO 10116(CRC32);
ucKeyNo — HoMep Kkimro4a /1711 ayTe HTUPUKAIHM;
ucKeyVer — Bepcust kiroua sisi ayTeHTUPUKAIIY,
pKey[24] — ko4 1151 ayTeHTUDUKAIIW;
pucSWI1 — ykazarenb Ha OaiiT cTaryca;
pucSW2 — ykazaresp Ha OaiT cTaTtyca.
Bo3Bpariaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHaue — OIIMOKA MPH BBITIOJTHEHAML.

NN kW —O

4.16.10 CLSCRF_SAM_GetVersion

LONG CLSCRF_SAM_GetVersion( IN LPVOID pReader,
IN BYTE ucLC,
OUT SAM_ VERSION* pVersion,
OUTLPBYTE pucSWI1,
OUT LPBYTE pucSW2 );

UYrenue nadopmariu o BepHcu SAM-MOyIIs.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucLC — normueckwuii kanan ot 0 110 3;
pVersion — uapopmarmst o Bepcurt SAM-Moays;
pucSW1 — ykazarenb Ha OaiiT cTaryca;
pucSW2 — ykazareinn, Ha OalfT cTaTyca.
BosBpamiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
vHave — OILIMOKA MPY BBINOJIHEHHHL.

4.16.11 CLSCRF_SAM_SwitchToAV2Mode

LONG CLSCRF_SAM_SwitchToAV2Mode( IN LPVOID pReader,
IN BYTE ucLC,
INLPBYTE
pbNewPosAkey,
INBYTE
ucNewPosAkeyVer,
IN LPBYTE
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pbNewPosBkey,

INBYTE
ucNewPosBkeyVer,

IN LPBYTE
pbNewPosCkey,

INBYTE
ucNewPosCkeyVer,

IN DWORD
dwMaxChainBlocks,

OUT LPBYTE pucSW1,

OUT LPBYTE pucSW2 );

IlepeBoaur SAM-Monyis 13 pexxuma AV1 B pexum AV2.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cMm. pynkimro CLSCRFE Create);
ucLC — normueckuii kanan ot 0 110 3;
pbNewPosAkey[16] - HoBoe 3HaueHue macTep-kimoua AES-128 B no3uimu A;
ucNewPosAkeyVer - HoBoe 3HaueHue Bepcud kimoua AES-128 B nozuimn A ot 0 110
255;
pbNewPosBkey[16]- nHoBoe 3Hauenne mactep-kimoua AES-128 B no3wmmm B;
ucNewPosBkeyVer - HoBoe 3Hauenue Bepcun kinoua AES-128 B nosumm B ot 0 1o
255;
pbNewPosCkey|[16] - HoBoe 3HaueHne mactep-kimoua AES-128 B nozmmm C;
ucNewPosCkeyVer - HoBoe 3HaueHue Bepcru kitoya AES-128 B mo3uiu C ot 0 10
255;
dwMaxChainBlocks — makcriManbpHOE KOJIMIECTBO OJIOKOB B IIETIOYKE;
pucSWI1 — ykazaresnn, Ha OalT cTaTyca;
pucSW2 — ykazaress Ha OaifT cTaTyca.

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIETIIHOE BBITIOJTHEHIE,

VHaue — OIIMOKA MPY BBIIOTHEHHN.

4.16.12 CLSCRF_SAM_Reset

LONG CLSCRF_SAM Reset( IN LPVOID pReader );
BrmouaseT copoc (nepesamyck) SAM-Moays.
pReader — ccpuika Ha 00bekT-uHTEpPeiic (cM. pyrkimo CLSCRFE Create).
Bo3sBparmiaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA MPY BBITIOTHSHHN.

4.16.13 CLSCRF_SAM_KillAuth

LONG CLSCRF_SAM KillAuth( IN LPVOID pReader,

IN BYTE ucType);
BemonaseT msarkuii copoc ayreHtudukaimn SAM-Monys.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucType — 0x01 - c6poc ayrenTndukaimm kapthl 1 aktuBarmy OfflineChange nmm
Offline Crypto xkmoueit, 0x00 - copoc ayreHTU(DMKAIN BCETO.
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Bo3Bpamaemoe 3HaueHuUE:
0 — YCIIEIIHOE BBIIOJIHEHME,
VHaue — OIIMOKA NPY BBITIOJTHEHAML.

4.16.14 CLSCRF_SAM_Halt A

LONG CLSCRF_SAM Halt A( IN LPVOID pReader,
IN BYTE ucLC);

Brmosmsie T Markuii copoc ayrentrdukaimm SAM-Mo 1yIis.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucL.C — normaeckuii kanain ot 0 10 3.

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIETIIHOE BBITIOJTHEHIE,

VHaue — OIIMOKA MPH BBITIOTHSHHN.

4.17 PabGoTa ¢ KOHTAKTHBIMH KapTamMu cTanaapra ISO7816
Baxno! Bce ¢pynkim pabotsl ¢ SAM-Mo1yseM BO3BpalliaoT B oTBeTe 2 Gaifra
SW1, SW2 - crarycel oTBeTa 0T SAM-MOTYJISI.
Ot 1Ba Gaifra clieyeT BHIUUTHIBATH B CIIy4asX:

1) ecym oOmmii ko otBeta pyHkimu paBeH SCARD F INTERNAL ERROR
(0x80100001), a ko BHyTpeHHEH OTIIMOKU OMOTUOTEKH (TOTydaeTCsl Py MOMOIIU
¢ynaxipm GetLastInternalError) pases UEM_SAM_APDU_ERR (0xC8);

2) eciu uctionb3oBanack Gynkiwsi/komanna CLSCRF _SAM APDU, oGuwmii ko
otBeTa Pynkimn paeH SCARD S SUCCESS (0x00000000), 1 ko1 BHyTpeHHE M
omuOku OubmoTeku (rosryuaetcst pu nomouu ¢pyukimu GetLastInternal Error) paBen
UEM_SUCCESS (0x00).

4.17.1 CLSCRF_ISO7816_GetCurrentHolder

Ananornana komaaae SAM-Mo ayiis.

4.17.2 CLSCRF_ISO7816_SetCurrentHolder

Anarmorngana komagne SAM-Moayis.

4.17.3 CLSCRF_ISO7816_SetCurrentHolderGetATR

Amnarmormana komagne SAM-Moayis.
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4.17.4 CLSCRF_ISO7816_SetCurrentHolderEx

Ananornana komaaae SAM-Moayiis.

4.17.5 CLSCRF_ISO7816_HOLDERS_INFO

typedef union CLSCRF ISO7816 HOLDERS INFO

{

struct

{
BYTE Count;
BYTE Active;
BYTE CurNo;
BYTE WTI;

} AllHolders;

struct

{
struct
{

BYTE isActive : 1;
BYTE isCurrent : 1;
BYTE RFU : 6;
5
BYTIE Prof;
BYIE F_D;
WORD fKHz;
DWORD BR;
} SpecifiedHolder;
BYTE BinData[9];
} CLSCRF ISO7816 _HOLDERS INFO ;

- nHbOpMaIWs O XOJJIepax KOHTAKTHBIX KapT, BO3BpalaeMas KOMaHI0 1
CLSCRF ISO7816 GetHoldersInfo:
Ecnu B napameTpax komanibl ObuI 331aH HOMep xoJiaepa 0, TO BBIUUTHIBACTCS
uHpopMmaIms 000 Bcex xoJiiepax, u akTyanbHa cTpykTypa pHoldersInfo-
>SpecifiedHolder
pHoldersInfo->SpecifiedHolder.Count- xonmaecTBO X0JIIEpOB.
pHoldersInfo->SpecifiedHolder.Active- Mmacka akTUBUPOBaHHbIX
KOHTAaKTHBIX KapT :

0x01 - koHTaKTHas KapTa | akTMUBMPOBAHA;
0x02 - xoHTaKTHas1 KapTa 2 akTUBUPOBAHA;
0x04 - koHTaKTHasl KapTa 3 aKTUBHPOBAHA;
0x08 - kOHTaKTHast KapTa 4 aKTUBHPOBAHA.
pHoldersInfo->SpecifiedHolder.CurNo- Homep xomaepa paboueit
koHTakTHOU KapThi(0..Count).
pHoldersInfo->SpecifiedHolder.WTI- makcumannHoe BpeMmst
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oxunanus ATR B gecsiTkax mc.
Ecim B mapameTpax koMaHabl ObLT 33/1aH HOMEp XoJepa oT 1 10 4, TO BEIUUTHIBAETCS
uHpopmalms 00 yKazaHHOM XOJiepe, U akTyanbHa cTpykTypa pHoldersInfo-
>SpecifiedHolder
pHoldersInfo->SpecifiedHolder.isActive xoHTrakTHas kapta
aKTUBHPOBAHA.
pHoldersInfo->SpecifiedHolder.isCurrent koHrakTHas Kapra
SBJISICTCSI paboYeil.
pHoldersInfo->SpecifiedHolder.Prot npotoxon T = (0 wiu 1).
pHoldersInfo->SpecifiedHolder.F_D- napameTpsl 0OMeHa
(3rauenne PPS1 w3 ISO 7816 - 3, m.9.2, n.8.3).
pHoldersInfo->SpecifiedHolder .fKHz- yactoTta TaktupoBanus (kI ).
pHoldersInfo->SpecifiedHolder.BR- ckopocts 06Mena(00.1).

4.17.6 CLSCRF_ISO7816_GetHoldersInfo

LONG CLSCRF _ISO7816 GetHoldersInfo( IN LPVOID pReader,
IN BYTE ucNumHolder,
ouT

CLSCRF 1SO7816 HOLDERS INFO * pHoldersInfo);

3arnparyBaeT TeKyIllee COCTOSTHUE XOJIEPOB.

Baxkno! PaGoTaeTt TOJBKO 17151 CYUTHIBATEIIEH C IETEKTOPOM KOHTAKTa - C XOJIJIepaMu
Ha oTaeJLHOM mate!!!

pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimro CLSCRFE Create);
ucNumHolder — sHomep xomnnepa ot 1 10 4, eciu Hy>)KHO 3aMpPOCHUTH MHPOPMAIHIO TI0
KOHKpPETHOMY xoJiiepy, win () - eciiu Hy>kHa HHPOpMAIWs TI0 BCEM XOJIIepaM;
pHoldersInfo — yka3atesb Ha pa3MeIlIEHHYIO B TIaMSITH 3apaHee CTPYKTYpY THUIIa
CLSCRF 1SO7816 HOLDERS INFO , B koTOpyIO OyJI€eT MOMEIIEH OTBET.

Bo3Bpamaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

VHaue — OIIMOKA NPH BBITIOJTHEHUML.

4.17.7 CLSCRF_ISO7816_APDU

Amnarormana komagne SAM-moayis.

4.17.8 CLSCRF_ISO7816_Reset

Ananornana komaaae SAM-Mo ayiis.
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4.18 Paodora ¢ kiawuyamu SAM-moayJist

4.18.1 CLSCRF_SAM_GetKeyEntry

LONG CLSCRF_SAM_GetKeyEntry( IN LPVOID pReader,
IN BYTE ucLC,
IN BYTE ucKeyKind,
IN BYTE ucKeyNo,
OUT LPBYTE pucKeyAVersion,
OUT LPBYTE pucKeyBVersion,
OUT LPBYTE pucKeyCVersion,

OUT LPDWORD pdwDESFireAlID,
OUT LPBYTE pucDESFireKeyNo,

OUT LPBYTE pucKeyNoCEK,
OUT LPBYTE pucKeyVCEK,
OUT LPBYTE pucRefNoKUC,

OUT SAM_SETTINGS * pSettings,

OUT SAM_EXT SETTINGS * pExtSettings,
OUTLPBYTE pucSW1,
OUT LPBYTE pucSW2 );
BobruaureiBaeT 3 SAM-MOayJIs 3alUCh O KITFOYE.

pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);

ucLC — normueckwuii kanan ot 0 110 3;
ucKeyKind — pon kmoya:

0: TDEA - DESFire;

1: TDEA-1SO 10116 (CRC16);
2: MIFARE;

3:3 Key TDEA - ISO 10116;

4: AES 128,;

5: AES 192;

6: TDEA - ISO 10116 (CRC32);
ucKeyNo — Homep Mifare-kmoua B SAM-monyne ot 1 no 127,
pucKeyAVersion — cuuranHasi Bepcus Kiiroua A,
pucKeyB Version — cuurannas Bepcus kinova B;
pucKeyCVersion — cuurannas Bepcust kioua C;
pdwDESFireAlD — 3 6Gaifra cootBeTcTtBytomuero AlD mis kapt DESFire;
pucDESFireKeyNo — cootserctByromumii AID, Homep kmoua DESFire;
pucKeyNoCEK — HOMep CCBUIKM Ha KITFOY CMEHBI 3aIuCH;
pucKeyVCEK — Bepcus Kit0ua CMEHbI 3aIUCH;
pucRefNoKUC — HOMEp CChUIKM HAa CYETYUK UCTIOB30BaHUS KITI0Ya;
pSettings — HacTPOVKK KOHPUTypaLHH J1JIs 3aIHCH KITF0Ya;

pExtSettings — nomnoHUTE TbHBIE HACTPONKH KOHPUTypalmy JJ1s1 3aIUCH K04 a;

pucSWI1 — ykazarenb Ha 6aiiT cTaryca;
pucSW2 — ykazaresp Ha OaiiT cTaTtyca.

205
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Bo3Bpamaemoe 3HaueHuUE:
0 — YCIIEIIHOE BBIIOJIHEHME,
VHaue — OIIMOKA NPY BBITIOJTHEHAML.

4.18.2 CLSCRF_SAM_ChangeKeyEntry

LONG CLSCRF_SAM_ChangeKeyEntry( IN LPVOID pReader,
IN BYTE ucLC,
IN BYTE ucKeyNo,
IN BYTE ucKeyKind,
IN LPBYTE pbKeyA,
IN LPBYTE pbKeyB,
IN LPBYTE pbKeyC,
IN DWORD dwDF_AID,
IN BYTE ucDF KeyNr,
IN BYTE ucCEKNo,
IN BYTE ucCEKYV,
IN BYTE ucKUC,
IN SAM_SETTINGS * pSettings,
IN BYTE ucKeyVerA,
IN BYTE ucKeyVerB,
IN BYTE ucKeyVerC,
IN SAM_EXT SETTINGS * pExtSettings,
IN BOOL fPlainKeyUpdate,
IN BOOL fOfflineKeyChange,
IN LPBYTE pbSAM_UID,
IN SAM_NV_PROGRAMMING MASK * pNVProgrammingMask,
OUTLPBYTE pucSWI,
OUT LPBYTE pucSW2 );
N3menser B SAM-Mo1ysie 3anich 0 KIIoYe.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucLC — nmormueckwmii kaHan ot 0 10 3;
ucKeyNo — vHomep Mifare-kmoua B SAM-moayne ot 1 go 127,
ucKeyKind — pox kmoua:

0: TDEA - DESFire;

1: TDEA-1SO 10116 (CRC16);
2: MIFARE;

3:3 Key TDEA - ISO 10116;

. AES 128;

5: AES 192;

6: TDEA-1SO 10116 (CRC32);

N

pbKeyA — im0y A;

pbKeyB — ximou B;

pbKeyC — xmou C;

pbDF _AID — 3 6aiira cootBetcTBytonero AlD nins xapt DESFire;
ucDF_KeyNr — cootBerctBytomuii AID, Homep kimoua DESFire;
ucCEKNo — HOMep CCBUTKU Ha KJIFOY CMEHBI 3aIiCH;

© 2021 AkuyuoHepHoe obwecmeo “MukpodM”



BuonuoTteka Clscrfl.dll 207

ucCEKYV — Bepcust Kilt04a CMEHbI 3aIUCH;
ucKUC — HOMep cChUIKM Ha CYETUHK MCTIOIb30BaHMS KITH0Ya,
pSettings — HacTPOVKK KOHPUTypaLHH IS 3aIHCH KITF04a;
ucKeyVerA — Bepcus kiroda A;
ucKeyVerB — Bepcus kimoua B;
ucKeyVerC — Bepcus kimoya C;
pExtSettings — qomoHUTE TbHBIE HACTPOWKK KOH(HTypalm JIJIsT 3aIUCH KITF0U a;
fPlainKeyUpdate — ycTaHaBimBaeT, B OTKPBITOM JIM BUI€ OOHOBIISICTCS KITFOY
(momxHo 6b1Th B TRUE);
fOfflineKeyChange — npmsnak Toro, B KakoM pekume mensercs kmod (Online/
Offline) (momxuo ObITh = FALSE);
pbSAM_UID — UID SAM-monayns (nomkHO 661Th NULL);
pNVProgrammingMask — macka nporpammupoBanus u3 flash-mamsity;
pucSWI1 — ykazaresnn Ha OaliT cTaTyca;
pucSW2 — ykazaress Ha OaiiT cTaTtyca.

Bo3sBparniaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHKE,

VHave — OIIMOKA TPH BBITIOJTHEHAML

4.18.3 SAM_SETTINGS

typedef union SAM_SETTINGS

{
struct
{
WORD bAllowDumpSessionKey:1;
WORD bAllowCryptoWithSecretKey:1;
WORD bfKeeplnitVector:1;
WORD wKeyKind:3;

WORD RFU:2;

WORD bAV1HigherCmdSecLevel:1;
WORD bDisableKeyEntry:1;
WORD bAV1EnableHostAuth:1;
WORD bDisableChangeKey:1;
WORD bDisableDecryption:1;
WORD bDisableEncryption: 1;
WORD bDisable VerifyMAC:1;
WORD bDisableGenerateMAC:1;

5

struct

{
WORD :8;
WORD bAV2EnableHostAuthKey:1;
WORD :1;
WORD bAV1AV2AllowLockUnlock:1;
WORD :5;

5
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WORD wSettings;
} SAM_SETTINGS;
- OJIOK HACTPOEK IS Kito4Ya (OTMCaHue CM. B JOKyMeHTalmy Ha SAM-Mo1yib B
nysakTe 9.3.1.10 "SET configuration settings for key entry"):
bAllowDumpSessionKey— ¢uar pazpenienus BbIBO1a KJItoUa ceccuu / Kiroda
Mifare;
bAllowCryptoWithSecretKey— ¢uar pazpernieHuss KpUITOOTIEPAIHI C CEKPETHBIM
KITFOUOM;
bfKeeplInitVector — dar coxpaneHrs BEKTOpa MHAIMAT3 ALY,
wKeyKind — tvm xmroua: 000 - TDEA DesFire 4, 001 - TDEAISO 10116 (16-bit
CRC, 4-byte MAC), 010 - MIFARE, 011 - 3TDEAISO 10116, 100 - AES 128, 101 -
AES 192,110 - TDEAISO 10116 (32-bit CRC, 4-byte MAC);
bAV1HigherCmdSecLevel — Bxirouenue 60ojiee BHICOKOTO YPOBHSI 3allIUThl KOMAaHI;
Bce komanabl 3ammiieHsl CMAC, mibo mmdpoBanue (TOJBKO U1 HOMEpa Kiroda
0x00; st octanmbHpIX 3amicet kimouel - 0x00); cm. qokymeHraipio Ha SAM-moynu,

bDisableKeyEntry — ¢nar oTkIroueHIS 3aMmicy KIII04a;

bAV1EnableHostAuth — ¢uar Bxmodenus ayreHtndukaimyi XocTta mocie cOpoca
(Tombko nist Homepa kmova 0x00; nist npyrux 3amiceit kmoyda - 0x00);
bDisableChangeKey — ¢unar otkmouenus SAM_ChangeKey PICC;
bDisableDecryption— ¢uar oTkiroueHust pacimdparmy;

bDisableEncryption— ¢uar oTkiroueHus mmparp,

bDisableVerifyMAC — ¢nar otkimouenust npoBepku MAC;
bDisableGenerateMAC— ¢nar otkmouenus resepaimii MAC;
bAV2EnableHostAuthKey — ¢ar Bkimo4YeHHs ayTeHTH(HKAIMA XOCTa KIFOYOM B
pexxume AV2;

bAV1AV2AllowLockUnlock — ¢mar paspemieHuss BBINOJHEHUS — OIEpaLMid
OJIOKMPOBKW/ Pa30IOKUPOBKH

wSettings— Macka HACTPOEK B BUJIE JIByOAHUTOBOTO IIEJIOTO.

4.18.4 SAM_EXT_SETTINGS

typedef union SAM EXT SETTINGS
{

struct
{
BYTE iKeyClass:3;
BYTE bAllowDumpSecretKey:1;
BYTE bRestrictToDiversifiedUse:1;
BYTE RFU:3;
53
BYTE ucExtSettings;
} SAM_EXT SETTINGS;
- OJIOK PacIIMPEHHBIX HACTPOEK JJIsI KiTF04a. (OTHCaHue cM. B JOKyMeHTaimu Ha SAM-
MO/1YJIb)
iKeyClass — ;
bAllowDumpSecretKey— ;
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bRestrictToDiversifiedUse- ;
ucExtSettings— .

4.18.5 SAM_NV_PROGRAMMING_MASK

typedef union  SAM_NV_PROGRAMMING MASK
{

struct
{
BYTE fUpdateKeyA:1;
BYTE fUpdateKeyB:1;
BYTE fUpdateKeyC:1;
BYTE fUpdateDFKeyNoAndAID: 1;
BYTE fUpdateKeyCEK NumberAndVersion:1;
BYTE fUpdateRefNoKUC:1;
BYTE fUpdateSettings:1;
BYTE fSendKeyVersionsSeparately:1;
I
BYTE ucNVProgramingMask;
} SAM_NV_PROGRAMMING MASK;
- 6JIOK pacIIMpPEeHHBIX HACTPOEK IS KiItoua. (ONMCaHue CM. B JOKyMeHTalmu Ha SAM-
MOTYJIb)
fUpdateKeyA — ;
fUpdateKeyB —;
fUpdateKeyC —;
fUpdateDFKeyNoAndAID —;
fUpdateKeyCEK NumberAndVersion —;
fUpdateRefNoKUC —;
fUpdateSettings — ;
fSendKeyVersionsSeparately — ;
ucNVProgramingMask — .

4.18.6 SAM_VERSION

typedef struct  SAM_VERSION

{

struct

{
BYTE ucVendorID;
BYTE ucType;
BYTE ucSubType;
BYTE ucMajorVersion;
BYTE ucMinorVersion,;
BYTE ucStorageSize;
BYTE ucProtocol Type;

+ Hardware VersionInfo;

struct
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BYTE ucVendorID;
BYTE ucType;
BYTE ucSubType;
BYTE ucMajorVersion;
BYTE ucMinorVersion;
BYTE ucStorageSize;
BYTE ucProtocol Type;
} Software VersionlInfo;
struct
{
BYTE UID[7];
BYTE BatchNumber[5];
BYTE ucProductionDay;
BYTE ucProductionMonth,;
BYTE ucProductionYear;
union
{
struct
{
BYTE RFU:3;
BYTE fDisable DESFirePICCKeyChange:1;
BYTE fDisable Decryption:1;
BYTE fDisable Encryption:1;
BYTE fDisable. MAC Verification:1;
BYTE fDisable. MAC Generation:1;
I
BYTE ucBits;
} CryptoSettings;
} ManufacturerData;
BYTE ucMode;
+ SAM_VERSION;
- mHpopMmarms o Bepcur SAM-Moays. (ormicanue CM. B JOKyMEHTaImu Ha SAM-
MO/1YJIb)
HardwareVersionlnfo.ucVendorID — ;
HardwareVersionlInfo.ucType —;
HardwareVersionlnfo.ucSubType —;
HardwareVersionInfo.ucMajor Version— ;
HardwareVersionInfo.ucMinorVersion— ;
HardwareVersionlnfo.ucStorageSize — ;
HardwareVersionlnfo.ucProtocol Type— ;
SoftwareVersionlnfo.ucVendorID — ;
SoftwareVersionlnfo.ucType —;
SoftwareVersionlnfo.ucSubType — ;
SoftwareVersionlnfo.ucMajorVersion— ;
SoftwareVersionlnfo.ucMinorVersion— ;
SoftwareVersionlnfo.ucStorageSize— ;
SoftwareVersionlnfo.ucProtocol Type—;
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ManufacturerData.UID —;

ManufacturerData.BatchNumber — ;
ManufacturerData.ucProductionDay — ;
ManufacturerData.ucProductionMonth— ;
ManufacturerData.ucProductionYear — ;
ManufacturerData.CryptoSettings.ucBits— ;
ManufacturerData.CryptoSettings.fDisable DESFirePICCKeyChange — ;
ManufacturerData.CryptoSettings.fDisable Decryption—;
ManufacturerData.CryptoSettings.fDisable Encryption—;
ManufacturerData.CryptoSettings.fDisable MAC_Verification—;
ManufacturerData.CryptoSettings. fDisable. MAC_ Generation —;
ucMode — .

4.19 Paobora ¢ kapramu Mifare Classic npu nomoum SAM-moaysst

4.19.1 CLSCRF_SAM_MifareAuthenticate

LONG CLSCRF_SAM_Mifare Authenticate( IN LPVOID pReader,
IN BYTE ucLC,
IN BYTE ucAuthType,
IN LPBYTE pbUID,
IN BYTE ucKeyNo,
IN BYTE ucKeyVer,
IN BYTE ucKeyType,
IN DWORD dwSector,
OUTLPBYTE pucSWI1,
OUT LPBYTE pucSW2 );
Bemonnsier ayrenrndukarpro kaptel Mifare Classic.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucLC — mormueckwuii kasan ot 0 10 3;
ucAuthType — tumn ayrenrudukammm: 1 - First Authenticate, nnaue - Following
Authenticate;
pbUID[4] — yHHKanbHBII HOMED KapThl;
ucKeyNo — nomep Mifare-kmoua B SAM-mozayne ot 1 go 127;
ucKeyVer — Bepcust Mifare-kmoua B SAM-moayne ot 0 1o 255;
ucKeyType — tvm Mifare-kmoua: 0x0a - KeyA, nmHage KeyB;
dwSector — HOMep ayTeHTUPHUIUPYEMOTO CEKTOPA;
pucSW1 — ykazaresns Ha OalfT cTaTyca;
pucSW2 — ykazaresp Ha OaiiT cTaTtyca.
BosBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHUML

© 2021 AkyuoHepHoe obwecmso “MukpodM”



212 PykoBoacTBO nporpamMmucra

4.19.2 CLSCRF_SAM_MifareRead

LONG CLSCRF_SAM_MifareRead( IN LPVOID pReader,
INBYTE ucLC,
IN DWORD dwSector,
IN DWORD dwBlock,
OUT LPBYTE pbRecvBuffer,
OUTLPBYTE pucSW1,
OUT LPBYTE pucSW2 );
Yuraet 610k kaptel Mifare Classic.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pynkimo CLSCRFE Create);
ucLC — normueckwuii kanan ot 0 110 3;
dwSector — HOMep CeKTOpa, COAePKAILEr0 YUTAEMBbIii OJI0K;
dwBlock— Homep unraemoro 0J10Ka;
pbRecvBuffer — maccus (He Mmenee 16 6allTOB) AJis1 IPOYUTAHHOTO OJIOKa;
pucSWI1 — ykazarenb Ha OaiiT cTaryca;
pucSW2 — ykazaresp Ha OaiiT cTaTtyca.
Bo3sspamaemoe 3HaueHue:
0 — YCTICUTHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.19.3 CLSCRF_SAM_MifareWrite

LONG CLSCRF_SAM_MifareWrite( IN LPVOID pReader,
IN BYTE ucLC,
IN DWORD dwSector,
IN DWORD dwBlock,
IN LPBYTE pbSendBuffer,
OUTLPBYTE pucSWI,
OUT LPBYTE pucSW2 );
3amiceBaeT 6110k kapThl Mifare Classic.
pReader — ccbuika Ha 00bexT-uHTEpdeiic (cMm. pyHkimo CLSCRFE Create);
ucLC — nmormueckwmii kaHan ot 0 10 3;
dwSector — HOMep ceKTopa, COAEPIKAILEro 3aUChIBaeMbIi 0JI0K;
dwBlock— HomMep 3ammceBaeMOT0 0JI0KA;
pbSendBuffer — maccuB (He MeHee 16 GaliTOB) JaHHBIX 3aAMMMCHIBAEMOTO 0JI0Ka;
pucSWI1 — ykazarenb Ha OaiiT cTaryca;
pucSW2 — ykazarenn Ha OaiiT cTaTtyca.
Bo3Bpariaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
MHAue — OIIMOKA TPH BBITIOJTHEHAML

4.19.4 CLSCRF_SAM_Mifarelncrement

LONG CLSCRF_SAM_Mifarelncrement( IN LPVOID pReader,
IN BYTE ucLC,
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IN DWORD dwSector,
IN DWORD dwSourceBlock,
IN DWORD dwValue,
IN DWORD dwTargetBlock,
OUTLPBYTE pucSW1,
OUT LPBYTE pucSW2 );
YBemmuurh 3HaUeHHE Os10Ka Thra Value.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucLC — nmormueckwmii kanan ot 0 10 3;
dwSector — HOMep CeKTOpa, COAEPIKAILETO YUTAEMbIN OJI0K;
dwSourceBlock- Homep ncxoaHOTO 0JI0KA;
dwValue — cnaraemoe, Ha KOTOPO€ YBEIMIUBACTCS 3HAUCHNUE;

dwTargetBlock— Homep Onoka-pe3ynbTara, MOXeT ObITh paBeH dwSourceBlock;

pucSWI1 — ykazaresnn Ha OaliT cTaTyca;
pucSW2 — ykazaress Ha OaiiT cTaTtyca.
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.19.5 CLSCRF_SAM_MifareDecrement

LONG CLSCRF_SAM_MifareDecrement( IN LPVOID pReader,
IN BYTE ucLC,
IN DWORD dwSector,
IN DWORD dwSourceBlock,
IN DWORD dwValue,
IN DWORD dwTargetBlock,
OUTLPBYTE pucSWI,
OUT LPBYTE pucSW2 );
YMmenpumTh 3HaueHue OJ0ka Tura Value.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucLC — nmormueckwmii kaHan ot 0 10 3;
dwSector — HOMep ceKTopa, COAEPIKAILET0 YUTAEMBbI OJIOK;
dwSourceBlock— HoMep ucxoaHOTO 6JI0KA;
dw Value — BerunTaemoe, Ha KOTOpPO€ YMEHBIIIAETCS 3HAYCHHUE;
dwTargetBlock— Homep 6110Ka-pe3ynbTara, MoxeT ObITh paBeH dwSourceBloc
pucSWI1 — ykazarenb Ha OaiiT cTaryca;
pucSW2 — ykazaress Ha OaifT cTaTyca.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIHMOKA TPH BBIIOTHSHHN.

4.19.6 CLSCRF_SAM_MifareRestore

LONG CLSCRF_SAM MifareRestore( IN LPVOID pReader,
IN BYTE ucLC,
IN DWORD dwSector,

k;
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IN DWORD dwSourceBlock,
IN DWORD dwTargetBlock,
OUTLPBYTE pucSWI,
OUT LPBYTE pucSW2 );
CkormpoBarth 3HaY€HME U3 OJTHOTO OJI0Ka Tvra Value B Apyroi B 3a1aHHOM CEKTOPE.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucLC — nmormueckwmii kasan ot 0 10 3;
dwSector— HOMep cekTopa, coaepxaiiero o0a 0J0Ka;
dwSourceBlock— HoMep ucxoaHoro 6JI0Ka;
dwTargetBlock— Homep Osoka-pe3ybTara;
pucSW1 — ykazarenpb Ha OaiiT cTaryca;
pucSW2 — ykazarens Ha OaiT cTaTtyca.
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
VHAue — OIIMOKA TPH BBITIOJTHEHAML

4.19.7 CLSCRF_SAM_MifareChangeKey

LONG CLSCRF_SAM_MifareChangeKey( IN LPVOID pReader,
INBYTE ucLC,
IN BYTE ucCrypto,
IN BYTE ucKeyNo,
IN BYTE ucKeyVerA,
IN BYTE ucKeyVerB,
IN DWORD dwSector,
IN LPBYTE pbAccess,
IN LPBYTE pbUID,
OUTLPBYTE pucSWI,
OUT LPBYTE pucSW2 );
Cmenurs ximou kaptel Mifare Classic.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucLC — nmormueckwmii kaHan ot 0 10 3;
ucCrypto — Mmacka METOJa KOMIWIALMH KITHOYEH;
ucKeyNo — Homep HoBoro Mifare-kmoua B SAM-moayne ot 1 go 127;
ucKeyVerA — Bepcust HoBoro Mifare-kimoua KeyA B SAM-moayne ot 0 1o 255;
ucKeyVerB — Bepcus HoBoro Mifare-kmoua KeyB B8 SAM-monyne ot 0 o 255;
dwSector— HOMep ceKkTopa, coaepKallero 6JI0K;
pbAccess|[4] — HOBbIe OUTBI TOCTYIIA B TPEMIIEpe;
pbUID[4] — yHukanbHb1i HOMep KapThl (He TpeOyeTcs, ecim Crypto pasen 0);
pucSWI1 — ykazarenb Ha OaiiT cTaryca;
pucSW2 — ykazaresp Ha OaiiT cTaTtyca.
Bo3sspamaemoe 3HaueHue:
0 — YCTICITHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUM.
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4.20 Paodora ¢ kapramu Mifare Ultralight C npu nomommu
SAM-moay.st

OyHKIpM ITEHWS W 3alFiCH CMOTPUTE B pas/ielie CTaHAAPTHBIX KOMAaHI I pabOThI C
kaptamu Mifare Ultralight.

4.20.1 CLSCRF_SAM_MifareUltralightC_Authenticate

LONG CLSCRF_SAM_MifareUltralightC Authenticate ( IN LPVOID pReader,
IN BYTE ucLC,
IN LPBYTE pbUID,
IN BYTE ucKeyNo,
IN BYTE ucKeyVer,
OUTLPBYTE
pucSWI,
ouT LPBYTE
pucSW2 );
BemosmsieT ayrenrndukaipro kaptel Mifare Ultralight C.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucLC — mormueckwmii kanai ot 0 1o 3;
ucKeyNo — nomep HoBoro Mifare Ultralight C kmoya B SAM-monayne ot 1 no 127,
ucKeyVer — Bepcus HoBoro Mifare Ultralight C ximroua SAM-moayne ot 0 1o 255;
pbUID|[7] — yHuKabHBII HOMEp KapThl,
pucSWI1 — ykazaresnn, Ha OalT cTaTyca;
pucSW2 — ykazaress Ha OaifT cTaTyca.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIETIIHOE BBITIOJTHEHIE,
VHaue — OIIMOKA MPY BBIIOTHEHHN.

4.20.2 CLSCRF_SAM_MifareUltralightC_WriteKey

LONG CLSCRF_SAM_ MifareUltralightC WriteKey (IN LPVOID pReader,
IN BYTE ucLC,
IN LPBYTE pbUID,
IN BYTE ucKeyNo,
IN BYTE ucKeyVer,
OUTLPBYTE pucSW1,
OUT LPBYTE pucSW2 );
Cwmenurs xmou kaptel Mifare Ultralight C.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucLC — nmormueckwmii kanan ot 0 10 3;
ucKeyNo — nomep HoBoro Mifare Ultralight C ximoua 8 SAM-monyne ot 1 o 127;
ucKeyVer — Bepcus HoBoro Mifare Ultralight C ximoua SAM-moayne ot 0 1o 255;
pbUID|7] — yHHKanbHbII1 HOMED KapThl;
pucSWI1 — ykazarenpb Ha OaiiT cTaryca;
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pucSW2 — ykazareinn, Ha OalfT cTaTyca.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHAue — OIIMOKA MPH BBITIOJTHEHAML.

4.21 Paodora ¢ kapramu Mifare Plus npu nomommm SAM-monyJis

4.21.1 CLSCRF_SAM_MifarePlus_WritePerso

LONG CLSCRF_SAM MifarePlus_ WritePerso( IN LPVOID pReader,
IN BYTE ucLC,
IN BYTE ucValueType,
IN BYTE ucSectorNumber,
IN BYTE ucBlockNumber,
IN BYTE ucKeyNumber,
IN BYTE ucKeyVersion,
IN BYTE ucLenDiv,
IN LPBYTE pbDiv,
OUTLPBYTE pucSW1,
OUT LPBYTE pucSW2 );
3anMchIBaeT JaHHbIe TiepcoHam3aimy B KapTy Mifare Plus.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
ucLC — normueckwuii kanan ot 0 110 3;
ucValueType — Tur 3anmucsiBaeMOro 3HaU€HUs (CM. TabJuIly );
ucSectorNumber — HOMep cekTOpa (KCIOJIb3YETCS TIPH 3aMMCH 0JI0KA JTAHHBIX WU
KJIF0Ya, OTHOCSIIIETOCS K OTPEIEIEHHOMY CEKTOPY);
ucBlockNumber — HoMep 60Ka (MCTIONIBL3YETCS TIPH 3AIUCH 0JI0KA JAHHBIX WK
KJII0Ya,
OTHOCSIIETOCS K OTPEICTICHHOMY OJIOKY B CEKTOPE);
ucKeyNumber — nHomep Mifare-kmoua B SAM-monysne ot 1 no 127;
ucKeyVersion — Bepcust Mifare-xmoda B SAM-momayne ot 0 10 255;
ucLenDiv - 1ymHa BXOTHOTO BEKTOPA TUBEPCHUPUKALMH KITI0YA;
pbDiv — BX01HO# BEKTOP AUBEPCUDUKAIMH KITIOYa,;
pucSWI1 — ykazaresnn Ha OaliT cTaTyca;
pucSW2 — ykazaresn Ha OaiiT cTaTtyca.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.21.2 CLSCRF_SAM_MifarePlus_CommitPerso

LONG CLSCRF_SAM_ MifarePlus CommitPerso( IN LPVOID pReader,
INBYTE ucLC,
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OUTLPBYTE pucSWI1,
OUT LPBYTE pucSW2);
3aBepuiaet nepcoHammsaimo kaptel Mifare Plus.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucLC — mormueckuii ka"an ot 0 10 3;
pucSWI1 — ykazaresnn Ha OaliT cTaTyca;
pucSW2 — ykazaresn Ha OaiiT cTaTtyca.
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.21.3 CLSCRF_SAM_MifarePlus_Authenticate

LONG CLSCRF _SAM_MifarePlus Authenticate( IN LPVOID pReader,
INBYTE ucLC,
IN BYTE ucAuthType,
IN BYTE ucSecLevel,
IN BYTE ucKeyType,
IN BYTE ucSectorNumber,
IN BYTE ucKeyNumber,
IN BYTE ucKeyVersion,
IN BYTE ucLenCap,
IN LPBYTE pbPcdCap,
IN BYTE ucLenDiv,
IN LPBYTE pbDiv,
OUTLPBYTE pucSWI1,
OUT LPBYTE pucSW2 );
BemosnmsieT (copoc) ayrenrudukaipro kaptsl Mifare Plus.
pReader — ccpuika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucLC — mormueckwmii ka"an ot 0 10 3;
ucAuthType — tumn ayrenruduxarpm no creimpukampm  (0x01 — nepsuunas, 0xOF —
nocneayrotmas, 0x00 — copoc ayTeHTHPUKAIIH);
ucSecLevel — yposens 3amurs! kaptel (0x00 - SL1, 0x01 - SL2, 0x03 - SL3);
ucKeyType — Tun ximoua it ayTeHTHGUKAIMK (CM. TabJuLy );
ucSectorNumber — HOMep CEKTOpa J1JIsl ayTeHTUP UKL,
ucKeyNumber — nomep Mifare-kmoua B SAM-moayne ot 1 go 127;
ucKeyVersion — Bepcust Mifare-kimoua B SAM-moyne ot 0 1o 255;
ucLenCap — nymna 65oka xapaktepucTik cuntbiBatesis (0..6, yctaHoButh B 0);
pbPcdCap — 6ok XapaKTepHCTHK CUUTHIBATENS (MIOKa OTCYTCTBYET);
ucLenDiv — qymHa BXOTHOTO BEKTOPA TUBEPCUPUKALIH KITI0YQ;
pbDiv — Bx01HO# BEKTOP AUBEPCUDUKAIMH KITH0YA,;
pucSWI1 — ykazaresnn, Ha OalT cTaTyca;
pucSW2 — ykazaress Ha OaifT ctaTyca.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIETIIHOE BBITIOJTHECHIE,
VHaue — OIIMOKA MPH BBITIOJTHSHHN.
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4.21.4 CLSCRF_SAM_MifarePlus_MultiBlockRead

LONG CLSCRF_SAM_MifarePlus MultiBlockRead( IN LPVOID pReader,

INBYTE ucLC,

INBYTE
ucSectorNumber,

INBYTE
ucBlockNumber,

INBYTE
ucBlocksCount,

OUTLPBYTE
pbData,

OUTLPBYTE
pucSW1,

ouT LPBYTE
pucSW2 );

J7s1 kapThl B pexkume SL2, Mpor3BOIUT MHOKECTBEHHOE UTCHUE OJIOKOB.
pReader — ccpuka Ha 00bekT-uaTepdeiic (cM. pyakmmo CLSCRFE Create
)
ucLLC — gormdeckuii kasan ot 0 1o 3;
ucSectorNumber — Homep cekTopa
ucBlockNumber — HOMEp 0J10Ka, C KOTOPOTO HY>KHO HAYMHATH YTCHHE
ucBlocksCount  — komM4ecTBO YHTaeMbIX OJIOKOB
pbData — yKazaTelb Ha 0alTOBBII MaccHB, B KOTOPBINA OYIyT 3aricaHbl
JTaHHbIE
pucSW1 — Oaiir cTaryca;
pucSW2 — Oaifr cTaryca.

Bo3sBpamiaemoe 3HaueHue:
0 — YCIIETIIHOE BBITIOJTHEHIE,
VHaue — OIIMOKA MPY BBIIOTHSHHN.

4.21.5 CLSCRF_SAM_MifarePlus_MultiBlockWrite

LONG CLSCRF_SAM_MifarePlus MultiBlockWrite( IN LPVOID pReader,

IN BYTE ucLC,

INBYTE
ucSectorNumber,

INBYTE
ucBlockNumber,

INBYTE
ucBlocksCount,

IN LPBYTE pbData,

OUTLPBYTE
pucSW1,

ouT LPBYTE
pucSW2 );
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Jlns kapTel B pexume SL2, MpoM3BOIUT MHOKECTBEHHYIO 3aIUCh OJIOKOB.

pReader — ccputka Ha 00bekT-unTepdeiic (cm. pynkimro CLSCRFE Create
)
ucL.C — norudeckud kanaa ot 0 1o 3;
ucSectorNumber — Homep cekTopa
ucBlockNumber — HOMep HauanbHOTO OJIOKA JJIST 3AIUCH
ucBlocksCount — KOJIMYECTBO 3alMChIBAEMBIX OJJOKOB
pbData — yKa3atesb Ha 0aUTOBBIN MAaCCHB C JAHHBIMU IS 3aNMCH
pucSW1 — Oaiir cTaryca;
pucSW2 — Oaifr cTaryca.

Bo3sBparmaemoe 3naueHue:

0 — YCIIETIIHOE BBITIOJTHEHIE,

VHaue — OIIMOKA MPH BBITIOTHSHHN.

4.21.6 CLSCRF_SAM_ MifarePlus_ReadData

LONG CLSCRF_SAM MifarePlus ReadData( IN LPVOID pReader,
IN BYTE ucLC,
IN BYTE ucReadMode,
IN BYTE ucValueType,
IN BYTE ucSectorNumber,
IN BYTE ucBlockNumber,
IN BYTE ucBlocksCount,
OUT LPBYTE pbData,
OUTLPBYTE pucSW1,
OUT LPBYTE pucSW2 );
Jnst kapThl B peskume SL3, TpoU3BOIUT YTEHUE JTaHHBIX.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucLC — nmormueckwmii kasan ot 0 10 3;
ucReadMode — pesxuM 3amuThl TAHHBIX (CM. TaOJIHITY);
ucValueType — Tvn unraemoro 3Hauenus (cM. Tabmuty 117 B pykoBOJICTBE Ha
MifarePlus);
ucSectorNumber — HOMep CEKTOpa C UUTaEMbIM OJIOKOM;
ucBlockNumber — HomMep HauabHOTO OJIOKA 1S YTSHUS,
ucBlocksCount— kKoaMdecTBO YHTaEMBIX OJIOKOB;
pbData — yka3zatens Ha GaifTOBBIN MacCuB, B KOTOPBIN Oy IyT 3aNMCaHbl 1aHHbIE;
pucSWI1 — ykazarenb Ha OaiiT cTaryca;
pucSW2 — ykazaress Ha OaifT cTaTyca.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIHMOKA TPH BBIIOTHSHHN.

4.21.7 CLSCRF_SAM_ MifarePlus_WriteData

LONG CLSCRF_SAM MifarePlus_ WriteData( IN LPVOID pReader,
IN BYTE ucLC,
IN BYTE ucWriteMode,
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IN BYTE ucValueType,
IN BYTE ucSectorNumber,
IN BYTE ucBlockNumber,
IN BYTE ucBlocksCount,
IN LPBYTE pbData,
OUTLPBYTE pucSW1,
OUT LPBYTE pucSW2 );
st kapThel B pexnMe SL3, MpOU3BOIUT 3alKCh JAHHBIX.
pReader — ccpuika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucLC — mormueckwmii kaHan ot 0 10 3;
ucWriteMode — pexum 3aIUThl JaHHBIX (CM. TaOJHITY);
ucValueType — Tum 3armmcbsiBaeMoro 3HaueHus (cM. Tabiuiy 117 B pykoBoicTBE Ha
MifarePlus);
ucSectorNumber — HoMep cekTopa s 3anmcH 0JI0Ka;
ucBlockNumber — HoMep HauaILHOTO OJIOKA IS 3aITHCH;
ucBlocksCount— xoM4eCcTBO 3aNMCHIBAEMBIX OJIOKOB;
pbData — yka3aresp Ha 0aHTOBBIN MacCHB, M3 KOTOPro OyayT OpaTbCs JaHHbIC JJIS
3aIcy,
pucSW1 — ykazarenpb Ha OaiiT cTaryca;
pucSW2 — ykazarenn Ha OaiiT cTaTtyca.
Bo3Bparmiaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA TPH BBITIOJTHEHAML.

4.21.8 CLSCRF_SAM_MifarePlus_ChangeKey

LONG CLSCRF_SAM MifarePlus ChangeKey( IN LPVOID pReader,
INBYTE ucLC,
INBYTE
ucEncryptionMode,
IN BYTE ucKeyType,
IN BYTE ucSectorNumber,
IN BYTE ucKeyNumber,
IN BYTE ucKeyVersion,
IN BYTE ucLenDiv,
IN LPBYTE pbDiv,
OUTLPBYTE pucSW1,
OUT LPBYTE pucSW2);
Jnst xkapThl B pexxume SL3, IpOU3BOIUT CMEHY KITIOUa.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucLC — normueckwuii kanan ot 0 110 3;
ucEncryptionMode — pexum 3amursl ganHeix (0x00 - mmudposanre, MAC B
zampoce; 0x01 - mmdposanne, MAC B 3anpoce, MAC B 0TBETE);
ucKeyType — Tum kiroua 115 ayTeHTUPHUKAIIU (CM. TaOJIvLL );
ucSector Number — HOMep ceKkTopa;
ucKeyNumber — nomep Mifare-kmoua B SAM-monayne ot 1 10 127;
ucKeyVersion — Bepcust Mifare-kmoua B SAM-mozyne ot 0 go 255;
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ucLenDiv — qymHa BXOTHOTO BEKTOPA TUBEPCUPUKALIH KITI0Ya;
pbDiv — BX01HO# BEKTOP AMBEpCUPHKAIMN KITFOYa,;
pucSWI1 — ykazarenb Ha OaiiT cTaryca;
pucSW2 — ykazarens Ha OaiiT cTaTtyca.
Bo3sBpamaemoe 3naueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA TPH BBITIOJTHEHAML

4.21.9 CLSCRF_SAM_MifarePlus_Increment

LONG CLSCRF_SAM MifarePlus Increment( IN LPVOID pReader,
INBYTE ucLC,
INBYTE
ucEncryptionMode,
INBYTE
ucSourceSectorNumber,
INBYTE
ucSourceBlockNumber,
IN DWORD dwValue,
OUTLPBYTE pucSWI,
OUT LPBYTE pucSW2 );
st kapThl B peskume SL3, IpoM3BOAUT YBEJIMUEHNUE 3HAYCHMS CUETUMKA U
NOCJIe AYIOIIYIO 3aNKCh YBEIMUEHHOTO 3HaueHus B Oydep neperoca (Transfer Buffer).
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
ucLC — normueckwuii kanan ot 0 110 3;
ucEncryptionMode — pexuM 3aIUThI JaHHBIX (CM. TaOJIHITY);
ucSourceSectorNumber — HoMep UCXOTHOTO CEKTOPA;
ucSourceBlockNumber— HoMep UCX01HOTO 0JI0KA;
dwValue — npubaBrsieMoe K CUeTUHKY 3HAYCHHE;
pucSW1 — ykazaresnn Ha OaliT cTaTyca;
pucSW2 — ykazareinn Ha OalfT cTaTyca.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.21.10 CLSCRF_SAM_MifarePlus_Decrement

LONG CLSCRF_SAM MifarePlus Decrement( IN LPVOID pReader,

IN BYTE ucLC,

INBYTE
ucEncryptionMode,

INBYTE
ucSourceSectorNumber,

INBYTE
ucSourceBlockNumber,

IN DWORD dwValue,

OUT LPBYTE pucSW1,
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OUT LPBYTE pucSW2 );

st kapThl B pexxume SL3, Mpou3BOIUT YMEHBIIICHHS 3HAUCHHUS CUETIYMKA U
MO CJIEAYIOIIYIO 3alMCh YMEHBIICHHOTO 3HaueHust B Oydep nepenoca (Transfer
Buffer).
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucLC — normueckuii kanan ot 0 1o 3;
ucEncryptionMode — pexum 3auThl JaHHBIX (CM. TaOJHITY);
ucSourceSectorNumber — HOMep UCXOTHOTO CEKTOPa;
ucSourceBlockNumber— HomMep ucxoaHOTO 6JI0KA;
dwValue — BelunTacMoe 13 cyeTYMKaA 3HAYCHIE,
pucSW1 — ykazarenpb Ha OaiiT cTaryca;
pucSW2 — ykazarens Ha OaiT cTaTtyca.

Bo3Bpamiaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHHE,

VHAue — OIIMOKA TPH BBITIOJTHEHAML

4.21.11 CLSCRF_SAM_MifarePlus_Transfer

LONG CLSCRF_SAM_MifarePlus Transfer( IN LPVOID pReader,

IN BYTE ucLC,

IN BYTE ucEncryptionMode,

INBYTE
ucDestinationSectorNumber,

INBYTE
ucDestinationBlockNumber,

OUTLPBYTE pucSWI1,

OUT LPBYTE pucSW2 );

s xaptel B pexxume SL3, 3anmcsiBaeT nanHble Oydepa neperoca (Transfer Buffer)
B YKa3aHHbIH OJIOK.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucLC — normueckwuii kanan ot 0 110 3;
ucEncryptionMode — pexum 3auThl JaHHBIX (CM. TaOJHITY);
ucDestinationSector Number— HoMep cekropa JiJis 3anucy;
ucDestinationBlockNumber— nomep 6110ka 17151 3anmcy;
pucSW1 — ykazaresns Ha OalfT cTaTyca;
pucSW2 — ykazaresp Ha OaiiT cTaTtyca.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHaue — OIIMOKA NPH BBITIOJTHEHUML

4.21.12 CLSCRF_SAM_MifarePlus_IncrementTransfer

LONG CLSCRF_SAM_ MifarePlus IncrementTransfer( IN LPVOID pReader,
IN BYTE ucL.C,
INBYTE
ucEncryptionMode, IN
BYTE ucSourceSectorNumber,
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INBYTE
ucSourceBlockNumber,
INBYTE
ucDestinationSectorNumber,
INBYTE
ucDestinationBlockNumber,
IN DWORD
dwValue,
OUTLPBYTE
pucSW1,
OUT LPBYTE pucSW2 );

Jns xapThl B pexume SL3, mpou3BOIUT yBeIMYEHUE 3HAUECHHUS CUETYHKA, 3aIHCh
yBeNIM4eHHOTO 3HaueHust B Oydep nepeHoca (Transfer Buffer) u3arem B ykazanHbrii
0JI0K.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
ucLC — normueckwuii kanan ot 0 110 3;
ucEncryptionMode — pexuM 3alIUThI JaHHBIX (CM. TaOJIHITY);
ucSourceSectorNumber — HoMep UCXOTHOTO CEKTOPA;
ucSourceBlockNumber— HoMep UCX01HOTO 0JI0KA;
ucDestinationSectorNumber— HoMep cexTopa s 3aIicy;
ucDestinationBlockNumber— Homep 6710Ka 117151 3armicy;
dwValue — npubaBiisieMoe K CUeTUHKY 3HAYCHHE;
pucSWI1 — ykazarenb Ha OaiiT cTaryca;
pucSW2 — ykazaresp Ha OaiiT cTaryca.

Bo3sspamaemoe 3HaueHue:

0 — YCTICUTHOE BBINOJTHEHNE,

VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.21.13 CLSCRF_SAM_MifarePlus_DecrementTransfer

LONG CLSCRF_SAM MifarePlus_DecrementTransfer( IN LPVOID pReader,

IN BYTE ucLC,
INBYTE
ucEncryptionMode, IN
BYTE ucSourceSectorNumber,
INBYTE
ucSourceBlockNumber,
INBYTE
ucDestinationSectorNumber,
INBYTE
ucDestinationBlockNumber,
IN DWORD
dwValue,
OUTLPBYTE
pucSW1,
OUT LPBYTE pucSW2 );

Jns1 xapThl B pexxume SL3, TpOM3BOAUT YMEHBILICHUE 3HAYCHUS CUETYHKA, 3aIUCh
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yMEHbIIIEHHOTO 3HaueHus B Oydep nepenoca (Transfer Buffer) u3atem B ykazaHHbI
0JIOK.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucLC — nmormueckwmii kasan ot 0 10 3;
ucEncryptionMode — pexum 3aiuThl JaHHBIX (CM. TaOJIHITY);
ucSourceSectorNumber — HOMep UCXOTHOTO CEKTOPa;
ucSourceBlockNumber— HoMep ucxo1HOTO 0JI0KA;
ucDestinationSector Number— HoMep cekropa JiJis 3aucy;
ucDestinationBlockNumber— nomep 6110ka 17151 3anmcy;
dwValue — BelunTacMoe 13 cyeTYMKaA 3HAYCHIE,
pucSW1 — ykazarenpb Ha OaiiT cTaryca;
pucSW2 — ykazarens Ha OaiT cTaTtyca.

Bo3Bpamiaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHHE,

VHaue — OIIMOKA TPH BBITIOJTHEHAML

4.21.14 CLSCRF_SAM_MifarePlus_Restore

LONG CLSCRF_SAM MifarePlus Restore(  IN LPVOID pReader,
INBYTE ucLC,
IN BYTE ucEncryptionMode,
IN BYTE ucSourceSectorNumber,
IN BYTE ucSourceBlockNumber,
OUTLPBYTE pucSW1,
OUT LPBYTE pucSW2 );
J7st kapTel B pexxume SL3, mpon3BOIUT 3aNMCh 3HAYEHNS YKA3aHHOTO OJI0Ka-3HAYEHUS
B Oydep nepenoca (Transfer Buffer).
pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
ucLC — nmormueckwmii kasan ot 0 10 3;
ucEncryptionMode — pexum 3aiuThl JaHHBIX (CM. TaOJIHITY);
ucSourceSectorNumber — HOMEp HCXOTHOTO CEKTOPA;
ucSourceBlockNumber— HomMep ucxo1HOTO 0JI0KA;
pucSW1 — ykazarenb Ha OaiiT cTaryca;
pucSW2 — ykazareinn, Ha OalfT cTaTyca.
BosBpamiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

4.21.15 CLSCRF_SAM_MifarePlus_VirtualCardSupport

LONG CLSCRF_SAM_MifarePlus_Virtual CardSupport( IN LPVOID pReader,
IN BYTE ucLC,
INBYTE

uclIDCount,
IN LPBYTE IIDs,
IN BYTE ucLenCap,
IN LPBYTE
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pbPcdCap,

INBYTE
ucDuosCount,

IN SAM_VC DUO*
Duos,

OUTLPBYTE
pbRndQ,

OUTLPBYTE
puclnfo, ouT
LPBYTE pbPiccCap,

OUTLPBYTE
pbUID,

OUTLPBYTE
pucSWI,

ouT LPBYTE
pucSW2 );

Ortnpasnser Ha SAM-MOAy/b KOMaHIy — 3apoc Ha nepe0op uaeHTUPUKaTOpoB

VHCTAULILMY, C MCIIOJIb30BaHMEM 3aJJaHHBIX KITIOYECH.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pynkimo CLSCRFE Create )
ucLC — nmormueckwmii kasan ot 0 10 3;
uclIDCount — xonyecTBO nepedupacMbIX HISHTUPHUKATOPOB UHHPACTPYKTYPHI B
MacCHBE;
IIDs — maccuB unentndukatopos uHGpacTpykTypsl (16 Gaiir * ucllDCount);
ucLenCap — mymna 610Ka xapaktepucTik cuntbiBatesis (0..3, yctaHoButh B 0);
pbPcdCap — 650K XapaKTepUCTHK CUUTHIBATENS (MIOKA OTCYTCTBYET);
ucDuosCount — koMuecTBO MepeIaBaeMbIX JIJIs IPOBEPKU KapT Nap KI0YEi;
Duos — maccus, coctosimmii u3 nap kmodeir VC Polling ENC Key u VC Polling MAC
Key, npeicTaBieHHbIX B BUI€ HOMEPOB U Bepcuil kioueil B SAM moyie;
pbRndQ — ykazaresnp Ha MaccuB u3 12 OaifT, B KOTOPBI OYIET 3aMcaHo0 3HAYEHHE
RndQ, nnearndmmpyromniee kapty B SAM-moayse;
puclnfo — yka3zaresp Ha GaifToBYyIO IepeMeHHyI0, B KOTOPYIO OYyAET 3arvcaHa
uHpopmarms o kapre (0x83 - 4-0aitrossiii UID, 0x80 - 7-6aiiroBsrii UID);
bpPiccCap — ykazarens Ha Oydep (2 Oaiira), B KOTOPBINA OyyT 3aNMCaHbI
XapaKTePUCTUKH KaPThI,
pbUID — ykazarens Ha Oydep (7 Oaiir), B koTopblii OyneT 3armmicad UID kapTsr;
pucSW1 — Gaiir ctaryca;
pucSW2 — Gaiir ctaryca.

Bo3sspamaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHaue — OIIHMOKA TPH BBIIOTHSHHN.

4.21.16 CLSCRF_SAM_MifarePlus_VirtualCardSelect

LONG CLSCRF_SAM_ MifarePlus VirtualCardSelect( IN LPVOID pReader,
IN BYTE ucLC,
INBYTE
ucKeyNumber,
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INBYTE
ucKeyVersion,
IN LPBYTE pbRndQ,
IN BYTE ucLenDiv,
IN LPBYTE pbDiv,
OUTLPBYTE
pucSW1,
OouT LPBYTE
pucSW2 );
Bei6upaeT BUpTyaIbHYytO KapTy.

pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create )
ucLC — nmormueckwmii kanan ot 0 10 3;
ucKeyNumber — nHomep Mifare-kmoua B SAM-monayne ot 1 10 127;
ucKeyVersion — Bepcust Mifare-kmoua B SAM-mozyne ot 0 go 255;
pbRndQ — yxazaresnp Ha MaccuB u3 12 Gaiit, B KOTOPBIii 3aIMCaHO 3HAYEHUE
RndQ, unenrupmmpyromee kapry B SAM-moyie

ucLenDiv — qymHa BXOJHOTO BEKTOPA TUBEPCHUPUKALMH KITI0YA;
pbDiv — BX0/1HO# BEKTOP AMBEpCUPHKAIIN KITFOYa;
pucSW1 — Gaiir ctaryca;
pucSW2 — Gaiir ctaryca.

Bo3Bparmiaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHHE,

vHave — OILIMOKA MPY BBITIOJTHEHHHL.

4.21.17 CLSCRF_SAM_MifarePlus_VirtualCardDeselect

LONG CLSCRF_SAM MifarePlus VirtualCardDeselect( IN LPVOID pReader,

INBYTE ucLC,

OUTLPBYTE
pucSW1,

ouT LPBYTE
pucSW2 );

OTMmensieT BRIOOD BUPTYaTbHO M KapThlI.

ucLC — gmornueckwmii kaHaia ot 0 10 3;
pReader — ccpuika Ha 00bekT-uHTEpPeiic (cM. pyrkimo CLSCRFE Create).
pucSWI1 — ykazarenb Ha OaiiT cTaryca;
pucSW2 — ykazarenn Ha OaiiT cTaTtyca.

Bo3Bpariaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

MHAue — OIIMOKA TPH BBITIOJTHEHAML

4.21.18 CLSCRF_SAM_MifarePlus_ProximityCheck

LONG CLSCRF _SAM MifarePlus ProximityCheck( IN LPVOID pReader,
IN BYTE ucLC,
IN BYTE ucKeyNumber,
IN BYTE ucKeyVersion,
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IN BYTE ucLenDiv,
IN LPBYTE pbDiv,
OUTLPBYTE pucSWI,
OUT LPBYTE pucSW2 );
BoImonnseT npoBEpKy pesieHO M aTakH.
pReader — ccoiika Ha 00bekT-uATEpPEiic (cMm. pyrkimo CLSCRFE Create )
ucLC — nmormueckwmii kasan ot 0 10 3;
ucKeyNumber — vomep Mifare-kmoua B SAM-moayne ot 1 go 127,
ucKeyVersion — Bepcus Mifare-kmoua B SAM-monayne ot 0 1o 255;
ucLenDiv — qmHa BXOJTHOTO BEKTOpa IMBEPCUPUKALII KITIOUa;
pbDiv — BX0/1HO BEKTOP AMBEPCUPUKAIMU KITFOYa,;
pucSW1 — Gaiir ctaryca;
pucSW2 — Gaiir ctaryca.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TPH BBITIOTHCHHN.

4.22 Padorta co cuurtnsiBatesieM NFC663

B nanno#i rpyrme o6benrHe b QYHKIMHA padOTHI CO CUYUTHIBATEIIEM, BBITIOJTHCHHOM
Ha Mukpocxeme CLRC663.

4.22.1 CLSCRF_NFC663_ActivateCard

LONG CLSCRF_NFC663 ActivateCard( IN LPVOID pReader,

IN LPBYTE Nfcid3i,

IN BYTE Did,

IN BYTE NadEnable,

IN BYTE Nad,

IN BYTE Dsi,

IN BYTE Dri,

IN BYTE Fsl,

IN BYTE GiLength,

IN LPBYTE Gi,

OUT LPBYTE pbATR,

IN OUT LPDWORD pdwATRLength );
Brmosmser komannel ISO18092 ATR u PSL.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
Nfcid3i— maccuB w3 10 Gaiir: pu HawambHOM ckopocT B 106kbps - NFCID3,
reHepupyeTcsl ClydailHbIM 00pa3zoM; rpu ckopocTax 2 12/424kbps - Gaitrer 0-7
cootBeTcTBYIOT NFCID2, a Gaiirel 8-9 nomkHbI ObITh yeTaHOBIEHBI B ().
Did — unentudukarop yctpoiictsa, "0" - He ucmoJIL30BaTh, OO 1-14;
NadEnable — BxiroueHre UCTIOJIb30BaHMs a/Ipeca IIHHBI, JIJI1 BKIIOYEHHUS YCTAaHOBHUTh
HEB'"0"
Nad — aapec y3na: urHopupyetcs, eciu bNadEnabled = 0;
Dsi — nHAEKC AenuTes oTnpaBKy (OT nem K uaumaropy) 0-2 (
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PHPAL 118092MPI DATARATE 106 , PHPAL 118092MPI DATARATE 212,
PHPAL 118092MPI DATARATE 424 );
Dri — unnexc nenuresns npuema (0T HHUALIMATOpa K nesu) 0-2 (
PHPAL 118092MPI DATARATE 106 , PHPAL 118092MPI DATARATE 212,
PHPAL 118092MPI DATARATE 424 );
F sl — Gaiir nymmnet kagpa 0-3 (PHPAL 118092MPI FRAMESIZE 64,
PHPAL 118092MPI FRAMESIZE 128, PHPAL 118092MPI FRAMESIZE 192,
PHPAL 118092MPI FRAMESIZE 254);
GiLength— xommuectBo Gaifr 061IeH HHbOpMAaLIK;
G i — ommoHanbHO, 6aiThI 001IeH HHbOpMaIWH,
pbATR — Oydep, kyna Oyayt 3amicansl 6aittel ATR (oTBeTa ¢ atpudyTan), 10DKEH
OBITh HE MeHbIIIe 64 OaliT;
pdwATRLength — qmHa cunTaHHBIX aTpUOYTOB B OaiTax;

Bo3sspamaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHaue — OIIMOKA TPH BBITIOTHCHHN.

4.22.2 CLSCRF_NFC663 Deselect

LONG CLSCRF_NFC663 Deselect( IN LPVOID pReader,
IN BYTE DeselectCommand );

Ormena BoiOoOpa e [ISO18092 nyrem otnpaBku 3anpocoB DSL 6o RLS.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pynkimo CLSCRFE Create);
DeselectCommand— 3anpoc Ha otnpasky, PHPAL 118092MPI DESELECT DSL,
mi6o PHPAL 118092MPI DESELECT RLS

BosBpaiiaemoe 3HaueHue:

0 — YCTICUTHOE BBINOJTHEHNE,

VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.22.3 CLSCRF_NFC663 Exchange

LONG CLSCRF_NFC663 Exchange( IN LPVOID pReader,

IN DWORD dwOption,

IN LPCBYTE pbSendBuffer,

IN DWORD dwSendLength,

OUT LPBYTE pbRecvBuffer,

IN OUT LPDWORD pdwRecvLength );
Brmomaaer ooMmen ganasivu ISO18092 ¢ nensio.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
dwOption— mapameTp OIIMi:
ogHo mw  PH EXCHANGE DEFAULT , PH EXCHANGE TXCHAINING |,
PH EXCHANGE RXCHAINING , PH EXCHANGE RXCHAINING BUFSIZE |,
CJIOKEHHOE c Mmo00H  KoMOHMHAIMEH m PH EXCHANGE TX CRC,
PH EXCHANGE RX CRC,PH EXCHANGE PARITY ,
cioxxennoe ¢ mo0oit komOmnHaipern w3 PH EXCHANGE LEAVE BUFFER BIT |,
PH EXCHANGE BUFFERED BIT ;
pbSendBuffer — Oydep ¢ nanHbIMU 114 IEpeaum;
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dwSendLength — xonmmuecTBO GaiT 17151 epeauy;
pbRecvBuffer — 6ydep ni1s pazmenieHus NpUHSITHIX OaiT;
pdwRecvLength — kommaecTBO NPUHATHIX OANAT;

BosBpaiiaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

VHaue — OIIMOKA NPY BBITIOJTHEHAML

4.22.4 CLSCRF_NFC663_ ResetProtocol

LONG CLSCRF_NFC663 ResetProtocol( IN LPVOID pReader );
COpacbiBaeT napameTpbl mpotokoia [SO18092.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
BosBpaiiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.22.5 CLSCRF_NFC663_AttributeRequest

LONG CLSCRF_NFC663 AttributeRequest( IN LPVOID pReader,

IN LPBYTE Nfcid3i,

IN BYTE Did,

IN BYTE NadEnable,

IN BYTE Nad,

IN BYTE Fsl,

IN BYTE GiLength,

IN LPBYTE Gi,

OUT LPBYTE pbATR,

IN OUT LPDWORD
pdwATRLength );
BemonnsteT komanny ISO18092 "Attribute Request".
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
Nfcid3i— maccuB m3 10 Gaitr: pu HavanpHOU ckopocTr B 106kbps - NFCID3,
reHepupyeTcsl cllydailHbIM 00pa3zoM; rpu ckopocTax 212/424kbps - Gaitrer 0-7
cootBeTcTBYIOT NFCID2, a 6aifrel 8-9 n10mKHBI OBITh YCTaHOBJIEHBI B ().
Did — unentndukarop yctporcTsa, "0" - He KCIOJIL30BaTh, MO0 1-14;
NadEnable — BxiroueHre UCTIOJIb30BaHMs a/Ipeca IIHHBI, U1 BKIIOYEHHUS YCTAaHOBHUTh
HEB'0"
Nad — aapec y3na: urHopupyetcs, eciau bNadEnabled = 0;
F sl — Gaiir qymmnet kagpa 0-3 (PHPAL 118092MPI FRAMESIZE 64,
PHPAL 118092MPI FRAMESIZE 128, PHPAL 118092MPI FRAMESIZE 192,
PHPAL 118092MPI FRAMESIZE 254);
GiLength— xommuectBo Gaifr 0611e HHDOpMAaLIKL;
G i — ommoHaIbHO, OaiTEI 00MIEH HHDOPMALK;
pbATR — Oydep, kyna Oyayat 3amicansl 6aittel ATR (oTBeTa ¢ arprOyTan), 10JDKEH
OBITh He MeHbIIe 64 OaliT;
pdwATRLength — qymHa cunTaHHbIX aTpUOYTOB B Oaifrax;

BosBpamaemoe 3HaueHue:
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0 — YCTIEUTHOE BBINOJHEHNE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.22.6 CLSCRF_NFC663_ParameterSelect

LONG CLSCRF_NFC663 ParameterSelect( IN LPVOID pReader,
IN BYTE Dsi,
IN BYTE Dri,
IN BYTE Fsl);
BemonnseT komanny ISO18092 "Parameter Select".
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pynkimo CLSCRFE Create);
Dsi — nHnexc penuresst OTOpaBKy (OT Leiu K uarmaropy) 0-2 (
PHPAL 118092MPI DATARATE 106 , PHPAL 118092MPI DATARATE 212,
PHPAL 118092MPI DATARATE 424 );
Dri — vnaexkc nenurens npreMa (0T HHUALIMATOPa K 1iesun) 0-2 (
PHPAL 118092MPI DATARATE 106 , PHPAL 118092MPI DATARATE 212,
PHPAL 118092MPI DATARATE 424 );
F sl — Gaiir nymaet kagpa 0-3 (PHPAL 118092MPI FRAMESIZE 64,
PHPAL 118092MPI FRAMESIZE 128, PHPAL 118092MPI FRAMESIZE 192,
PHPAL 118092MPI FRAMESIZE 254);
BosBpaiiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.22.7 CLSCRF_NFC663_ PresenceCheck

LONG CLSCRF_NFC663 PresenceCheck( IN LPVOID pReader );
BbimosiHse T mpoBepKy NPUCYTCTBUS TEKYILEH 1ie/IM Py paboTe 1Mo MPOTOKOITY
ISO18092.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
BosBpamaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
MHAYe — OIIKMOKA MPY BBITIOJTHE HHHL.

4.22.8 CLSCRF_NFC663_SetConfig

LONG CLSCRF_NFC663 SetConfig( IN LPVOID pReader,

IN DWORD dwParameterNumber,

IN DWORD pdwParameterValue );
BemoHsgeT ycTaHOBKY KOHPHIYpalMOHHOTO MapaMeTpa.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
dwParameterNumber — unenrudukatop nmapamerpa - 0JHO U3:
PHPAL 118092MPI CONFIG PACKETNO , PHPAL 118092MPI CONFIG DID,
PHPAL 118092MPI CONFIG NAD, PHPAL 118092MPI CONFIG WT,
PHPAL 118092MPI CONFIG FSL,
PHPAL 118092MPI CONFIG MAXRETRYCOUNT ;
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pdwParameter Value — 3HaucHue napameTpa;
Bo3sBpamaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHa4Ye — OIIMOKA MPH BBITIOJTHEHAML.

4.22.9 CLSCRF_NFC663_GetConfig

LONG CLSCRF_NFC663 GetConfig( IN LPVOID pReader,
IN DWORD dwParameterNumber,
OUT LPDWORD pdwParameterValue );
BemosHseT uteHre KOHQUryparmoHHOTO MapaMeTpa.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
dwParameterNumber — unenrudukatop nmapamerpa - 0JHO U3:
PHPAL 118092MPI CONFIG PACKETNO , PHPAL 118092MPI CONFIG DID,
PHPAL 118092MPI CONFIG NAD, PHPAL 118092MPI CONFIG WT,
PHPAL 118092MPI CONFIG FSL,
PHPAL 118092MPI CONFIG MAXRETRYCOUNT ;
pdwParameterValue — yka3zaresp Ha 3Ha4Y€HHE TIAPaMETPA;
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHaue — OIIMOKA MPH BBITIOJTHEHAML

4.22.10 CLSCRF_NFC663_GetSerialNo

LONG CLSCRF_NFC663 GetSerialNo( IN LPVOID pReader,
OUTLPBYTE NFCID3 );

BbimosssieT uteHrMe KOHUrypalMOHHOTO TIapaMeTpa.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
NFCID3 — cepwuitnblit Homep NFCID3 - 10 6aitr;

BosBpaiiaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

VHaue — OIIMOKA NPH BBITIOJTHEHUML.

4.22.11 CLSCRF_NFC663_E2_Read

LONG CLSCRF_NFC663 E2 Read( IN LPVOID pReader,
IN DWORD dwAddr,
IN BYTE ucLength,
OUT LPBYTE pData );
BrimosHseT yTeHUe 3aJaHHOTO KoJIMdecTBa 0aiT u3 ykazanHoro agpeca EEPROM.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
dwAddr — anpec 6aiira 192(0x00C0)..6143(0x17FF);
ucLength — komMuecTBO BEIUMTHIBAEMBIX OalT MaHHBIX 1..127;
pData — maccuB, Kyaa OyayT CKOTIMPOBAHBI POYUUTAHHBIE OalThI TaHHBIX;
Bo3sBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITNIOJIHEHKE,
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nHa4ye — OIIKOKa TIpH BBITIOJIHCHHM.

4.22.12 CLSCRF_NFC663_E2_Write

LONG CLSCRF_NFC663 E2 Write( IN LPVOID pReader,
IN DWORD dwAddr,
IN BYTE ucData );
BrimonssieT 3ammck o1HOTO Oaiita qaHHBIX B yKasaHHbIN agpec EEPROM.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
dwAddr — anpec 6aiira 192(0x00C0)..6143(0x17FF);
ucData — 3amiceIBaeMbIi OalT TaHHBIX;
Bo3sBpaiaemoe 3naueHue:
0 — YCIIEIIHOE BBIIOJIHEHME,
VHaue — OIIMOKA MPH BBITIOTHSHHN.

4.22.13 CLSCRF_NFC663_E2_WritePage

LONG CLSCRF_NFC663 E2 WritePage( IN LPVOID pReader,
IN DWORD dwAddr,
IN BYTE ucLength,
IN LPBYTE pData );
BrimonHseT 3amich HeCKOJIBKUX OalT TaHHBIX B Yka3zaHHyto cTpanuiy EEPROM.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
dwAddr — anpec ctpanmpl 3..95(0x5F);
ucLength — xoymuecTBO 3armMchIBaeMbIX OalT TaHHBIX 1..64;
pData — yka3aresp Ha MacCUB OaWT JaHHBIX;
Bo3sspamaemoe 3HaueHue:
0 — YCTICUTHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.22.14 PHPAL_I18092MPI_DATARATE_106
#define PHPAL 118092MPI DATARATE 106 0x00U

3uauenne DRI/DSI s 106 kBit/s.

4.22.15 PHPAL_I18092MPI_DATARATE_212
#define PHPAL_I18092MPI_DATARATE 212 0x01U

3uauenrie DRI/DSI mna 212 kBit/s.
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4.22.16 PHPAL_I18092MPI DATARATE_ 424
#define PHPAL 118092MPI DATARATE 424 0x02U

3uauenre DRI/DSI mna 424 kBit/s.

4.22.17 PHPAL_I118092MPI FRAMESIZE 64
#define PHPAL 118092MPI FRAMESIZE 64 0x00U

3nauenue FSL nmst makc. pasmepa kazapa B 64 Oaiira.

4.22.18 PHPAL_I18092MPI_FRAMESIZE_128
#define PHPAL_I18092MPI_FRAMESIZE 128 0x01U

3nauenue FSL nms makc. pazmepa kaznpa B 128 Gaifr.

4.22.19 PHPAL_I18092MPI_FRAMESIZE 192
#define PHPAL I118092MPI FRAMESIZE 192 0x02U

3nauenue FSL ns makc. pazmepa kaapa B 192 Gaiira.

4.22.20 PHPAL _118092MPlI_FRAMESIZE 254
#define PHPAL 118092MPI FRAMESIZE 254 0x03U

3nauenue FSL nms makc. pazmepa kazipa B 254 Gaitra.

4.22.21 PHPAL_I18092MPI_DESELECT_DSL
#define PHPAL 118092MPI DESELECT DSL 0x08U

DSL oTnpasnsieTcst 111 OTMEHA BbIOOpa LEITH.

4.22.22 PHPAL _118092MPI_DESELECT_RLS
#define PHPAL 118092MPI DESELECT RLS 0x0AU

RLS oTtmpaBmnsieTcst 111 OTMEHBI BRIOOPA TIEJIH.
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4.22.23 PH_EXCHANGE_DEFAULT
#define PH_EXCHANGE_DEFAULT 0x0000U

Pexnm oOMeHa Mo yMOT9aHuto.

s BemonxeHus 6ydepr3amvm komOuanpyiite ¢ PH EXCHANGE BUFFERED BIT
u PH EXCHANGE LEAVE BUFFER BIT

Criermduuano st [ISO14443-4:

BeimonnsieT nenouHyto nepenauy Tx/Rx ¢ kapToid.

Bosspamaer PH_ERR _SUCCESS CHAINING, eciiu RxBuffer nosion u ve
otnpasiseT noaTepxaeHne (ACK) s nmocieHero npuHATOro 0JI0Ka.

4.22.24 PH_EXCHANGE_TXCHAINING
#define PH_EXCHANGE_TXCHAINING ~ 0x0001U

Criemduuno st [SO14443-4:

[IepenaeT nanHbie B KapTy HEMOYHOU NIEPEAAUEHL

Ko6unmpyertcss ¢ PH EXCHANGE BUFFERED BIT u

PH EXCHANGE LEAVE BUFFER BIT nms BeimosHeHust 0ydepusarmm.
He nprHMMaeT HUKakux TaHHBIX.

4.22.25 PH_EXCHANGE_RXCHAINING
#define PH_EXCHANGE_RXCHAINING ~ 0x0002U

Cremmduuno st [SO14443-4:
HauwunaeT nepenauy ¢ 6moxom R(ACK) 1 BmonHsAET nenovyHyto nepegady Rx ¢

KapTOML.
Bosspamaer PH_ERR _SUCCESS CHAINING, eciiu RxBuffer nosion u ve
noateepxaaeT (ACK) nocrneaHuii IpuHsITHINA OJI0K.
4.22.26 PH_EXCHANGE_RXCHAINING_BUFSIZE
#define PH_EXCHANGE RXCHAINING BUFSIZE 0x0003U

Criermduuno st [SO14443-4:
HauwunaeT nepenauy ¢ 61oxom R(ACK) u BeInoHsAeT nenoyHyto nepegady Rx ¢

KapTOM.
3aBepraet nenovyHyto nepemady Rx ¢ kaproi, ecim RxBuffer moson.

4.22.27 PH_EXCHANGE_TX_CRC

#define PH_EXCHANGE TX_CRC 0x0010U
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Jo6asmsats TX CRC.

4.22.28 PH_EXCHANGE_RX_CRC
#define PH_EXCHANGE_RX_CRC 0x0020U

Jo6asmsate RX CRC.

4.22.29 PH_EXCHANGE_PARITY
#define PH_EXCHANGE_PARITY 0x0040U

J106aBnsiTh MPU3HAK YETHOCTH.

4.22.30 PH_EXCHANGE_LEAVE_BUFFER_BIT
#define PH EXCHANGE LEAVE BUFFER BIT 0x4000U

He npomBoaut ouncTky BHyTpeHHETo Oydepa repe/1 BHIIOJIHEHHEM OTIePaIiH.
Ecnu 3ToT OUT ycTaHOBIICH U IJaHHBIE TIEPeIaHbl, TO COAEPKUMOE BHYTpeHHETO Oydepa
OTIPABIISIOTCS B IEPBYIO OUEPEb.

4.22.31 PH_EXCHANGE_BUFFERED_ BIT
#define PH EXCHANGE BUFFERED BIT  0x8000U

bydepmyet Tx-Data Bo BHyTpeHHHIT Oy(hep BMECTO ero nepeadm.

4.22.32 PHPAL _118092MPI_CONFIG_PACKETNO
#define PHPAL I118092MPI CONFIG PACKETNO  0x0000U

3anath / MOJIyquTh HOMEp MaKeTa.

4.22.33 PHPAL_I18092MPI_CONFIG_DID
#define PHPAL_118092MPI1_CONFIG_DID 0x0001U

3anath / MOJy4UTh WIECHTUPHUKATOP YCTPOHCTBA.

4.22.34 PHPAL_I18092MPI_CONFIG_NAD

#define PHPAL I118092MPI CONFIG NAD 0x0002U
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3anarh / MOJIy4uTh aJipec y3ua.

4.22.35 PHPAL_I18092MP]_CONFIG_WT
#define PHPAL_118092MPI CONFIG WT 0x0003U

3aiarh / OJIy4YUTh BPEMS OKUITaHUA.

4.22.36 PHPAL_I18092MPI_CONFIG_FSL
#define PHPAL_118092MP1_CONFIG_FSL 0x0004U

3aaarh / OJIyYUTh JIJTMHY Kajipa.

4.22.37 PHPAL_I18092MPI_CONFIG_MAXRETRYCOUNT
#define PHPAL I118092MPI_CONFIG_MAXRETRYCOUNT  0x0005U

3a,ZIaTI> / I[OJIyYUTh MAaKCUMAJIbHOC KOJIMICCTBO IIOBTOPHLIX IOIILITOK.

4.23 Jdemoncrtpamusi padotsl co ctangaprom NFC

B nanHoi#i rpymmne coGpanbl JeMOHCTPALMOHHbIE (DYHKLIH, IpeTHa3HAY €HHbIE IS
MOBEPXHOCTHOTO TECTUPOBAHUSA MO 1I€PKKU cunThiBaTesieM TexHosorun NFC (Near
Field Communication). Micnionb30oBanue (pyHKIMII BBI MOKETE IOCMOTPETH Ha

4.23.1 ®DyHKuum paboTtbl ¢ NDEF coobweHnsamm

B nannotii rpyrme co6panbl pyakiwm NFC, hopmupyromye u o6padarbiBaroIiye
coobmmenus B popmare NDEF.

42311 CLSCRF_NFC_NDEF_Message_Create

LONG CLSCRF NFC NDEF Message Create(
IN LPBYTE IpMsgDataBytes,
IN DWORD dwMsgDatalength,
OUTLPHANDLE
phNDEFMessage );
Coznaér oobexT coobmenust B popmare NDEF (NFC Data Exchange Format).
IpMsgDataBytes — ykazarenpr Ha MHHIMAIM3AIMOHHBI MacCHB OANT, HA OCHOBE
KoToporo O0yaet co3nano coodmenue B popmare NDEF. Ecou NULL (0x00000000),
TO CO3/1aETCs MyCTOE COOOIIEHHE;
dwMsgDatal.ength — komgecTBO 0aiT B MHMIMAIM3alOHHOM MaccuBe. Ecim
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0x00000000, To co3naércs myctoe cooOIIeHNE;
phNDEFMessage — ykazaresns Ha nepemennyto turia DWORD, kyna Oyzaet noMmemén
CO3JIaHHBIN yKa3aresb Ha 00beKT cooOuienust B popmare NDEF (npu ycnenrHoi
otpaboTke PyHKIH).

BosBpamaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHHE,

VHAue — OIIMOKA TPH BBITIOJTHEHAML

4.231.2 CLSCRF_NFC_NDEF_Message_GetRecordsCount

LONG CLSCRF_NFC NDEF Message GetRecordsCount( IN HANDLE
hNDEFMessage,
OUTLPDWORD

pdwRecordsCount );
BosBparaer konmuecTBo 3amceit B coobmiennu B popmare NDEF.
hNDEFMessage — yka3aresb Ha 00beKT coobmienus B popmare NDEF;
pdwRecordsCount — ykazarens Ha nepementyto Tuna DWORD, kyna Oyznet
3alMCaHo KOJIMYECTBO 3amicei, Bxoasnmx B cooomenne NDEF.

Bo3sBparniaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHKE,

VHave — OIIMOKA TPH BBITIOJTHEHAML

4.23.1.3 CLSCRF_NFC_NDEF_Message_GetDataSize

LONG CLSCRF_NFC NDEF Message GetDataSize( IN HANDLE
hNDEFMessage,
OUT LPDWORD

pdwDataSize );
BosBpamiaet pasmep coobmienns popmara NDEF B Gaiirax.
hNDEF Message — yka3aresp Ha 00beKT coobmienus B popmare NDEF;
pdwDataSize — ykazarens Ha nepementyro tuia DWORD, kyna Oynet 3amcan
pazmep coobmiennst NDEF B Gaiirax.

Bo3sBparmiaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHHE,

VHaue — OIIMOKA MPY BBITIOTHEHHN.

42314 CLSCRF_NFC_NDEF_Message_GetData

LONG CLSCRF_NFC NDEF Message GetData( IN HANDLE
hNDEFMessage,
OUTLPBYTE IpData );

BosBpamiaet maccus 6aitr coo6mienust B popmare NDEF.
hNDEFMessage — ykazaresis Ha 00beKT coobuienus B popmare NDEF;
IpData — yka3atesir Ha MaccHB OaiiT, B KOTOPbIN OyayT 3arvcaHbl BCE JJaHHbIE
coo6mmennss NDEF.

BosBpamaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHHE,

vHave — OILIMOKA MPY BBITIOJTHEHHHL.
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4.23.1.5 CLSCRF_NFC_NDEF_Message_AddRecord

LONG CLSCRF_NFC NDEF Message AddRecord( IN HANDLE
hNDEFMessage,

);
Jo6asmnsieT 3ammch B coobienue B popmare NDEF.
hNDEFMessage — yka3aresb Ha 00beKT coobmienus B popmare NDEF;
hNDEFRecord — ykazarenb Ha 00beKT 3amicu coobuienust B popmare NDEF,
KOTOPYIO Clle/IyeT 100aBUTh K YKa3aHHOMY COOOIIEHHUIO.

BosBpamaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHKE,

VHave — OIIMOKA TPH BBITIOJTHEHAML

IN HANDLE hNDEFRecord

4.23.1.6 CLSCRF_NFC_NDEF_Message_AddRecordEmpty

LONG CLSCRF_NFC NDEF Message AddRecordEmpty( IN HANDLE
hNDEFMessage );
Jo0GaBnsiet nmycTyro 3anmch B cooOmenne B popmare NDEF.
hNDEFMessage — ykazarenb Ha 00beKT coobmienus B popmare NDEF.
BosBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

4.23.1.7 CLSCRF_NFC_NDEF_Message_AddRecordText

LONG CLSCRF_NFC NDEF Message AddRecordText( IN HANDLE
hNDEFMessage,
IN LPWSTR
IpwstrText,
INLPWSTR
IpwstrLanguage );
JloGaBmnsieT TekcTOBYIO 3anmch B cooOmmenne B popmare NDEF.
hNDEFMessage — ykazatesb Ha 00beKT cooOmieHus B popmare NDEF;
IpwstrText— yka3aress Ha TEKCTOBYIO CTpOKy B popmare Unicode, u3 KoTOpoii
cienyeT cpopMUpOBaTh 3aMKCh THIA TEKCT U J0OABUTH €€ K YKa3aHHOMY COOOIIEHUIO
NDEEF;
IpwstrLanguage — ykazarens Ha cTpoky B popmare Unicode, coneprkairyro
KOJIMPOBKY $3bIKa, HA KOTOPOM HarmcaHna jobasisiemas k cooomenno NDEF B
Ka4eCTBE 3aIlFCH CTPOKa.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.23.1.8 CLSCRF_NFC_NDEF_Message_AddRecordUri

LONG CLSCRF_NFC NDEF Message AddRecordUri( IN HANDLE
hNDEFMessage,

IN LPWSTR
lpwstrUri );
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Hob6asmser 3amck Tuna URI (Universal Resource Identifier) B cooOmienre B
¢dopmare NDEF.
hNDEFMessage — ykazatesb Ha 00beKT cooOmienus B popmare NDEF;
IpwstrUri— ykasarens Ha cTpoky B popmate Unicode, coaeprkanryto URI, u3
KOTOpoii cienyet chopmupoBath 3ammch tura URI u 1o6aBuTh €€ Kk ykazaHHOMY
cooOmenno NDEF.

Bo3Bpamiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAYe — OIIMOKA MPH BBITIOJTHEHUML.

42319 CLSCRF_NFC_NDEF_Message_AddRecordMimeMedia
LONG CLSCRF_NFC NDEF Message AddRecordMimeMedia( IN HANDLE

hNDEFMessage,

IN LPWSTR
IpwstrMimeType,

IN LPBYTE
IpPayload,

IN DWORD
dwPayloadLength );

Job6asnset 3armmch Tina MIME B cooGuienue B popmare NDEF.

hNDEFMessage — ykazatesb Ha 00beKT cooOmienus B popmare NDEF;

IpwstrMimeType — yka3arens Ha cTpoky B ¢popmare Unicode, coepkaliryro THII

MIME, onpe nensitormii noATHI 1o6asisemon 3armicu turia MIME;

IpPayload — ykazaresnp Ha MaccuB 0ailT, U3 KOTOPOTO clieyeT C(HOPMHUPOBATH 3aIUChH

turia MIME u no6aButk e€ k ykazanHomy cooOrmienno NDEF.

dwPayloadLength — xommuecTBo 6aiit B MaccuBe ganHbIX IpPayload.
Bo3sspamaemoe 3HaueHue:

0 — YCTICUTHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.
4.23.1.10
CLSCRF_NFC_NDEF_Message_AddRecordMimeMediaTe
xt
LONG CLSCRF _NFC NDEF Message AddRecordMimeMediaText( IN HANDLE
hNDEFMessage,
IN LPWSTR
IpwstrMimeType,
IN LPWSTR
IpwstrText);

Hob6asmnser 3amick Tuna MIME B cooOmienne B popmare NDEF.
hNDEFMessage — ykazaresis Ha 00beKT coobuienus B popmare NDEF;
IpwstrMimeType — yka3atess Ha cTpoky B popmare Unicode, copepxariyro THII
MIME, onpe nenstorimii noATHI 100aBisseMoi 3armicu turia MIME;
IpwstrText— yka3aress Ha cTpoky B popmare Unicode, m3 KOTOpoO# ciexyeT
chopmupoBars 3ammch Turia MIME u no6aButs e€ k ykazanHoMy cooOuienno NDEF.
Bo3sBpamaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
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nHa4ye — OIIKOKa TIpH BBITIOJIHCHHM.

4.23.1.11 CLSCRF_NFC_NDEF_Message_GetRecord
LONG CLSCRF _NFC NDEF Message GetRecord( IN HANDLE

hNDEFMessage,

IN DWORD
dwRecordIndex,

OUT LPHANDLE
phNDEFRecord );
BosBpariaet onpeené HHyr0 OPSIKOBBIM HOMEPOM 3aIMCh B COOOIIEHNN B hopMate
NDEEF.

hNDEFMessage — ykazaresis Ha 00beKT coobmienust B popmare NDEF;
dwDataSize — xouuecTBO 0aiiT M3 MaccHBa JaHHBIX, KOTOPBIE HY>KHO 3alMcarh B

METKY.
Bo3sBparniaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAue — OIIMOKA TPH BBITIOJTHEHAML.

4.23.1.12 CLSCRF_NFC_NDEF_Message_Destroy

LONG CLSCRF_NFC NDEF Message Destroy( IN HANDLE hNDEFMessage );
VY nanset o0bexT coobuienust B popmare NDEF (NFC Data Exchange Format).
hNDEFMessage — ykazatens Ha 00bekT cooOmienus B popmare NDEF.

Bo3Bpaijaemoe 3HaueHue:

0 — YCIIEIIIHOE BBITIOJIHEHHE,

VHaue — OIIMOKA MPY BBIIOTHEHHN.

4.23.2 ®DyHKuuu padbotbl ¢ NDEF 3anucamm

B nannoii rpyrme coOpans! ¢pyskimm NFC, dopmupyroriye 1 o6padbarsiBaroriye
3ammcu cooomenuii B popmare NDEF (NFC Data Exchange Format).

4.23.21 CLSCRF_NFC_NDEF_Record_Create

LONG CLSCRF_NFC NDEF Record Create( OUT LPHANDLE phNDEFRecord );
Coznaét o0bexT 3amicy, Bxosmiei B popmar NDEF.
phNDEFRecord — ykazarens Ha nepemennyto turia DWORD, kyna Oyzaet noMmemén
CO3JIaHHBIN yKa3aTesb Ha 00beKT 3amicu coobuienust B popmare NDEF (npu
YCTIEITHOM 0TPaboTKe (PYHKIIHH).

BosBpamaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

vHave — OLIMOKA NPY BBITIOJTHEHHHL.

4.23.2.2 CLSCRF_NFC_NDEF_Record_GetDataSize

LONG CLSCRF _NFC NDEF Record GetDataSize( IN HANDLE
hNDEFRecord,
OUTLPDWORD

© 2021 AkuyuoHepHoe obwecmeo “MukpodM”



BuonuoTteka Clscrfl.dll 241

pdwDataSize );
Bo3sBpamaeT pazmep naHHbIX, Xxpansiuxcs B 3amcu NDEF.
hNDEFRecord — ykazarenb Ha 00beKT 3amicu cooomienus B popmare NDEF;
pdwDataSize — ykazarens Ha nepementyto turia DWORD, kyna 6ynet nomemeén
pazmep 3ammicu coobmenust NDEF B Gaitrax.

Bo3sspamaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHaue — OIIMOKA TMPH BBITIOTHSHHI.

4.23.2.3 CLSCRF_NFC_NDEF_Record_GetTnf

LONG CLSCRF_NFC NDEF Record GetTnf( IN HANDLE hNDEFRecord,
OUTLPBYTE pucTnf);
Bosspamaet TNF (Type Name Format) 3amicu, Bxozsiieit B cocta NDEF.
hNDEFRecord — ykazarens Ha 00beKT 3ammcu coobmenus B popmare NDEF;
pucTnf — ykazaress Ha Oaift, B koTopblii 0ynet nomenién TNF (Type Name Format)

3aIHCHL
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

42324 CLSCRF_NFC_NDEF_Record_SetTnf

LONG CLSCRF_NFC NDEF Record SetTnf( IN HANDLE hNDEFRecord,
INBYTE ucTnf);

YcranaBmuBaet TNF (Type Name Format) 3amicu, Bxozsmie#i B coctaB NDEF.
hNDEFRecord — yka3aresnp Ha 00beKT 3anmcu cooouienms B popmare NDEF;
ucTnf — TNF (Type Name Format) 3amicu.

Bo3Bpamiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAYe — OIIMOKA MPH BBITIOJTHEHAWL.

4.23.2.5 CLSCRF_NFC_NDEF_Record_GetTypelLength

LONG CLSCRF_NFC NDEF Record GetTypeLength( IN HANDLE
hNDEFRecord,
OUTLPDWORD

pdwTypeLength );
Bo3sBpamaer pasmep turna 3ammicy, Bxoasmen B coctaB NDEF.
hNDEFRecord — ykazarens Ha 00beKT 3ammcu coobmenus B popmare NDEF;
pdwTypeLength — ykazarens Ha nepemennyto turia DWORD, B koTopyro Oyaer
noMeuI€H pa3Mep MaccuBa THIA 3aMMCH COOO IS HUS.

Bo3Bpamiaemoe 3HaueHue:

0 — YCIIEIIIHOE BBITNIOJIHEHKE,
vHave — OILIMOKA MPY BBITOJIHEHHHL.
4.23.2.6 CLSCRF_NFC_NDEF_Record_GetType
LONG CLSCRF _NFC NDEF Record GetType( IN HANDLE
hNDEFRecord,
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OUTLPBYTE

IpTypeData );
Bo3spamaet tvn 3anvcu, Bxoasiei B coctaB NDEF, B Buie maccrBa qaHHbIX.
hNDEFRecord — ykazarens Ha 00beKT 3ammcu coobmenus B popmare NDEF;
IpTypeData — ykazarens Ha MacCHB OaiiT, B KOTOPbIN Oy/1€T CKOTIMPOBAH THIT 3aITUCH
cooOmenus NDEF.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAYe — OIIMOKA MPH BBITIOJTHEHUML.

4.23.2.7 CLSCRF_NFC_NDEF_Record_GetTypeStr

LONG CLSCRF_NFC NDEF Record GetTypeStr( IN HANDLE
hNDEFRecord,

OUTLPWSTR
IpwstrType );
BosBpamaer tun 3amicy, Bxoasiei B coctaB NDEF, B BUe TEKCTOBOM CTPOKHU.
hNDEFRecord — ykazarens Ha 00beKT 3ammcu coobmenus B popmare NDEF;
IpwstrType — yka3ateiss cTpoky B opmare Unicode, B koTopyto OyaeT NoMeléx
Tu 3armvcu cooomenus NDEF. Pazmep O6ydepa o cTpoky g0 mKeH ObITh
JIOCTaTOYHBIM JIJI1 KOTIMPOBAHUS B HETO THIA, a TaKke 3aBepiuatoniero cumposia 0x00

0x00.
Bo3Bpamaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.23.2.8 CLSCRF_NFC_NDEF_Record_SetType

LONG CLSCRF_NFC NDEF Record SetType( IN HANDLE hNDEFRecord,
IN LPBYTE IpTypeData,
IN DWORD dwTypeLength );
VcranapiuBaeT vl 3armcH, BxoAdiiei B coctaB NDEF, B Bujie maccuBa JaHHBIX.
hNDEFRecord — ykazarenb Ha 00beKT 3amicu cooomienus B popmare NDEF;
IpTypeData — yka3atesis Ha MaccuB OaiiT, CO/Ie PIKAIIHI THIT 3ATUCH;
dwTypeLength — nmna maccusa lpTypeData.
Bo3sspamaemoe 3HaueHue:
0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIHMOKA TPH BBIIOTHSHHN.

4.23.29 CLSCRF_NFC_NDEF_Record_SetTypeStr

LONG CLSCRF_NFC NDEF Record SetTypeStr( IN HANDLE
hNDEFRecord,
INLPWSTR lpwstrType );

YcTanaBiaMBaeT Tvn 3armcH, Bxoasuen B coctaB NDEF, B Buzie TEKCTOBOM CTPOKH.
hNDEFRecord — yka3aresnp Ha 00beKT 3ammcu cooouienus B popmare NDEF;
IpwstrType — ykazatess Ha cTpoky Tunas popmare Unicode, KOTOpytO ciaeayeT
YCTAHOBUTD.

Bo3sBpaiaemoe 3naueHue:
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0 — YCIIEIITHOE BBITIOJIHEHKE,
VHave — OIIMOKA TPH BBITIOJTHEHAML

4.23.2.10 CLSCRF_NFC_NDEF_Record_GetPayloadLength

LONG CLSCRF_NFC _NDEF Record GetPayloadLength( IN HANDLE
hNDEFRecord,
OUTLPDWORD

pdwPayloadLength );
Bo3sBpamaer pazmep AaHHbIX 3anmcy, Bxoasuien B coctaB NDEF.
hNDEFRecord — yka3arenp Ha 00beKT 3anmcu cooomienms B popmare NDEF;
pdwPayloadLength — ykazarens Ha nepemennyto tiria DWORD, B koTopyto OyaeT
3almcaHa JIMHA JaHHbIX 3armmcy cooomennss NDEF B Oaitrax.

Bo3sBpaiaemoe 3naueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHaue — OIIMOKA MPH BBITIOTHSHHN.

4.23.2.11 CLSCRF_NFC_NDEF_Record_GetPayload

LONG CLSCRF_NFC NDEF Record GetPayload( IN HANDLE
hNDEFRecord,
OUTLPBYTE

IpPayloadData );
Bo3sspamaer gansbie 3anucy, Bxoasiien B cocraB NDEF, B Bune maccuBa JaHHBIX.
hNDEFRecord — ykazarenb Ha 00beKT 3amicu cooomienus B popmare NDEF;
IpPayloadData — yka3arens Ha MaccuB OaiiT, B KOTOPBIH OyIyT CKOMMPOBAaHbI JaHHbIC
3ammicu cooomennst NDEF.

Bo3sspamaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TMPH BBITIOTHSHHN.
4.23.2.12 CLSCRF_NFC_NDEF_Record_GetPayloadText
LONG CLSCRF_NFC NDEF Record GetPayloadText( IN HANDLE
hNDEFRecord,
OUT LPWSTR
IpwstrText );

Bo3sBpamaet nansbie 3anucy, Bxoasiied B coctaB NDEF, B BUie TeKCTOBOM CTPOKH
(TIpY THIIE 3aIHCH - TEKCT).

hNDEFRecord — ykazarens Ha 00beKT 3ammcu coobmenus B popmare NDEF;
IpwstrText— yka3atess Ha cTpoky B popmare Unicode, B KOTOPYIO OYyT MOEIIECHBI
nannble 3armcu cooOmenns NDEF. Pasmep Oydepa moa cTpoky 10IKeH ObITh
JIOCTAaTOYHBIM JIJIs1 KOIIMPOBAHUS B HETO JIAHHBIX, @ TAK)KE 3aBEPILAOLIEr0 CUMBOJIA

0x00 0x00.
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHUML
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4.23.2.13 CLSCRF_NFC_NDEF_Record_GetPayloadUri

LONG CLSCRF_NFC NDEF Record GetPayloadUri( IN HANDLE
hNDEFRecord,

OUT LPWSTR lpwstrUri );
Bo3sspamaer nanssie 3anmcy, Bxonsien B coctaB NDEF, B Bune ctpoxku URI
(Universal Resource Identifier, npu ture 3amicu - URI).
hNDEFRecord — yka3aresnp Ha 00beKT 3anmcu cooouienms B popmare NDEF;
IpwstrUri— yka3arens Ha cTpoky B popmare Unicode, B KOTOpyIo OyaeT moMemeEH
URI u3 3ammcu coobmennss NDEF. Pazmep Oydepa noa cTpoKy 10DKeH ObITh
JloCcTaTouHbIM 11 KorpoBanusi B Hero URI, a Taxoke 3aBepinaroniero cumposia 0x00

0x00.
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITNIOJIHEHKE,
VHaue — OIIMOKA MPY BBITOJIHEHHHL.

4.23.2.14 CLSCRF_NFC_NDEF_Record_SetPayload

LONG CLSCRF NFC NDEF Record SetPayload( IN HANDLE
hNDEFRecord,
IN LPBYTE IpPayloadData,
IN DWORD
dwPayloadLength );
VcranapiuBaeT aHHbIe 3armcH, BXoasmiek B coctaB NDEF, B Buie MmaccuBa JaHHBIX.
hNDEFRecord — ykazarenb Ha 00beKT 3amicu cooomienus B popmare NDEF;
IpPayloadData — ykazarens Ha MaccuB 0aiT, U3 KOTOPOTO OYAYT CKOTIMPOBAHBI
nanHele 3amvcu cooOmennst NDEF;
dwPayloadLength — nniHa nanHbIX MaccuBa B OaiiTax.
Bo3sBpaiiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAWL.

4.23.2.15 CLSCRF_NFC_NDEF_Record_GetldLength

LONG CLSCRF_NFC NDEF Record GetldLength( IN HANDLE
hNDEFRecord,
OUTLPDWORD

pdwldLength );
Bo3sBpamaeT pazmep nnenrudukaropa 3amicy, Bxosuiei B coctaB NDEF.
hNDEFRecord — ykazarens Ha 00beKT 3ammcu coobmenus B popmare NDEF;
pdwldLength — yka3arens Ha nepemennyto turia DWORD, B kotopyto Oynet
MIOMEIICH pa3Mep WIeHTHPHUKATOPA 3aIMCH B OaiTax.

Bo3sBpaiiaemoe 3HaueHue:

0 — YCIIEIIIHOE BBITNIOJIHEHKE,

VHaue — OIIMOKA MPH BBITIOJTHEHAML.

4.23.216 CLSCRF_NFC_NDEF_Record_Getld

LONG CLSCRF_NFC NDEF Record Getld( IN HANDLE hNDEFRecord,
OUTLPBYTE IpldData );
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Bo3sBpammaeT uaentndukarop 3amicH, Bxosimei B coctaB NDEF, B Buie maccuBa
JTAQHHBIX.
hNDEFRecord — ykazarenb Ha 00beKT 3amicu cooomienus B popmare NDEF;
IpIdData — yka3arens Ha MaccuB OailiT, B KOTOPBIM OyIeT MOMEIICH HISHTUDUKATOP
s3amvicu cooomennss NDEF.

Bo3sspamaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,
VHaue — OIIMOKA TMPH BBITIOTHSHHI.
4.23.2.17 CLSCRF_NFC_NDEF_Record_GetldStr
LONG CLSCRF_NFC NDEF Record GetldStr( IN HANDLE
hNDEFRecord,

OUTLPWSTR lpwstrld );

Bo3sBpamiaet uaenrudukarop 3amicy, Bxosiiei B coctaB NDEF, B Bune TekctoBoi
CTPOKH.
hNDEFRecord — ykazarenb Ha 00beKT 3amicu coobmienus B popmare NDEF;
Ipwstrld- ykazarens Ha cTpoky B popmare Unicode, B KOTOpyro OyAeT MOMEIICH
unenrudukarop 3amicu coodmenust NDEF. Pazmep Oydepa noa cTpoKy 10DKeH ObITH
JIOCTAaTOYHBIM JIJIs1 KOTIMPOBAHKS B HETO WIIEHTU(HUKATOPA, & TAKXKE 3aBEPILIAOIIETO
cumBoJia 0x00 0x00.

Bo3sBpamiaemoe 3HaueHue:

0 — YCIIETIIHOE BBITIOJTHEHIE,

VHaue — OIIMOKA MPY BBIIOTHEHHN.

4.23.2.18 CLSCRF_NFC_NDEF_Record_Setld

LONG CLSCRF_NFC NDEF Record Setld( IN HANDLE hNDEFRecord,
IN LPBYTE IpldData,
IN DWORD dwldLength );
VYcranaBnuBaeT uaeHtudukarop 3amicy, Bxosiiei B coctaB NDEF, B Bune maccuBa
JTAHHBIX.
hNDEFRecord — ykazarenb Ha 00beKT 3amicu cooomienus B popmare NDEF;
IpIdData — yka3arenbs Ha MaccuB OaiT, coIep KaIlIni yCTaHABIMBACMbIii
WIEHTU(HUKATOP 3aIHCH;
dwldLength — nmna unenrudukaropa 3amicu B Oaifrax.
Bo3Bpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAWL.

4.23.2.19 CLSCRF_NFC_NDEF_Record_Destroy

LONG CLSCRF _NFC NDEF Record Destroy( IN HANDLE hNDEFRecord );
VY nanset o0bexT 3amicy, Bxosmiei B popmar NDEF.
hNDEFRecord — ykazarenb Ha 00beKT 3amicu coobmienus B popmare NDEF.
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHHE,
vHave — OIIMOKA TPH BBITIOJTHE HAML
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4.23.3 ®PyHKuum paboTtbl ¢ npoTokosiom LLCP

B nannHoii rpymme co6panst pyakipm NFC, peammiyromnue npotokos LLCP (Logical
Link Control Protocol) B ynpoméHHoM geMOHCTpaiioHHOM (hopmare.

42331 CLSCRF_NFC_LLCP_Create

LONG CLSCRF_NFC LLCP_Create(  IN LPVOID pReader,
OUT LPHANDLE phLLCPLink );

Coznaér o0bexT unrepdetica nporokoia LLCP.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
phLLCPLink — ccruika Ha nepemennyto turia DWORD, B koTopyto OyzaeT nomerieH
yKa3areJjb Ha CO3/1aHHbI 00BeKT npoTokoiaa LLCP.

Bo3sBparniaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHKE,

VHave — OIIMOKA TPH BBITIOJTHEHAML

4.23.3.2 CLSCRF_NFC_LLCP_SetTimeout

LONG CLSCRF_NFC LLCP_SetTimeout( IN HANDLE hLLCPLink,
IN DWORD dwTimeoutMs );

VY cranaBnuBaeT TaiiMayT coeauHeHus 1o npoTtokoiry LLCP.
CrenyeT BbI3BIBaTh O OTKPBITHS COCIUHECHUS.
hLLCPLink — yka3zarens Ha 06bekT npoTokosia LLCP;
dwTimeoutMs — TaiimayT CO€IMHEHHUSI B MIWUTMCEKYH/1aX.

Bo3sspamaemoe 3HaueHue:

0 — YCTICUTHOE BBINOJTHEHNE,

VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

4.23.3.3 CLSCRF_NFC _LLCP_SetBaudrate

LONG CLSCRF_NFC LLCP_SetBaudrate( IN HANDLE hLLCPLink,
IN BYTE ucDsiDri );
YcraHaBmBaeT CKOpoCcTh 0OMeHa o npotokoy LLCP.
CrenyeT BBI3BIBATh O OTKPBITHS COCIUHCHUS.
hLLCPLink — ykazarens Ha 06bekT ipoTokosia LLCP;
ucDsiDri— unnexc genurens ckopoctu oomena 0-2 (
PHPAL 118092MPI DATARATE 106 , PHPAL 118092MPI DATARATE 212,
PHPAL 118092MPI DATARATE 424 ).
Bo3sBparmiaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHUML

4.23.3.4 CLSCRF_NFC_LLCP_SetGeneralinformation

LONG CLSCRF _NFC LLCP_SetGenerallnformation( IN HANDLE hLLCPLink,
IN PBYTE IpGlI,
IN DWORD dwGILength );
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YcranaBnuBaeT 0aiiTel 00111 MHbOPMAIIK, UCTIOJIE3YEMbIE TIPU COETUHEHUH TI0
npotokory LLCP.
CrenyeT BbI3bIBaTh JO OTKPBITHS COEIUHEHUS.
hLLCPLink — yka3zarens Ha 06bekT npoTokosia LLCP;
I1pGI - ykazaress Ha MaccuB, coepKaluii OaiTsl 0011Ie# HHp O pMAaIY;
dwGILength — pazmep maccuBa Oait 001Ie# HHPOPMAITUH.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAYe — OIIMOKA MPH BBITIOJTHEHUML.

4.23.3.5 CLSCRF_NFC_LLCP_SetNFCID3Information

LONG CLSCRF_NFC _LLCP_SetNFCID3Information( IN HANDLE hLLCPLink,
IN PBYTE IpNFCID31 );
VYcranaBnuBaeT 6aiirel unentupukaropa NFCID3, ncnosib3yemble py yCTAHOBKE
coenuHeHus mo npotokoy LLCP.
Cnenyet BBI3bIBATh /10 OTKPBITUS COEUHEHMS.
hLLCPLink — yka3zarens Ha 06bekT npoTokoiyia LLCP;
IpNF CID3i — ykazatesnb Ha MaccuB Oaiit, coaeprkammii uaenrudukarop NFCID3.
Bo3sspamaemoe 3HaueHue:
0 — YCTICUTHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUML.

42336 CLSCRF_NFC_LLCP_ServerOpen

LONG CLSCRF_NFC LLCP_ServerOpen( IN HANDLE hLLCPLink );
OTKpBIBaET COETUHEHHE THIIA CEPBED.
hLLCPLink — yka3arens Ha 00bexT npotokosa LLCP.

BosBpamiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAYe — OIIMOKA MPH BBITIOJTHEHAWL.

4.23.3.7 CLSCRF_NFC _LLCP_ServerReceive

LONG CLSCRF_NFC LLCP_ServerReceive( IN HANDLE hLLCPLink,

OUTLPBYTE IpData,

OUT DWORD IpdwDatalLength );
3arycKaeT OKHIaHue TprEMa IaHHBIX OT YCTPOMCTBA-KITHEHTA MPU COETMHEHIN THIA
cepsep.
hLLCPLink — yka3zarens Ha 06bekT npoTokosia LLCP;

IpData — yka3aresp Ha MacCuB OalT, B KOTOPBIM OYAyT CKOMMPOBAHBI TIOJTYIEHHbIC
JTaHHbIE;
IpdwDatal.ength — ykazarens Ha nepeMmennyto Tunia DWORD, B koTopyto 6ynet
MOMEILIEH pa3Mep MOTyYEHHBIX JTaHHBIX B OaiTax.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHaue — OIIMOKA NPH BBITIOJTHEHUML
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4.23.3.8 CLSCRF_NFC_LLCP_ServerClose

LONG CLSCRF_NFC LLCP_ServerClose( IN HANDLE hLLCPLink );
3aKpbIBaeT COEIMHEHNE THIA CEPBED.
hLLCPLink — yka3zarens Ha 00bekT npoTokosia LLCP.

Bo3Bpaijaemoe 3HaueHue:

0 — YCIEIIIHOE BBITIOJIHEHHE,

VHaue — OIIMOKA MPY BBITIOTHEHHN.

4.23.3.9 CLSCRF_NFC_LLCP_ClientOpen

LONG CLSCRF_NFC LLCP_ClientOpen( IN HANDLE hLLCPLink );
OTKpbIBaeT COEIMHEHUE TUIA KIIMEHT C YAJIEHHBIM CEPBEPOM.
hLLCPLink — ykazarens Ha 06bekT ipoTokosia LLCP.

Bo3sspamaemoe 3HaueHue:

0 — YCTICUTHOE BBINOJHEHNE,

VHaue — OIIMOKA NPY BBITIOJTHEHUML.

4.23.3.10 CLSCRF_NFC_LLCP_ClientTransmit

LONG CLSCRF_NFC LLCP_ ClientTransmit( IN HANDLE hLLCPLink,
IN LPBYTE IpData,
IN DWORD dwDatalength );
BemosnsseT nepeaady 1aHHbIX HA CEPBEP MPU COEAUHEHUM THIIA KIIUEHT.
hLLCPLink — ykazarens Ha 06bekT ipoTokosia LLCP;
IpData — yka3aresp Ha MacCuB 0aiT, M3 KOTOPOTO HY)KHO B3STh JIaHHBIC JJIS
nepeavy;
dwDatal.ength — komecTBO nepeaBaeMbIX U3 MaccHBa Oair.
Bo3sspamaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.23.311 CLSCRF_NFC_LLCP_ClientClose

LONG CLSCRF _NFC LLCP_ClientClose( IN HANDLE hLLCPLink );
3aKpbIBaET COEITUHEHHUE THIIA KITUEHT.
hLLCPLink — yka3arens Ha 00bexT npotokosa LLCP.

Bo3Bpamiaemoe 3HaueHue:

0 — YCIIEIIIHOE BBITNIOJIHEHKE,

VHaue — OIIMOKA MPH BBITIOJTHEHAML.

4.23.312 CLSCRF_NFC_LLCP_Destroy

LONG CLSCRF_NFC LLCP_Destroy( IN HANDLE hLLCPLink );
VY nanset o0bexT unrepdeiica cBsi3u no nporokoay LLCP.
hLLCPLink — yka3zarens Ha 00bekT npotokosia LLCP.

Bo3sBparniaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHKE,

VHave — OIIMOKA TPH BBITIOJTHEHAML
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4.23.4 ®DyHKUuU paboTbl ¢ npoTokonom SNEP

B nannoii rpymme co6panst hyakimm NFC, peammyromue mpotokos SNEP (Simple
NDEF Exchange Protocol) B ynpomménHom 1eMoHCTpamoHHOM Gopmare.

4.23.41 CLSCRF_NFC_SNEP_Create

LONG CLSCRF_NFC SNEP Create( IN HANDLE hLLCPLink,
OUT LPHANDLE phSNEP );

Coznaét o0bexT unrepderica nporokoaa SNEP.
hLLCPLink — ykazarens Ha 00bekT ipoTokosia LLCP;
PhSNEP — ccriika Ha nepemennyto Trna DWORD, B koTopyto OyneT noMeiieH
yKa3zaresb Ha CO3aHHblii 00beKT npoTokosa SNEP.

Bo3sBparniaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHKE,

VHave — OIIMOKA TPH BBITIOJTHEHAML

42342 CLSCRF_NFC_SNEP_Receive

LONG CLSCRF_NFC_SNEP_ Receive( IN HANDLE hSNEP,
OUTLPBYTE IpData,
OUT LPDWORD pdwDatalength );
OtkpeiBaeT LLCP coenunenre Tvma Server ¥ IPUHUMAET Yepe3 HEro JaHHbIE 110
npotokory SNEP.
hSNEP — ykazarens Ha 00bekT npotokosia SNEP;
IpData — yka3aTess Ha MaccHB OaliT, B KOTOPBI Oy1yT OMEIIEHBI T0JTyYSHHbIC
JIQHHBIC;
pdwDatal.ength — yka3zarens na nepementyto tunia DWORD, B kotopyto Oyzaet
MIOMEIIIEH Pa3Mep TOTyYEHHBIX TaHHBIX B OaiTax.
Bo3sBpamaemoe 3naueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA TPH BBITIOJTHEHAML.

4.23.4.3 CLSCRF_NFC_SNEP_Transmit

LONG CLSCRF_NFC SNEP_Transmit( IN HANDLE hSNEP,
IN LPBYTE IpData,
IN DWORD dwDatalength );
OtkpeBaeT LLCP coenunenre Tura Client u mepeaét uepe3 HeTo JaHHbBIE TI0
npotokory SNEP.
hSNEP — ykazaresnb Ha 00BbeKT npoTokosia SNEP;
IpData — yka3atesis Ha MacCcHB OaliT, U3 KOTOPOTO OYIyT B3SITHI JJaHHbIE JJIS
niepe1auy;
dwDatal.ength — xonmaecTBO TIepe1aBaeMBbIX OaMT.
Bo3sspamaemoe 3HaueHue:
0 — YCTICITHOE BBINOJTHEHNE,
VHa4ue — OIIMOKA NPY BBITIOJTHEHUM.
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42344 CLSCRF_NFC_SNEP_Destroy

LONG CLSCRF_NFC_SNEP_Destroy( IN HANDLE hSNEP );
Vnanset 00bekT unTepdeiica cBsa3u no npotokory SNEP.
hSNEP — yka3zarens Ha 00bekT nnpotokosia SNEP.

Bo3Bpaijaemoe 3HaueHue:

0 — YCIEIIIHOE BBITIOJIHEHHE,

VHaue — OIIMOKA MPY BBITIOTHEHHN.

4.23.5 ®PyHKuum pabotbl ¢ NFC meTkamm

B nannoii rpymme cobpans! Gpynxkimu NFC, npeiHazHaueHHbIe 17151 pabOThI C
meTkamu ctabgapra NFC Forum Tags 2, 4 B ynpo1i€ HHOM J1€MOHCTPAIMOHHOM
dbopmare.

4.23.51 CLSCRF_NFC_ForumTags_SupposeTypelSO14443A

LONG CLSCRF_NFC ForumTags SupposeTypelSO14443A( IN LPVOID pReader,
IN LPBYTE ATQ,
INBYTE SAK,
OUTLPBYTE

pucTagType );

BemosmmsieT komanael ISO18092 ATR u PSL.

pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);

ATQ — ccwuika Ha MaccuB (2 Oaiira), comepxkaniuid ATQ KapThl, TIOJydeHHBIM paHee

nocpeacTBOM BbI3oBa (hyHkimm Activate Idle;

SAK — 1 OGaiir, cogepxammii SAK kapTbl, TIOJy4€HHbI paHee MOCPEICTBOM BbI30BA

¢byaxipm Activate Idle;

pucTagType — ykazarens Ha niepementyto tura BYTE, kyna OyaeT 3amican TUI METKU

nio knaccudukarpm NFC Forum Tag Type. [loaaepkiBaembie 3Ha4€HUS:

e 2. 4 - THIIHI METOK:

o NFC Forum Tag Type 2 - Mifare Ultralaight, Mifare Ultralight C, NTAG 203,

NTAG 213, NTAG 210, NTAG 216;

o NFC Forum Tag Type 4 - Mifare DESFire (EV1);

¢ 0 - B mosie ycrpoiicteo NFC P2P (ISO18092);

e 255 - Tvm MeTKH He o 1iepkuBaeTes GpyHkipoHaroM NFC OubimoTexmu.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITNIOJIHEHKE,
VHAYe — OIIMOKA MPH BBITIOJTHEHAML.

4.23.5.2 CLSCRF_NFC_ForumTags_BeginType4

LONG CLSCRF_NFC ForumTags BeginType4( IN LPVOID pReader );
IlepeBoaur meTky Tura NFC Forum Tag Type 4 B pexum T=CL.
pReader — ccruika Ha 00bekT-uHTEpPeiic (cM. pyHkimo CLSCRFE Create);
BosBpamaemoe 3HaueHue:
0 — YCIIEIITHOE BBITIOJIHEHKE,
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VHaue — OIIMOKA MPH BBITIOJTHEHAWL.

4.23.5.3 CLSCRF_NFC_ForumTags_Format

LONG CLSCRF_NFC ForumTags Format( IN LPVOID pReader,
IN BYTE ucTagType );

Bemounmsier opmarupoBanve (MHmmamzaiiio) Metku turia NFC Forum Tag Type 2
Wi 4, ecJii METKa He ObLIa ke OTGOopMaTHpoBaHa.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucTagType — v meTku no knaccudukaimm NFC Forum Tag Type. [lonnepxuBaemble
3HaYeHus - 2.,4.

Bo3sspamaemoe 3HaueHue:

0 — YCTICUTHOE BBINOJTHEHNE,

VHaue — OIIMOKA NPY BBITIOJTHEHUML.

4.23.54 CLSCRF_NFC_ForumTags_Read

LONG CLSCRF _NFC ForumTags Read( IN LPVOID pReader,
IN BYTE ucTagType,
OUTLPBYTE IpData,
IN OUT LPDWORD IpdwDataSize,
OUT LPBYTE lpucPermissions );
BrmosnasieT utenue nansbix B popmare NDEF u3 meTtku Tuma NFC Forum Tag.
pReader — ccruika Ha 00bekT-uHTEpPEiic (cM. pyHkimo CLSCRFE Create);
ucTagType — Tvm meTku no kinaccudukaimu NFC Forum Tag Type. [lonnep:xuBaembie
3HaueHud - 2,4.
IpData — yka3aresp Ha MaccuB 0aiT, KyJa OyAyT 3anucaHbl MPOYUTAHHBIC TaHHBIC B
dbopmare NDEF u3 metku NFC;
IpdwDataSize — ykazarens Ha nepementyro turia DWORD, kyna Oynet 3ammcano
KOJIMY€CTBO BbIYUTAHHBIX U3 METKU OAlT TaHHbIX;
IpucPermissions— ykazarens Ha nepemennyto Tura BYTE, kyna Oyaer 3ammcan 6air
Pa3peLLIECHHIL:
our 0 - moctyn s 3amicy B MeTKy (0 - monHeii, 1 - 3anpemién),
oursl 1-7 - 3ape3epBUPOBAHEI.
Bo3Bpariaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,
VHAue — OIIMOKA TPH BBITIOJTHEHAML.
4.23.5.5 CLSCRF_NFC_ForumTags_Write
LONG CLSCRF _NFC ForumTags Write( IN LPVOID pReader,
IN BYTE ucTagType,
IN LPBYTE IpData,
IN DWORD dwDataSize );

BemonnsieT 3ammcs nanHeix B popmare NDEF B metky tuna NFC Forum Tag.
pReader — ccpiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
ucTagType — Tvm meTku no kinaccudukaimu NFC Forum Tag Type. [lonnep:xuBaembie
3HaueHud - 2,4.

IpData — yka3aresp Ha MaccuB 0aiT, coaepkammux ganabie B popmare NDEF mis
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3armcu B MeTKy NFC;
dwDataSize — xonuecTBO OaiiT M3 MaccHBa JaHHBIX, KOTOPBIE HY>KHO 3alucarh B

METKY.
Bo3Bpamaemoe 3HaueHue:
0 — YCIIEITHOE BBITIOJIHEHHE,
VHaue — OIIMOKA NPY BBITIOJTHEHAML

4.23.6 [Mpumepsbl paboTbl C AEMOHCTPALUOHHbLIMU (DYHKLNAMMU
NFC

B nanHoii rpymme npuBeieHbI pEMepsl paboThI ¢ AEMOHCTPALMOHHBIMU (D YHKIIMSIMH
NFC.

IIpumeps! cienanbl Ha ocHOBe Kojaa npoekTa TestNFC663, Bxosiero B
TUCTPUOYTHB KOMIDIEKTA ITOCTABKU CUNTHIBATEIIS.

B Hagasne paboThI BEITOJIHSIEM BCE HEOOXOAUMBIC TPOTICTYPhl MHAIMAT3AITIH.

LONG StopInterface (void *pReader)

{
LONG Status;

// BbIKNKYaeM MUKpOCXeMy pajvouHTepdeinca cuuTbiBaTENA
Status = CLSCRF_Mfrc_Off (pReader);
if (Status != SCARD_S_SUCCESS)
{
m_strResult = "Owubka obpaweHus K cuyuTbiBaTENMO!";
return Status;

}

// 3akpbiBaem coeguHeHune USB

Status = CLSCRF_Close (pReader);

if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Owubka BbI3OBa 6ubAMoTEKM!";
CLSCRF_Destroy (&pReader);
return Status;

}

// YnanAaem 13 namMATM 06bEKT CcYUTbIBaTeNA
Status = CLSCRF_Destroy (&pReader);
if (Status != SCARD_S_SUCCESS)

{

m_strResult = "Owubka BbI3OBa 6ubAMoTEKM!";
return Status;

}

return Status;

}

// TepemeHHaAa ANA XpaHeHuA cTaTyca, BO3Bpawaemoro ¢yHkUMen
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LONG Status;
// TlepemeHHas ANA XpaHeHUA yKasaTenA Ha 06beKT cYMUTbIBaTENA
void *pReader = NULL;

// Co3paeM 0bbeKkT cYMTbIBaTens

Status = CLSCRF_Create (&pReader);

if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Owubka BbI3OBa bubAMoTekM!";
return Status;

}

// OTKpbiBaem coeAvHeHWs CO cyuTbiBaTenem no USB
Status = CLSCRF_OpenUSB (pReader);
if (Status != SCARD_S_SUCCESS)

{
m_strResult = "He HangeH cumTbiBaTENnb!";
CLSCRF_Destroy (pReader);
return Status;

¥

// BKJKYaeM MMKpoCxemy paAuMoobmeHa
Status = CLSCRF_Mfrc_On (pReader);
if (Status != SCARD_S_SUCCESS )

{
m_strResult = "Owubka obpaweHus K cuyuTbiBaTENO!";
StopInterface (pReader);
return Status;

}

253

// Nay3a HyXHa ana Toro, 4Tobbl MeTKa ycrnena BOWNTM B pabouuilt pexum nocne

BKJIOYEHUS pajuonons
Sleep (59);

DWORD dwState = 0;
// Tony4aem coCTOAHME CcYMTbIBaTENA

Status = CLSCRF_GetState (pReader, &dwState);
if (Status != SCARD_S_SUCCESS )

{
m_strResult = "Owubka obpaweHus K cuyuTbiBaTENMO!";
StopInterface (pReader);
return Status;

}

// Ecnu Tekywuin npoTokon obmeHa - He IS014443A
if ((dwState & OxFFUL) != 0xe00)
{
// YcTaHaBnuBaem npoTokon IS014443A
Status = CLSCRF_Mfrc_Set_Rf Mode (pReader, 0x00);
if (Status != SCARD_S_SUCCESS)
{
m_strResult = "Owubka obpaweHus K cyuTbiBaTENO!";
StopInterface (pReader);
return Status;
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BYTE m_UID[10];
DWORD m_dwUIDLen;
BYTE m_ATQ[2];
BYTE m_SAK;

// TonbiTka akTMBMPOBaTb MeTKY B mojie

Status

if (Sta
{

}

= CLSCRF_Activate_Idle_A (pReader,
m_ATQ,// pbATQ 2 bytes

&m_SAK,// pbSAK 1 byte

m_UID,// pbUID max 10 bytes
&m_dwUIDLen);

tus != SCARD_S_SUCCESS)
m_strResult = "Owubka 4TeHuAa kapTbl!";

StopInterface (pReader);
return Status;

BYTE m_ucTagType ;
// Onpependaem Tun meTku/yctponcta NFC

Status

&m_ucTagType);
if (Sta
{

}

if (m_u

{

}

// Ecnm

= CLSCRF_NFC_ForumTags_SupposeTypeIS014443A (*ppReader, m_ATQ, m_SAK,
tus != SCARD_S_SUCCESS)

m_strResult = "Owubka obpaweHus K 6Gubnuoteke!";
UpdateData (FALSE);

StopInterface (*ppReader);

return Status;

cTagType == OXFF)
m_strResult = "Tun meTku He noppepxuBaeTtcal”;
UpdateData (FALSE);

StopInterface (*ppReader);
return SCARD_E_NO_SMARTCARD ;

HangeHHaa MeTka - Tuna NFC Forum Tag Type 4, TO HYXHO NpeaBapuTesibHO

nepesectn eé B pexum T=CL

if (m_u

{

cTagType == 4)

CLSCRF_NFC_ForumTags_BeginType4 (*ppReader);
if (Status != SCARD_S_SUCCESS )

{
m_strResult = "Owubka akTuBauuu pexmma T=CL!";
UpdateData (FALSE);
StopInterface (*ppReader);
return Status;
}
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4.23.6.1 TNpuéemcoobweHna NDEF c TekctoBOM 3anuchbio

NummamiupyeM MacCcuB AJisl IPUHUMAEMOTO COOOIIEHHS.

BYTE 1lpMsgData[1024] = { © };
DWORD dwMsgSize = sizeof (lpMsgData);

4.23.6.1.1 YteHune coobieHusn n3 metok tmna NFC Forum Tag 2, 4

BreimosmsieTest, ecim m_ucTagType == 2 win 4

BYTE ucPermissions = 0x00;

// MbiTaemcsa no4nTaTb NDEF M3 mMeTKM

Status = CLSCRF_NFC_ForumTags_Read (pReader, m_ucTagType, lpMsgData, &
dwMsgSize, &ucPermissions);

if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Owubka 4TeHuAa meTkmu!";
StopInterface (pReader);
return;

}

4.23.6.1.2 lMony4yeHne coobLieHns OT yaanéHHOro yCTpoMCTBa B pexunve
P2P

BrmoussaeTcs, eciau m_ucTagType == 0

HANDLE hLLCPLink;

// Co3paém obbekT npoTtokona LLCP

Status = CLSCRF_NFC_LLCP_Create (pReader, &hLLCPLink);
if (Status != SCARD_S_SUCCESS )

{
m_strResult = "Ouwubka!";
StopInterface (pReader);
return;

}

// YcTaHaBnuMBaeM CKOpoCTb obmeHa no npoTokony LLCP
Status = CLSCRF_NFC_LLCP_SetBaudrate (hLLCPLink, PHPAL_I18092MPI_DATARATE_106

)
if (Status != SCARD_S_SUCCESS)
{
m_strResult = "Ouwubkal!";
StopInterface (pReader);
return;
}

HANDLE hSNEP;
// Co3paém obbekT npoTokona SNEP
Status = CLSCRF_NFC_SNEP_Create (hLLCPLink, &hSNEP);
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if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Ouubka!";
StopInterface (pReader);
return;

}

// OTKpbiBaem coeguHeHuve LLCP Tuna Server u nNpuHUMaem 4epes HEro AaHHble Mo
npotokony SNEP
Status = CLSCRF_NFC_SNEP_Receive (hSNEP, lpMsgData, &dwMsgSize);

if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Ouwubka!";
StopInterface (pReader);
return;

}

// Yhanaem o6bekT npoTokona SNEP
Status = CLSCRF_NFC_SNEP_Destroy (hSNEP);
if (Status != SCARD_S_SUCCESS )

{
m_strResult = "Ouwubka!";
StopInterface (pReader);
return;

}

// Yhanaem o6bekT npoTokona LLCP
Status = CLSCRF_NFC_LLCP_Destroy (hLLCPLink);
if (Status != SCARD_S_SUCCESS )

{
m_strResult = "Ouwubka!";
StopInterface (pReader);
return;

}

4.23.6.1.3 Pa3bop npuHATOro coobLleHus

)s

HANDLE hNDEFMessage ;
// Co3paém 06bekT coobweHna NDEF Ha OCHOBE MPUHATBHIX [AaHHbIX
Status = CLSCRF_NFC_NDEF_Message Create (1lpMsgData, dwMsgSize,

if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Ouwubka!";
StopInterface (pReader);
return;

}

DWORD dwRecCount = 0;
// TNonyyeHune KonuyecTBa 3anucer B coobweHun NDEF

&hNDEFMessage

Status = CLSCRF_NFC_NDEF_Message GetRecordsCount (hNDEFMessage, &dwRecCount);

if (Status != SCARD_S_SUCCESS)
{

m_strResult = "Ouwubka!";
StopInterface (pReader);
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return;

}

HANDLE hNDEFRecord ;
if (dwRecCount > ©)
{
// TlonyyeHue CCbUIKM Ha 06bLEKT nepBoOi 3anucu B coobweHun NDEF
Status = CLSCRF_NFC_NDEF_Message GetRecord (hNDEFMessage, 0, &
hNDEFRecord ) ;
if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Ouwubka!";
StopInterface (pReader);
return;

}

TCHAR 1lpStrType[1l6] = { 0 };

// CyuTbiBaem Tun 3anucu B CTPOKY

Status = CLSCRF_NFC_NDEF_Record_GetTypeStr (hNDEFRecord, lpStrType);
if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Ouwubka!";
StopInterface (pReader);
return;

}

if ((CString(1pStrType) == CString("T")) || (CString(1pStrType) ==
CString ("U")))
{
TCHAR 1lpStrText[1024] = { © };
// CyuTbiBaeM TeKCT W3 [AaHHbIX 3anuMcu B CTPOKY
Status = CLSCRF_NFC_NDEF_Record_GetPayloadText (hNDEFRecord,
1pStrText);
if (Status != SCARD_S_SUCCESS)
{
m_strResult = "Ouwubka!";
StopInterface (pReader);
return;

}

m_strNDEFText = lpStrText;

}

// Ypanaem ob6bekT coobuweHns NDEF
Status = CLSCRF_NFC_NDEF_Message_Destroy (hNDEFMessage);
if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Ouwubkal!";
StopInterface (pReader);
return;

}

m_strResult . Format (L"CoobweHne ycnewHo npoynTaHo! Haiigewo 3anuceit: %d.",
dwRecCount);

StopInterface (pReader);
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4.23.6.2 OTnpaBka coobuweHusa NDEF ¢ TekctoBoM 3anucbio

HHI/IIII/IaJ'II/BI/IpyeM MacCuB IJIs1 OTIIPABJIACMOT'O COO6IIIGHI/ISI.

BYTE lpMsgData[1024] = { © };
DWORD dwMsgSize = sizeof (1lpMsgData);

4.23.6.2.1 dopmumpoBaHmMe OTNpaBisemMoro coobLieHns

dopmupyem 00bekT coodmenns NDEF.

HANDLE hNDEFMessage ;

// Co3paém obbekT coobueHna NDEF

Status = CLSCRF_NFC_NDEF_Message Create (NULL, ©, &hNDEFMessage);
if (Status != SCARD_S_SUCCESS )

{
m_strResult = "Ouwubka!";
StopInterface (pReader);
return;

}

// Do6aBnaem 3anucb Tuna TEKCT Kk coobueHuw NDEF
Status = CLSCRF_NFC_NDEF_Message AddRecordText (hNDEFMessage, L"MpuseT, mup!"

s LUty
if (Status != SCARD_S_SUCCESS)
{
m_strResult = "Ouwubka!";
StopInterface (pReader);
return;
}

// Onpepensem pa3mep coobueHuns NDEF B 6aiTax
Status = CLSCRF_NFC_NDEF_Message GetDataSize (hNDEFMessage, &dwMsgSize);
if (Status != SCARD_S_SUCCESS )

{
m_strResult = "Ouwubka!";
UpdateData (FALSE);
StopInterface (pReader);
return;

}

// Konupyem B MaccuB pAaHHble coobuweHua NDEF
Status = CLSCRF_NFC_NDEF_Message_GetData (hNDEFMessage, lpMsgData);
if (Status != SCARD_S_SUCCESS )

{
m_strResult = "Ouwubka!";
UpdateData (FALSE);
StopInterface (pReader);
return;

}
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4.23.6.2.2 3anucb coobuieHunsa B meTkun Tuna NFC Forum Tag 2, 4

BrmosHaeTcs, ecau m_ucTagType == 2 Wi 4

// MbiTaemcAa 3anucaTb coobweHune NDEF B mMeTKy
Status = CLSCRF_NFC_ForumTags_Write (pReader, m_ucTagType, lpMsgData,

dwMsgSize);
if (Status != SCARD_S_SUCCESS)
{
m_strResult = "Owubka 3anucu B mMeTky!";
StopInterface (pReader);
return;
}

StopInterface (pReader);

m_strResult = "CoobweHue ycnewHo 3anucaHo!";

4.23.6.2.3 OTnpaBka coobLieHus Ha yaanéHHoe YCTPOUCTBO B peXume
P2P

BLIHOJIHSIGTCSI, €CJI1 m_ucTagType == 0

HANDLE hLLCPLink;

// Co3paém obbekT npotokona LLCP

Status = CLSCRF_NFC_LLCP_Create (pReader, &hLLCPLink);
if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Ownbka!";
StopInterface (pReader);
return;

}

// YcTaHaBnuBaeMm cKoOpoCTb obmeHa no npoTokony LLCP
Status = CLSCRF_NFC_LLCP_SetBaudrate (hLLCPLink, PHPAL_I18092MPI_DATARATE_106

)s
if (Status != SCARD_S_SUCCESS)
{
m_strResult = "Ouwubkal!";
StopInterface (pReader);
return;
}

HANDLE hSNEP ;
// Co3paém obbekT npotokona SNEP
Status = CLSCRF_NFC_SNEP_Create (hLLCPLink, &hSNEP);
if (Status != SCARD_S_SUCCESS)
{
m_strResult = "Ouwnbka!";
StopInterface (pReader);
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return;

}

// OTKpbiBaem coeguHeHune Tuna Client no npotokony LLCP u

// nepepaem maccuB 6aiT coobuweHua NDEF no npoTokony SNEP

Status = CLSCRF_NFC_SNEP_Transmit (hSNEP, lpMsgData, dwMsgSize);
if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Ouubka!";
StopInterface (pReader);
return;

}

// Yhanaem o6bekT npoTokona SNEP
Status = CLSCRF_NFC_SNEP_Destroy (hSNEP);
if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Ouubka!";
StopInterface (pReader);
return;

}

// Yhanaem o6bekT npoTtokona LLCP
Status = CLSCRF_NFC_LLCP_Destroy (hLLCPLink);
if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Ouubka!";
StopInterface (pReader);
return;

}

// Ynanaem obbekT coobueHna NDEF
Status = CLSCRF_NFC_NDEF_Message Destroy (hNDEFMessage);
if (Status != SCARD_S_SUCCESS)

{
m_strResult = "Ouubka!";
StopInterface (pReader);
return;

}

StopInterface (pReader);

m_strResult = "CoobweHue ycnewHo oTnpaBaeHo!";

4.24 HemnocpeacTBeHHbI 00MEeH TaHHBIMHU C KAPTOH

Buumanmne! J{ns pexxiva [SO14443 T=CL ucnonb3yiire cBA3KY (yHKIIHI
CLSCRF 18014443 ActivateEx n CLSCRF 1SO14443 4 Exchange.
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4.24.1 CLSCRF_DirectlO_Card

LONG CLSCRF DirectlO Card( IN LPVOID pReader,
IN LPCBYTE pbSendBuffer,
IN DWORD dwSendLength,
IN DWORD dwTimeout,
OUTLPBYTE pbRecvBuffer,
IN OUT LPDWORD pdwRecvLength );
OcymiecTBIsIET TIepejady TaHHBIX KapTe 0€3 MpeBapuTeIbHON 00paboTKH 1
MOCJIeYIOIINA TPUEM JAHHBIX OT KapThl, B TOM YHMCJIE TPH BBITIOJHEHI KOMAaHT
kapre 1o npotokoiry ISO 14443-4 (T=CL).
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
pbSendBuffer — maccuB GaiiToB, epe1aBaeMbIX KapTe;
dwSendLength — kommuecTBO TIepe1aBaeMbIX B KapTy 0alTOB;
dwTimeout — BemuuHa Taiimayta kapthl B eaunmiax (128 / 13,56)[mkc];
pbRecvBuffer — maccus 114 oTBETa OT KapThI;
pdwRecvLength — ccpulka Ha TEpeMEHHYI0, KOTOpas Tiepell BBHI30BOM (DYHKIH
JIOJDKHA COJiepKaTh pasMep MaccuBa pbRecvBuffer, a Ha BbIxoze OyaeT coaepikaTh
KOJIMYECTBO MPUHSTBIX OT KapThl OalTOB.
Bo3sBpamiaemoe 3HaueHue:
0 — YCIIEIIIHOE BBITIOJIHEHHE,
VHaue — OIIMOKA MPH BBITIOTHSHHN.

4.25 Pao6ora c TDAS029

4.25.1 CLSCRF_TDA8029_Exchange

LONG CLSCRF TDAS8029 Exchange( IN LPVOID pReader,

IN BYTE ucCmdCode,

IN LPCBYTE pbSendBuffer,

IN DWORD dwSendLength,

OUT LPBYTE pbRecvBuffer,

IN OUT LPDWORD pdwRecvLength );
Otnpasnsier B TDA8029 komanny B hopmare ALPARI
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
ucCmdCode — ko1 KOMaH/BL;
pbSendBuffer — maccuB 6aiftoB, coaepKamux KoMaHay (He BKJIFOYAET 3arojOBOK U
Oaifr koHTpoJIbHOU cyMMBbI LRC);
dwSendLength — xommecTBo 6aiiTOB (He BKIIIOYAs 3aroJIOCOK M OalT KOHTPOJILHOM
cymmbl LRC);
pbRecvBuffer — maccuB a5 oTBeTa (HE BKIIIOYAET 3aroJIOBOK M OAlWT KOHTPOJIbHOU
cymmbl LRC);
pdwRecvLength — ccbulka Ha mepeMeHHyI0, KOTOpas TMepe]] BhI30BOM (DYHKIMU
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JIOJDKHA COJiepKaTh pasMep MaccuBa pbRecvBuffer, a Ha BbeIxoze OyaeT coaepikaTh
KOJIMYECTBO MPUHATHIX OaNTOB.

Ecim oOumit ko otBeta pynkimm paseH SCARD F INTERNAL ERROR
(0x80100001), a xoa BHyTpeHHEH OTIIMOKK OMOTUOTEKH (TOTydaeTCsl Py MIOMOIIU
¢ysaximm GetLastInternalError) papen UEM_UNKNOWN_ ERR (0x80), To
TDA8029 Bepnyna ommoky. Ko aToit ommbku 6yneT coxpaned B pbRecvBuffer|[1],
a pdwRecvLength 6ynet = 0x00000001.

BosBpamaemoe 3HaueHue:

0 — YCIIEIITHOE BBITIOJIHEHKE,

VHave — OIIMOKA TPH BBITIOJTHEHAML

4.25.2 CLSCRF_TDA8029_APDU

LONG CLSCRF_TDA8029 APDU(IN LPVOID pReader,
IN LPCBYTE pbSendBuffer,
IN DWORD dwSendLength,
OUTLPBYTE pbRecvBuffer,
IN OUT LPDWORD pdwRecvLength );
Ortnpasisiet uepe3 TDA8029 Ha kapty komanny B popmare APDU.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cm. pyHkimo CLSCRFE Create);
pbSendBuffer — maccuB GaiiToB, epe1aBaeMbIX KapTe;
dwSendLength — komuecTBO NIepe1aBaeMbIX KapTe 0alTOB;
pbRecvBuffer — MaccuB 17151 0TBETa OT KapThI;
pdwRecvLength — cchuika Ha mepeMeHHyI0, KOTOpas Tepell BhI30BOM (DYHKLMH
JIOJDKHA COJIepKaTh pasMep MaccuBa pbRecvBuffer, a Ha BbIxoze OyaeT coaepikarh
KOJIMYECTBO MPUHSITHIX OT KapThl OalTOB.

Ecim oOumit ko otBeta pynkipm paseH SCARD F INTERNAL ERROR
(0x80100001), a xoa BHyTpeHHEH OMIMOKM OMOTUOTEKH (TIOTydaeTCsl Mpy MOMOIIU
¢byukimu GetLastInternalError) pasen UEM_UNKNOWN_ERR (0x80), To
TDA8029 Bepnyna ommoky. Ko atoit ommbku 6ynet coxpaned B pbRecvBuffer|[1],
a pdwRecvLength 6ygetr = 0x00000001.

BosBpamiaemoe 3HaueHue:

0 — YCIIEIIHOE BBITIOJIHEHHE,

VHAYe — OIIMOKA MPH BBITIOJTHEHUML

4.25.3 CLSCRF_TDA8029 Reset

LONG CLSCRF _TDAS8029 Reset(IN LPVOID pReader );
Bremosmsiet cOpoc (nepesamnyck) TDA8029.
pReader — ccouika Ha 00bekT-uHTEpPeiic (cM. pynkimo CLSCRFE Create).
BosBpamiaemoe 3HaueHue:
0 — YCIIEIIHOE BBITIOJIHEHHE,
VHAYe — OIIMOKA MPH BBITIOJTHEHUML
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4.25.4 CLSCRF_TDA8029_GetStatus

LONG CLSCRF_TDAS8029 GetStatus( IN LPVOID pReader,

OUT LPBYTE pucStatus );
BoraursiBaet u3 TDA ero tekyiee coOCTOSHUE.
pReader — ccoiika Ha 00bekT-uaTepPeiic (cm. pynkimro CLSCRFE Create);
pucStatus — ykazatesb Ha Oaifr, Kyna OyayT 3amucanbl ¢iard TEKyIIEero COCTOSHUS
TDA (cm. ormcanne Ha komaHny TDA8029 get reader status).

Ecmm o6mmii ko otBeta pynkimm paseH SCARD F INTERNAL ERROR
(0x80100001), a ko1 BHyTpeHHE 1 OTITMOKM OMOTMOTEKH (TIOJTYIaSTCSI TPH TIOMOIIH
¢yskimn GetLastInternalError) paser UEM__UNKNOWN_ERR (0x80), To
TDAS8029 Bepuyna omnoky. Ko 31oii ommbku 6yaet coxpaHeH B *pucStatus.

BosBpaiiaemoe 3HaueHue:

0 — YCIIEITHOE BBITIOJIHEHHE,

VHaue — OIIMOKA NPH BBITIOJTHEHAML

4.25.5 CLSCRF_TDA8029_GetATR

LONG CLSCRF_TDA8029 GetATR(IN LPVOID pReader,

OUT LPBYTE pbRecvBuffer,

IN OUT LPDWORD pdwRecvLength );
Bosspamaet ATR Teky1ei KapTsl.
pbATRBuffer — maccuB st xpanenus ATR, moydeHHOTO OT KapThl,
pdwATRLength — cceuika Ha mepeMeHHyI0, KOTOpas TMepe]] BhI30BOM (PYHKIMU
JIOJDKHA coJiepkaTh pazMmep maccuBa pbATRBuffer, a Ha BbIxoge OyaeT comepxath
pazMmep npuHATOr0 OT KapTthl ATR.

Ecmu 061mmit ko1 otBeTa pyHkimm paBeH SCARD F INTERNAL ERROR
(0x80100001), a ko BHyTpeHHEH OTITMOKU OMOMOTEKH (TOJTydacTCs TPy IOMOIIU
¢yuximu GetLastInternalError) pasen UEM_UNKNOWN_ERR (0x80), To
TDA8029 Bepnyna omuoky. Ko 3toit ommoku Oyner coxpaneH B ppATRBuffer([1] ,
a pdwATRLength 6yner = 0x00000001.

Bo3sspamaemoe 3HaueHue:

0 — YCTIEUTHOE BBINOJHEHNE,

VHaue — OIIMOKA TMPH BBITIOTHSHHN.

4.26 OO0OpadoTka oIMOOK Npu McnoJib30BaHuu 0udanoTexku Clscrfl.dll

B npouiecce paGoTsl co cunThiBarenieM ¢ ucnoiab3oBanuem oudmoreku Clscrfl.dll
YCTICIITHOE BBINOJIHEHHE BBI3BIBAEMOI (DYHKIMM COTIPOBOXIAETCS KOJIOM BO3Bpara,
paBabiM 0x00000000.

Cpeau nOpyrux KOJOB BO3Bpara HamOoJjiee paclpOCTpaHEHHBIM —SIBIISIETCS KOJ
0x80100001.0H 03HayaeT OTCYTCTBUE OIIMOOK B KaHAJe CBA3U M OTIIMYHBIN OT HYJIS
KO/1 3aBEPIICHHS NPU BBINOJIHEHMM KOMaH]Ibl cuMThiBaTesieM. Koj 3aBepiieHnst MOKHO
nonyuntb myTteM Bb3oBa ¢yHkimm CLSCRFE GetLastInternalError Bo3sBpamaemoe
3HadueHne: () — yCrielIHOe BBIOJIHEHHE,
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MHaye — oInoKa IIPH BBITIOJTHCHHUM.

CLSCRF GetLastInternalError(...). IlepedyeHp KOJOB 3aBeplIEHUs NMPHUBEIEH B

pasacic KOI[LI 3aBCPILICHMA KOMAH/bI.

[lpn uckaxeHrM Kaapa 3ampoca B KaHale CBS3U YCTPOWCTBO B COOTBETCTBHH C
NPOTOKOJIOM 0OMEHAa MOJKET He OTBeYarh Ha KoMaHAy. B aTom ciydae ko Bo3Bpara
paBen 0x000005B4, uTo 03Ha4aeT UCTEYEHHE BPEMEHHU OKUIAHUSI OTBETA (TalMayT).
[To yMosgaHuio BelMuMHA TaiMayTa paBHa 1 cexkyHze.

Paznpie mpwiokeHMss MOTYT TOTpeOOBaTh PA3IMIHBIX 3HAYCHHMN Taimayta. J[is
storo 6ubmoreka Clscrfl.dll cogepskur nBe dhyHkimm oOcmyXuBaHusl TaliMayTa:

Bosspamiaemoe 3HaueHne: ) — yCIEIIHOE BBITIOJTHEHUE,

MHa4Ye — oImoKa ITPH BBITIOJIHCHIM.

CLSCRF _GetlOTimeout (...)

Bo3sBpaiaemoe 3Hauenue: 0 — yCrienIHO€ BBINOJIHEHHUE,

MHa4Ye — oImmoKa I1PH BBITIOJTHCHHM.

CLSCRF_SetlOTimeout (...)

C nom

OIIbI0 ATUX (PYHKIMI TI0JIb30BaTelIb MOXET y3HaTh TEKyllee 3HaueHue

TaiiMayTa, aIpyu He0OXO0IMMOCTH — YCTAaHOBUTh HOBOE 3HAYECHUE.

PexomeHnnaimm 1o o0paboTke OmMUOOK CBOJISITCS K CICAYIOIIEMY.

Oumoka ¢ komom 0x80100001 wucmpaBnisieTcs myTeM MOBTOPEHHS MOCIEIHEN
KoMaHibl. Ecnu 3-kpaTHoe MOBTOPEHHE KOMaH/Ibl He IPUBOIUT K yCTIeXy, HEOOX0IUMO

YTOYHHUTH C

Jeayouee:

WCIIPAaBHOCTb TEKYLIEU KapThl;

npaBwibHOe  pacrojiokenre  RFID-kaptel B 30He  oOcCiyXuBaHHsS
CUUTBIBATE]IS;

COBMECTUMOCTB TEKYILEH KapThl C BEPCUEH CUUTHIBATEIIS

COOTBETCTBHUE pekrUMa padOThI CUUTHIBATEJIS TUITY TEKYIIIEH KapThl;
cobmoaeHue Tmopsaka pabOThl € TEKylled Kaprod (Hampumep,
CBOEBPEMEHHOE NPOBEJICHNE ayTeHTU(uKaIp cekTopa B kapre Mifare);

ITpu Bo3nukHOBeHMM Oo1mOKu ¢ kKojoM 0x000005B4 Heo6xoqumo:

1. Bepknare vHTEpBan BpemMeHH, paBHbiid 200 Mc;

2. Bonarb ¢ynkipno CLSCRFE GetState(...);

3. Ecmm pe3ynbTaTtoM SBIISETCS Ta )K€ OIMMOKA — MOBTOPUTH MyHKTHI 1, 2.
Wnaue — nponomkuth paboTy B 0OBIYHOM PEKUME.

4. Ecmu KOJIMY4ECTBO MOBTOPEHUH MPEBBICWIO 4, MOXKHO MPEIIIOII0KHUTH
HEHCTIPaBHOCTh KaHAIa CBSI3U WIM CUUTHIBATEJIS.
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5.1

5.1.1

5.1.2

5.1.3

PekomMeHaauum no paboTte ¢ KapTamu B NpoTOKoOie
T=CL

Pabota c kapramu, moanepxuBaronMu npotokosl T=CL (ISO 14443-4),
HPOMCXOAMT TI0 CJIETYIOIIEMY CLIEHAPHIO.

1. AxmuBaipsi kapthl (13 coctositust IDLE i HALT)

2. OcymiecTBieHHe OJHON WM HECKOJBKUX OTiepaliii 0OMeHa

3. JeaxtuBaimsi KapThl (nepeBo KapThl B cocTosinue HALT)

[lyskTB! 2 ¥ 3 WIEHTHYHBI U1 KapT 000ux TUroB (A u B).

AKTVBaIpS JT0JDKHA MPOMCXOIUTh Ha MUHMMATLHOK ckopocTH (106 K6ox). [Tocne
aKTUBAIMM KapThl HEOOXOIUMO TIPUCBOUTH €1 JTOTHIECKUN WIECHTHPHUKATOP, TMOIYIHUThH
OT KapThl ee mapaMmeTpbl (pasmep Oydepa, CKOPOCThb, TaiiMayThl) W YCTAHOBHTH
JKeJlaeMble TlapaMeTpbl 0OMeHa (CKOPOCTB ).

[lynkr 1 cymiecTBeHHO pa3nnyaeTcs AJis KapT Tvna A u s KapT tvra B.

AxTHBanuAa Kaptbl THIIA A 13 cocTosiHus IDLE

Mepeknounts pexxum Rf Ha TN A ckopocTtb 106.

Komanna 5100
OtBeT 00

AktTmBupoBaTb KapTy TMna A us coctosiHus IDLE.

Komanna 43
OtBet 004403200704 5E3241 B4 C440

Kon 3aBepuienus = 0, mosromy npojospkaeM padoTy U pa30OUpacM OTBET:

44 03 — ATQ = 0344 — tumn xapte1 Mifare DESFire. EcTb ToHKOCTB: eciu kapT
HecKkolibko, Bce ux ATQ ckmagpBatoTcst omnepaimeit jormdeckoe WJIN.
[TosTomy npoBepka Ha Tvt DESFire noymkHa BBITIISIETH Tak:
1f( (ATQ & 0x0344) == 0x0344 ) ...

20— SAK =20 - aHTyKOJUIM3MS MPOILIA YCIIEIIHO, KapTa MOAAEP/KUBAET MPOTOKOJ
T=CL (ISO 14443-4).

07 — gmma UID

04 5E3241 B4 C440-UID

3anpocutb NapameTpbl NPOTOKONAa KapThbl.

Komanna 4802 00 E0 5090 1A 0000
02 00 — pymHa MOCHUIKM B KapTy paBHA 2.
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EO — cTapToBbIit OaiiT 3ampoca K KapTe 0 ee napameTpax.

50 — B cootBetcTBUM ¢ ISO 14443-4 1n.5.1 BeiOupaem cBobGoansiii CID (3mech 0),

pasmep Oydepa cuursiBaresnst paBeH 64 Oaiira, MO3TOMY 3HaYCHHE OaifTa, CJIeTYyIOIIETO

3a EO, 6yzmet paBHo 50.

90 1A 00 00 — 3HaueHWe TaliMayTa y CUMTHIBATEJIS HA BHIIOJHEHUE JTAHHOM KOMAaHJIbI.
Otset 0006 000675778102 80

Kon 3aBepmienns = 0, mo3TomMy npoonKaeM padoTy U pa3oupacM OTBET.

06 00 — mymHa oTBETa OT KapThl — 6 OaATOB

B cootBetcTBUM ¢ ISO 14443-4 11.5.1

067577 8102 80 —»sto ATS

06 — pyHa ATS BMecTe ¢ caMOi IIMHOM

75 —T0 : nanee cnexyrot TA(1), TB(1), TC(1), a pazmep Oydepa kapTsl paBeH 64.

77— TA(1) : xapTa ogaep>kuBaeT Bce 4 CKOpPOCTH 0OMEHA B 000X HarpaBJICHHUSX,
NpUYEeM CKOPOCTHU B PA3HBIX HAMPABJICHUSIX MOTYT OBITh Pa3HBIMIL

81— TB(1) : TalimayT kapThl 77 Mc, a 3aJIepxkKa Nepe/1 CJIEIyIoIe KoMaHI0M JOKHA

ObITH He MeHee 604 MKC.

02 — kapra nogAepkuBaeT oOpalieH’e K Hel 1o Jorudaeckomy unenrupukaropy CID.

80 — historical byte.

5.1.4 YcTtaHOBUTbL TeKylue napameTpbl NPOTOKOsia ooMeHa ¢
KapTou Tuna A.

Komanma 480300D0 110090 1A0000
03 00 — aymHa MOCHUIKK KapTe paBHA 3
DO — koMaH/a KapTe ¢ JOTHIeCKiM HiaeHTUprKaropoM ( YyCTAaHOBHTH MApaMeTPhI
11— Bcerna o3HavaeT, 4To CICAYIONTNIA OalT MPUCYTCTBYET B KOMaHIIE.
00 — nampHeWmmii oOMeH OyaeT BecTHch Ha ckopoctd 106 Kb6ox B obowmx

HAIpaBJICHYEIX.
90 1A 00 00 — TaiimayT.
OtBeT 0001 00 DO

Ko 3aBepuenus = 0

01 00 — nymHa oTBEeTa OT KapThl — 1 OaiT

D0 — mapameTpbl NMPOTOKOJA YCTAHOBJIEHBI, KPOME TOI0, MOATBEPKIAETCA, YTO B
JTAHHOM CEaHCE CBSI3M JIOTHYECKUM WieHTUPHUKaTop KapThl 0.

5.1.5 Mepekntounts pexum Rf Ha TMn A ckopocTtb 106.

Komanna 5100
OtBeT 00

5.2 AKkTUBanus KapTel THHIA A U3 cocTosHus HALT
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5.2.1

5.2.2

5.2.3

Mepeknounts pexxum Rf Ha TN A ckopocTtb 106.
Komanna 5100
OtseT 00
AktmBupoBaTb KapTty TMna A us coctossHust HALT.
Komanna 4407 04 SE32 41 B4 C4 40
07 — gmma UID
04 5E 32 41 B4 C4 40 — UID

Otset 0044 03 20

Kon 3aBepuienus = 0, mosromy npojospkaeM paboTy U pa3OUpacM OTBET:

44 03 — ATQ = 0344 — tumn xapte1 Mifare DESFire. Ectb ToHKOCTB: eciu kapT
HecKkoJibko, Bce ux ATQ ckmagsBatoTcst omnepaimeit jormdeckoe WJIN.
[TosTomy npoBepka Ha Tvt DESFire noymkHa BBITIISIETH Tak:
1f( (ATQ & 0x0344) == 0x0344 ) ...

20— SAK =20 - aHTyKOJUIM3MS MPOILIA YCIIEIIHO, KapTa MOAAEP/KUBACT MPOTOKOJ
T=CL (ISO 14443-4).

3anpocutb NapameTpbl NPOTOKONAa KapThbl.

Komanna 4802 00 E0 5090 1A 0000

02 00 — nyvHa NOCBUIKM B KapTy paBHa 2.

EO — craproBsIii OaifT 3ampoca K KapTe o0 €€ rnapameTpax.

50 — B cootBetcTBUM ¢ ISO 14443-4 1n.5.1 BeiOupaem cBobGoansni CID (3mech 0),

pasmep Oydepa cunrhiBarens papeH 64 Oaifra, mo3TOMY 3HaUCHHUE OaifTa, CIIeYIOIIEro

3a EO, 6ynet paBHo 50.

90 1A 00 00 — 3HaueHHMe TaliMayTa y CUMTHIBATEJIS HA BBHIIOJHEHUE JTAHHOW KOMAaH/IbI.
OtBet 000600067577 810280

Koa 3aBepmienus = 0, mo3TomMy npoosnKaeM padoTy U pa3oupacM OTBET.

06 00 — nmHa OTBETa OT KapThl — 6 OaiToB

B cootBeTcTBUM ¢ ISO 14443-4 1.5.1

0675778102 80 —»st0 ATS

06 — mymmna ATS BMecTe ¢ caMOM JUIMHOM

75 —T0 : nanee cnenyrot TA(1), TB(1), TC(1), a pazmep Oydepa kapThl paBeH 64.

77— TA(1) : kapTa ogaep>kuBaeT BCce 4 CKOPOCTH 0OMEHa B 000X HarpaBJICHHUSX,
NpUIEeM CKOPOCTH B Pa3HBIX HAIMPABJICHUSIX MOTYT OBITh Pa3HBIMHL

81 —TB(1) : Taiimayt kapThl 77 Mc, a 3a[Iep>KKa repe]i ClaeAyIoIIei KOMaHI0M JOKHA

ObITh He MeHee 604 MKcC.

02 — kapra nogAepkuBaeT oOpaleHue K Hel 1o jJjorudaeckomy unenrupukaropy CID.

80 — historical byte.
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5.2.4 YcTtaHOBUTbL TeKylMe napameTpbl NPOTOKOsia ooOMeHa ¢
KapTou Tuna A.

Komanna 480300D011 0A901A0000
03 00 — mymHa MOCHUIKM KapTe paBHA 3
DO — xomaHza Kapte ¢ JormaeckuM uaeHtupukaropom 0 ycTaHOBHUTH MapamMeTphbl
11— Bceraa, 03Ha4aeT, YTO CJICAYIOIINI OANT MPUCYTCTBYET B KOMAHJIE.
0OA — nampeeiimii oOMmeH Oyner BecTuch Ha ckopoctd 424 KGong B o00oux

HAIpPaBJICHUSIX.
90 1A 00 00 — TaiimayT.
Otset 0001 00 DO

Kon 3aBepmienust = 0, moatroMy npojospkaeM padoTy U pa3OupaeM OTBET.

01 00 — nymHa oTBEeTa OT KapThl — 1 OaiT

D0 — mapameTpbl TPOTOKOJA YCTAHOBIEHBI, KPOME TOTO, TMOATBEPXKIACTCS, YTO B
JTAHHOM CEaHCE CBSI3M JIOTHYeCKUM ieHTUprKarop kapthl 0.

5.2.5 Mepekntountb pexxum Rf Ha TMn A ckopocTb 424.

Komanna 510A
OtBeT 00

5.3 AxkTuBauus kaprel THNA B U3 coctossnust IDLE

5.3.1 Mepekntounts pexum Rf Ha TMn B ckopocTtb 106.

Komanna 5110
OtBeT 00

5.3.2 AkTMBupoBaTb Kapty TMna B n3s coctoaHusa IDLE.

Komanna 560002
00 — pwibTp MprITOKEHS
02 — 4 coTa aHTHUKOJUIMBHU
OtBeT 009CO01 F5B8 000000003381 B3
Kon 3aBepmenuns = 0, mostomMy npoospkaeM padoTy ¥ pa3OupacM OTBET:
PUPI=9CO01 F5 B8
AppData =00 00 00 00
ProtInfo=33 81 B3
B cootBetcTBHM € ISO 14443-3 11.7.9.4
33 — kapra nogAep)kuBaeT 3 ckopoctr oOMeHa 110 424 K6oa BKIIOYUTEIHHO B 000MX
HAIpaBJICHWSIX, TPUYEM CKOPOCTH B PA3HBIX HANPABJICHUIX MOTYT OBITh Pa3HBIMMU.
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5.3.3

5.3.4

54

5.4.1

5.4.2

81 — pazmep Oydepa kapThl paBeH 256, kapra noaaepxuBaeT npotokos T=CL (ISO
14443-4).

B3 — taiimayt kaptel 618 Mc, kapra noaepkuBaeT oOpalleHre K Heil 1o JIOTHYE€CKUM

unenrupukaropam NAD u CID.

YcTtaHOBUTbL TeKylue napameTpbl NPOTOKOosia ooMeHa ¢
KapTou Tuna B.

Komannma 5408 9C01 F5B8000501 00
08 — nymna nepenaBaeMbix gaHHpIX (PUPI+ Param1+ Param2+ Param3+ Param4)
9CO01 F5 B8 — PUPI
00 — Paraml (cMm. ISO 14443-3 . 7.10.3) (Bce 1Mo yMOJTYAHHIO)
05— Param?2 (cm. ISO 14443-3 1. 7.10.4) (106 Kb6on)
01 —Param3 (cm. ISO 14443-3 . 7.10.5) (ISO 14443-4)
00 — Param4 (cMm. ISO 14443-3 . 7.10.6) (CID)
OtBeT 00008031 806640908912080583019000
Koa 3aBepmienns = 0, mo3tomy npoopKkaeM paboTy v pa3oupaeM OTBET:
00 — veT nHpOpMaIK 00 OTpaHMYEHUX JIJIS TIpUeMa IETIOYKH KaIpoB, KPOME TOTO,
TIOJITBEPXKIACTCS, YTO B JAHHOM CEAHCE CBS3M JIOTHMECKUN HIACHTHPHUKATOP
Kapthbl paBeH 0.
8031 8066409089 1208058301 90 00 — momoJIHUTENbHBIE JTAHHBIE, KOTOPHIX B
0011IeM clTydae MOKET He OBITh.

Mepeknountsb pexxum Rf Ha Tn B ckopocTtb 106.

Komanna 5110
OtBeT 00

AxkmuBanus kaprel THHIA B U3 cocTtosannss HALT

Mepeknounts pexxum Rf Ha TN B ckopocTtb 106.

Komanna 5110
OtBeT 00

AkTmBupoBaTb KapTy TMna B u3 coctosaHus HALT.

Komanna 570002
00 — GpwIbTP MPUIOKESHHS
02 — 4 cnoTa aHTHKOJUTM3UA
Otset 009C 01 F5B8000000003381B3
Kon 3aBepuienus = 0, mosromMmy npojospkaeM padoTy U pa30OUpacM OTBET:
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PUPI=9CO01 F5 B8

AppData = 00 00 00 00

Protlnfo=33 81 B3

B cootBetcTBUM ¢ ISO 14443-3 1.7.9 .4

33 — kapra nogAepkuBaeT 3 ckopoctr oOMeHa 110 424 K6oa BKIIIOYUTETIHHO B 000HX

HAIMPaBJICHISIX, MPHYEM CKOPOCTH B PA3HBIX HAMPABJICHUSIX MOTYT OBITh Pa3HBIMH.

8 1 — pazmep Oydepa kapThl paBeH 256, kapta noaaepxkusaet nporokos T=CL (ISO
14443-4).

B3 — taiimayt kaptel 618 Mc, kapra moanepkuBaeT oOpaileHre K Heil 1o JIOTUIECKUM

uneHrupukaropam NAD u CID.

5.4.3 YcTtaHOBUTbL TeKylue napameTpbl NPOTOKOsia oOMeHa ¢
KapTou Tuna B.

Komanma 5408 9C01 F5B800550100
08 — nymna nepenaBaeMbix AaHHpIX (PUPI+ Param1+ Param2+ Param3+ Param4)
9CO01 F5 B8 — PUPI
00 — Paraml (cMm. ISO 14443-3 . 7.10.3) (Bce 1Mo yMOJYaHHIO)
55— Param2 (cm. ISO 14443-3 1. 7.10.4) (212 Kbon)
01— Param3 (cm. ISO 14443-3 . 7.10.5) (ISO 14443-4)
00 — Param4 (cm. ISO 14443-3 . 7.10.6) (CID)
OrtBeT 00008031 806640908912080583019000
Ko 3aBepmrerwns = 0, mo3tomMy npo10pKaeM paboTy B pa3oupaeM OTBET:
00 — met uHpopMaImK 00 OTPAaHMYEHUAX I MpUeMa IETIOYKH KaJIpOB, KPOME TOTO,
MO TBEPXKIACTCS, UTO B JIAHHOM CEAHCE CBSI3M JIOTUUECKUN WICHTU(DUKATOD
KapThl paBeH 0.
8031 8066409089 1208058301 90 00 — momoJHUTENIbHBIE JIAHHBIE, KOTOPHIX B
001IeM clTydae MOXKET He OBITh.

5.4.4 MepeknounTts pexxum Rf Ha TN B ckopocTtb 212.

Komanna 5115
OtBeT 00

5.5 JleakTuBauusi KapThbl

JeaktvBarmst kapThl m060r0 THia npomsBoautcst komannot DESELECT (cu. ISO
14443-4 1. 8).

5.5.1 deaktnBupoBaTb KapTty, padboTalowyro B NpPOTOKOse
T=CL.

Komanna 4802 00 CA0090 1A 0000
02 00 — nyMHA NOCHUIKU KapTe paBHA 2
CA — xomangma DESELECT
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PyKOBOACTBO nporpamMmmMmucTa

00 — oru4eckuii WIeHTUHUKATOP KaAPTHI
90 1A 00 00 — Taiimayr.
Otset 0002 00 CA00
Koz 3aBepiienus = 0, mo3toMy mpojiomkaeM padoTy U pa3dupaeM OTBET:
02 00 — nymHa OTBETA OT KapThl — 2 Oaiira
CA — xomanna DESELECT BbInosHeHa
00 — noruyeckuii uneHTndukarop kaptel 0 0CBOOOXKICH.
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